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Hur kan IBM hjälpa dig att förbereda för framtida revisioner?
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Agenda

What’s the issue?
- What’s going on?
- Common issues

How can we solve this?
- The 3-step solution
- Introducing SIEM

Why customers turn to IBM
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What’s the issue?
Increasing Requirements

Increasing Cost

• PCI
• SOX
• Euro SOX
• BASEL II

• Internal Control
• Fines
• Legal Processes
• Operatioan risk
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What’s going on?
How do you know
what’s happening
inside of your
IT-environment?

And how can 
you easily prove 
that the auditor?
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Capture
“I need to store logs 
for forensics”

“I have no idea which 
logs to collect or how”

Comprehend

“My staff lacks the time, 
expertise, and desire 
to scan logs” 

“I’m concerned about 
privileged actions”

Communicate

“I need to provide reports to 
my auditors and regulators”

“I need to prove that I have 
effective IT security controls”

Common issues
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How can we solve this - The 3-step-solution

Capture

Comprehend

Communicate
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Step one - Enterprise Log Management
Capabilities:

Secure, reliable log capture 
from any platform
Auto collection of syslogs
Full support for native log 
collection
Store in an efficient, 
compressed depot
Access data when needed
Search across all logs
Reports to prove complete 
collection
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Investigate

Depot Investigation Tool
Information at your fingertips, 
with easy to use search
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Log Continuity Report

Log Continuity Report
Instant proof to auditors and 
regulators that your log 
management program is 
complete and continuous.
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Step two – understanding the logs

87% of insider incidents are caused by privileged and technical users.87% of insider incidents are caused by privileged and technical users.
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How do you make sense of all this?
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Today -skill is needed on all platforms

Windows z/OS AIX Oracle SAP ISS FireWall-1 Exchange IIS Solaris

Windows
expert

z/OS
expert

AIX
expert

Oracle
expert

SAP
expert

ISS
expert

FireWall-1
expert

Exchange
expert

IIS
expert

Solaris
expert
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With TCIM – all logs are translated into a normalized form

TCIM saves your information security and compliance staff time and money by 
automating monitoring across the enterprise. 

TCIM saves your information security and compliance staff time and money by 
automating monitoring across the enterprise. 

Translate logs to “English”

Compliance Insight Manager

Windows z/OS AIX Oracle SAP ISS FireWall-1 Exchange IIS Solaris
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Normalization  - the W7 Methodology

Who did What type of action on What?

When did he do it and Where, From Where and
Where To?

We do the hard work, so you don’t have to!!We do the hard work, so you don’t have to!!
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Sophisticated Log Interpretation and Correlation
Capabilities:

W7 normalization

Interpret EVERY log 
(Syslog and native 
logs) into English

Compare billions of 
log entries to 
baseline policy

Out of the box log normalization!Out of the box log normalization!C
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Compliance Dashboard
Logs after W7 – Billions of 
log files summarized on one 
overview graphic!

Compliance Dashboard
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W& Eventlist

W7 Eventlist
Note!: Mike Bonfire, a DBA, 
is reading the payroll
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Step three – Communicating
Capabilities:

Hundreds of reports

Compliance modules

Special attention 
alerts

Custom reports
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Regulation specific modules with 
tailored reports to jumpstart your 
compliance efforts – saving you 
staff time and reducing audit costs
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PCI Compliance Reporting
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Introducing … The IBM Tivoli SIEM Solution
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Adding real time security event correlation
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World leading Enterprise Compliance Dashboard

World leading Compliance Management Modules and 
regulation-specific reports

Unique ability to monitor user behavior

Possibility to get the best of two worlds (SIM & SEM)

Proven technology (21 years) combined with the 
worldwide IBM implementation and support team

Why customers turn to IBM
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Customers who have chosen IBM
Codan / Royal & Sun 

Alliance

Major US Payment 
Processor

Major Office Supplies 
Store

Large US Grocery Chain

Industrial Cleaning Firm

Major Office Equipment 
Manufacturer

To close compliance gaps for SOX; centralize collection, monitoring, and reporting 
of millions of log files; and provide transparency into the activities of privileged 
users across a heterogeneous network.

To prepare for federal regulations and to meet the requirements of the VISA CISP, 
this large payment processor brought Consul onboard to help audit enterprise IT.

The Manager of Data Security began looking for a solution to audit their entire 
enterprise IT environment.

Needed IT audit solution they could roll-out across the corporate network to audit 
AIX, mainframe, UNIX, Windows and OS/400, and then to 2,500 stores.

In order to meet SOX requirements and IT Security best practices, the Director of 
IT Security began looking for a product that could help them manage their log data.

Company received a mandate from their CEO to comply with federal regulatory 
requirements, specifically Sarbanes-Oxley

IT Security team driven by requirements given to them by Internal Auditors to meet 
Sarbanes-Oxley requirements

Global Food 
Manufacturer
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Next step

Call me for a meeting: 070-793 30 55 
ronny.linnerheim@se.ibm.com



IBM Software Day 2007
Recognized by the press and analysts

Customers Worldwide

Questions?
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