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New capabilities!

§ QRadar Vulnerability Manager

– New capabilities deliver even more value, improve usability and scalability

– Scan policies reduce scan time, increase performance and flexibility

– Centralized credentials reduce administration time and overhead

– Automatic scanner assignment increases scalability, eases administration

– Asset owner management streamlines en masse owner changes

– Scheduled scan views enables visualization of scheduled scans, eliminating potential 

overlaps and improving scan efficiencies

– Enhanced reporting capabilities

PCI ASV, risk prioritized remediation and asset reports and much more!

§ QRadar Risk Manager

– Drastically improved topology performance scales to even larger environments

– New policy tests enable complex Windows configuration policies like CIS

– Support for new IPS and Next Gen firewall devices expands topology and policy 

capabilities

– Improved path visualizations decrease network administration overhead for users
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§ Improved usability and scan performance

§ Scan Policies

§ Dynamic Scanning

§ Automated asset owner assignment
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Scan policies enable focused, rapid scanning

§ Customers can now granularly configure the way that QRadar Vulnerability Manager scans 

assets through scan policies

§ This improves scan performance by reducing the total number of scan tests conducted

– Example: turn off scans for vulnerabilities that are 10+ years old

§ This also allows customers to selectively turn specific vulnerability tests on and off, giving 

them a high degree of control over how their assets are scanned

§ QVM customers can now define their own scan policies, which includes selecting / 

deselecting specific tests, for virtually any scan type:

– Full scan

– Database scan

– Discovery scan

– PCI scan

– Patch scan

– Web scan

§ Patch scan policies may also include specific vulnerabilities to check for

– Enables rapid scanning for specific vulnerabilities (e.g. heartbleed); vulnerabilities may 

be quickly selected via quick filter



© 2014 IBM Corporation6

IBM Security Systems

Scan policy example

§ Scan policy that excludes thousands of old vulnerabilities from 2001
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Dynamic scanning allows automatic selection of the appropriate 
scanner

§ Dynamic scanning allows QVM users to assign ranges of IPs to specific QVM scanners

§ Previously, QVM scans were limited to one scanner per scan profile

– For example, users create a saved asset search to cover all Windows servers

– QVM scan profile was created, specifying the saved asset search

– The scan profile was limited to a single scanner, so selection of the “best” scanner to 

cover all IPs was not possible

§ Users can now assign specific CIDR or IP ranges to specific scanners; QVM then 

automatically selects the appropriate scanner at scan time
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Simplifying the definition of large scans

§ QVM now allows users to copy and paste a delimited list of IP addresses into the QVM scan 

profile, specifying the separator character

§ Many customers store asset information in delimited format (like CSV); QVM now simplifies 

the process of copying that information into the scan profile
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Automated asset owner assignment eases administration for large 
customers

§ QVM relies on the technical owner name and contact information in the asset database to 

assign vulnerabilities to users and automatically distribute reports via email

§ Users need the ability to assign technical user and contact information to many assets en 

masse; also allows easy reassignment

§ Asset owners may be assigned by CIDR, name, OS, or via saved asset search

§ Remediation deadlines by owner and scheduled assignment runs may also be set
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§ Intelligence driven remediation and compliance efficiency 

improvements
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Intelligence driven remediation and compliance efficiency 
improvements

§ A key advantage of QVM+QRM is risk prioritization of remediation and compliance 

processes

– For example, QRM policies can increase and decrease vulnerability risk scores based on 

factors including correlation of asset communications, network reachability, asset 

configuration, patch status, etc

– This applies to virtually all vulnerabilities, including those acquired from AppScan, 

IEM/BigFix, Guardium, and third party vulnerability scanners

§ Addition of many new out-of-the-box reports, coupled with risk scoring, provide functionality 

not found in any other product on the market

– Automated creation and distribution of risk-prioritized patching, vulnerabilities, and asset 

reports is a huge competitive advantage!

– Examples

• PCI ASV report: PCI Approved Scanning Vendors will be able to use QVM to scan 

customer networks and “attest” to compliance with PCI standards; QRadar

customers can run their own tests to ensure that they will pass ASV scans

QVM PCI ASV report is in the process of being certified by PCI; Q2 2014 target

• Generation and distribution of risk prioritized compliance, asset, patch reports

• “Reminder” reports for asset owners, by assignee, root cause, asset patch,

vulnerability asset, asset OS patches, etc
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PCI ASV Report
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Assets and patches prioritized by risk allow customers to remediate 
riskiest assets first
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Patches prioritized by vulnerability count allow customers to 
determine which patches to apply first
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§ Making QVM even easier to use

§ Centralized credential management

§ Scheduled scan views
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Centralized credentials streamlines administration, enables 
separation of duties

§ QRadar Vulnerability Manager now allows users to specify vulnerability scan credentials in 

each scan profile or via a secure centralized credentials facility

§ Credentials can be selectively applied to scan profiles, simplifying administration and 

enabling separation of duties

– People scheduling scans don’t need credentials for the machines being scanned

– Eases credential definition for on-demand and rule-driven scans

§ Users create credential sets via the QRadar admin tab, specifying CIDRs covered by the 

credentials

– Centralized credentials utility can be utilized by other QRadar modules in the future

§ Credentials are then entered for Windows, Linux/UNIX and network (SNMP) devices

§ When users create QVM scan profile, they check ‘use centralized credentials’, which 

instructs QVM to pull credentials from the CC store at scan time
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Scheduled scan views help avoid overlaps, minimize network and 
asset traffic

§ Users can now view which scans are scheduled to run on a daily, weekly, and monthly basis

§ Views also graphically display last scan duration; scans profiles may also be edited directly 

from calendar views
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§ Improved QRM performance, scalability and usability

§ New topology model

§ Complex configuration tests and compliance 
standard support

§ New device support

§ Improved path searching
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New QRM topology model provides drastically faster performance, 
scalability

§ Performing topology calculations in large, complex customer networks could be time and 

resource intensive

§ A new approach to topology calculations now uses set arithmetic and geometric shapes, 
combined with improved multi-threading, dramatically improves performance and scalability 

– Initial benchmarks show 600% to 700% topology calculation performance gains 

– This will allow QRM to support large customers with > 10,000 devices and will set the 

stage for near time-time topology and risk calculations as customer network 

configurations change
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New policy monitor tests support complex configuration tests and
compliance standards

§ QRadar Risk Manager policy monitor test mechanism has been improved, removing 

requirement for additive communications tests and increasing test flexibility

§ Improved policy monitor tests

– Windows configuration tests can now be additive; Windows property tests can be ‘equal’

or ‘not equal’; multiple configuration tests can be included in a single policy 

§ These changes are required in order to support configuration-based compliance policies

§ Examples: CIS benchmarks, enforcing corporate configuration standards
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New IPS and NextGen firewall support extends topology and policy 
coverage

§ Support for “next generation”, “application layer”, and “layer 7” devices, which function at the 

application level, is being added to QRM this year in phases

– This includes firewalls and intrusion prevention systems (IPS)

• Examples: Palo Alto Networks, Juniper Networks SRX, IBM XGS IPS, Sourcefire

IPS, Tipping Point IPS, etc.

– Support for these devices provides many advantages

• Policy monitor tests that correlate vulnerabilities with network reachability will take 

these devices into account

• Ability to view device configurations and track historical configuration changes

§ Phased approach

1. QRM 7.2.2: layer 3 support

• Collection of device configuration data

• Placement of devices in topology

2. QRM 7.2.3 and 7.2.4: layer 7 (application) support

• Full support for layer 7 (application) configurations

• Additional policy monitor tests to support application layer communication and 

exploitability tests

§ This support also requires an appropriate adapter, released separately
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“Net::Net” path summary summarizes all enabled application paths 
during path searches

§ QRM now provides the capability to view all enabled ports and protocols across a specific 

path search

§ Network and security engineers can use this capability to easily determine which application 

paths exist across specified points on the network



© 2014 IBM Corporation25

IBM Security Systems

Improved “blocked path” display simplifies analysis of blocked 
application paths

§ Path searches that fail (“no path”) now show the point of the blockage, along with a hover-

over option to display the reason

§ Users can also display the actual reason for the path blockage (e.g. firewall rules)

§ Network and security engineers can use this to quickly determine what changes need to be 

made in order to enable application paths



© 2014 IBM Corporation26

IBM Security Systems

Major QVM and QRM release

§ QRadar Vulnerability Manager

– Fantastic new capabilities deliver even more value, improve usability and scalability

– Scan policies reduce scan time, increase performance and flexibility

– Centralized credentials reduce administration time and overhead

– Automatic scanner assignment increases scalability, eases administration

– Asset owner management streamlines en masse owner changes

– Scheduled scan views enables visualization of scheduled scans, eliminating potential 

overlaps and improving scan efficiencies

– PCI ASV, risk prioritized remediation and asset reports and much more!

§ QRadar Risk Manager

– Drastically improved topology performance scales to even larger environments

– New policy tests enable complex Windows configuration policies like CIS

– Support for new IPS and Next Gen firewall devices expands topology and policy 

capabilities

– Improved path visualizations decrease network administration overhead for users

§ Remember to include QVM+QRM in every deal!
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