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s New appliances, capabilities and features to handle even more data more
quickly !
— Higher EPS, more disk, additional powerful and cost effective
expansion options
— Customers NEED this now and it is unique
s New APIs !
-~ Now have open APIs to QRadar flow and event data

— SOC integration, improved visualization enablement, value add
enablement for business partners, and much more ....

s Faster !

— More tuning, optimizations and options to make QRadar searches
faster

s Translated
— Fantastic new translation and globalization capabilities
— Users can now pick their language !

s Exciting new approach to user documentation

© 2014 IBM Corporation



Opening up QRadar data and
analytlcs

New APIs - Events and Flows
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Open APIs — Events and Flows

s Customers and Partners can now easily do the following in a supported
manner:

— Integrate third-party reporting solutions using our API to report on Events /
Flows

— Create custom dashboards / visualizations on Events and Flows

— Allows for operations on QRadar’s data, that is not currently supported in
the Ul
e.g. Historical Correlation (think scripting)

— Selective data backup — Query and preserve only the data you want to
keep

— Advanced Use cases — Easily implement use cases that are not currently
feasible in the Ul. E.g.: Custom application that Maps Nat IP to Internal IP
and presents a view on its relationships.

— Query and feed valuable data to other Big Data solutions for long term
machine data analysis or data warehouse.

4 © 2014 IBM Corporation
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Open APIs — Events and Flows

. The Ariel APl documentation page can be viewed from URL:

. https://QRadar_IP/console/restapi/doc

€« C' | & b#psy//bluecar.canlab.ibm.com/console/restapi/doc#! /arie oo

QRadar Public API Show Experimental: @ Show Provisional: @ Version:- Filter

admin (logout)

lariel Show/Hide APls | List APls
/databases Show/Hide Versions | List Versions
/databases/{databaseName} Show/Hide Versions  List Versions
/searches Show/Hide Versions | List Versions
/searches Show/Hide Versions | List Versions
/searches/{searchlD} Show/Hide Versions  List Versions

S /searches/{searchiD} Show/Hide Versions | List Versions
Isearches/{searchlD} Show/Hide Versions | List Versions
/searchesH{searchiD}/results Show/Hide Versions  List Versions

5 © 2014 IBM Corporation
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Open APIs — Events and Flows

Along with definition, try your queries!

Error Responses

HTTP
Response

409

422

422

Unigue
Code

1004

2000

1005

1020

Response Type

MIME Type

#| application/json

Parameters

Parameter

queryExpres

querylLanguageVersion

searchID

startTime

endTime

sion

Description

The search could not be created. the searchlD provided is already in use. Please use a unigue searchlD.

The gueryExpression contains invalid AQL syntax.

A request parameter is not valid.

An error occurred while attempting to create a new search.

Sample

Show/Hide
Type Value _I%_)\a;z MIME Type

¥

query |select * from event. String text/plain
query | Integer text/plain
query | String text/plain
query | Long text/plain
query | Long text/plain

-

v

*

Sample Details

View

View

View

View

Required - The AQL guery to execute.

Optional - The version of the AQL
expression. Acceptable values are "1" and
"2". The default value is "2".

Optional - A searchlD value to be used for
the new search instead of a system
generated searchlD. The searchlD must be

Optional - The beginning of the gquery time
interval. in milliseconds since 0:00:00
1/1/1970. The gueryExpression time interval

Optional - The end of the query time

interval. in milliseconds since 0:00:00
1/1/1970. The gueryExpression time interval

© 2014 IBM Corporation
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Give your search result a nice name — and re-query it

Parameters
Parameter Type  Value Data Type MIME Type Schema Details
queryExpression quemns |se1ec'.t * from events w4| String text/plain ¥ View Required - The AQL query to execute.
querylanguageWersion query | _, Integer text/plain v | Mew Optional - The version of the AQL expression. Acceptable
values are "1" and "2". The default value is "2".
searchlD query |1T.y1:adg'.1y.3 P String text/plain ¥ View Optional - A searchlD value to be used for the new
search instead of a system generated searchlD. The -
searchlD must be unigue and is only used for SELECT
=tartTime anans | [T I Wicuar —~ o - o "o
Parameters
Parameter Type  Value Data Type MIME Type Schema Details
queryExpression query  lselect * from String text/plain v | View Required - The AQL query to execute.
mybadguys where
nsername="adam"’
P
auervl ancFuaseVersion  merne | | Intener deeadeloie - View Pcticmal Tlc iicmcioe 2faloe B cecmciae Moo emio k-

© 2014 IBM Corporation
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Open APIs — Events and Flows

. Utilize full power for AQL

Ariel Query Language (AQL)

The Ariel Query Language, or AQL. is a structured query language for Ariel databases. It uses a familiar SQL-like syntax to express queries that retrieve data and perform other operations.

The use of an SQL-like language makes it easy to begin creating AQL queries if vou are already familiar with SQL. The structure of an Ariel database, however, is internally very different from a relational database. so there are areas in which AQL
deviates from famiiar SQL forms in order to provide more precise control over the Ariel server's capabilities. The important differences in database structure are discussed in the concepts section below.

This document briefly introduces Ariel databases and some of the concepts that are unique to them, and then provides a detailed reference describing the elements of AQL and how to compose them.
Contents

¢ Changes from previous AQL versions
¢ Ariel database concepts
© Databases
o [nterval data
© Searches
© Properties
© Aggregation
o Views
o AQL reference
© Lexical convenfions
© DESCRIBE
o SELECT
o MATERIALIZE
¢ RUN
© DROP

Changes from previous AQL versions

The AQL language was originally designed for the Ariel command line client tool. The tool provides many powerful capabilities. but it has not previously been formally supported and so the expression language has remained incomplete or unrefined in
some areas. This document describes a revised expression langnage that adds a mumber of important capabilities and changes a number of existing expression elements to make them more complete or consistent. The new language has all of the same
capabilities as the older version, and most simple queties are identical However, the new language does not yet provide complete backwards compatibility.

If vou are familiar with the older AQL syntax, vou may be interested just in a description of the changes introduced by the newer version. Differences are described in context with the rest of the documentation, but are highlighted in this way:

NEW -- This is a new feature introduced with this version.

8 © 2014 IBM Corporation
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Open APIs — Events and Flows

. Need to run a saved search defined in the Ul?

Saved Searches Group:Select a group... Manage Groups

Type Saved Search or Select from List

Available Saved Searches
Accessed Resources

Admin Login Failure

[ Admin Login Failure By IP

Admin Login Failure By User
Admin Login Failures by Metwark
Admin Login Success By IP

Load| |Delete .
— Execute it from the API
Parameters
Parameter Type  Value %HE:E MIME Type ~ Sample Details
J
queryExpression QUENY  RUN query "Admin Login oUINg text/plain ¥| VI8W  Required - The AQL query to exscute.

Failure By IP" hetween
'S5 minutes ago' and
now

© 2014 IBM Corporation
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Open APIs — Events and Flows

. Can handle very large queries

https://bluecar.canlab.ibm.com/api/ariel/searches?queryExpression=RUN+query+¥22Admin+Login+Failure+By+IP%22+between+ " S+minutes+ago’+and+

Request Headers
Version: @.1
SEC: B4c@9cad-b783-4lee-bd8a-Taic450b2413
Accept: application/json

Allow-Experimental: true
Allow-Provisional: true

Response Code

Response Body

|'searchID”: "c4d6c4@6-e475-4658-8ahe-bd52ahcadcTe”,|
progress : H,

"status": "WAIT",

"saveResults": false,

"processedRecordCount™: 8,

"queryExecutionTime™: @,

"recordCount™: @

Response Headers

Pragma: no-cache

Date: Wed, 82 Apr 2814 81:55:41 GMT

X-Frame-Options: SAMEORIGIN

Content-Type: application/json

Location: https://bluecar.canlab.ibm.com/console/restapi/api/ariel/searches/c4d6c486-2475-4658-8ab@-bd52abckdcie
Cache-Control: no-cache, no-store, must-revalidate

Connection: Keep-Alive

Keep-Alive: timeout=15, max=99

Content-Length: 184

Expires: @

10
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Open APIs — Events and Flows

. How to get results of the query? Use the following APl endpoint

e38 /searches/{searchlD}results
0.1 | EXPERIMENTAL

Description

Show/Hide Versions ~ List Versions

Retrieves search results in the format requested

Refrieve the results of the Ariel search that is identified by the searchlD. The results are returned in the format indicated by the 'Accepts' request

header. The format can be JSON, CSV, XML. or tabular text.

Select the format of results desired

Respanse Type
MIME Type

«| application/json ) Great for web
visualization packages

—
2 EE L TES, <+— Great for quick an easy reporting

text/table

Great for custom data processing

application/xml «— ALTO
applications

11

Pass the search ID as the
parameter to get results

Parameters
FParameter Type Value
searchID path | c4déc4né-e475-4658-

Babl-bd52abcb6dcTe

© 2014 IBM Corporation
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Open APIs — Events and Flows

12

Search results returned, in JSON example

Response Code

288
Response Body

"events": [
{

"Source IP": “"S51.1@8.196.2",
"Destination IP (Unigque Count)": "{127.8.8.1}",
"Destination Port (Unique Count)": “{@8}",
"Event Mame (Unique Count)": "{44251978}",
"Log Source (Unique Count)": "{71}",
"Low Level Category (Unique Count)": "{3@15}",
"Protocol (Unique Count)™: "{255}",

"Username (Unique Count)": "{java.lang.String|root}"”,

"Magnitude (Maximum)": "3.8",
"Event Count (Sum)": "21@.8",
"Count™: “19.@"

"Source IP": "Sl.le@.lea.3",

"Destination IP (Unique Count)™: "{127.8.8.1}",
"Destination Port (Unique Count)": “{@&}",
"Event Mame (Unique Count)": "{44251978}",

"Log Source (Unique Count)": "{71}",

"Low Level Category (Unique Count)": "{3@15}",
"Protocol (Unique Count)™: "{255}",

"Username (Unique Count)": "{java.lang.String|root}",
¥

"Magnitude (Maximum}": "3.
"Event Count (Sum)™: “245.8",
"Count™: “19.@"

"Source IP": "55.18@.1@8.24",

"Destination IP (Unique Count)": "{127.8.8.1}",

L R o AL TP o PP L L A -

© 2014 IBM Corporation
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Open APIs — Events and Flows

13

Search results returned, in table/text example

Request Headers

Version: 8.1

SEC: B4cB9cad-b783-4lee-bd8a-farsc458b24f8
Accept: text/table

Allow-Experimental: true
Allow-Provisional: true

Response Code

288

Response Body

| Source IP | Destination IP (Unique Count) |
51.1686.166.2 {127.8.98.1
51.1@e8.1@8.3 {127.8.98.1
55.1ee.lea.24 {127.98.8.1
47.1ee.52.13 {127.8.8.1
131.2@3.4.128 {127.98.8.1
156.35.13@.238 {127.8.8.1
47.11.11.17 {127.8.8.1
1e.1e8.58.42 {127.8.8.1
47.11.11.7 {127.8.8.1
55.1e8.1a8.21 {127.8.98.1
47.11.11.2 {127.8.98.1
55.1ee.1lea.25 {127.98.8.1
156.35.138.226 {127.8.8.1
55.1ee.lea.15 {127.98.8.1
18.186.3.25 {127.8.8.1
18.186.3.12 {127.8.8.1
156.35.138.232 {127.8.8.1
55.1ea.laa.29 {127.8.8.1
47.11.11.13 {127.8.98.1

{44251970
{44251978
{44251978
144251978
144251978
{44251978
{4425197@
{4425197@
{4425197@
{44251978
{44251978
{44251978
144251978
144251978
{44251978
{4425197@
{4425197@
{4425197@
{44251970

Returned results 1 to 19 of 19

© 2014 IBM Corporation
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Open APIs — Events and Flows

Build your own visualization on top!
A Step towards driving community developed content.

L -"«-.

N
ﬂ‘

j RUSSIAN FEDERATIO

imported: $41,511,3 -
ISRAE exported $46,140,637 | 1/  KOREA, REPUBLIC ,
NF

g TAIWAN !

E LAAND = PHUPRINES

14 © 2014 IBM Corporation
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Example visualization

AQL: |se|ect sourcelP, destinationlP, count(*) from events group by sourcelP, destinationlP limit 100 § S|mp|e

Token: |e1dedba?-gd?d-dﬁﬂ-b?Qd-?bBe9b5e51E example Of a
visualization

s < 100 lines of
java script

s Huge range of
visualization
options

15 © 2014 IBM Corporation
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s Opens up endless possibilities extracting the value out of QRadar
s Visualization and reporting options

s 3rd party and business partner value add applications

s And much more...

s Only the start !

16 © 2014 IBM Corporation



Limitless data and searching

'0® The QRadar Data Node
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The Problem

. CGustomer need to collect, store and analyse more and

more data
Long term trend analysis
Incident diagnosis

. They want to be able to analyse this data quickly !
. Activities such as correlation, searching and storage

must compete for available system resource, limiting
possible performance improvements

. Limited scaling capabilities, requiring additional EP/FP

instances in order to scale storage and search
performance

. Off board storage solutions such as SANs can help but

18

only address one aspect of the actual problem, scaling
storage without concern for query performance

Ll
I

31XX — Console

|

o

@i
[ g

16XX — Event
Processor

A

15XX— Event Collector

© 2014 IBM Corporation
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The Solution — The Data Node

Data node address the entire problem,
scaling data storage out while

simultaneously adding the processing
capabilities to handle queries on data.

Each Data Node instance that is added to a
deployment bring the full processing power
of an appliance that can be utilized during
data storage and retrieval operations.

. The Data Nodes do not participate in

19

activities such as correlation so they can
focus their efforts on the retrieval of data
and the work associated with queries such
as aggregation.

Scale any new or existing deployment to
meet even the most demanding client
needs; years of data, hundreds of users, all
searchable in seconds

31XX — Console

<=

=

S

Data Node '

9
v :éﬁﬁ
N
. Data Node
'h-ﬁ
r

PP

A

<

15XX— Event Collector

© 2014 IBM Corporation
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Performance Projections

The addition of Data Node can have a dramatic impact on search performance in a

number of situations.

Disk bound searches Performance Projections (1Gbps Link Speed)
8
- All data with a .
source IP of
192.168.0.1 over "
the last 7 days 5
4
Network bound searches . \ —
2 >~ . o
) All data from the 1
last 7 days 0 -
N qr £ A ky
ées‘* éa'“’ 6\5%"{' {sﬁu @5‘* @9@ @5‘*
CPU bound searches o o7 d 7 b%e? b"@ b%e?
Ky £ Q,d:‘(\ Ky Ky & QP)O
\‘3& -&&0 & -\“3& -:i:& é‘&o Q
- All data from the ~ © N b & & o
last 4 hours,
aggregated by Single Node Cluster e Ty 0 Node Cluster el - oL Node Cluster
SourcelP

20
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Performance Projections
The addition of Data Node can have a dramatic impact on search performance in a

number of situations.

Disk bound searches

- All data with a
source IP of
192.168.0.1 over
the last 7 days

Network bound searches

_ All data from the
last 7 days

CPU bound searches

- All data from the
last 4 hours,
aggregated by
SourcelP

21

O = N W & O O ~N ™

* Performance Projections (10Gbps Link Speed)

/
? —— = & *-
N % e N P N
X 5 3 r&é‘% J&c‘ﬁ‘w ‘é& ﬁ‘% Q‘c‘}‘%
bcs?' 6%"-’ b‘be’ 0‘9& o"éb bf:?“
& < 'S 'S & &
& & > & > Q,d:‘
R R o & 2 o
& 2 ) & &
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Single Node Cluster  =#=Two Node Cluster  =lll=Four Node Cluster
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Data Node — A Brief Introduction

. Offered in all three standard QRadar form factors; Software, Virtual or
Software Pack bundled with either xx05 or xx28 Core Appliance
Can mix and match software, virtual and hardware in a deployment

Requires NO additional EPS or FPM licensing

Can be used as companion to the following QRadar components:
16XX — Event Processor
17XX — Flow Processor
18XX — Event/Flow Processor
31 XX — Console/All-In-One
2100 — All-In-One

22 © 2014 IBM Corporation
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Data Node — Configuration and Deployment

23

Activate Data Node using
standard QRadar activation key
process

Simple point-and-click
configuration in Deployment
Editor to attach Data Node
instances to the appropriate
host

“Deploy” operation sends all
new Data Node instances into
service

| £ | Deployment Editor - Staged Deployment : default

File Edit Actions

OO0 0 9=~

Event View | : Vulnerability View

+

System Views

4
Event Compane...)!

&

Data Node

Event Collector

s )
L =

Event Processor

vmibm7156
Off-site Target

i+ gllow0 - vipib

vmibn7156

eventcollector(
Off-site Source ( (
I# dataMode109 dataNode107

vmibm7 156

I N A;m essord
| =) vmibni7156
[ QFlow ( r
= dataMode110 = dataMode108
" . vmibm7 156 - vmibm7 156
Risk Manager
[l o
|| o magistrate
vmibm7156
||| Risk Manager C... wmbmidh
< 11 3
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SIEM Data Node 1400 Appliance

s Positioning

- Plug and play storage that can be used to
meet the most demanding data retention
requirements.

s Characteristics and Capacity

- Receives events and flows from associated
QRadar components for storage

- Actively participates in query operations,
proving additional processing power and thus
increased query performance

- Requires no additional EPS/FPM licensing

- Requires associated QRadar component such
as 31XX, 2100, 16XX, 17XX or 8XX

- Storage
- 40TB with xx28
- 6 TB with xx05
- Upto 100TB user supplied
s Upgradability

- Additional Data Nodes can be added as
needed

o4 8 HA available

~ —‘W
Collection of log events from network’and
security infrastructure

Event/Flow

VSRR Processor

Data Node Data Node

~ ~

© 2014 IBM Corporation
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s A fantastically powerful and unique offering

s Enables almost limitless data storage

s Simple addition of incremental storage
— Avoids complexity, cost, and potential performance issues of SAN
— Does not require any complex disk or file reconfiguration
— No changes required log source collection configuration

s Ability to add process power cost effectively to improve performance

s Addresses the performance and data storage requirements and concerns of many
customers

25 © 2014 IBM Corporation
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Search Performance Enhancements

s Search performance tuning (Ariel, Linux kernel), significantly increasing search
performance and concurrency

— Up to 3 times faster searches using indexed criteria (including Quick Filter)

. Web proxy searching e.g. ‘www.cnn.*
. Specific IP activity e.g. ‘sourceip = 10.33.41.5’

— Up to 40% faster non index searches compared to 7.2.1

s Improvement in addition to those introduced in 7.2.1 and the Data Node

27 © 2014 IBM Corporation
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New M4 Appliances
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M3 approaching end of sales

. QRadar currently uses two xSeries M3 platforms: x3550 (for 2100 and QFlow) and x3630 (for xx05
and xx24). Both platforms have their extended End of Sales planned for June 30, 2014.

. All SWG xSeries based appliances have been moving to M4.

Meeting customer demands and addressing competition

The current appliances are approaching their hardware capacity limits to handle the increasing
workload, especially for large enterprise deployment.

We are under pressure from competition to increase capacity that can be delivered from one single
appliance (e.g., more than 5000 EPS from AlQO), instead of just scaling out (buying more event/flow
pProcessors).

Supporting future software capabilities

. Future software features planned in QRadar’s roadmap such as Big Data, extended delivery
mechanisms (multi-tenancy, SaaS, MSSP), forensics, and incorporating more Sl data by integration
with other IBM solutions all demand more hardware resources.

Improving the configuration

. The M3 platforms currently used have limited network interfaces, making QRadar lack the ability to
support 10G fiber network and fiber channel storage out of the box.

. Event Collector 1501 needs to be rebased on a cheaper platform to be more cost effective.

© 2014 IBM Corporation
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s Model number changes

. Current QRadar model numbers remain the same, except that xx24 is replaced with xx28 due to
significant hardware upgrade.

. To distinguish from M3 based appliances, all M4 based appliances are named with “G2”.
s Two xSeries M4 hardware platforms
is used for 2100, QFlow Collector 1201/1202/1301/1310, and Event Collector 1501.
is used for xx05 and xx28.
s Enhanced hardware resources
Faster processors and more cache
More memory (32GB for 2100, 64GB for xx05, 128GB for xx28, 16GB for QFlow)
More disk storage for QRadar data (40TB for xx28)
Improved network interfaces
3 or 4 1Gbps network interfaces
1 (for 10Gbps fiber networks) included in all models
1 two port Emulex FC HBA card (for Remote SAN support) included in xx28
1 included in QFlow Collector 1202 and 1301.
1 (Gen 2) included in QFlow Collector 1310.

30 Event Collector 1501 rebased to use the same platform as QFlow 1201 © 2014 IBM Corporation
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o QRadar will be available in the following languages

1 French, German, ltalian, Spanish, Brazilian (Portuguese), Russian, Traditional
Chinese, Simplified Chinese, Korean and Japanese

1 This translation effort has been a significant investment involving translators and QA
resources in 10 different countries and has resulted in over 160,000 words being
translated covering most aspects of the QRadar SIEM Platform including:

1 Dashboards

7 Log and Flow Activity Panels
1 Search Screens Throughout
7 Reporting

1 Administration

1 Documentation

© 2014 IBM Corporation



v
9% IBM Security Systems

Globalization — Language/Locale Selection

1 Users simply pick their language

System Time: 10:56 PM

Mext Refresh: 00:00:15 [l = @

(@ 2% X )

ice (Total Bytes)

and refresh | N aamin
E-mail: root@localhost
oard QOeIete Das Password:

Password(Confirm):

Locale: English| [+]

Enable Popup Notifications:| Deutsch
English
espafiol
Frangais
ltaliano
Portugués (Brasil)
Pycckni

58

=0

Bahasa Indonesia

M 8:00 PM Mar 30 10:004

ment [ P2P Kazaa ([P2P eDonkey Rem{ Bahasa Indonesia (Indonesia)

in Network Activity Bahasa Melayu
Bahasa Melayu (Malaysia)
| Bytes)

Bengali (India)

3/30/14 4:56 PM - 3/30/| Catala

Catala (Espanya)

Catala (Espanya, PREEURO)

Dansk

Dansk (Danmark)

) [ Deutsch (Deutschland)

i ;:" MY ".""W""ﬂ' Deutsch (Deutschland, PREEURO)

\ ig Deutsch (Luxemburg)

RO !#\“WM"‘ i Deutsch [Luxemburz.F'REEURO)
Mar 30

| Deutsch (Schweiz)
Deutsch (Osterreich)
Deutsch (Osterreich, PREEURO)

# 4.56 PM - 3/30/14 10:56 PM

LI dh.M.M.LJﬂ J1l;

:31:00 PM

ort:Other:...fort 261,577,037

1

A Mar 30

ffort:Other:Best Effort
Network Activity
through Firewalls C]:B

Series data for the search
erformed.

33
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Globalization - Dashboards
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IBM Security QRadar SIEM
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Globalization — Log and Flow Activity
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IBM Security QRadar SIEM

Painel Crimes  Ativid: oLog EUMLELEWTRILEW Ativos Relatérios  Vulnerabilities ~ Administrador

Procurar... ¥ Procuras Rapides ¥ Y Incluir Fitro |55 Saivar Critérios @ Salvar Resultados gy, Cancelar %y Positivo Falso Regras ¥ Agdes ¥

Visualizando fluxos de 28/03/2014 08:08:00 a 28/03/2014 14:08:00  Visualizar: Selecionar uma Opgéo

Agrupando por:
Pais/Regiéo Geogréfica

Usando Procura: Trafego de Saida por Pais/Regiéo

Filtros Atuais:
Diregéo de Fluxo € L2R  (Limpar Filtro
> Estatisticas Atuais

10 Principais Resultados de Pais/Regido Geografica por Total de Bytes (Soma)

IBM Security QRadar SIEM

¥ Legenda
Estados Unidos [l Canada @ China (@ Reino Unido ([ Fran(
Nome evento
[c]] IRC Connections
Pai IP de Origem IP de Destino Porta de Destino Potential P2P T...
ais/Regido ot o et ;
Geografica (Contagem (Contagem (Contagem Information Me....
Estados Unidos | Varios (4.840) Varios (67.546)  Varios (11959)  Var Irformationiness
Canada Varios (3730} Varios (14.431) Varios (4.120) Var Information Me...
China Varios (23.042) Varios (4.800) Varios (1.403) Var Information Me...
Reino Unido \arios (899) Varios (7.161) Varios (2.007) Var Information Me...
Franca Varios (591) Varios (7.023) Varios (2.622) Var -
Alemanha Varios (566) Varios (6 288) Varios (2.129) Var Information Me...
Suécia Varios (343 Varios (1,535 Varios (857 Var Information Me...
Holanda Varios (478) Varios (3.351) Varios (1.524) Var Information Me...
landn Varios (12491 Varios (3 A61) Varins (R16) Var

Information Me...
\do 1 a 40 de 180 itens (tempo decorrido: Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...
Information Me...

Dashboard Offensive WNVIERIRGT]

Ricerca.. ¥ Ricerche rapide ¥ Y Aggiungifitro 5] Salva criteri [ Salva risuitati @\ Annulla Y, Falso positivo  Regale ¥ Azioni ¥

Origine log

Custom Rule E...
Custom Rule E...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...
System Notifica...

isultati al secondo.

Attivita di rete

Exibir: Customizado

Conteggio
eventi

Asset

Visualizzazione degli eventi in tempo reale

Limite de Resultados

Report  Vulnerabilities

admin ¥

Vista: Selezionare un'opzione:

Ora

28/03/14 14:19:35
28/03/14 14:19:35
28/03/14 14:19:33
28/03/14 14:19:33
28/03/14 14:19:33
28/03/14 14:19:31
28/03/14 14:19:31
28/03/14 14:19:31
28/03/14 14:19:31
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32
28/03/14 14:19:32

Categoria di
livello basso

Violazione politi....

Scansione port...
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni
Informazioni

Ajuda ¥

Amministrazione

Tempo do Sistema:
14:12

Concluido

admin ¥

Visualizzazione: Predefinito (normalizzato)

IP di origine

10.101.171.61
10.101.145....
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157 .69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157 .69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157.69
172.16.157 .69
172.16.157 .69
172.16.157.69
172.16.157.69

Porta di origine

1051
1110
0

OO0 O0OO0O0DO0OO0O0OO0O0O0O0O0O000O0O00O0O OO

P di

destinazione
=62.73.33.48
E524.194.174.38

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

eV

Porta di
destinazione
6667
33699

OO0OD0DO0OODO0OO0OO0DOOOOOOO0OO0O0O0O0O0OO OO0 0

Guida ¥

Ora di sistema: 14:19

Ordine di

Nome utente

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

grandezza
—
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Globalization — Exceptions

1 Although the majority of QRadar has been translated there are a few exceptions that
should be mentioned. A few of the more visible exceptions are as follows:

- Custom Rules Engine

- QID Map

- QRadar Vulnerability Manager

- QRadar Risk Manager

- QRadar Incident Forensics

- Asset Details (e.g. Vulnerability Names, Product Names etc.)
- REST API Interfaces

- Numerous Administration Screens
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Universal Number Parsing Support

1 Customers with globally distributed deployments, or deployments in countries with different
number formatting standards has to process payloads with numbers formatted for that specific
locale.

1 Example: 1234567.89 is valid in the following formats:

1 US:1,234,567.89
Spain: 1.234.567,89
Switzerland: 1'234'567.89

' Test Field “

Property Definition 1.234.567,89 Spanish

1.234.567,89 Spanish (Argentina)
1.234.567,89 Spanish (Bolivia)

1.234.567,89 Spanish (Chile)

Optimize parsing for rules, repor

1.234.567,89 Spanish (Colombia)
1.234.567,89 Spanish (Costa Rica)

1 224 RRT 20 Snanis h (Mnaminiran Ranhlir

Existing Property: Select a pl

*'New Property:

Field Type: Numeric

Description:
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1828 — Combined Event and Flow
Processor Appliance
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SIEM Combined Event/Flow Processor 1828 Appliance

[Jo]]
[l
lIn
[

s Positioning
- High capacity and scalable log and flow _ .
. . . . |: ..m " ~ y
collection for.dlstrlbuted deployment in a B s bl
large enterprise T T R
e
s Characteristics and Capacity Collectian of log events from network’and

. . security infrastructure
- Collect logs from network devices, security
devices, operating systems and applications

) Event/Flow
- Receives flows from external flow sources Processor

(e.g. NetFlow) or QFlow Collectors for layer 7 “\‘i]_ Thoe

network activity monitoring

1000 EPS, 25K Flows/minute Layer 4

QFlow
: NetFl,
Requires Console 31XX etilow Collector

- 40 TB of storage

s Upgradability
- EPS upgradable to 15K
- Flows upgradable to 300K

s HA /DR available Layer 7 data Analysis
through Span or Tap
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IBM Knowledge Center — Overview

1 Huge amount of information and documentation available on QRadar
1 New knowledge centre gives the streamlined and powerful access

1 An IBM-wide view of technical information for multiple offerings in a single location on
the web ( ).

IBM Knowledge Center sign In English ~

43

4

Products: No products selected

4 Close

L Table of Contents

IBM Knowledge Center

Save Search ~

English = Share =

Products Welcome to the new home for IBM product documentation. Customize IBM Knowledge Center to design the experience that you want with the
technology, products, and versions that you use. You can also interact with IBM and with your colleagues by using the “My Knowledge Center”
» CICS features.

Clarity Systems

Cluster software

Cognos

Collaboration Solutions

Financial Cperations

Information Management

OpenPages
Other Software

Platform Computing

Power Systems

PureSystems

" My Collections

Enterprise Content Management

1=€1 Search Results

@ Getting Started

Search tips: Search through all the
content in IBM Knowledge Center for
subjects that interest you.

Searching within a product: Restrict
your search to one or more products or
to one version of a product.

Setting filters: Set filters to define your
own personal search preferences.

\—] My Knowledge Center

Signing in: Sign in to take advantage
of the personal features available in
IBM Knowledge Center.

Creating your collections: Gather
collections of documents that you use
regularly.

Adding comments: Communicate
with colleagues and IBM by adding
comments to topics.

See the IBM Knowledge Center Terms and Cenditions.

Contact

w Resources

IBM Support Portal: IBM Support
Portal is your starting point for
informaticn about preduct downloads,
troubleshooting, service requests, and
communities.

IBM Client Success Portal: IBM
support services provides a support
page for users entitied to access
support for specific cloud products. You
need autherization to use this
resource.

© 2014 IBM Corporation



[Jo]]
[HH]
il
i)

v
\@5 IBM Security Systems

IBM Knowledge Center — Easy to find topics

0 Search across all technical

information to get information
quickly from a single, simple

search. :
._J Table of Contents IBMK I ?d ; C) LA
D S ea rC h th e CO n te nt fro m a Products 3 Walcome to l::(r:-:ia:m 15{!2!-1 p::::tl—:’::um-nlalnan Customize IBM Knowledge Center to

technology, products, and versions that you use. You can also interact with IBM and with your codl

subset of products, or even a \ cis

Products: No products selected. Add Products

1 Close

v Clarity Systams
H v Cluster software I
single product ! o | ® o) i BRI
» Collaboration Solutions Search tips: Search through all the Signing in: Sign in to take advantage
0] R e m e m be rS Wh e re yo u a re . Contant g cantent in IBM Knowledge Centar for of the personal features available in

» Financial Operations subjects that interest you IBM Kmnowledge Center.

an d if O u O e n a to iC th e I . 1 Searching within a product: Restrict Creating your collections: Gather
y p p b} > Information Managemen your saareh 1o oha oF Mare producls of collactions of documants that you use
» OpenPages to one version of @ product regularty,

ta b I e Of CO n t e n tS a u to m at i Ca I | y v Other Software Setting filters: Set filters to define your Adding comments: Communicate

v Platform Computing own personal search preferences, with colleagues and IEM by adding

Changes tO ShOW you the b Power Systams commaents: to topics

+ PureSysiems

CO ntext . i My Colbections

See the |BM Knowledge Canter Terms and Conditions

E__Q Search Resulis
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IBM Knowledge Center — Customize the documentation

45

1 Customers want direct involvement in
customizing the documentation so
that they see only the information that
they need.

1 Can create collections of selected
information.

11 Publish collections in PDF format and
share with others.

1 Future updates to product information
in your collection are automatically
reflected in your existing collections.

- Less information to read/scan

IBM QRad
| | Table of Contents
Mana
+ Backto all products =
You can
t IBM QRadar Security Intelligence Platform
You mus
IBM QRadar Security Intelligence Platform 7.2.1
When yo
IBM QRadar Security Intelligence Platform V7.2.1 documentation to your s'
» Product overview There is |
» Installing period is
-~ Upgrading If your hic
» QRadar Upgrade Guiide
= A license
» Configuring
~ Administerin
? sy
» QRadar SIEM Administration Guide
Li
~ QRadar Log Manager Administration Guide Yi
]
: S
Introduction Ut
» Overview
A
» User management Y
- Managing the system and licenses X
, i
System and Licen Open in new tab Y

Open in new tab (content only)

» License managet
» System managen Save this topic and its subtopics to an existing collection
» Access seftingmi Save this topic and its subtopics to a new collection
» Time server configuration Englis
» Userinformation source configuration
By adding a
» Setup QRadar Log Manager any commen
are not warr
» Reference sets management
» Reference data collections - v Comn

' My Collections
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IBM Knowledge Center — Share information with others

1 Save search results to share
with others or to save for
future use.

1 Provide topic-level feedback
by providing public comments
or submitting private feedback.

1 Rate a topic by clicking the
thumbs-up or thumbs-down
icons on the top right of the
IBM Knowledge Center
window.
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BONNY GRENIER English ~

Save Search -

Save this search guery

Manage saved search gueries
Share = gradar user preferences

policy monitor *

policy monitor +"use case

policy monitor -"use casa”

scans +assets

SCans -assels

Intitle:scanning

Intitie:“reference sets

Contact Privacy Terms of use Accessibility

English = Other Versions -

By adding 8 comment, you sccept cur IBM K
responsible for, and does not validate or confi

~ Comments (0} Add Comment

Share - Save to Collection - @
Share = Save to Collection - G
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1 A really big important release
1 Demonstrates IBMs commitment to our strategy, product and our customers
1 The Data Node
7 How big and fast do you want to go ?
1 APIs
- What do you want to do with our data and analytics ?
1 Globalisation
1 Your own language
1 New M4s
1 HUGE disk, more CPU, more speed, more network options
1 Knowledge centre
1 Easier to find information
1 Not only a fantastic feature set but....

1 .... provides the basis for even more ground breaking capabilities later this year..
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