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2011 Sampling of Security Incidents by Attack Type, Time and Impact
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und im Jahr 2012, ...

2012 Sampling of Security Incidents by Attack Type, Time and |mpact
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und 2013, ...

Sampling of 2013 security incidents by attack type, time and impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Source: IBM X-Force® Research 2013 Trend and Risk Report
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Der Mythos: “Wir sind sicher”

%

Wir haben
Firewalls

Versch

Wir haben SSL

lusselung

%
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Wir lassen jedes Jahr
ein Audit durchfuhren

N

Wir haben Netzwerk-
Scanner
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... und die Security Lucken Top Ten des “Open Web Application
Security Project” (OWASP)

“Cross-Site Scripting” (XSS) 6. Informationsverlust und unsaubere

. o Fehlerbehandlung
SQL Injection T _

y . _ Broken Authentication & Session Management
Verstecktes Ausfuhren einer Dateli

: : : Unsichere Kryptografie Speicherung
Unsichere “Direct Object Reference”

a bk WD PR

3y . . Unsichere Kommunikation
Verfalschung eines “Cross-Site Requests” _
10. Fehlerhafte Abwehr von URL Zugriffen

Percentage of websites vulnerable by class (Top 5)

'00% M Cross-Site Scripting

B SQL Injection

B Information Leakage

M HTTP Response Splitting
N
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Schwachstellen &
Statistik
(31.373 Seiten)

Path Traversal
Other
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Wie “lésen” Unternehmen das Problem?

Desktop Firewall IDS/IPS Applications Databases
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Application Servers

Scannin I
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Front layer security does not stop all @ﬂa AppScan

attack vectors
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Analyse der Applikation

Dynamische Analyse = Blackbox

Scanning nach Security
Schwachstellen auf Basis der

compilierten Applikation Gesamtpotential

Security Punkte

Statische Best Dynamisch
Statische Code Analyse = Whitebox Analyse Coverage Analyse

Scanning nach Security Schwachstellen
auf Source Code Basis
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AppScan Standard Edition

. altoro_jsmith.scan - IBM Rational AppScan

File  Edit Miew Scan  Tools  Help
L] @ H ‘_Q °Scan - Pause E‘EManual Explare '}%Scan Configuration gScan Expert = |

| Scan Log )J | [_IT Report a Update EkScan for Malware

= Fo. Amanged By Severty I Descending I

@J @ :(-‘{ f; 126 Securty lszues (593 varants] for My Application’

Ul Based - [ Blind SOL Injsction (2]

e = (G Cross-Site Scripting (2]

Gj El"" ':I?tpl_ljfmn [1It25] i ;e a3 hittpe Ao, altoromutualcom/bank./customize. aspr. (2]
= J b p;,. "';Ww'a cromutial.com/ (126) @ http: v, alboromutual.comdbank Aogin. aspx (1]
""" Uﬂ 7] @ hittp: £ A altoromutual comdbank/transfer aspx (2]
@ http: A v, sltoromutual com/comment. asps (2]
= L@ http: A vy, sltoromutual com/zearch.aspx (1)

comment. aspe (7]
default azpx (2]
disclaimer.htm [2]
feedback.azpx [1)
zearch.azpr (3]
SEMVETETTON a3pX

,=_] sUrvey_questions. azpy
(107 admin [9)

Eﬂ Database Emor Pattern Found [11]

@ DOM Based Cross-Site Scripting (2]

G HTTR PUT Method Site Defacement (4]
(G Inadequate Account Lockout (1]

A : i ] . .
= [ Permanent Cookie Cortaing Sensitive Session Information [1]
gg :Jr:::es[sﬁ]] @ Predictable Login Credentials (1] ) ;l
E]""fj malwaie [} 4 Previous Next | Severity ~ @ High | State ~  Open
[]--@ pr
-3 static (1) g £ Issue Information | (7} ﬁdvisor_l,ll & Fix Recommendation | &% Hequesta’HesponseI
[]--ﬂ;ﬂ tranzfer o
+ =
_ ﬁj Cross-Site Scripting ' @ High ;
CVSS Metrics... (7.5, | |
w Dashboard 9 ke = e
= URL: hitp:ifwww.altoromutual.com/search.aspx Base = |
= Entity: iSearch Temporal .
Total number of issues: 7 Security Risk: Itis possible to steal or manipulate customer EnvironmentalC—m
session and cookies, which might be used to b
impersonate a legitimate user, allowing the
hacker to view or alter user records, and to
perform transactions as that user
The script AppScan injected seems to be included in the response. Ifthe screen shot below
= shows a simulation of the pop-up that the injected script produced, this is proof thatthe
application is vulnerable to Cross-Site Scripting. If not, to verify this vulnerability: 1) Open the
Request/Response tab and click Show in Browser, and see if a pop-up appears. MNote that 4
Wisited URLs 107107 | Completed Tests 22106/22106 | ,‘H‘; 126 Securty lssues | @5 Y3 S @17
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Deployed Application

Dynamic Analysis

AppScan Standard ( Enterprise)

(DAST)
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Static Analysis

AppScan Source

(SAST)
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AppScan Source Edition - Workflow
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AppScan Source Edition

"l}" IBM Rational AppScan Source Edition for Security
Eile Edit Scan Tools Admin Wiew Perspective Help
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Datenflussmodell in AppScan Source Edition
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org.owasp.webgoat.lessons.BlindScript

createContent

org.owasp.webgoat.session.ParameterParser
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org.owasp.webgoat.session.ParameterParser
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javax.serviet.ServletRequest

java.lang.String

org.owasp.webgoat.session.ParameterParser

getParameteryalues

Erimn

clean
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Security Risk a Function of Mobile Application Type

HTTR{S)
Mobile Web applications

Mobale Web Wieb Senver
Bronwser

Mobile Native applications

HTTP (S)

Mobile Hybrid applications : Coman /

Wieh Sener
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Was ist IBM Worklight ?

SDKs + 1 |
Worklight Studio m
HTMLS5, Hybrid, and

Mative Coding

Worklight Application Device Runtime

Center Cross-Platform

Development Team Compatibility Layer

Provisionin
S Server Integration

Optimization

u Blackberry

=z . Enterprise App Provisioning Framework
Integrated Device = @ Windows and Governance
SDKs = _— c
L yncable Storage
3o party Library | 2 | &P Windows 3 SRR

Framework

Integration

. P Runtime Skins
WY SIWG Editor ava Public App Stores -
and Simulator Location-based
Mobile Web event handling
ﬁ
Testin — nhanced cras
. Deskiop \eb platform-level

exception capture

Application Code

Worklight Server

Client-5Side
App Resources

Us er Authentication
and Mobile Trust

Worklight Console
Direct Update e ——

Unified Push and SMS Notification
—
Web Apps Development and Operational Analytics

Geolocation Services

e — = Unified Push App Version Management
Adapter Library for Notifications .
Backend Connectivity

Mas hups and Service
Composition

JSON Translation

Cloud Services

Enterprise Backend Systems &
Stats and Logs Agqgreqation
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AppScan Mobile Support: Server and Native

- il JavaScript / HTML5 hybrid analysis 0 =35 (LS CEet) .
Browser

App DAST (web interfaces) i

Android applications || Static Analysis

iOS applications | Static Analysis

JavaScript || Static Analysis

17
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IBM AppScan Source — Native SAST Support

The most comprehensive mobile application security!

]

Ve /B-a¥Y®e®2a=0

EENIE KN

com.bm.appscan DB

Support for Native Android and i0OS applications
Security SDK research & risk assessment of over 40,000 APIs

CDI'FlU. A—_—
-
Full call and data flow analysis - \Jg

» Java
» JavaScript
» Objective-C (Mac OS X only)

Identify where sensitive data is being leaked
Ensures applications are not susceptible to malware
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Sicherheitstests bereits in den Entwicklungsprozess einbinden

SDLC

Coding Build QA Security ||Produktion

Security
. einbinden um
Entwickler Fehlerbehebung

< \ effektiv an die
Entwicklung zu
geben
".i;:;k_}.}.};‘-" e
| oot C

Appses

Entwickler
Sicherstellen
< dass Fehler
f \ adressiert
werden, bevor
; Anwendungen
Entwickler Bietet Entwicklern und Testern in Produktion
die Fahigkeit der Erkennung und gehen
Behebung von Schwachstellen
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