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What about the mainframe?
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How do we bridge the gap?
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Mobile is changing the way information
is used \,

Information developed MObile Fil‘S‘t

using multiple platforms
and transformed into
web services

Information restricted and
developed in the data
center




IBM Research The 2013 Global Technology Outlook

Mobile First

* Mobile devices are emerging as primary design point for end-user
accessto IT

« Consumer access to enterprise data creates an increasing need for
enterprise-level security and control

« Mobile First is about: Behavior like consumer applications

« constantly connected clients
« quickly accomplishing single tasks and then move on

* |s accelerating the integration of cloud, social, and analytics

http://www.b2match.eu/system/softwaredays2013/files/Global-Technology-Outlook-
2013 _IBM.pdf?1366628169




IBM MobileFirst Enterprise Blueprint
A Guideline to Defining Your Optimized MobileFirst

Strategy
e N
Relevant Mobile Scenarios
Business Scenarios - B2C, B2E, B2B, M2M — Industries — Target User Groups
Mobile ,
Transformation | Mobile Device Selection
= »»
(*’7 4 symboaorg l
Transform the - actoory @ Windowsphone ** il
business by creating
new opportunities
Mobile Application & Data Platform
Build, test and maintain mobile applications
Extend existing Connect to backend services and data in support of mobile
businesg capapilities
lomabllcEediess Management Security Analytics
Manage mobile devices Secure my mobile Optimize my mobile
and applications applications and business applications and business
Mobile Infrastructure
Deploy and operate on-premise, Cloud, Managed Services
N Y,

[:[Scenario based Discovery and Architecture Definition, Leading to an Optimized Mobile Strategy




Mobile First - Mobile Applications are Not
Miniature PC applications...

Usage Context

Mobile Applications

» User may be in the middle of some other
activity (e.g. shopping in a supermarket)

* Interactions are short and may be interrupted

» Users are very impatient

s

PC Applications
» Using the application is the primary activity
* Interactions are longer and more focused

» Users are impatient

Mode of Interaction

» Non-keyboard: touch prevalent, also speech

» Typing should be minimized

» Screen size/real-estate is small

» Keyboard and mouse
* Typing is okay

 Larger screen size for presenting information

Other
considerations

* Integration with device capabilities (e.g.
camera, GPS, accelerometer)

» Offline behavior




Multi-tier Mobile Apps - Specific

Challenges

Client Tier Devices

Mobile-specific challenges:
v'Lots of device targets
v'Provisioning rules and artifacts
v'Curated App Stores
v'Dependent upon backend
service versions

\

Middle Tier Server

/

A\

Back-end Data & Services

v

The Mobile-specific challenges are mainly:
1.Dealing with the specific issues in the Mobile Client tier
2.And subsequently coordinating separate pipelines for each

tier:

Mobile Client
Middleware

Back-end data and services




System z - Bridge Systems of Record and
Systems of Engagement

Systems of Engagement Systems of Record
Systems of Engagement are Systems of Record
cloud-based, decentralized, Linux on z z/0S, are well integrated,

support rapid app z/V'SE, zTPF trusted repositories

development

—
= atat

Existing Web Apps
PayPal -
My o {* 4}

(3 @icforee 1

‘ mongoDB

Corporate
Data
Ware-
house

Order
Eﬁ Fulfillment
Mobile Apps -




MobileFirst — Adding Mobile Apps Just
Isn’t Enough

* Mobile as a first choice — overall solution needs to
be optimized to the needs of mobile users

 Just implementing a mobile app isn’t enough
* Requires specific user experience and usability

A different set of security measures are required
for securing mobile applications

 Requires secure, reliable and scalable "W
integration into your business processes & : 14
services Maintenan .

Process |
- &y

» Vast number of form factors and devices across 9

multiple platforms and licensing conditions &
terms require specific development, testing,
deployment and lifecycle management
solutions




Mobile Architecture Overview for System z

Worklight Studio and Rational Developer for System z

jfebSphere Application Server on Li

@ Worklight Server

z/OS

CICS,
IMS

Mobile Device

Caching Service 2 (Optional)
Security Layer 2
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5 2 Worklight App| | Worklight Server Worklight
S © Code and Console Adapters
G 2 |2
Mobile £ S
Applications (3_) $
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©
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Worklight overview

orklight Studio
he most complete, extensible environment with
aximum code reuse and per-device optimization

Worklight Server
Unified notifications, runtime skins, version
management, security, integration and delivery

orklight Runtime Components
xtensive libraries and client APIs that expose and
nterface with native device functionality

Worklight Console
A web-based console for real-time analytics and
control of your mobile apps and infrastructure




IBM Worklight Components Overview

SDKs
Worklight Studio O ios Worklight Application _ Device Runtime

 HTMLS, Hybrid,and | | (&) i e OO Cross-Platform
Compatibility Layer

....Native Coding Development Team Provisioning
Framework pr— Enterprise App Provisioning Framework

Integrated Device & |(3) and Governance

Integration

WYSIWGEdltor
and Simulator

Encrypted and

App Feedback Management SyncabIeStorage

Runtime Skins

Application Code

. Location-based
Functlonal Mobile Web event handling
— Deskiop Wb ST
exception capture

Worklight Server

Client-Side
App Resources

User Authentication
and Mobile Trust

Mashups and Service
....composition |

Direct Update

Mobile
Web Apps

JSON Translation

Cloud Services

Geolocation Services

Unified Push App Version Management
Notifications

Stats and Logs Aggregation

Adapter Library for
Backend Connectivity

Enterprise Backend Systems &



IBM Worklight 6.1 Platform Support

= Supported application server
» WebSphere 7 & 8 (Distributed | System z Linux)

« WebSphere 8.5 Liberty Profile (included for Dev only), ND/Base (not
included)

» Apache Tomcat 7 (Linux | Windows | Mac OS X [development])
= Supported databases

« DB2 Enterprise Server Edition V9.7 or later (DB2 LUW)

» Apache Derby, SDK 10.8 (included), or later

» Oracle 11g Database server, Standard or Enterprise Editions, release 1 or
later

« MySQL 5.5
= Supported OS
» System z Linux SLES 10,11, RHEL 5,6.

= Apache Ant1.8.1

http://publib.boulder.ibm.com/infocenter/prodguid/vir0/clarity-
reports/report/html/softwareReqsForProduct?deliverableld=66C745D01E8711E28ACF6F870925FE36

&osPlatform=Linux




Implementation of a Mobile environment on System z
- Functional diagram with WAS and Worklight Adapters

_ - System z

‘‘‘‘‘

MQ/WMB

G B WMB DB2 LUW

saL JDBC

IMS IMS

Datapower
Security
Appliance

HTTP DB2

SAP

MQ

CICS
Application

WebSphere
Application Server




IBM Worklight Server

Linux on z

{® Worklight Server in WAS

Application Center SAP
Enterprise App Store
saL

Worklight Console JSON Translation WE

{ Push Notifications Authentication SR

HTTP/REST

. Analytics Adapter Librar
m App-logic / - .

Cast Iron

® Workiight

 Security and
Authentication

* Back-end Data
Integration

Application Code

Worklight Video: http://www.youtube.com/watch?feature=player_embedded&v=zHnFw70XXXo




Worklight Server- Adapters

Query Response

2L,

Caching Mechanism

Adapters
Worklight
Invoke I Data/Result
adapter as JSON
procedure — 6

Universality

» Supports multiple integration technologies and back-end
information systems

Read-only & Transactional Capabilities

» Adapters support read-only and transactional access
modes to back-end systems

Security
* Flexible authentication APIs for back-end connections
» Connected user identity control

Caching
* Leveraged to store data retrieved from back-end

Transparency
» Uniform exposure of back-end data for all adapter types

Fast Development
» Defined using simple XML syntax
» Easily configured with JavaScript APIs



CICS Connectivity Options with Worklight

System z

Adapters ~ CICS

HTTP SOAP = -
]
!\

JSON > | wrre |
(R o
L !\

REST > | nrre |
(R -
!\

Messaging = -m
—
!\

MQTT - -m
L

TN3270

Web Services HATS 3270 =




What role does MQTT fulfill in Mobile
Messaging?

Reliable messaging that conserves battery power and reduces network traffic

Provides a reliable transport
» to convey messages from mobile apps to and from your enterprise
applications, services and data
Provides a Push notification mechanism
* No polling required
Publish/subscribe paradigm support
» A single message can go to multiple devices
« Great for push notifications and a big advantage over use of HTTP

Helps conserve battery & bandwidth
* Very light footprint from a client code perspective
» Less chatty protocol than HTTP solutions so conserves valuable network
bandwidth
Eases application development costs & speeds time to value

 great integration to products such as WebSphere Message Broker to easily
enable access to enterprise services




Lightweight MQ for Mobile Messaging (MQTT)

@ WorklightiServer

HTTP Client-side
- " bk S B B b App Resources

:::: :::: ‘::: :::: :::: :::: ‘::: ::g; Update

Mobi
Platform Specific Weg Alpeps

Notification

Stats Aggregation

APNS or Unified Push
GCM | Notifications

Vos

MQ Queue Manager

MQTT - (MQ Telemetry Transport) clients

augment Worklight capabilities:

» Reliable messaging that conserves battery

power and reduces network traffic

 Clients are linked into the app by the app

developer

Worklight Server provides security, app | = (Tl

management, statistics gathering etc.s

— MQTT client
TEARNS - Apple Push Notif ==

cation Servu; ISIRK

@ Deyvice Runtime
[D PhoneGap

@ workiight

Application Code

* Security & Authentication

* Back-end Data Integration

¢ Post-deployment control
and Diagnostics

MQTT client

W

—m e

GCM - Go6§8 PrishNottieation




- Lightweight Web Services

Java Script Object Notation (JSON)

* The growth in mobile helped boost the popularity of JSON

deally suited to mobile data transfer

IS |

« The lightweight data format
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@ Worklight

Numerous other frameworks
depend upon JSON data...

Eg. jQuery & dojo use JSON

*JSON Store

lls
*All data interchange

*Ajax ca

IBM Worklight uses JSON

*For communication between a mobile
application and the Worklight Server

*Provides a JSON Store for offline storage

of data

eAutomatically converts Webservice

SOAP replies into JSON




z/0S CICS Transaction server Feature Pack
for Mobile Extensions 1.0

The CICS TS Feature Pack for Mobile Extensions V1.0 enables you to extend the reach of
your existing COBOL, C/C++, and PL/l programs to mobile devices, without having to make
costly changes to your applications. The feature pack adds support for web semnvice requests
using JavaScript Object Motation (JSOM) and the conversion between JS50M and high-level

language data structures, creating an efficient method of consuming enterprise data on a
mabile device.

|deal for companies that wish to build mobile applications to exploit existing enterprise
senvices hosted within the robust and scalable CICS environment

Uses existing CICS web serice technology: a separate WSBIND file provides the mapping

from the COBOL, C/C++, or PL/l language structures to JSON, or from JSON back to the
language structure

Reguests are process by CICS in a web service pipeline, taking advantage of the proven web
senvice infrastructure within CICS Transaction Server

JSON greatly simplifies connectivity to mobile devices, particularly when using IBM Worklight
Server, as you no longer need to write extensive custom adapter code to invoke CICS services

The CICS TS Feature Pack for Mobile Extensions V1.0 is available for CICS TS V4.2 and CICS
TS V51



z/0OS CICS TS — Easier Communication via JSON
(JavaScript Object Notation )

~

System z

CICS Stationary Manager

> CICS Web Service

\s -

Runtime
[ ]
~ . -
- .-
[ ]
SOAP over JSON over :
HTTP HTTP °
.. [ X N ]
[ ]
[ ]
[ ]
[ ]
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____________

Worklight Server

JSON over

HTTP
Internet / Intranet

Mobile Middle Tier
. (Linux on z, Windows, Linux,)

|
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JSON access to z/OS CICS via REST APi

Connect a mobile application to CICS

using the RESTful JSON interface Wrapper application in CICS uses

the URL to identify the resource, DB
or VSAM File, with the Path being
the specific element to operate on

Webservice

CICS TS V5.1
/ | NewJSON

¢
New RESTful

App. makes a RESTful call, using
HTTP GET (read) or POST (write)
to a named resource \ 4

/ WSBIND

Use DFHJS2LS to generate a language
structure corresponding to the inbound JSON
schema the CICS application will receive.




JSON access to z/OS CICS via Worklight

Exposing an existing CICS application

as a JSON callable service Existing SOAP Webservices remain
unaffected by the introduction of new
mobile based clients.

BIES 1S V5.1
s Existing SOAP
@ workllght Webservice
New JSON
Webservice

Use DFHLS2JS to generate a
JSON Schema corresponding to the
language structure of the existing

WSBIND

CICS application. /'

CICS Pipeline processing converts
the request into the correct format




Mobile Environment on zEnterprise connecting
to Core Systems

Linux on z

Siebel,
PeopleSoft A Q

sap V Q

IBM zEnterprise®

= Server side software = Mobile application = Mobile protocol
components and adapters for support with connectivity with core
Chalg'l’eg"g.sysm.'t'; zto WebSphere Application System z applications
moplie aevices wi . .
IBM Worklight Server Server on System z including CICS, IMS, TPF,

MQ, WMB and DB2



Hybrid Cloud Enterprise Architecture:
Overview

» CICS OLTP System on-premise Data Center SoftLayer
» Provides best-of-breed OLTP system 4
» Exploiting security and scalability of GDPS
» Application server on SoftLayer Cloud Server

» Hosts application / presentation tier on dedicated
or virtual server

» Elastically scales compute capacity
» Reduces costs by paying for capacity
» Secure VPN Tunnel
» Provides secure means to cross public network

» Presents private network of SoftLayer as
extension of on-premise private network

S
Load
Balance

=7\

On-Prem
Data
Center

Hybrid Architecture provides best of both worlds

Secure Transactions combined with the dynamic of
Cloud

29 IBM Confidential




Mobile Architecture Overview for System z

Mobile Device

Mobile
Applications

"

Security Layer 1

Caching Service 1 (Optional)

Worklight Studio and Rational Developer for System z

WebSphere Application Server on Linux

z/0OS
_ cics,
@ Worklight Server g IMS
§. o
= | 2 3
8 —
Worklight App| | Worklight Server Worklight RS
Code and Console Adapters s | 3
o | &
£
e
(&)
8 2/TPF
z/VNSE

z/NM IBM Information Bus
(nB)




Worklight caching

Worklight runtime 4 N\
Web container S e g
pe—— Jr————r . :( Adapter ): Backend
L : : : : HTTP i
= > :OHTTP : -
o - - = | Adapter ): —_———
— - : inte rface ; : - e
i 3 - SQL : e
= :l -----------------
v ? XSCache e
. XS Client } : L |
Client Application Worklight Server DB for Application
g a

exXtreme Scale

© @ J

IBM WebSphere eXtreme Scale or DataPower XC10

XSCache ) Java code

Adapter ) JavaScript code

Main data flow

o

Cache data flow

Solution Architecture from: http://www.redbooks.ibm.com/abstracts/tips0953.html#contents




Worklight Adapter integration with
WebSphere Extreme Scale

®

Request

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
- ]

7
Search-impl.js
javaScript file

Facade
Pattern

wvar XSCache = com.bm.iso.saw215.¥5Cadhe();
/ ¥SCadhe.getCadhedValualley);

. J/

Adapter Runtime

XSCache.class eXtreme Scale client jar
custom made ogclient.jar

JVM container

>

N (A
use ‘E Invoke

L

javaScript file

/

Adapter runtime

J Check cache

Worklight server

" .
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn




Caching solution decision

Options for caching

Rationale and decision points

When use WebSphere
Extreme Scale (WXS)?

WXS is a general-purpose scalable cache. It can be added to
any java application running in the mid-tier without requiring
changes to any transactions running in the back-end.

JavaScript code has to be implemented in the mobile application
source to take full benefit of WXS.

When use DataPower
XC10 appliance?

Out-of-the box caching appliance that can deliver benefits
without adaption of (mobile) application needed. Just configure
the network topology to point to the XC10

Typically placed in DMZ to cache static data.

Why use front end
caching?

In cases where static data like images, user profiles, product
description and HTML are to be cached.

Front end caching makes it possible to cache a large set of data,
for all requests for (back end) services are processed here.
Performance improvement tends to be more of an entry point.

Why use back end
caching?

Typically to off-load back end queries in cases where inquiries
are made but no business relevant transactions are performed.




Mobile Architecture Overview for System z

Worklight Studio and Rational Developer for System z

WebSphere Application Server on Linux

z/0S
— CICS,
@ Worklight Server g IMS
= g_ N
m S
5 I C
Mobile Device a; ) Worklight App Worklight Server Worklight S %‘
S © Code and Console Adapters & 3
(0]
> g = 3
Mobile £ S =
Applications 3 $ c
5 | 2 —— S 2ITPF
(D E -
g ®
©
© z/VSE
z/NM IBM Information Bus
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Worklight Security Features

» Ensure that only specific
applications on specific
devices can connect to
enterprise systems

@ Device Runtime

@ SORDOVAY

Enforcing security
updates

Remote A
[ disable J [ Direct update }

. N N ) I
Mobile Authentication Data Coupling Proven S::r‘\llvenl:'h Code
. . platform as a integration protection device id platform identit bf ti
L4 P ro pag ate | d e ntlty to L trust factor )L framework L realms ) with user id security verificatitm obiuscation
enterprise systems

Streamlining ) Prowdl.ng |:obust Application
Corporate security authentication and R
L. Security
processes authorization

(9 Worklight

» Extensible framework for

authentication of mobile |_7 =
application users E Protecting data on the

« Encrypt data on the device

ffline cach thentication " g
ortline cache authenticatio testing detection

 Enforce security updates L L J e

4 N ([ N N
Encrypted Offline Secure challenge- App. . Jailbreak and
response on authenticity malware

-_—




Shell Wrapper

Code Obfuscation/ Device Runtime

Encryption
Cross-Platform
ibility L
Ty m—— x Compatibility Layer .
Application Authenticity Server Integration ©
Device Authenticity Framework e
Device SSO 8
Encrypted and o
I7 Syncable Storage °
Encrypted Cache 14 g S
Security Test JSON Store . . 0
(=]
Realm Runtime Skins %
Authenticator Location-based event
Login Module handling
Device Provisioning

g Worklight Server @ vy
o
S User Authentication and ") Client- Side App « @
0 Mobile Trust o Resources
a® 7
2 Mashups and Service - _ v
3% Composition g' Direet Upesie IBM Security Access Manager
o9 A IBM DataPower
<2 JSON Translation e Remote Disable @
oY > App Versioning
) e Authentication Reverse
g A Geolocation Services a Proxy/Gateway
0 A\ Q
o - 9 Unified Push
3 Adapter Library for g- Notifications

Backend Connectivity

Platform Security i: v
Security

Security Registry
Registry




DataPower Mobile Security Features
Available as a physical or virtual appliance
CICS

IMS
DB2

Worklight,
WAS ND

e.g. REST (JSON/XML) e.g. SOAP
over HTTPS over HTTP(S)
or messaging

Other servers,
Web Apps, other
services

0

Security, Control, Integration & Optimization of mobile workload
Enforcement point for centralized security policies
Authentication, Authorization, SAML, OAuth 2.0, Audit

Threat protection for XML and JSON

Message validation and filtering

Centralized management and monitoring point

Traffic control / Rate limiting

Integration with Worklight




Security Topology — DataPower as a 2"d security layer

Capabilities

Deployment scenarios

System z benefits

» DataPower contains the same
functionality as a stand-alone
device or virtual appliance, but
can benefit from co-location with
System z services.

* Defence in depth

* For offload of security
processing (e.g SSL) and to
perform identity mapping

* Secure proxy for push
notifications from Worklight
server to the mobile device

» DataPower acts as an
additional security layer for
backend services

 IEDN provides a secure private
network for communication
between zLinux and z/OS

DMZ

JSON or XML/
HTTP(s)

DataPower XG45
-~ or X152
- _—

—

_——~

Secure System z

Notlflca’don frameworks

Linux on z z/0S
JSON or XML /

HTTP(s) DBZ

CICS

IMS

WAS

- Apple APNS
-Google C2DM

— —_—
o o o o



Mobile Architecture Overview for System z

Mobile Device

Mobile
Applications

"

Security Layer 1

Caching Service 1 (Optional)

Worklight Studio and Rational Developer for System z

WebSphere Application Server on Linux

@ Worklight Server

Worklight App || Worklight Server Worklight
Code and Console Adapters
z/NM

Caching Service 2 (Optional)

Security Layer 2

z/OS

CICS,
IMS

2ITPF

z/VSE

IBM Information Bus
(nB)




IBM Worklight Studio & Device Runtime
:

HTMLS5, Hybrid
and Native Coding

@ Device Runtime

Optimization

Framework Cross-platform
Compatibility Layer
Integrated

Device SDKs

Build Engine

Server Integration

. : Framework
3 Party Library

Integration

w
w
=
L
n
o
(=%
<L
[
&
m
2
=
(a1
o=
c
m
=
|
=
oo

Encrypted Storage

OI@J ]

Runtime Skinning

Eclipse based mobile Integrated W
Development Environment (IDE) and Diagnostics

cjavery  (Oj0 — ' Sencha

g &

PhoneGap

41



IBM Worklight — Support for Different Mobile
Application Styles

&y '
)
1

-Simplifies the development of mobile applications LR, o= .
across multiple mobile platforms - iOS, Android, SR, O & @Workllght

BlackBerry, and Windows® Phone

At S The Foundation
S for Mobile

Mobile Web Hybrid Mobile Native
= HTML, JavaScript, CSS = HTML, JavaScript, CSS = HTML, JavaScript, CSS, * Native code
. . with optional native code

= Accessed from a mobile = Accessed from a mobile = Access to full set of

web browser web browser; mobile- = Installed and run like a lower-level device

] N optimized Ul native mobile app; capabilities

" No device-specific o mobile-optimized Ul

capabilities = Limited access to lower-

level device capabilities = Access to lower-level

device capabilities

Mobile Browser Mobile Browser Native Shell Native Appl.

Web Code Web Code

Device APIs Device APIs




Hybrid — Worklight and WebSphere
Portal together

WebSphere Portal/ WCM and IBM Worklight used
together can extend the capabilities and reach of
an exceptional web experience

Hybrid Container

Web Site

IBM Worklight
Access devices specific capabilities
(camera, contacts etc...)
App Store Presence
Application management
Mobile Notifications

Hybrid Container

WebSphere Portal/WCM
Multiple Applications, Content, Roles,
Device Features Personalization, Customization

Device Features

WCM = Web Content Manager



Multi-channel site — with WebSphere

Portal and Worklight

- % =- -
+ 4 & K oo
o B o o I

[—
uuuuuuuu

e —

Report An Issue

Take Picture
¥
b eransg prtae

Submit Fepart Show List

Desktop Smartphone ‘ Tablet \ Hm,rg Igﬁ;"
Web Browser Web Browser Web Browser Installed App
]

\ 2

|

Firewall & Proxy

HTML/JS/CSS,
Ajax REST sepvites

Security check,f
notification registration,
etc. L

WebSphere Portal Server

Personalization, access control, customization, navigation, etc.

Portlets Content

Web Experience Factory portlets,
RAD portlets, social portlets, etc.

Worklight Server

Notifications, application
authorization, app validity,
update service, etc.

Y

Enterprise applications and services

IBM Connections
and social services

Apps on Mobile devices:

- with WPS Web Sites

- with apps from WL

- with hybrid content
from WPS through WL




Worklight Push Notification Services

® Worklight

An IBEM® company

= Users receive notifications when the mobile application is not active
— Efficiency gain as application does not need to issue constant queries
— Saves battery life and also reduces network bandwidth (communication fees)

—Notifications are not always appropriate and have disadvantages
— Users need to subscribe on their device to receive push notifications
— Notifications are limited in the size of their payload (for example, 256 bytes on iOS)
— No quality of service is guaranteed and there is no delivery notification
— No guarantee either that the end-to-end delivery chain is secure

B Settings

General settings

Notifications

il ATRT 7 2:14 PM

Auto-update apps . Notifications

Update over Wi-Fi only [EUSTIEETIRYCSISE o @)

Show 5 Unread ltems »

Auto-add shortcuts
Alert Style

Clear search history

User controls

Alerts require an action before proceeding.
Banners appear at the top of the screen and
go away automatically.

Badge App Icon m\'\

HelloBookStore

You have 4 coupons.

Close View

: 8 Calendar

WorkLight - KeyScouts Weekl... 3:.00PM
skype

Workhght Road'ma Tomorrow, 8:00 AM
Webex and c call info

side
Yonni Harif 2:16 PM
is i
on €
o



Worklight Push Notification from
WebSphere MQ

» Creates a push notification adapter from a WebSphere MQ queue
— Generates a web service implementation which is deployed to Message Broker
— Builds a Worklight integration adapter which polls for pending notifications
— Pending notifications are written to a WebSphere MQ queue by a provider application
— The adapter converts the notifications into JSON and arranges delivery to the mobile

-

Mobile Devices

Worklight

Mobile Application

Javascript
Proceduras

=)
]
]

Message
Broker
Adapter

=

Push
MNotification

46

!

Web Servicos
[HTTR/SOAR)

S

Third Party Notification Server
(Google, Apple. RIM, Microsoft)

]
" -
i

-

WebSphere Message Broker

Panding Notification

Worklight

. Notification

Pattern
Instance

CQueus

gl

Providar
Application




Worklight Studio with RDz a complete set of
System z and Mobile Development capabilities

Integration with Team Access to typical System
Concert for Lifecycle and z sub-system functionality
Source Management in z/OS, CICS, IMS, DB2,
n _ : WAS

aﬁj amﬂj (y el — Studio with :EI::IIIME{:IIPIEE g E

i a Rational Developer for zEnterprise ek

ST kg -

' m ' 'ﬁ B. » Build, preview, and
- deploy within the L

Rational Software Delvry Platform povered "Ygfl”‘" =1 . - D2
Buciness Devalopmant = Maobile simulator (for
unit test)

. . = End-to-end deb .
Integration with RD&T for DGR . i i Robust Mobile Development
flexible access to System z cosaL | L ] porty SDKs (0. in conjunction with Worklight
environment ""' , J"T / Development Tools)

| ® Worklight
-
Integration with File
Integration with Fault . / Intearati t Asset Anal Xlr?ansggrr %r;cf‘illzea:rl:d test
Anayzer for Dump Anaysi egratonwih et Anayeer Coia randing i Dump

Analysis

BEL[EAR]E]=




In quick summary... BlueMix can...

Delivering a Composable Services development environment

TEM . Codename: Bluahix

Bollerplates

= IBM Certifed @ Community

Libarty for Jav... Ruby on Ralls Ruby Sinatra
Community Community

@@Q

BlUAccsaleration  Cloud Integrat...

0o

JEONDB LogAnalysia MapReduce

0006

postgreag) redia
Community cnmmlliy Community

Run Your Apps

The developer can chose any language
runtime or bring their own. Just upload
your code and go.

DevOps

Development, monitoring, deployment
and logging tools allow the developer to
run the entire application

APls and Services

A catalog of open source, IBM and third
party APIls services allow a developer to
stitch together an application in minutes.

Cloud Integration

Build hybrid environments. Connect to on-
premises systems of record plus other public
and private clouds. Expose your own APls
to your developers.

Built on IBM SoftLayer

Runs on top of IBM’s leading infrastructure
as a service.




Operational setup

Push Notification

services

LEGEND

> One way information flow

> Two way information flow

. > Optional information flow
\, 4

Mobile user sends
request

| MEAP

Application

: Security Back-end
|  check | adapters
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Environment Setup

Make use of developerworks documents:
http://www.ibm.com/developerworks/mobile/worklight/getting-started.html#basics

« Install IBM Installation Manager

« Install a web application server
- WAS Liberty 8.5.5 or WAS Full Profile 8.5 or WAS ND

» Install a database for Worklight
« DB2 LUW or Oracle

« Install IBM Worklight server

For development, install on a workstation or Apple laptop:
« Eclipse Keppler or Eclipse Juno 4.22
«  Worklight Studio — will be installed via the Eclipse update/plugin function
« you get a development environment with a full worklight server included

« Download the development environment from:
https://marketplace.eclipse.org/content/ibm-worklight-developer-edition




Sizing Worklight LPAR

Performance test has shown that Worklight server scales very well with 1 IFL assigned to
the guest. A second IFL can be added to get more throughput without raising the
memory used by the WL JVM heap

Component Guests CPUs Memory DASD
Worklight Server on WAS ND 7+ 2 1 or 2 VCPUs 4.0GB for the Linux guest.
(WL JVM heap =
min 1GB - max 2GB)
DB2 LUW 1 1 VCPUs 4.0 GB 1 GB (Worklight Database)
System z Linux -- z/VM. SuSE 10+ or N/A 2 IFLs 12 GB assuming not
RHEL 5+ overcommitted

Detailed System Requirements per OS:
http://www-01.ibm.com/support/docview.wss?uid=swq27024838

Eclipse Kepler:
http://www.eclipse.org/downloads/packages/eclipse-ide-java-ee-developers/keplersri




Worklight Server on WebSphere on Linux on System z
Production High Availability

z/OS LPAR

IMS

z/NM LPAR 1
DB2
Server
Worklight

- Config Data
|
: . A

HTTP i | Worklight :

Server : Server 1

\ /| onWAS !
| 1
\ : : Worklight Server
I : I Connectivity to z/OS
DataPower : : . services and data

| | ‘;
| ; !

HTTP Worklight |/, '

Server Serveron Y 1
N was K  HADR
: 1 1
| N ¥
__________ 1 \

‘3| DB2
WebSphere Cluster N Server [o Worklight
Config Data
z/VNM LPAR 2

Solid Lines denote primary data path, dashed lines denote backup data path.




System z internal network alternatives

z/0S, z/VSE or Linux on System z
Linux on System z
core Mobile
application (MEAP)
TCP/IP TCP/IP
3
z/NM VSWITCH
1
LPARf : LPAR2
Hipersockets
Firmware 2
OSA / RoCE

1 - Hipersockets
2 - shared OSA /RoCE
3- z/NM VSWITCH




z/VM SSI and GDPS support
z/NNM or LPAR Main*-—~—-- - Continuous Availability of

z/VM Guests i ®

N
N
N

z/VM SSI
Cluster

Metro Mirror >

O 0

Production
(Site 1)

DR
El (Site 2)

O

System z Ha and DR scenario




Mobile: understand IBM System z value

Linux on z
Business challenges

Mobile is about re-imagining your business around
constantly connected customers, partners and employees.
to sell products or retain customers.

p— - J Linuxonz |l

Worklight Server on WAS

Business solution & Benefits oo : e
Mobile solutions are pushing companies to rethink the S :
user experience, from the presentation of data to the
interaction. B

The mobile engagement allows you to build new insight — —
into your customer’s behavior so that you can anticipate L | e |

their needs and gain a competitive advantage by offering I
new services.

IT Challenges Infrastructure benefits
Mobile has characteristics that causes to rethink or = Massive scalability in a single footprint, to handle the workload of
redefine IT architectures and implementations. millions of devices and sensors
* Unpredictable workloads that can vary any minute of . _ . _
the day. = Workload Management to provide a quick reaction to sharp spikes
« Very high demanding customers that expects in demand
* The security of Mobile ranges from mobile Endpoint _ _
security to prevent malicious attacks on back end » System z may also have other roles in the overall security
systems. And everything in between. architecture e.g security policy management, certificate and key
« Integrating mobile apps into existing application management
landscape. =Business Resiliency for critical mobile apps

= Integration of co-located existing Applications, Services and
Systems of Record
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Gartner has recognized IBM as a leader in the
Magic Quadrant for Mobile Application
Development Platforms Figure 1. Magic Quadrant for Mobile Apfcation Development Platforme

Magic Quadrant for Mobile Application
Development Platforms

lan Finley, Van L. Baker, Ken
Parmelee, David Mitchell Smith, Ray
Valdes, Gordon Van Huizen

.SAP
Aug 7, 201 3 jQuery Mobile @ v
MicroStrategy Adobe.. Kony
salesforce.com ‘ . Antenna
“As unprecedented numbers of enterprises © sopcelrator
build mobile applications, the “[‘]';7"’.
mobile application development platform abenet @ e @
market continues to grow and : © serco
eVO/Ve rapld/y. 7 . Xamarin
@ Netbiscuits
E @ Microsoft
§J<> BlackBerry erivo Software
This Magic Quadrant graphic was published p= ® Mm.mlaSolumm.sv ot
by Gartner, Inc. as part of a larger research E ClickSoftware
note and should be evaluated in the context 2
of the entire report. The full report is COMPLETENESS OF VISION As of August 2013

available at http://ibm.co/13TU2Dm

Source: Gartner (August 2013)

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest
ratings. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties,
expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose



Additional information in Mobile Redbooks

» Transform Your Organization into a Mobile Enterprise with IBM Worklight,
Solution Guide, published 9 October 2013

» Extending Your Business to Mobile Devices with IBM Worklight, SG24-8117-00
Redbooks, published 12 August 2013

 IBM MobileFirst Strateqy Software Approach, SG24-8191-00
Draft Redbooks, 5 December 2013

* IBM System z in a Mobile World, Solution Guide, published 21 February 2014

o System z in a Mobile World, REDP-5088-00, Point-of-View, 24 January 2014

 Implementing IBM CICS JSON Web Services for Mobile Applications, TIPS1066
Solution Guide, 9 September 2013

o Securing Your Mobile Business with IBM Worklight, SG24-8179-00,
7 October 2013

 Enabling Mobile Apps with IBM Worklight Application Center, REDP-5005-00
Redpapers, 1 June 2013

» Responsive Mobile User Experience Using MQTT and IBM MessageSight, SG24-8183-00
Draft Redbooks, last update 18 December 2013

* Mobilizing Employees with IBM Notes Traveler, Solution Guide, published 19 February 2013




IBM MobileFirstWl | 3 |,Hn
3

||||||| i
i A i
Mobile is transformif D

The Ottawa Hospital

G @A '

Mobile enterprise Why IBM Case studies Solutions ° Downloads I Developers E MNews & events

el

View case studies by:

1k
ik

All business needs or All industries

American National Avea

Insurance Cutting deployment problems almost
30 percent and reducing deployment
fime for middleware services from four
hours to ten minutes

Saving time in the field with rapid,
highly secure access to data from
mobile devices

Read the case study (659 KE

I Read the case study (562 KE

L

Air Canada

New mobile travel services cut Technolog) SRS

processing transactions 80 percent Cincom SYSJ[e ms CenterBeam

o Watch the video Proiecting 8 20 percent reduction in Delivering 98 percent policy

http://www.ibm.com/mobilefirst/us/en/see-it-in-action/




Cloud and Mobile

Computing Nationwide

Insurance
» Consolidated distributed server landscape ' 1 Natl_onmde_ MObl,l?.,
. . . Nationwide Insurance - September 6, 2013
to Linux virtual servers running on IBM —

zEnterprise
P Add to Wishlist

» Created multi-platform private cloud Nationwide" ,
optimized for all workloads Home

http://youtu.be/ZygaG7noaDE

Q Nationwide’

«Cancel Get a Quote

My Accounts

Auto Insurance v ‘
' : Insurance ID Cards
Enter your zip code View My Agent
= |[f you're a Nationwide® customer, Accident Help
Nationwide Mobile can help you pay —
your bill, contact your agent, get an Retrieve Quote
. . -OR- 3
auto policy quote or start the claims Call 1-866-238-1495 AN SR S
process Find a L_::;ll Agent About Us

Contact Us

Z .y o ©2013 Nationwide Mutua
m Nationwide® insurance Company

All rights reserved

View Full Site

https://play.google.com/store/apps/details ?2id=com.nationwide.mobile.android.nwmobile&hl=en




University of Florida goes mobile

UNIVERSITY of

FLORIDA

Enabling 50, 000 students 5 400 faculty members and staff
access to online features anytime, anywhere

Data provided to students real time IBM Solution
Mobile formatted information of class Accessing CICS with System z
schedules, textbooks, academic dates, information via smartphones

grades, emergency information and
campus map Up to 1M transactions/day




RCBC - Mobile Banking with zEnterprise

http://www.youtube.com/watch?v=_qgKzw-YegMY

Dennis Bancod




CICS Mobile - Youtube Video — e

Hoeme screen

* Worklight allows you to construct
standard interface components
that work across all mobile
platforms

= Build powerful interfaces that
drive existing mainframe
applications written in C/C++,
COBOL, PLA, and Java

http://www.youtube.com/watch?v=jc7d104_gj0

Welcome to the General
Insurance Application

Flease use the tab bar al the botlom
of your screan to nensgate the
application to browse your policies
gel new policies and updale your
datails

Your account »

IBM CICS GenApp Mobile:

An adventure with Johnny and Susan

CICS Mobile

CICS Hursley - &7 Videos 287 Aufrufe

m Abonnieren 123 s o

" Info

|‘ Mag ich

Veroffentlicht am 23.04.2013
Learn about the new CICS TS features for maobile devices in this
video, made by CICS Mobile developers at the IBM Hursley
Software Development Laboratory.

Mehr anzeigen



rvices  Products

Industries & solutions

Support & downloads

My IBM

IBM Systerns - Mainframe servers : Resources

Quick Reference mobile app
for IBM System z

http://www-03.ibm.com/systems/z/resources/mobileapp/

Mew Quick Reference for IBM System z mobile app Contact IEM
Access critical System z information — from the convenience of your Smartphone
The free Quick Reference for IEM System z mobile app, now available for Android,
BlackBerry and iPhone, provides quick and easy access to the latest Sysiem z

product information, success stories, social networks, and z experts.

X & Email IBM
Quick Reference

|IBM

= Find a Business Partner

t. Call IBM: 1-B66-883-8901
Priority code: 10M1AS13W

System z

Browse System z

B Hardware | Solufions
| Software = Operating systems
Key features Download now
» Latest product highlights, descriptions, and The Tree ﬂ_uick Eteferenu:e fu_r IEM System z mobile o p——
specifications app is available in the following ways:
= Community = Mew fo System z
m Client success stories = Android users: ) - Education - Resources
Download from Android Market (link resides outside _ —
= Automatic content updates of ibm.com) = Literature -» Success Stories
= Migrate to System z = Suppor & services

m Core product content available without connectivity

m Access to relevant social networks, venues, and z
gxperts

n One-touch communication with 1BM
m Links to more System z information on the Web

= Sign-up options for additional exciting updates via
e-mail or SMS

= BlackBerry users:
Download (link resides outside of ibm.com)

s iPhone users:
Download (link resides outside of ibm.com)



http://ibomremote.com/IBM Mobile Systems Remote/Welcome.html

IBM Mobile Systems Remote

The IBM Austin Research Lab has developed an iPhone and
Android application that lets you monitor and manage multiple
IBM® BladeCenters® along with their installed blades and

components, System x® rack mounted systems, or zEnterprise®
ensembles and CPCs.

Email: ibmremote@austin.ibm.com
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IBm Redbooks App in iTunes and
Google Play store

IBM Redbooks

IBM INDIA PVT LTD - 2

Biicher & Nachschlagewerke

|ﬂ Zur Wunschliste hinzufiigen

& & & 2 120 g+1 +48 Auf Google empfehlen

4.8 btk

=2
My fawentes ;{., Conmnest with 3

O imgimesng flaady " -
' Ferh d Capacty b phosiaes 0 D 5
= B o S Googler Find IBM Redbooks
Ay # bl o daild P M
§ Facebook T Linkedin ) New
R ]

My favorites
5’; Twitter YouTube

| Visit us o the web

--_. Connect with us




Connect with IBM System z on social media!

Subscribe to the new /IBM Mainframe Weekly digital newsletter to get the latest

updates

on the IBM Mainframe!

Linked[]}]-

System z Advocates **
IBM Mainframe- Unofficial Group
IBM System z Events

Q= You IBM System z **

IBM Master the Mainframe Contest

Mainframe Experts Network - \\ ) IBM Destination z
SHARE o]l® SHARE Inc.
twitterd Blogs

IBM System z **
IBM System z Events
Destination z
SHARE

System z SMEs and Executives:
Deon Newman - @deonnewm
Steven Dickens - @StevenDickens3

Michael Desens - @MikeDesens
Patrick Toole - @Pat Toole |l
Kelly Ryan - @KellykmRyan
Richard Gamblin - @RichGx

IBM Mainframe Insights **
Millennial Mainframer
#MainframeDebate blog
SHARE blog

IBM Destination z

o\

You([T) tumblr

IBM System z ** IBM Mainframe50
Destination z

Include the hashtag #mainframe in your social media activity and #mainframe50 in 50t
anniversary activity
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Questions?

Wilhelm Mild
IBM IT Architect

tHE ()pen Group
Master
 Certified IT Architect

IBM Deutschland Research
& Development GmbH
Schénaicher Strasse 220
71032 Béblingen, Germany

Office: +49 (0)7031-16-3796
mildw@de.ibm.com







Notices

This information was developed for products and services offered in the U.S.A.
Note to U.S. Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, program, or service may be used.
Any functionally equivalent product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to: IBM Director of Licensing, IBM Corporation, North Castle Drive Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES
CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions
of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at
those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not tested
those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products
should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs. You may copy, modify, and distribute these sample programs in any form without
payment to IBM for the purposes of developing, using, marketing, or distributing application programs conforming to IBM's application programming interfaces.
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Trademarks

* This presentation contains trade-marked |IBM products and
technologies. Refer to the following Web site:

http://www.ibm.com/legal/copytrade.shimi




