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IBM Rational® AppScan® 2—&17 &M Web i B F
LEMRAER, HAREMT XEHT MR N NR
RX—X@EA, ZEHEE:

¢ |BM Rational AppScan Standard Edition

¢ |BM Rational AppScan Express Edition

e |BM Rational AppScan Tester Edition

¢ |BM Rational AppScan Developer Edition

¢ |BM Rational AppScan Build Edition

e |BM Rational AppScan Enterprise Edition

e |BM Rational AppScan SaaS solutions

¢ |BM Rational AppScan Reporting Console

e |BM Rational Web Based Training for AppScan

XEEHABRTTRMPERMGTE. RENEERW, E&
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5|BM Rational Software Delivery Platformf8H s £ & /& £
fBRFR—#£, Rational AppScan/™mibFH FAEEMAIFA
FERTHE, FESALENQATREMERMNF X E(IDE)
NFREMEN. ZNRARFAFERTESEZ SRR, B
Ej]ik#ﬁi—ilM—iiTWebFﬁﬁf“?’f’]E?éﬁ, BEE
HENRAERFZIEPEB LSRR,

RIFETWebrIx B S 7™

Rational AppScan Standard. Rational AppScan Tester
#MRational AppScan Enterprisef@ A A RRRHE T £EM
REM, REBEEEZAMWebd R, BAARABHNKE
ResWeby B FIRIE, B1FWeb Application Security
Consortium(WASC) & it 7 KRR F FB LR E . Rational
AppScanfBRGREAMEEMER. EMRFOZOY
B, NREBRHNNARFAE, BxTHFINWeb 2.0
A, BEEE T WFlashfJava™ ScriptiE s Mx#E. ME
StAjax R B = (BT % JavaScript Object Notation
[JSON]FIWebfR &S H AN ) & E X,



Rational AppScan$t3tH#EH 5 AR
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ARrRETERARFHAELERES. 2ER2E RS
®, FERAREIAENETEIR,

RENNRLE, ATPMNBAREFSH, AT REER
KW, MAZmALILE.

EENRIEXRF, AFEIWebRABRFHRGTEZ S E
BIERE, BRI HTENTAXNER UK
(Completely Automated Public Turing Test to Tell
Computers and Humans Apart, CAPTCHA)» fR%IE .

Rational AppScan B E X iz iz I sE & 1E:

* Rational AppScan extensions Framework$i A, 7

BRGSO, D, MERARAREEY R I6E.
PyscanflRational AppScanfy4i4. EFPythonfiAI)
B, ATAPAZAFRENRETARREES. #BX
RL2eZTRMANRUKARMREIIHBEX.,
Rational AppScan# & E#4(SDK), REEAFNEN
BN, MATKEEHEHRIESNNK. SDKFEIIR
TRTEM, XFAEXPHESIEXE, £XHFRational
AppScan extensions Framework#PyscaniE i,

ZRERIE(multifactor authentication). —XH &, B
BETE%(USB)#ME. BERMBERIE.
RHMNSIEEE, PERNTRTEHEEER,
IRERNE, AR FERRBTMEIN R BRTERIE,
BREREN, AERSERF. HSRERIEBEHIIL
REE,

Rational AppScanifiE# M Ih s & 1E:

e PEMAHMNR, HTEHREMAMBA. Secure
Sockets Layer(SSL)MRH (MK SSL iEREXM). Bif=
fhIETE KM (cross-site request forgery, CSRF)AITERL,

o EEIEHIEE T Open Web Application Security Proje-ct
(OWASP)A97T 1031 F1System Administration, Networking,
and Security Institute (SANS)AIBT205R R .

o HEIHEMES. BEiRational AppScani=mif B EH.

o WANTAMEN, EHARNAARTNLEERARF
. WRAFEHAWebK AR,

 WASC Threat Classification:
3 CVE Reference(s):
3 Security Risk:
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Rational AppScanti & FAMEIEIZ O I REELIE: T —

2 My Applcation (53) A AnangedBy: Sevesy Highes ontop
= 3 gc//demaestvered (53 5 63 Securty lssues (264 varias) for My Applcation’

e SA0BANLRAMBENEIRET XHNR, 8 - el B

National Institute of Standards and Technology Special  F S ram—"
Publication(NIST SP)800-53F10WASP#J &I 1051 (2007
FEH). Rational AppScan Version 7.7 &3EFamily
Education Rights#Privacy Act(FERPA). Freedom of

Information and Protection of Privacy Act(FIPPA)AT

detatcoount
(2] hip:/idemtestienet/conment asp (1)
2 Wi idematestive net/search aspx (1)

Total number of issues: 63

Payment Application Best Practices(PABP). l o
o HUHTMLRBHEHEBRD T, SERBH AN A l !g T

xeculsConmandT e orSglRes.ANa0PARAMS dLParams,
Objects executeRe:

BB, HVEET R RERREHHTMLRE, | EESessessigaal’

at System Data.OleDb.OleDbCommand ExecuteCommand(
CommandBehavior behavior, Objects executeResult)

o WEIREBHEHypertext Preprocessor(PHP)& & BN e — e vE e D
e INGVNLTE N S RSN Lzl /BM Rational AppScan/I@iHLE
KM EBMIARAREQ R, I 4EMBR T EFARIE Hnot
vulnerable MMt REE,

o TEMREY T EE M AR T NG HTMLIE B B SR SR I
R E5UREARHXHHTTPES,

o iR BEEUEEE IUREIIRE(CVE)MID,

o EHEEIERational AppScanWE N KB HREHE S
EIJ?E%%EP. BRI, E%. MEHENSFHBENR
MIEFBE L. Rational AppScanik ik it iF & & 1BM
Rational AppScan&k 2B R & HEIREM, XEHFH e
FRE~ROERY,

Appscan 7.7 Altoro Mutual scan - IBM Rational AppScan

@ Filter out hazardous characters from user input

7] Viled URLs 46745~ [ BScouylooes 02 W15 018 07
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fEf Rational AppScan Standard Editionk {17
PR LWL mE

ZEHEBARMARNKARNBESHWebE ARFNXFEE
SREEAHERA. Rational AppScan Standard Editionf2 1:
TNAZFRRRAARITORRINE, XEESRE

o PRER ETREIBRRUARCBRMREER, B8REFE
BEMTAR, BRTMRNHAE, NABEGEARER
HBERHABE RO,

o REFSH ABMNRKERANLERE, HNSHREL
TaMFRER, HEBNMIRPLFSHER cookies.

o FENXHARER 1A REEENEHEEE.

s MERHEENS SISAFPETERERE. BERE/T
ARIENABSERNESNEHEETR,

o HMIER/MMAZEDF REBESRER. BKR/MA.
Be/RFF. MRS RAEMERATET.

o ETFMicrosoft® Word i MiRE, AT RITETATRAE
MEMER., EREF-IRNERE, BRBHNERY
BN R EFE R,

o WERMETWebAIEZUI(WBT)ER, I ER 0 AFHE R
AR, BRWIES, MEBE#RENERNR.

#idRational AppScan Express Editionfk {43k 154
HAIWebR F R & 45

HFRERNIEROEAFLXANNAR, FER TS
MWREAFREGAPN—BLER, MXEAREFER
BA MMM ATIEIEINME. Rational AppScan Express
Edition X EEK 5| 71 89114& %X+ 7 I1BM Rational AppScan
Standard Edition EEHNZ &M, MT#EEFREARN
Tk, TAEABEMRITEIRational AppScan Express

EditonZ2 &R T 5 FaRENXBXRARAE, RIFEH
ASTHARNSITHRZEE RN EMTK.

{E I Rational AppScan Tester EditionZi 4 H= &M
RIEAREEEN—E2

Rational AppScan Tester Editionf2t&F1n8e. HEIQAH
AERFNZLEELBPENZ2NR, NTEET XS
TROMIE,

HBTEERTAENNRES. FAMUQATRITUEHR
Rational AppScanIgg it A, EABHNNRFEHRT
RERE . BHZT2NIRNNRANRIGEFERENR,

@idRational AppScan Developer Edition#{45%=
SR T E MR N BRI ZINE

RERREARERANGREN, RERNTERERS
ZEMRB, REAET, REBARARFERELTR, B
SERREeNREHELSRMBMNNLEEEER. B, %
FEPAR AR ERENRET AR A HERTEFRR
RPEANIR, MARAREERNARETREER.

Rational AppScan Developer Editioni&it B FEF A AR
EBERFRRRENHTWebN A&, MESFL
BIRAREB R X I EEMMAKER 2@, EhFRES
BBITHER, FEPBRSEGAHEHTREANALS B
MRS,

Rational AppScan Developer Editioniz fB £ fa A,
NAERERWeb AP Z2EA, BEHFSABIT. 3
A, B FAIBMEE BB FBLE 2.




#idRational AppScan Build Editionfk 4Bzt %=
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Rational AppScan Build Edition X &R HHMENER B
HTREeNRH., BEERSMHEEEERS(MIBM Rational
Build Forge®#ff), %2 MikMseBEMERERTHN
#i3fed. ©ifsEEL IBM Rational ClearQuest® &Gk E
HTH . Rational AppScan Enterprise Edition. Rational
AppScan Reporting Console TR L4 %M.

Rational AppScan Build Edition® &K HFEAMGIES
Rational AppScan Developer Edition8E, T%TﬁT%'JEE’\J
ERMMREEEE, BEHERAPLREBELTNK.

{Ef Rational AppScan Enterprise Editionfk{4+#%
MUy RERAREFREMK

Rational AppScan Enterprise Edition##EHETWebf

R/, XMRITEBHEALBEL MEXAZENZENK

iE HHBEFREWebN BRFRZ A BAHREREIREERE,
WEERMBRHTES.

BRTYSREERMNEREMIY B, Rational AppScan
Enterprise Editionik &

o E—NEZMWebdim LR BFEMMKATLAANNEA
BR, FREREZENEERTNE,

o EH—HENREARNEIR. ATEERAFRA
RAMHMEREETREXNEERR, THRHE.

o RG—AFOFEEEE, EEFTENKSNVHER. #
BN SEERAARMERS MAE, SV RARER
7. PRIAUBSIMFRATRERRREMEE MRS,

o ETWebMR&EEFETRENZEREETACH
e, FFRERHEENMEANR. BRI RHMLE
PIBF LB IS EHIRE: open. in progressit @
closed.

o BEREARBTRMIAMEREFHABENETL, 81
RN, EENMEHINLLEA.

o ERREHATEENEHENMMANWeb N BEFR
NEDLE

o REETWebMELE, ER7TRBERE. BXEIN
REiESEE, DUEHRE NIRRT,
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Rational AppScan Standard#1Rational AppScan
EnterpriseZi sEFI{E A SaaS

B A EIERS A ERational AppScaniigé, & MNFI A
F@mIRE, MERHMIMIRLES.
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RERSESRPRERE, EMNEER-—RNREIAM
RARBER.

AETENNREMIENEER

Rational AppScan StandardziRational AppScan
Enterprise® /2 o] I} & FIBM Rational security 2 #r % Bh

o EEMANAE FHRTHEETEIERER,

s REMDMER, HHRSHER. RERL. LELEX
REE. BERBMES.

o REFMRUIRE, SPEBEE. REBRNTESXARNXE
B, REMER.

o NEHQARRAEEANWeb N AR FF R B Hif£ ARational
AppScan, #H—SHAENBEFTHEZEMEMNMEE
BE#R.

BEETWebFIBRRAANZE
8 MM EE o=l

%IBM Rational AppScani= Rk BEETFWebfyiZil. £
TARFENETROELBHRNZIN. MNERHWebTRE
HELERTRENREIR. BRTEANERNBIN, 2RSS
EAFEAR. QAR & ERIBEFHIHNEL.

ZREBHBEGISDMERT—RFIFHTHYE, BRITMNER
WA EEANEHETRE., ERENERIREE, BFE
o] [}\i@i3 Rational AppScanif gl LRt @S,

ENMESEBE=ARAINN S RMREBNRK, EEAT
PUE I 7 4 B 15 7~ ik 5 FRational AppScan Enterprise
Edition® F9¥E ~RERBR R TR # )3 %8.
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SSEES Intel® Pentium® P4, 1.5GHz (&1iL2.4GHz)

- 512MB RAM (1GB recommended for scanning large)
EETE 1GB (10GB recommended for scanning large sites)

One 10Mbps Network Interface Card )NIC) for network
commu®nication with configured TCP/IP (100 Mbps
recommended)

BIERG Microsoft Windows® XP. Windows 2000. Windows 2003
Enterprise Edition. Windows Vista

o Web /XIJ ks

Microsoft Internet Explorer 5.5 or higher (6.0 or higher
recommended)

Microsoft NETAEZ 2.0, F 5 kA

Java Runtime Environment (JRE) 5.0 (for Rational

AppScan HTTP proxy only)

TREZER

Z 7 #IBM Rational AppScan@MNELZFR. FRKAIBMEERKNKIBM
Business Partner, i&iAa):

ibm.com/software/rational/offerings/testing/webapplicationsecurity
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AppScan. IBM. IBM##x. RationzEx
AR LS EERFREMEROER.

IntelFPentiumZIntel A S H FA S EE
E /5t E R AEM R,

JavaF i B & FJavakI i ir2SunA S
EEM/SHEBEROER.

MicrosoftFIWindowsZMicrosoft/A S 3
B/ ERAER.

HpAs), FRARSBRTEZAMBL
SRR FARSRIL,

AXHTRAEENESRATRIESN
HfY. BREREANFEANRERFIIA
EEUFERE, BERRE TR R
it ZEEARANERBOER, L
AXBERESRIBIBMEFI= AT IR
BRI, MBRE, BFBHM, BMAKE
RAAERAIABMBEXATMIERREN
RiE. AXFEENATMTE. BANIZ
R IBM( E AR B 3 ALV T S & )
BRIET. REGZERTIBMEGHHF
IER AR F A

ERAERARRMNECETSEEEXE
R, ERENNEEBIRMHE X EREX
ERNEENBENBURFFECHR
£ ENTESTMELNLSNEER A
PR EETERRRRNEFTE.

WSD1 4001-USEN-00



