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Figure 1. Applicable Use Cases for Use In the Evaluation and Selectlon Process
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14:08:14.0 SYBASE  10.10.9.55 10.10.9.240 TCP SA zelect 0.name, 0.language, o.dbname from master dbo.2yzloging o where o.name = ?
2007-1-24 ) . ) e
1409140 SYBASE  10.10.9.5510.10.9.240 TCP SA zelect zubstring (@@version, 7, charindex(? @@version)-7)
2007-1-24 ) ) ) o
1408110 SYBASE  10.10.9.55 10.10.9.240 TCP SA zelect substring (@@verszion, ?, charindex(? @@version)-?)
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Rule #1 Description non-App Source Applzer Connection [i
- Category |Security Classification |Breach Severity |MED
Hot [ ServerIP i andior Grnupl Production Servers ﬂi!'i
I Hot [¥| Client IP i anedor Group | Auvthotized Client Ps L iH
Hot D Client MAC Het. Protocol andior Graup | ------m----mm---mm--e ¥ |am
-
DB Type | ---eemeeeememeeeeeee ¥ ot [] service llame andior Groyg | ------r----=-e------ ¥ it
ot [] DB Hlame andior Groyp | - ¥ |ee
> -
: Hot |j DB User |APPUSER Iandfur Graup | ------------eeeeees s
ﬁ “HW & ‘ Min. Ct. |0 Reset Interval (minmutes) |0
- i .
N 1.’ - rh
i .
: ;EL 1: A p p U S P r Continue to next Rule D Rec. Vals, From: GuardiumAlert@guardium,com Sent: Wed 4/15/2009 8:00 AM
: Iy ::' To: Marc Gamache
3 ;: ™ Action | ALERT PER MATCH Cc
) u - Subject. [c1) SQLGUARD ALERT
-y — -
e Hotification ‘ .
‘i £ W Subject: (c1) SQLGUARD ALERT Alert based on rule II*non—App Source AppUser Connection I
‘ % ! Hotification Type MAL Mail User marc_ga | Category: security Classification: Breach Severity MED
\\1“ | \_______/ Rule # 20267 [non-App Source AppUser Connection ]
Request Info: [ Session start: 2009-04-15 06:39:03 Server Type: ORACLH Client IP 192.168.20.160 perver[P
H H Datab ase 172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DB Protocol. 11vs DB Protocol Version
Ap p I Ication 3.8 DB User: APPUSER
Server Server Application User Name
NT Authorization Code: 1 Request Tvpe: SQL_LANG Last Exmror
10 10 9 244 10 10 9 56 SQL: select * from EmploveeTable s
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Rule #1 Description Alert on Access to Vulnerable Objects

Category Data Security Classification Known Vulnerabilities Severity

HIGH =

andlor GTUUDI Production Servers

3

b 5

N O

ﬁm%mﬁ?‘ﬁu%,
Xof BRCES X G2 1

» /T‘,_T:

NS

Hot Server IP i
Mot [ ClientIP ! andlor Group v
Full SO1 Sty 1
Mot || Client MAC Net. Protocol andlor Group Group Members: L J-l UL
DB Type * Mot || Service Name andior Group (o LBFILENAME % A
Not DB Hame andior Group - i!ﬂ - WL \INY
T o SELECT user_id INTO v_user_id
I Not |¥| DB User andfor Group (Public) Autherized Users /aCA”O”ICAUZE ’6 EDOM 1ear [1ears
%CDC_DROP_CTABLE_BEFORE.% bt e s
hot [ App.tser sor G " |9%CHANGE_TABLE_TRIGGER %
Not | | OS User andlor Graup v i %CHECK DDL TEXT % Y_COmmanads .= INSert Into sys.sysau
Not [ | SrcApp. andior Group %CHGTAB_CACHE.%
%COMPRESSDATA % Nt
Not Field Hame and/or Group A i%i ' 000 n
Not Object andfgr(;murl (Public) Vulnerable Objects (with wildcards) vI;!-.
Not I Command call IlndfurGruup _ v i
X Policy Violations Details |, | (5] [£] [X] [¥) @ ndg
Object/Command Group - i'!“i erd
Start Dats: 2009-08-21 22:47:06  End Dats: 2008-08-21 23:37:05
ObjectiField Group M i%i Timesiamp ﬁg—m Access Rule Description Client IP Server IP
Pattern XKML Pattern
Period - ['r_j
App Event Exists Event Type Event User Name
App Event Values
- — o imﬁci? data securiy G;:;g"mmw”‘”e'm 1010958 10.10.9.59 JOE : NEW _VALUE == NEW_VALUE
Min. Ct. 0 Reset Interval {minutes) 0 |
|

Rec. Vals. |V

Continue to next Rule

Action ALERT PER MATCH

Notification
lNotification Type SYSLOG Alert Receiver 5Y3LO0G

SEQUENCE NAHE = SEQUENCE NAHE
NEW_WALUE == NEW_VALUE

END;
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“DBMS B4 5 X TEH R RABRPIH, £ RKDBAs H] IR E F I 28 Bl B B8

BRI, 7

Privileg
ed

£ root@ospren

2 root@osprey:~
[rootRosprey ~1# sglplus

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20

Copyright (c) 1982, 2005, Oracle. All rights reserved.

Enter password:

Connected to:

Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

QL> select * from creditcard;

*
ERROR at Lisa@wik
Ora-03113 § end-of-file on co

mmunication channel I

Session Termina

SQL>

Noel Yuhanna, Forrester, “Database Security: Market Overview,” Feb. 09

Application

Servers
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Issue SQL

Connection terminated

Policy
Violation:
Drop

Connection

SQL
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T ——

=

89 4

S-GATE Hold SQL

Q
f |

_, Check Policy
<18 On Appliance




. i"‘l
| . : \‘Y@ AIIV/
Guardium: N P -RAIZEZEES NS R WIT R

DB User Hame Application User sql
APPU=ER joe zelect * from EmploveeRolelisvw where UzerMame=7
APPLISER joe zelect * from EmployesTakle
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