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o PREFINLERRFALL.IOEERBRETERERG 1ZE According to the X-Force database tracking, 2010
had the largest number of vulnerability disclosures
FERRITEPRE T LA ARH.IEH XX in history—8,562. This is a 27 percent increase
" " s - A over 2009, and this increase has had a significant
3-10 ﬁj{ﬂ’%i%%{afﬁﬁﬁ%,ﬁﬂpﬁﬂiﬂ\,%ﬁ%ﬁ operational impact for anyone managing large IT
= Mz — A b JE1AZ 40| 1)35= infrastructures. More vulnerability disclosures can
EijCEI’Jﬁ:tU4OOETEU\J:.J&=§SWME1G = ﬁ-ﬂ'k'* mean more time patching and remediating
=31 vulnerable systems.
- EB4B26HEM , PSNNEBEBRELT , BX - - _
%H&Té"]7700%ﬁﬁ)ﬁlﬂl}]§$g\ %E'ﬁfiﬂ:\ EE,?EB Web Application Vulrlezr;lﬂg::? by Attack Technigque
. £H. BRRNERENSFEE  EE8iE %
RFERRINFERER. RRECFOMBEL o

(Masaru Kato)E—#R , DATFRRALA , LIREX
RUEERSER | IWRESHITSSERETHRLI40 |,
{CBTT@IEL7{ZETRIRK. MEEAREEE

. "EIBRAL  KEERIBFNAGEHEIR 0%
FEBYE{4, " 2011405823H #HiERHEY %
«  LulzSecsFE T &RE 1005 MNAFEINMAGE, e

201146830 FERE »

- IB ME%?@E’ET&%TEZEEZ 010k iIT}Fﬁ;ﬁi \ 2004 2005 2005 2007 2008 2000 2010
8,562’%Z_H*EIT§§E%EE§E{J{%*FO SQL;I)\EE M Cross-Site S SOLinjection MOther M File Include
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Intrusion route to the system

[note]
Firewal
R Server
Inject communication I  Intenet communication
Obtain access to the tool via vulnerability in [} Intemal communication
database server ==  application server and i g
- establish intrusion route 3
Web server
e ! "y
” [ §7  Obtain access right to .
database by attacking
Application server the database server
% [ o
4 b
.
Dﬂtﬂbﬂﬁ& server Acco.nt information
% ’

https://threatpost.com/en_us/blogs/what-sony-playstation-network-attack-can-teach-us-about-data
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Lateral Data
Backdoor g
Zg;?ﬂ‘::y movement gathering

Exfiltrate

A handful of The user

users are machine is
targeted by accessed

two phishing remotely by
attacks; one Poison lvy tool
useropens

Zero day

payload (CVE-

02011-0609)

http://blogs.rsa.com/rivner/anatomy-of-an-attack/
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v Source: 2010 Independent Oracle User Group (IOUG) Data Security Survey, based on survey of 430 members.

http://www.oracle.com/dm/offers/fy11/50651 2010 report_ioug data_security_survey.pdf
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— BN, MIFREEE ? (Who is changing database schemas or dropping tables?)
— ARSI IEESIELIE. &2 (When are there any unauthorized source
programs changing data?)

— DBAEEBIMNEEB A RIEEXT SR EM+432/E? (What are DBAs or outsourced staff
doing to the databases?)

— HEIERNEEISS/IIREMAIEIEEER? (How many failed login attempts have
occurred?)

— EEENBEDRRYSHREUE? (Who is extracting credit card data?)
— BRI NNR T mifhia? (What data is being accessed from which
network node?)

— DEpLL Y R IE A AR L N FERE Fi/513)? (What data is being accessed by which
application?)

— BURSUE EERLMIF S AE? (How is data being accessed?)

- FRINZNERA |, SRS AFRIEIEHE#iHIEIE?(What are the access

patterns based on time of day?)
— ¥ORREIEE =4 A HERYEEIR? (What database errors are being generated?)

— SQLIEAKEE AR RIEAFE?(When is someone attempting an SQL injection
attack?)
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Switch or TAP a a Informix

Guardium network monitoring appliance & audit reposito.

ORACL
E-Business Suite

SvyBASE

Guardium S-TAPs for local access monitoring (shared

Custom apps memory, BEQ named pipes, etc.)
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Guardium Beijing Aug 9 —12

https://www.ibm.com/developerworks/wikis/di

splay/im/InfoSphere+Guardium+Bootcamp
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