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@) External Blackhole Lists (RBL)
I From: Cora I
To: O Recipient Verification (SMTP Level)
j : Hello, .
Subject: Hello e Spam Signature Database
Content: Looking for some mind o Spam Bayesian Classifier
boggling hardcore action? .
Install the attached browser software e Spam Structure Analysis
and browse , @ Spam Flow Control
across millions of paid hardcore sex
sites for free. e Spam Heuristics
Using the software .
you can safely and e 9 Text Categories (SVM)
easily browse 9 Keyword Searches
across most of the
hardcore XXX paid
sites across the
internet for _freel_get it right herela.n.d_ @ URL Detector
you can easily browse ... )
I Attachment: File Analysis
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File Edit View Tools Message Help
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Reply Reply Al  Forward Print Delete Previous Next Addresses
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[ ¥ This message is High Priority.

From: PayPal Security Center

Date: Saturday, July 01, 2006 9:40 AM

To: submit@spamarchive.org

Subject: ¥ PHISHING - ATTENTION: This is a fraudulent message ¥ IMPORTANT: Update your PayPal records

Attention—this is a fraudulent message!

= Do not reply to or follow any link in this message.
= [f you still think you need to react on this message, please contact the system administrator first!

Peprell

Stay protected

Take advantage of advanced antifraud technology and tips from
e of the most trusted names in online security, PayPal.

Warning Notification T SEND FAKE BANKING

E-MAILS TO GULLIBLE

I HAVE A EXECUTIVES. THEN I

NEW HOBBY,
ITS CALLED
' _ _ PHISHING.
It has come to our attention that your PayPal® account information n 1

updated as part of our continuing commitment to protect your accou| \

reduce the instance of fraud on our website. If vou could please take

minutes out of vour online experience and update vour personal reco
. LS g . .

11 o 1

Dear

BO0T cI008900N Aderns, eg (DL by UFS .

Diear Custonser,

Thés is your bk, We forgot your
sxial security number sad password.
Why don't you seod them o s so

WAE RN PUtect yous
RO LOOKS
S LEGIT,

LB Banker
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Analysis Modules Action
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F integrity Truly Safe
"Checking =Safe Area”
Monitor Detect Change Virtualize Analyze Decide
Unknown Analytical Virtual Behavior Pattern

Machine And Sequence

Operating Program Code

Syst Action
il Virtual/PC Opens Web Address Book * Run
ok | m—> Modifies Registry Key * Repair
g 5 Smashes Disk Sectors * Quarantine
* Delete
Determine Intent * Report
| . o * Benign

SHard Disk e Malicious

Safe Environment

Behavmrs
catch whole
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PRODUCT UPDATE PRODUCT UPDATE PRODUCT UPDATE
DAY HOUR " op FIRST VIRUS ALERT DAY HOUR " gp FiRST VIRUS ALERT DAY HOUR " gp FIRST VIRUS ALERT
Jan 18 0:00 ISS VPS Feb 17 0:00 ISS VPS Feb 27 0:00 ISSVPS
12:36 1st Report — 12:55 1st Report — 0:00 Symantec
Messagelabs Messagelabs 1st Report -
Messagelabs

¢ 9

14:50 Kaspersky Kaspersky Trend
Jan19 3:00 Trend Trend :00 Kaspersky
6:05 McAfee McAfee 2:20 McAfee

6:20 Symantec Symantec
PRODUCT UPDATE PRODUCT UPDATE PRODUCT UPDATE
DAY~ HOUR " gp FiRST VIRUS ALERT DAY.~ HOUR " gp FIRST VIRUS ALERT DAY HOUR  gp FiRST VIRUS ALERT
Feb 28 0:00 ISS VPS Feb 28 0:00 ISS VPS Feb 29 0:00 ISSVPS
0:00 Symantec 1st Report — 1st Report —
1st Report — unknown Messagelabs
MessagelLabs

D

15:35 Kaspersky 17:30 Kaspersky 17:30 Kaspersky

¢ ¢ =5 G
18:40 Trend 20:40 Trend 18:40 Trend

Feb 29 2:05 McAfee Feb29 1:30 Symantec Mar 1 2:05 McAfee
Mar 1 2:05 McAfee 8:25 Symantec
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Management
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— Create a New Cluster
Used Host-IP: [132.18822 |

Passphrase: I..... - CIUSter/HA

Repeat Passphrase: I. seee

Create Cluster

STANDALONE
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