e —— MMNE
IBMBE E’"’Eﬁ?i‘“ |

;"‘

: .’ L& ﬂf-“ “ Al gt r" &! ﬁiﬂ “?je-] iﬂ é | 1




e |[BM
 |BM Tivaoli
« |BM Tivalli

1[\'[118 software Page 2



| dentity, Risk and Compliance M anagement

“IT Security is like guarding Fort Knox” . ..

% U.S. Gold Bullion Depository in Kentucky.
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Fort Knox

“It's In there”
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Garther’s —

Reporting and Risk

Assert Process Controls
Business Activity Monitoring and CPM

[ = [l =
Financial CRM and Business
and Customer- Unit
ERP Facing Systems
Systems Systems
= L = L =

Classify, Analyze, Interpret

Business Intelligence Infrastructure, Tools and Applications

Document and Archive
Records Management, Document Management, Knowledge Management,

Content Management and Storage

( Identify, Audit, Secure and Protect
Identity and Access Management, Network Security, and Business Continuity ‘

Acronym Key

CFR = Code of Federal Regulations EU DPD = European Union Data Protection Directive
CPM = corporate performance management GLBA = Gramm/Leach/Bliley Act
CRM = customer relationship management IAS = International Accounting Standards

ERP = enterprise resource planning
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SECUIIty Operationsivior.
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| BIM THvoli Security Compliance: Miar.

|SS = Internet Security Sy
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o directory

. LDAP@
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Tivoli Directory Server L DAP v3

IBM Tivoli Directory Server 6.1

IBM Tivoli Directory Server 6.0

|IBM Directory Server 5.2

|IBM Directory Server 5.1

Q3/07

QL/05

10/03
11/02

IBM Directory Server v4.1

IBM SecureWay Directory v3.2.2

IBM SecureWay Directory v3.2.1

IBM SecureWay Directory v3.1

IBM eNetwork Directory v1 (U of Michigan code base)
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|BM Directory Server

e The Open Group LDAP V3
. UNIX Linux Windows AS400

. (SM  M-M)
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Directory
_ Replicas
f, Master Network T ®
Directory Dispatcher L
Directory % %
Replicas _ - —
| | Boulder SDC E‘

500K+ entries e
200K clients \

20M DirOps/day ‘

|BM directory-exploiting applications

Blue Pages, Common Web Authentication, PBCs, Expenses,
Mobility 2000, Sametime M essaging, etc.
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» meta-directory l

o directory

* LDAP @
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/" Other )
[ } applications

inthe
\_ enterprise )

Personal
[ profile [ Portal }
Wh|te pag&s} [ Personalization }

M anagement

-i-@ cot [ }
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|BM Directory Integrator :

. /
.
.
.
LDAP
o directory

~— - -

Microsoft

Active
JDBC DB ' Directory
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|BM Directory Integrator

« Java
. XML
[ J
» Active Directory LDAP * IBM Tivoli Access Manager * Lotus Notes
» Active Directory Changelog * “Sub” AssemblyLine Caller e HTTP Client
¢ Command Line  IBM Tivoli Identity Mgr. Agent e Old HTTP Server
» DSML v2 « JDBC » PeopleSoft
* Domino Change Detection * JMS Pub/Sub * Persistent Entry Store (PES)
* Domino R5 & R6 » JNDI (Generic) * RDBMS Changelog
» Domino Users * LDAP Server * SAP R/3
e FTP Client Connector * MQe Password Store  Siebel 7.5.3
* File System Connector » Mailbox * SNMP
e HTTP Client * IBM MemQ * Script
e HTTP Server * Memory Stream * TCP
» TDS/iPlanet/... LDAP * XML/XSL Handlers * Timer
» TDSI/iPlanet/... Changelog » CSV & Fixed Format Parsers * URL
* Domino LDAP * “In-Flight” Data Transformers » Web Service Client
» Domino Changelog  Cronjob/Timer » Web Service Server
([ J
—~ HOOK
. Java/Java Script
([ J
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* provision/manage

* directory

* LDAP @

Page 20



1I\'['][§ software




Tivoli Identity M anager

P NE- )

PeopleSoft NAB
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Tivoll Access Manager for eBusiness
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Tivalli

| AFTER |
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Access M anager
urity Services

Sec
&) 6 O

user registry.

Centralized
audit

and other J2EE



WS-Security
Liberty
SAML
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@‘%\ HTTPS

Access M anager

End User (8 software

Identity Broker
Security Token Service S
Provisioning
K erberos, Service

SAML,

4 SAMILL
4 Liperty
I \WWS-Federation
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abc.com

- TAMeb

- TAMeb

TAM

3.FIM

- FIM

4. supply.com

**k*

session

Session

supply.com

Liberty, WS-Fed, or SAML

FIM

3'd party site SSO
SSO Token user session

token
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Service-Oriented Architecture

?

Customer ibm_23
diane
Division (s) ‘J". il ’—L’!" l"' l
Shared
Services : 2 mgr
divb-diane A
4

Supplier ibm_empl
Outsourced diane@ihm.cnm._ "'.‘
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. SOA servicecreation service
connectivity service aggregation
SOA
Enterprise
=== XML (ACORD) B2B Web Services U Procg SJEIEM
e

qj BN DataPower [N - E»‘E

Sl . — Bl

Agents

Major insurance companies use ACORD XML
to transform core insurance processes
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IBM SOA (v1.0)

Business Security Services

Governance, Risk Trust Identity and Data Protection and Secure Systems
and Compliance Management Access Disclosure Control and Networks

Business Process and Policy Management

Security Policy Infrastructure

Policy Policy Distribution and Policy Decision and

Administration Transformation Enforcement S e

IT Security Services

Identity Services Audit Services
Authorization and Privacy Confidentiality and
i Services Integrity Services o
Authentication Non-repudiation
Services Services
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Cligk'Here to View Detailed Security Report
ig:;fj:m'!d ““ Reqguired result Your system setting
.: Bower-0n ‘_ Activate a power-on password
! e f-_ Password is set
:: Hard disk '!_ﬂu:ti'.rate a hard disk password
: | Password . Password is not set
¢ | [Thinkpads 0 Password is not set
: only H
H Sereen sat = password protected
\'\A e i I-ca'_}rbuard.."screen lock. Inactivity A t gcreen_ _Sl:reen Sa\::ler Inactivi iod
. _— FI‘Efil:I-d =hould b= no more than 20 CCoun a\fer 15 IS passwonr na I\Fltv Pperi
e active protected
: : SLX-TPT40-¥P\shenou ves ves S minutes
: Morton Instzll and run an IBM-approved = =
. AntiVirus i Antfvirus program. Run Norton :E;.s,':r?" of installed |, tivirus running LiveUpdate period
E Antdvirus LivelUpdate at least weskly. WLl =
: : 7.61.954 Vves daily
E Bersonal Inst:ell and run an IEM-approved = =
. Enell i pergonal firewall program on your :.Ersu}rlll WsE = Firewall service running  Firewall active
E workstation if you directly connect the ==
. workstation to any customer network, :
. or te the internet via DSL or cable ZoneLabs Firewall yes yes
5 - 3.5.175.087
. muaem, or to any external wireless
. el This data is for yeur information, It is wour respensibility to install and run an IEM-
H . approved personal firewall program if your workstation is connected as described in the
': g Required result column,
H Fila "r"cuts must not allow any form of =
: Sharing i un&uthenticated access on your Sharename Localpath EHEUthE"tIEatEd
H ne_f'.-'.rcurl-c connectad workstation. e
no share published
B Lotus Emcrypt Lotus Notes databases that
H Notes Local contain IBM Confidential information. Lotus Notes database name Encrypted
. Databaze Lﬂﬁlfal mail files, archives, and C:\Lotus\Notes\Data\bookmark.nsf *NOTE*
. B h ': yAttachment" repositories are ;
. fnandatory files to be encrypted. Ci\LotusiNotes\Data\names. nsf *NOTE*
s _: #* Local mail files, mail archives, and "My&ttachment” repositories are mandatory files
'-‘ 9 to be encrypted
. :' # [atabases listed abowve with a black "no" are not currently encrypted, ¥ou must
% N determine if any of these database contain IBM Confidential information. If they do, they
‘-‘ . must be encrypted
“ :' & E*NOTE*: O NOT encrypt these databases, as it will make them unusable.
Ti'i'ﬂll S M,m-.:,;.:,& .l. You must not allow Mil:_rnEu:-Ft Windows Min. Max. v
Windoys operating system userids to be Password password |password| =
Bcounts U |crested withoutspesoh A | User ID Fullname | CEPord BEh T ae



Tivoll Security Compliance M anager

4 )

. PW strength, PW change freguency, inactive accounts, added or deleted
services, mandatory services, forbidden services, forbidden applications,
registry settings, application config files, patch levels, hot fix levels, incorrect or
weak ACL/permissions, software versions (firewall, AV), . ..

N 4
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Flow Data*
CheckPoint OPSEC
Cisco IDS

SourceFire eStreamer

|DBC-Database

' EAM (Event Aggregation Module) |
_EAM {E:Ent Aggregation Module)
EAM (Event Aggregation Module)
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,/mrahilﬁcanner

Policy Context Investigation Context

Central Mgmt.

Event Context Business Context
Server
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fctions

SHMP Trap - HFQY, Tivoll
Titkst Estgiafies - Remedy A25
firemcall, Swawitech BloH
e=miail, page

e

Kl a-F vl

Lawnch any 5ﬂ'|p’l

Datahase
MyS0L
Cracle

Report
Engine

Central Manegement Server
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Compliance lnSignt Vigr.

S

| BIVI Vol Security Operations Vigr.

(SOX, HIPAA,

— SO = INternet Security Sysle
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e h\ ™ -l
O-0- NG LA R-% W-UEGB
; | 2 _ )
' 79 = 0% (e A
.'I b ...'.-.-1:_ ! ™
Vi@ s W% @ A A
Dashboard Sum Reports  Policies  Groups  Seftings Regulations Log off
l» Dashboard = Reports = Eventz by Rule
Events by Rule £ o) €15 0
-« W7 Group selection
Who What When Where on What Where from Where to
Administrators || | _ANY_ | | _AnY_ v | | _Any_ [we] [_any_ | |_Any_ lv| | _ANY_ v
_ANY_ B
Lsers Reset
Administrators s .
System | GMT-05:00 New_York, Nipigen, Pananirtung v|
- [Management
.| Client Maintenance )
FinAdmin Managem # What Where Who from Where  |on What Where to
FinAdmin Staff
Hnan Besconced 5 153418 GMT-5 |1 |5fart : Process / Success Finance Server |Administrator Finance Server |PROCESS : . [ Notepad.exe Finance Server
I53|3W_ﬁ,dmini5trati( 5 153:34:18 GMT -5 1| Clear : Auditlog / Success Finance Server (ROOT Finance Server |AUDITLOG : . /- Finance Server 3
Auditors 5 15:34:21 GMT-5 |1 |Complete : Process / Success | Finance Server |ROOT Finance Server |PROCESS : ./ Notepad.exe Finance Server
NIT Admin
Liohilc nser 5 15:34:28 GMT -5 1|&tart : Process / Success KMainframes FIN [ Adminiztrator Mainframe FIN  |PROCESS : . / Notepad.exe Mainframs FIN
T = o 153502 GMT -5 1|Complete : Process / Succezs  |HR Server ROOT HR Server PROCESS ;. / Process2212024768 HR Server
{Database Admin 5 15:35:02 GMT-5 |2 |Read : File / Success Finance Server |Administrator | Finance Server |FILE : DataSmartinvest / * Finance Server
|End User
Finance 5 15:35:24 GMT -5 1|Start : Process [ Success Mainframe FIN  [Jame=s Patterson |Mainframe FIN - |PROCESS : . / Runemacs.exe Mainframs FIN

Finance Admin 5 153524 GMT -5 1|5tart : Process / Success Mainframe FIN | Adminizstrator Mainframe FIN  [PROCESS ;. /Emacs.exe Mainframe FIN
|{Finance Manageme 5 153524 GMT-5 |1 |Complete : Process / Success  |Mainframe FIN -+ | Administrator Mainframe FIN  |PROCESS : ./ Runemacs.exe Mainframe FIN
: HEH!DUESH S 153734 GMT -5 |1 |5tart : Process / Succeszs Web Server ROOT Web Server FROCESS : . / Eventvwr.exe Web Server
{HR Admin o 15:37.35 GMT -5 1|Grant ; Privilege / Success Web Server Tim Doberty Web Server QBJECT : . / Handle0 Web Server
_: HR Management 5 15:37:41 GMT-5 |1 |Grant : Privilege / Success Web Server Administrator Web Server OBJECT : . / Handled Web Server
E ::::phaegﬂir; o 153748 GMT -5 1| Grant ; Priviege / Success Web Server Marcus Jacobs  |Web Server OBJECT : . / Handlel Web Server
{Metwork Admin o 15:38:21 GMT -5 1 |Grant : Privilege / Success Web Server Roz= Hikkings Web Server OBJECT : . / HandleD Web Server
_i ':'F'EfaﬁUHS "~ |5 15:38:28 GMT -5 |1 |Grant ; Privilege / Success Finance Server |Marcy Hoover Finance Server |OBJECT : . /Handle0 Finance Server
E gglir:tlnna SRR o 153828 GMT -5 1|Read : Access / SUCCESS Finance Server [ROOT Finance Server |FILE : DataSmartinvest / Default.cfg Finance Server
1Sales Admin ME— 153828 GMT -5 |2 |Read : File / Success Finance Server |Adminiztrator Finance Server |FILE : DataSmartinvest / * Finance Server

Fri Mow 25, 2005 15:38:28 GMT-5 |7 |Read : Access / Successz Finance Server |ROOT Finance Server |FILE : DataSmartinvest inadmin / * Finance Server

¢ € 123456780101112 % @l

@ Done
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IBM

Figure 1. Magic Quadrant for Web Access Managemeant, ZHDE
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