IBMHE%‘”‘E@B&ZBE

ENEEMETREME KILikSEEHE

SHANGHAI CHINA

PR SRR AR




s
()
ii”llr"

IBMBAR 5 EIRFIE 2 Ik

Ia
9

Title :  IBM Tivoli‘zz 4 ik Ak 81 82 88 3

24 4> K B (Eric Chin)
PR echin@tw.ibm.com



mailto:echin@tw.ibm.com

VR

IBMBR 5 B3R #5822 Ik

FGRRTHE, FNRS I ER, S RRINZ R %LU e
PEvERI.

i S Mt V2 A B BT s, IR A8 AT B m %
PR VU AT AL 2 A il S 2 A P SRS s SORF o 1 RTIEE A

X FOrb b S5 AR 55 A7 e VEAE T . O 1 3 Bl KA B8 R A

IBM Tivoli Compliance Insight Manager (TCIM)#1 IBM Tivoli®
PRk

Security Operations Manager (TSOM) A] DL M %5 Y5 ic & 565 &
Pd O Ab BE 22 =i, ORISR T B R 1 Axie s




< LA AR

{5 B 24 3 M A k. CTO/CEOH: Jy Sk &1 n)
InformationWeek Rt W2 W

[fsees]]
KA

BUSINESS IMNOVATION POWERED BY TECHNOLOGY § ﬁﬁﬁ%ﬁx

: : § VRREHIERE
Massive Insider Breach at

§ K52 AKH

DuPont _ Carnegie Mellon CERT Comments:
February 15, 2007 — A research chemist § “75% of ... confidential information
who worked f_Of DgPont _fOf 10 years thefts studied ... were committed by
befor e accepting a job with a competitor current employees”
downloaded 22,000 sensitive documents § “45% had already accepted a job
and viewed 16,706 more... offer with another company”
“The best way to guard against insider ey A
breaches is for companies to monitor § ITHEVT B E B T #

database and network access for unusual
activity and set thresholds that represent 5 IS
acceptable use for different users.” § MNP S R

Source: InformationWeek, Feb. 15, 2007
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Dashboard History  Confinuity Investigate Rellm

L= Portal = Log Manager = Continuity Report

Log Continuity Report I
Help =
» Graph Actions »
= -
< June 24, 2005 = <iExport to POF
.5 CREMOOT —|————|————|————|————|———————— ExpurttuExoeI
i T e [ e 1 | T
2 Fublic iebsite : . . . . ] fﬂﬂetr'mre selected Logfiles
Web Senvar Public _]r- = = -Ilr- = = _]r- -I- = _]r- = -|- _]r- = = -I]r- = = _] @Rigfgrgtﬁﬂepnrt =

Internet Banking Public ]r |r | aMUst Schedule
£ e e e s et B s [
| Frivate Banking Sener ; ]r ]r ]r ]r ]F ]F ] View %

9 Hide Timezone (GMT 1)
cnmn14—|———————_|________ Hide Timezone

HFE [¥ata Senrer

B By Audited Timezone
CRMD15—I————|————|—_______ ———

I 1 1 L Ll 1 L 1
| Private Banking Websita :l”‘ |
e e T [ [ [ e s gy Browser Timezone

e — gttt trtt -zttt girtl S G
CRMDZS—————|————|————|————|————————
Fartner iebsaner |'I . ] } i ||'I 3 ]|" ' ] Filters ]
I =i I [ ph— | — ol se—
IS Fartner Site 11 | | g | 1 | Sorting ]
e e e e e e &
|_. | == | | | | 7]l start Date i
emeamail | | I £ £ £ It SIart Dat 2|4
e 1 g T — i S P P=—F: 21 Start Time I
DlDD 41IIIIII SlDD 12000 1BlDD 2000 ijl Audited Machine ki)
I oL 1 dary I week. T mordth Nedr |
Legend *
=) Continuity Logfile
i = | Miz=zing Logfile
|:| =l |3 |33 kb [June 25, 2005 10:00 June 25, 20&5!12:0& [GNT +1}|1I5 Public website CRMOGV E_.'] Mis=ing Sub Logfile
i =] |5 |21 kb |June 25,2005 |11:00 June 25, 2005 |12:00 (GMT +1)| Windows= Server Web Server Public CRMOOT Failed collect, not collected yet
[ |2 |13 Mb|iune 25 2005 [12:00 June 25, 2005 | 13:00 (GMT +1)| SAP internet Banking Public | CRM0O7 ;DE‘E'-"B” POREES, POS=N:
Archived Logfile
|_'] 3 |Skb [June 25, 2005 13:00 June 25, 2005|1317 (GNT +1)| Window=s Server Private Banking Server CRMO13 |_1] Cocupt Lot
(] |3 [213 kb|June 25, 2005 |14:00 June 25, 2005 [16:30 (GMT +1)/1S Private Banking Website | CRM013
M=l [1|94kb |[June2s, 2005 |15:00 June 25, 2005 | 19:00 (GMT +1)| Windows Server HR Data Server CRMO14 Report information | [

@ Done ﬂ My Computer
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Compliance Dashboard

Enterprise Overview Settings

& TreEE

Trend graphic

Eventz by lop event count by "What" and "Who" for Oct 1, 2005 till Nov. 28, 2005,
o |
AccessControl » —J— 39— J 99
I

AuditLogActions b» —g——— )7
Rastarts » : { |,.|r . 1 1 =
Retrieve Sys.info p — { o -
System Actions § 4 2 J #
SystemUpdates » — % o -

Usaridiions b —— @ 9 9 J

il

Percentage of Policy Exceptionz for Oct 1, 2005 till Nov 28,

» Database Overview

——— e — | Mame: AgorDb
l | | _J I Status Loaded & Selected
| N B & ® ; Leading Dale: Nov 29, 2005

Caontent £ 1 i b
Acab SOX Finance Basail HR Banking  Test Cante Aggregation of all collected material for the last 30 days.
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Dashboard Summary Reporls  Policies  Groups Selhngs Regulations
L= Dazhboard = Reportz » Eventz by Rule
Events by Rule e &= Y
=« W7 Group selection
Who What When Where from Where to
Administrators s | _ANY_ [se] [_Any_ s [_anv_ |

System

I |Management

| Client Maintenance
FinAdmin Managern

Reset

| GMT-05:00 New_York, Mipigon, Pangnirtung

[v]

Where

Fri Mov 25, 2005

15:38:26 GMT -5

Read : Acces=/ Success

Finance Server

ROOT

Finance Server

FILE : DataSmartinvest inadmin / *

! y # | What Who from Where |on What Where to
! Elﬂgdarr?lgesstigurce: 5 15:34:18 GMT -5 1|Start : Process / Success Finance Server |Adminiztrator Finance Server |PROCESS : ./ Notepad exe Finance Server
Isamr}; Administratic] |2 153418 GMT -5 1| Clear : Auditiog / Success Finance Server |ROOT Finance Server |AUDIMLOG:./[- Finance Server
-"!"Udimr? 5 15:34:21 GMT-5 |1 |Complete : Process / Succezs  |Finance Server [ROOT Finance Server |PROCESS : ./ Notepad.exe Finance Server
: lr]'l—nicillrglﬂser 5 15:.34:28 GMT -5 1|Start : Process / Success Mainframe FIN | Administrator Mainframe FIN |PROCESS : . / Notepad.exe Mainframe FIN
IT B 5 15:35:02 GMT -5 1|Complete : Process | Succeze  |HR Server ROOT HR Server PROCESS : . / Process2212024768 HR Server
{Database Admin 5 15:35:02 GMT-5 |2 |Read : File / Success Finance Server |Administrator | Finance Server |FILE : DataSmartinvest / * Finance Server
: Eir:_grl_:lcseer 5 15:35:24 GMT -5 1|Start : Process [ Success Mainframe FIN  |lames Patterson |Mainframe FIN  |PROCESS : ./ Runemacs.exe Mainframe FiN
Finance Admin 5 153524 GMT -5 1|Start : Process / Success Mainframe FIN | Administrator Mainframe FIN  |[PROCESS : . / Emacs.exe Mainframe FIN
IFinance Manageme |5 153524 GMT5 |4 Complete : Process / Success  |Mainframe FIN - | Administrator Mainframe FIN  |PROCESS : . ! Runemacs.exe Mainframe FIN
: :;Ipdesk 5 15:37:34 GMT -5 1|5tart : Process / Success Web Server ROOT Web Server PROCESS : . / Eventvwr.exe Web Server
JHR Admin 5 153735 GMT -5 1|Grant : Privilege / Success Web Server Tirn Doberty Web Server OBJECT : . / Handle0 Web Server
{HR Management 5 15:37:41 GMT-5 |1 |Grant : Privilege / Success Web Server | Administrator  |Web Server  |OBJECT : ./ Handled Web Server
E mzpkaegtiirgs 5 15:37.48 GMT -5 1|Grant : Privilege /| Success Web Server Marcus Jacobs |Web Server OBJECT : . / Handle0 Web Server
1Metwork Admin 5 15:38:21 GMT -5 1| Grant : Priviege / Succesz Web Server Ro== Hikking=s Web Server OBJECT : . /Handlel Web Server
E Gperat?UHE "~ B 153828 GMT-5  |1|Grant : Privilege / Success Finance Server |Marcy Hoover Finance Server |OBJECT : ./ Handled Finance Server
E ggleer:tmns ikags 5 15:38:28 GMT -5 1|Read : Access / Success Finance Server |ROOT Finance Server |FILE : DataSmartinvest / Default.cfg Finance Server
1Sales Admin [V]E 15:38:28 GNT -5 2|Read : File / Success Finance Server |Administrator Finance Server |FILE : DataSmartinvest / * Finance Server
¥

Finance Server

J¢ €123456780101112 % @

|
@ Done

¢ My Computer




Dashboard Summary Heporis Policy Groups  Seftings Regulations Porial
L+ Portal » Dashboard = Reportz = Databaze Top 10 Reportz = Direct Databaze Access
Direct Database Access Report
» Time period setup
Manth Day Year Hour Min.
Startfime |September [w| (3 [v| 2006 v |1 |v| 0 |+
Endtime | September |v| 7 'vl 2006 |v| 16 'vl 0 vl
Execute Reset
Time zone |Eventtime Zone [v]
» Event List
Severity - When oo | | What 57| Where .5 |Who ...%F from Where...%7 |on What .5 Whereto. . 5f
2 Sun Sep 03 2006 09:00:02 GMT-05:00 (1 Logon : User / Success MS SGL Server lloe Security  [MS SOL Server DATABASE : -/ Unavailable WS SOL Server
-Sun Sep 03 2006 09:00:03 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance |ike Bonfire  |Oracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2008 09:00:03 GMT-05:00 (1 |Acces= : Dbobject/ Succesg | Oracle Finance [lim Hofferman | Oracle Finance ODBOBJECT : Financedfn_pr! Fn_pr |Oracle Finance
2 sun Sep 03 2006 09:00:06 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance ||lim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance

L_ﬂn Sep 03 2006 09:00:06 GMT-05:00 |1 |Access - Dbobject / Suc ax Doane | Oracle Finance DBOBJECT : Financelfn pri/Fn pr |[Orack Finance
2 sun Sep 03 2006 09:00:06 GMT-05:00 |1 Logon ; User / Success Oracle Finance |[dax Doane  |Oracle Finance DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Logon : User / Success M5 S0L Server(Max Doane  [MS SOL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 Access : Dbobject / Success | Oracle Finance |Max Doane  |Oracle Finance DBOBJECT : Financeffn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2008 09:20:00 GMT-05:00 (1 |Acces= : Dbobject/ Succesg | Oracle Finance (Max Doane  |Oracle Finance DBOBJECT : Financedfn_pr{ Fn_pr |Oracle Finance

|5un Sep 03 2006 09:20:00 GMT-05:00 |1 Logon ; User / Success 0B2 Server lim Hofferman |DBZ Server DATABASE : -/ Unavailable DB2 Server

Sun Sep 03 2006 09:20:01 GMT-05:00 |1 |Access : Dbobject / Success [DB2 Server im Hofferman |0B2 Server DBOBJECT : Financedfn_op / Fn_op |DB2 Server

Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access  Dbobject / Success |MS S0L Server {lloe Security (M3 SGL Server DATABASE : -/ Unavailable DB2 Server

Sun Sep 03 2006 09:40:00 GMT-05:00 1 Logoff : Uzer / Success D82 Server Wike Bonfire |DB2 Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Access  Dbobject / Success |MS S0L Server|Mike Bonfire (M3 SQL Server DBOBJECT : Financeffn_lg/ Fn_lg |Oracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 1 Logoff : Uzer / Success MS SOL Server lloe Security  (MS SOL Server DATABASE : -/ Unavailable Oracle Finance
| |5un Sep 03 2006 09:40:00 GMT-05:00 |1 Logoff ; User / Success Oracle Finance |[Max Doane | Oracle Finance DATABASE : -/ Unavailable Oracle Finance
-Sun Sep 03 2006 09:40:00 GMT-05:00 (1 |Access : Dbobject/ Succe=g3 | Oracle Finance |Mike Bonfire  |Oracle Finance DBOBJECT : Financeffn_pr{ Fn_pr |Oracle Finance

e« 1234557 @
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Dashboard Summary Reports Policy Groups  Seftings Regulzstions

l- Dazhboard = Regulations = Sarbanes Oxley Regulation Reportz = Operational Change Control

> Time period setup

Operational Change Control of Finance database

&Pl &)

Month Day Year Hour Min.
Starttime |October  |w| |1 [v]| 2006 |w| [0 [v| 40 |v|
Endtime |Movember [w| |1 |w||2008 |v| |0 || 40 [v|
Execute Reset

Time zone | GMT-05:00 Mew_York, Mipigon, Fangnirtung

[l

Usage Help :

The system update report shows
changes to key system components.
Thiz report when u=ed with the incident
tracking report allows changes to be
manitored and recorded and tracked via
an external incident tracking sy=stem.

Regulation a

Paragraph &.1.2

« Summary report Data Selection ]
Who 5 . - This report is based on the following
group ... 57 (What group ... 57 |OnWhat group ... %f Where to group ... %7 |#Events -+ | #Pol.Excp. - | #5pec.Att ~ - | #Fail, ~ -~ ey
Administrators System Administration |General Data Finance Server 1256 15 145 12 .
Adminiztrators Syatem Operationz Senzitive Data Finance Server 1352 i) 156 0 What DBA Actions,
Adminiztrators System Updates Financial Data Finance Server 1543 154 456 45 - System Actions,
- Sy=tem Adminiztration,
FinAdmin Staff System Updates Sensitive Data Finance Server 3644 16 165 1] - System Operations,
m System Actionz Financial Data Finance Server C4EE 125 14 0 - System Updates
I System Operations Sensitive Data Mainframe FIN 8836 91 4 0 e
Contact us =
m System Updates General Data Mainframe FIN 4875 chaa, oo, 2 T
- T - i - i i > ‘n o e In the US:
T Admin Authorization Objectz  [Financial Data Finance Server o “'EB: _ &2 2 T.Ei‘ &g 23 contactzales@consul.com
IT Admin System Operations Senzitive Data Mainframe FIN 546 189 16 1] Direct Line: +1 703 675 2022
T Admin System Updates General Data Mainframe FIN 5185 48 54 0 TUREEEE LS OO R0 SO R
Salez Syatem Actionz Financial Data Finance Server 7o Fi:) 76 0 EMEA and Asia Pac:
System System Actions Financial Data Finance Server 15654 6 15 0 contactzales@consul.com
System System Administration |Sensitive Data Finance Server s46 15 45 0 B e e

Koo
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Dashboard Summary Reports

4

‘
Groups

"

Settings Regulations

Log off

L= Dashboard * Regulations

consul 3

s

Introduction Classification
Template

Reports

e Loy g e ol e by s
bt D B el Tl % i e o ] 00

b T 1L e i

Limdis 5 et by el et L e et
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o v BT 14 1 g e g i et s s g e
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Compliance Modules = TR
+ Baselll ==

A . = =

ey ez —

Q - e

B = i@ e » 6 ¥ |
introduction  Classificktion Policy Reports Documentiof - i !
Template L iwsNwsAa consul
PFalary Tampals s."*

. Gramm-Leach-Bliley jict (GLBA) b ST S ol —
» Health Insurance Poftahility and Accountability Act (HIPAA) EEEI s e =
« |S0 17788 > ey T [
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Dashboard Sumrnay Reports Policy Groups  Seftings Regulzstions

L Portal » Dashboard = Regulations = Sarbanes Oxley = Operational Change Report = Eventlist

Eventlist of IT Admin doing Authorization Objects on Financial Data on the Finance Server & TP el |
> Time period setup
» Event List
Severity~ VWhen o | 2 | What w57 [Where w257 Who .. % [from Where ... %7 |onVihat w57 (Whereto  ..%¢
2 Tue Oct 24 2006 14:32.44 GMT+02:00 (1 Grant : Privilege / Success | SRWV_DC_034 (Windows)|Mike Bonfire |WS_03442 USER : Dawvid0&3 / SRV_DC_034
(Windows) David0228 (Windows)
2z Tue Oct 24 2006 16:09:39 GMT+02:00(1 Grant ; Privilege / Success | SRV_DC_034 (Windows}|Mike Bonfire |WS_03442 USER : David&a / SRV_DC_ 034
Windows) David03a (Windows)
2 Tue Oct 24 2006 16:20:49 GMT+02:00(1 Grant ; Privilege / Success | SRV _DC_034 (Windows}|Jim Hofferman | WS_03442 USER : Adminigtrator/ |SRV_DC_034
(Windows) Adminigtrator (Windows)
2 Tue Oct 24 2008 16:20:52 GMT+02:00(1 Grant ; Privilege / Success|SRW_DC_034 (Windows}|Jim Hofferman |WS_ 03442 USER : Administrator/ |SRW_DC_034
(Windows) Administrator (Windows) =
2 Sat Oct 28 2006 11:21:26 GMT+02:00 |1 Grant : Privilege ! Success | SRV _DC_034 (Windows)}|Jim Hofferman | SRV _DC_034 USER : Adminigtrator/ |SRV_DC_034
Windows) Administrator (Windows)
2 Sat Oct 28 2006 11:21:45 GMT+02:00 |1 Grant ; Privilege / Success | SRWV_DC_034 (Windows}|Mike Bonfire |SRV_DC_034 USER : Unavailable / SRV_DC 034
Windows) Unavaiable (Windows)
2 Tue Oct 31 2006 08:03:02 GMT+02:00|1 Grant : Priviege / Success|SRY_DC_034 (Windows} Max Doane |SREV_DC 034 USER : Richard0d1g/ SRV _DC_034
(Windowsz) Richard019 (Windowsz)}
2 Tue Oct 31 2006 08:03:02 GMT+02:00(1 Grant : Privilege / Success|SRW_DC_034 (Windows}|Max Doane  |SRV_DC_034 USER : Richard01% / SRV_DC_034
(Windows) Richard01% (Windows)
2 Tue Oct 31 2006 08:05:01 GMT+02:00|1 Grant : Priviege ! Success|SRV_DC_034 (Windows)|Jim Hofferman | SRV _DC_034 USER : Chin055/ SRV_DC_034
I | (Windows) Chin55 (Windows)
2 Tue Oct 31 2006 08:05:01 GMT+02:00(1 Grant : Privilege / Success| SRV _DC_034 (Windows} | Jim Hofferman | SRV _DC_034 USER : Chin055 / SRV _DC_034
Windows) Chin055 (Windows)
2 Tue Oct 31 2006 08:05:01 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows}| Joe Security |SRV_DC 034 USER : Sean031/ SRV_DC_034
(Windowsz) Sean31 (Windows)}
2 Tue Oct 31 2006 08:05:01 GMT+02:00(1 Grant ; Privilege / Success | SRV_DC_034 (Windows}|Joe Security |SRV_DC_034 USER : Seanl31/ SRV_DC_034
(Windows) Sean(3 (Windows)
2 Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant : Priviege ! Success| SRV _DC_034 (Windows}| Mike Bonfire |SREW_DC 034 USER : Rick053 / SRV _DC 034
Windows) Rick053 (Windows)
2 Tue Oct 31 2006 08:10:00 GMT+02:00(1 Grant : Privilege / Success | SRV _DC_ 034 (Windows} | Mike Bonfire |SRWV_DC 034 USER : Rick0s3/ SRV _DC_034 |
Windows) Rick053 (Windows)
2 Tue Oct 31 2006 08:30:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows}| Mike Bonfire |SRV_DC 034 USER : RalphQ37 / SRV_DC_034
(Windows) Ralph037 (Windows)
2 Tue Oct 31 2006 08:30:00 GMT+02:00(1 Grant ; Privilege / Success | SRV _DC_034 (Windows}|Mike Bonfire |SRV DC 034 USER : Ralph037 / SRV DC 034 I'v
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Dashboard Summary  Reports

o

& @ W % A

Policy

Groups  Seftings Regulzstions

Portal

L Portal » Dazhboard = Regulations = Sarbanes Oxley = Operational Change Report = Eventlist » Event-detail

Event Detail

z = Help H
» Event information R 3
Field GTDI.I]J In the US:
Severity 2 (1x) = contactzalesi@conzul.com
= — - Direct Line: +1 703 675 2022
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