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£ 1 E ®I AppScan
« [ REHER

- 2o i ]

- [BE 2 o 1 R 1 ]

o [ 3 5k AT

o B4 pnkiEt |

T4
e RIKEK
AL PR Pentium® P4, 2.4 GHz
WAE 1 GB RAM
1 Bk =5 1A 10 GB
) 2% 1 NIC 100 Mbps ( LA ML ER) TCPAP HIM 281815 )
RIER G TGRS
B4 HHER
PAE RS Windows® XP: Professional Edition, SP2 f SP3
Windows 2003: Standard Fll Enterprise Edition, SP1 #{I SP2
Windows Vista: Business, Ultimate I Enterprise Edition, SP1
RE 32 Ml 64 fpRA
i Vista ASCRFAEE 2 R &I Y Rational AppScan Smart F7iC.
oY Microsoft® Internet Explorer V6 B = i
HAth Microsoft .NET Framework V2.0 m{f mhiiA (FE 0] HALIAE TR 2 V3.0 s & A )

(A3 ) TEHLeE T AT EFERIBERE Adobe® Flash Player 9.0.124.0 B H R A,

(AIEE) i AppScan® Smart HRiCoRIE A E HilHf & BiA F-BLA Word 2003 5 2007, 412 Word
2003, IR LRI T H

Update for Office 2003 (KB907417): http://www.microsoft.com/downloads/|
details.aspx ?Familyld=1BOBFB35-C252-43CC-8 A2 A-6A64D6AC4670&displaylang=en)|

(T3 ) T 44 Web Service, %7 Rational AppScan il Il 45% S 4L (GSC) I 3L+ 45 Fiifift
WHEY, (B, WRENRGSHEFELL S ZamEmEsi, WEEML2E (jar X)) B9iE, GSC
n ez, “BouncyCastle” (http://www.bouncycastle.org ) J& 0] HE 40 & 1 28 X 1Y 22 2 A 3R 41
&.

E: f£ Rational AppScan W] LABHIEMEFIF, FAM AR KEGIEAEIETT, SEARMEER, MMEEERE. N
TRMRRAELS R, HAZAEIZAT Rational AppScan HiHHAL LIBFTA AP kK.
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EIITE

iR AT HFRAE(T Microsoft Office W HFE)F.

iE WRE %% Microsoft Word 2003 i S hAR, IFALEL SN, 2% Rational AppScan Smart F1ic
WM ER Smart FRiCIEI, A @ Sl GBS, W DR X ARG A B, S T T IEERE,
A WIR], AN JE ] Microsoft Word FIH AR FHFRICHY Microsoft Office £/ (U1 Microsoft Out-
look ),

JA 3 Rational AppScan L3I MIATELAE NGB, L3 T o5 3 AP B 58 203,

i RIEERIERE RS, WHEFE NET Framework V2.0 i V3.0, Dlizf7 Rational AppScan, HISEZA

BRMMAS, SR %R, AR GRS B2 RAT A, (WREFRER, BaisEil, Foa

WA EMMUARR) NET Framework, Rational AppScan f# Jgik E#fiizfT. )

B m RGBS T3 GSC GEAMRSE L), IR TEHZE Web Service DIFLE Web Service F4i,

B2, GSC JEE R, (HARAHHE Web W HEF, SARSER,

o WSR GSC L3 CMAEAMA M, WASHRERBTE LR GSC, MARTRE, &% GSC, HEM
Rational AppScan %%,

o MR GSC ZHCHFEAM AT H, Wi R G E T4 GSC H 45 M, Rational AppScan %4,
BURNE GSC e th, Rl S CHMRARNEENL, TREMG, WEZ L3 GSC, PI#
TEHIHE Web Service FJidFErAY Rational AppScan —jE{ii .

= raPE

BB R

AT DU A AT DL T S50 #1822 %E Rational AppScan:

AppScan_Setup.exe /z"InstallMode" /1"LanguageCode" /s /v"INSTALLDIR=\"InstallPath""

i

IR ER AT E, SR A INLESKEH NET Framework V2.0 5 V3.0,

Eo WARAEZEE Rational AppScan B AH B [A] I 22258 F R 45 % P AL (F94 Web Service FTabdg i), midk
G Web PRI ) , BWOAFNE G2 (exe) UM SCSe iz T 217,

2H Ihge

/z

AL BE oI Rational AppScan Fl (7% ) GSC Gl IR ML, 5 Web Service T 11,
A Web W R P ab 7 ).

WEIA: GSC (1T %% GSC F1 Rational AppScan) . REPAIR ( fiT1&& MG %% ) il REMOVE ( fl
THIZE).

WRAGIATLN 1z 28, 2L %% Rational AppScan (A7 GSC),

N

WE AU, A 1033 T 4% Rational AppScan HY%ESCRA (FI GSC) , 1041 FIF 2% H SUMUA,
1042 JHF 2355 SCRRAR

/s

PG R S0 (R R Sh R 3. Al BTN A,

v

1 B4e% Rational AppScan FUBATE, ({55 SUEIB AT 2ik BR1R, )
B AT INSTALLDIRS\ 25, JFH BB, BT i s 2k,

7nfil: /v'INSTALLDIR=\"D:\Program Files\AppScan\""

MR A E LIS R, IR ATEW A F6 4 % 7%: C:\Program Files\IBM\Rational AppScan\
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* 2K Rational AppScan MJESCRRA ZAAEGRE H 9, A
AppScan_Setup.exe /1"1033" /s

 BL¥% Rational AppScan FJHCRRAH GSC Z3ArHE H g, kA
AppScan_Setup.exe /z"GSC" /1"1041" /s

i E¥ GSC fufEfEZessh, 417 Rational AppScan 1 GSC %% (.exe) R CHFJeiz
T4,
o HY% Rational AppScan A CRA 2225 4E D:\Program Files\AppScan\ ', i i A:
AppScan_Setup.exe /1"1042" /s /v"INSTALLDIR=\"D:\Program Files\AppScan\""
o BLHIZE:
AppScan_Setup.exe /z"REMOVE" /s

VFAETIE

Rational AppScan V7.9 Z4AL4E fLiF A4 IBM 26T 1 AppScan Ml Web ufi il ({HJoHAh G &) A6k
BYFAE, N T EASE ORI S, Eamies IBM® R A RO RHE, SEMGX — 45, Rational AppScan
B SRR AR, (BASTERI S st a4,

IBM Rational FH]iif

MIEAS 7.8 JF4f, Rational AppScan 5] iEAGHS 2 K FlexLM (*.upd) , FF H. & M “Rational /Fn] UEZEEH HL
”F#., IBM Rational #FnJiERZETAE M, EARE TG R E AppScan Standard Edition ifJ& AppScan
Express Edition:

Standard Edition {& f“iZzhE " IFA[IiE
XEVFANIE42EAE“TBM Rational VFA[IEAR 5588 £ (1% 55 &5 7] LI2ia47 AppScan HYMLES ). fli ] Ratio-
nal AppScan 4T [l 55 # #6200 fVF AT UEAR 55 4 S 45 8, A BRETIT AppScan R4S HI R
A, 12455 AppScan [N X 2K HAG A

Express Edition {&f“ miE2L " ATk
X EEVF AL 223 fE I8 4T Rational AppScan HIMLAR L. & W ERAVFANIE MG — 4> AR AY DL &,
EHIFAE

AR 7.8 DARTH = i AT T A 2, IRABA MRl IEAS S0 R & 02 FlexLM, T2 *lic, REHRL, ¥
VPRI R4k S FH T8 A1) AppScan,

TR AR B SR A B 1F AT IETHR 2 IBM Rational VFA[HE, R4 R DL B8R > IFATIE > ¥\ IBM Ratio-
nal JFANE (X 2ATIFFNEEAE R 07) > WANERS > RI. REISRBIHEH (X247 3
F77) > WANEBARD, SRIATX - #0E, THOR [ ERE G5 1 ) Rational V¥ TIEE £ rh Ok BLVFATLE,

EEFFNIERS:
1. HH#ER) > FANE. ST VFniE X G HE, B RV af iR AL R 35 I0:
2\ IBM Rational® FT]iE IR A4 IBM Rational FlexLM VFR[IE (A A AR M]L LA J& e HoAth R 2%

Megsae 1), B Ad it A LIFTF Rational AppScan ¥l iE# 1 B 6", FTIF/E
AT DL A B AT IE,
FEANBERK (.ic) BIFAIE IR EIA A A% X Watchfire JFAVFRTUE (RE 7.8 MALIRTH &) , A8
AT BLAR DL A
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2. WRECEATEVEAIE, AT R @ LA 5 X 8 A S 7S ) AT A

WiXIB1T
R EHIA Rational AppScan HIPFFREIA (GIM, KWSKVEAEE) , B4 LUEM A 1BM f

“AltoroMutualBank”Web ¥l & (%l SR EF R g m Al ) skemhitizfr =, AT URL FIERAE
ik

URL http://demo.testfire.net/
MF 4 jsmith
G demo1234

i WREIETER AppScan HPEGEIA, HE4 AltoroMutual Bank Web 3 2 S8 A] DL 348 09 M — i 05,
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JosEm, JFH AR UL AT EM T mA, (BB S 09 )50 5 SRR A 5 .

c “REVSR EE - DPED, SR AU N RN, X RERPIR, AppScan 273 HTE TR
KR RAER AN, AR AL T8 5 fE . AppScan HEMEI AT REFGRA L Wi AR, EKE
BB, FFIC AR AN (o SO U A i AR 6 &5 SR A T 1R LA R P 8 % 31 <2 4 XU, 1) 2053 I BT o
Y 3 e R ).

o CWRCHR: AN P I, AppScan 2 AGE AR GRS IRAIE K LT AERIMIER, EaieF®k M
JS7 AR e M R, AR 22 2 ] SR R 2 4 XIS B 2 1 E AT HE 44,

o CHEEVME: SKECP, MR RS R AN IR BN E IR KR, I, SE R
M H 2 — B B, AppScan 5 B ST iR — BB B, DUACEB(E B, CBRE B BEOE 4.)

Web WA EFS Web Service

AppScan BEA] DIHE Web W FFER, X aJLI494 Web Service,

+ Web AR WHRE BN AT (A7 Web Service) , A4~ AppScan #2{tift#h URL FI&E 1A
WEFEIE AT AE A2 DAAE HRE M . WA 2, BB n] DIFa8 Sub i, DAME AppScan fES 7 [0S0 i &
P R A fiE 23K Y X

* Web Service: I}t Web Service, APALMAY MM % ML (GSC) " iR 5569 WSDL SCHFRIRY
R BoRn] R, I QI8 P IR GUI SRR 45 Kk iR, ST LA I 5 i i A 2 S0k
B4R, WdREH AppScan dEAT I AT AR #1355 (9L

© Copyright IBM Corp. 2000, 2009 5



3w

Eha AR, TR, MERESN= M Edawtt: ZRARERM, SRR FHER"EH. THRE

71 P AT Y e AT T R T R

. az @ Jonathan_458.5can - IBM Rational AppScan
TIEE

. 1:: .......... > DE"E@ i:wt e!\ewo 5:", Tooks d:; Wanual Explors | 38 scan confiou & scan Expert - [Flscantog )2 | [ii Report & Undate PR *3#.3@ *)i
B
| FEATH
- CESTES
REFIRE A ..
+ = i }fémlﬁﬂ?‘%
(?55}13;5 s.(87) | | | — Z’/I\Lilﬁ‘g\
N 3 URL: hitp:www altoromutual.com/ Hase f— FogaEg &
IVE 3 E— 3 Entity: amUserld Temporal =1
S e E AR i S el Environmental ===
Examine the errors in the response, and verify that they originated from the database rather than being
#k?&*é R 4 \/seduHLssafso Completed Tests 17842/17842 {4 80 Secuitylssues 13 vvza bz O -
TEERERR By =AM AP R R A, DUESRE = A R i i 26
Nz R it A A O ST AR P, A e U, P s A I R P e BT R 6 BT A ST e
URL FI3CHF,
ERI*x R R AR R R Y A R AR
FHREEEE B R=ABEIR CEI, BT8R G R M R ) rh SRR N R E 1Y R
g5 8.
e PURT 38 SRl i 1 AR 2B s A & TS A9 5 .

TiERTE

Lo BEBEEREAR, (Gl DR G BRI R AL . )

2. FIFHHRC E R dF k4 Web W FATEFF13fEEl Web Service 13f.
SR ALE S S & R L

BN RRER

a. FAEL URL,

b.  (#E#E) FIPATE XL,
c. (k) &E MR,
EH 5 Web Service:

a. i A WSDL T .
b, (AFE) & H MR,

c. MEHEMAMSEI CZF Pl AZhITIT) DLk S5 ALK, [RI, Rational AppScan 2icsf

L NGEE O LT
i A R 55 Kk 2 A — K, DIE AppScan S X AEAT A,
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a. BT T A7 LAST RO IEAE S 4 Y I AR P A i B AL
b, SR L B S O Y X S B

iE JAShI, AT DI E L R DL A ST AT I RS

JABh A Shif.

(i) BT EREFK LM HAMER, Im P R mif CHRafE R ) B L.

(i) B A7 RRER A Lo it b BRI B 1 P T R SUR AL B AR

E BRI B A RO R A WL )RR S R R B, D, R iR R R 4
RUMEH ARG I21T.

“EREGR AT A A 2 2R CGR L 50 I T e ), DA

o FEhRFHAGERE

o FTERHRA
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e
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11.
12.

13.

14.

15.

16.

17.

THZ R F ZL P 4G AR A .

Ja 3l AppScan,

fE WG b, Bl Gl EaE.

FECHT R REE R, IUEE A O R s 5 BEAE.

TEC“TIE SCHER X Jak, S ER A E DI B b, (R EIEAEf ) AppScan FH5 BA % F 1l E SR
M A — IR s, IR AR Demo.Testfire, Foundstone B, WebGoat, )

i Web NMAREFHAMEIFALT—F, DTSR ENE 5.
TEF AL A URL,

T AR T BN AR 5 A U, IR AT B A

Rl =S ALt AT T — SR,

EHEIERINER, REREHE XS BRI ICRE I R A,

PHE. XN SATIHRA MR, KPR ilr e T (2RE),

D YEEE S DU, A RN, IRJE B U

FE“S A BXHEHE R, SR IF A RE.

AHrT—F RS AT T — 20, X — 0K, T DU B0 T 4 M s (tm, 0 — 35 2
T4 ).

E BRETOT, SRR EA ARSI,

T BRI AR R AN, b GRS R AT CINATEAR BA 2 (U5 R R AURE, P T
PIRFA ST IR RRSE ) F022 B B

RETOL T 2R FSEPRNE RN, I 2R W WoRAE R AL T o il R SCAR, FEAfE
", AppScan ZAEGERKSNE TIER, REMICRINL, DU UEHRE UL T8 R (FF AT ZE B
BoR ), BUE TR H R B SOAR R T S RE 6 AR I 2 1 1A A AR

i T—4.
BEFFIE 4 ) R 1 LUR Sh B 33, M F R RGEER G s (vl Rl fid THA By 53 B e
KA JashaH ),

(AFE) BRAETOLT, Sl L RZ e, DUEAESE i a7l L 57, Gon] DI BR Itk
B, DIESEIEAHRE IR,

Bt SERL LR %10 .

HEEXR
UL B 0 5 B 3 — AU P50, W SRR TR, DIV AR 206 007 O
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BATM R RN, SAEFFRRITET T L 1 mit, I B T X2 W RS, S IHAE AL
A% R s YRR PR

[ JESTIS Ry [FT FSSA T I

OO

FERIBL VAR SN, 9 L 50 2 o B IUn] DU 2 AR A O e S o, (mT UM R 45 il ol bl
W H S )

b= I A = R i 2 il R B VA S T A B € el b/ T = R S VA i S

@ Untitled - IBM Rational AppScan
File  Edt Wiew Stan  Took  Help

0@ H & ©Oscn + e B menualExplore | 3 Scan Configuration §) Sean Expert + 2] scan Log (il Report & Update

| ‘ ° r({ & Scan Expert Recommendations Moelnfo  MonudlEdt X}
\ﬂ‘ 3 H
= s Detect )4 Framsworks Tum on Javas cipt Execution a
Url Based - :
78] My Appication Detect Untested Servers g . tesifire.net to Addilional Servers st /1. " ”
= 5 i, aleromutual com/ - e ‘AT
i Case Sensitive Fath Deselect the Case-Sensitive option i ]‘,‘
@ Detect Flash Objects Turn on the Play Flash Files functionality |
= @ i
= < o | = i
% Appl Recommendations | [ lanore Al
i
=1 Aranged By Severty Descending
& ) images & Secuity Issues: There are no resuls to show
=R -

w Dashboard 1+« »oi

Total number of issues: 0 B Issue niomation | € Advisoy | @ | 4% Request/Response |

| Vished URLs B2/62 Completed Tests 0410267 [l DSecuiylssues @0 WO B0 (DO

FHRR

RFILAES

i B B R A, T Eh IR MRS E ATV B AR, AppScan 2 iCsRERYIRIE, 12 MR
RBIEMIA, A =Fial G AR AL BT T 3R R:

o N TR ASEILE] (ISR ABEIL LR N E S R )

© NTHRFER AR (FERFEO T, MPoisdine URL, SCHERIZ40)
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o WM ERE R R T A U, HL AR S B R s DS R SE IR A
E RETRR A, TR EARS A S RER7L IR, DU ] A i R A R

1.

REE > FHRE

I 2 4T TR A SRS

WYERG kL, IR B SRR R BRI S T B

SE U SR AT Y

i A LLE R EE, W E AL E, AERdHERRWERIC R, e A& 2R T EhE
X2 BoRERER URL XHEHE, A BR@priime URL,

TTRRE.

5. AppScan R EEHIPTA AR T E SR MEH IR AHTTA”, BondlR, DGR, A

EHRMER, TEREENSH.

o QPR GA DR IR i AT IR “H SR BT, A PRI RN, SRR TE I R RS
FIRB R, IR E (D HB A RASHCIR), R RHHE.

FATEAE.  AppScan SMHTEE S URL, JfFEET 10tk eld i,

FafrHind, EEGEE > SEEa,
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FHEITIRIS, <gb AR 2 HBE B R R DURR, - 9REE (R R AR ) — & S n3 i 0t /) E A=

B LR, w2 i S A R T,

@ Untitled - IBM Rational AppScan [- =]
]

- [ Scan Log ¥ & Upds

Phase 1: 34% complete « jis }E—
| e
%30 2F sorip %IE T R

utual com/images? (1)

@ Hgh Open
ion | @ Advisory | @ Fix Recommendation | #® RequestResponse|

+
requires user @ High
CVSS Metrics S... (9.7)
Base =
# URL: htp:/mww. altoromutual. com/ Temparal — a
3 Entity: www_altoromutual.com T l
# Security Risk: Itis possible to execute remote commands on the web server.
This usually means complete compramise of the server and its
contents
’ | From the fest advisory. “Ater AppScan has finished testing, access the SOL Senver maching, sither | & ‘ka o
- Visted UALs 6{Cick hen [bgym ests 420412346 14 5 Secuity lssues 01 w1 &3 @m0 ¢ =

HEER

AE JEE T A S s > BB B 9 1 DL SR AEEAT N URL 24K,
BEREHER (1RF) WERURE AR B AT R b

v v

Scanning... Phase 1: 38% complete
( )
Testing: http: 24w, altoromutual com/search.aspr?tatSearch=1234 09:54
* *
AT E URL/BE FEFIRIE (mm:ss)

WA RS R A B TR R HB R T 20 Bail ), IR A SRR B Bese iU B sha shH A i B
Br. Bl BrTRE KRBT SRl pabn B, BN U AR, e ot R AR Ll T R & R AR, iR 55 A

KM,
N =
R RGPS R DL T4 1 8

BifiEH URL B E/Eifa1R URL BIE 2L
B ENNK 8/ E L ENK S8

v v 4y
1] Misited URLs B2/62 - Completed Tests 0510267 // 4 0 Security lssues (1 i) Yo @o o

EEMHNRE BB
ERUHWRENSf: & B, K. sEE8
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FRnT DL B DL s 3 — ) sE B8 a3
1. TR > AMAERER, A5 RGmeE.
2. RIHE SR, ARG S T T L
o HERHIEENEARENE (EERCHAEN, BAHMER LT scan M)
- EHEH. 88 §RI—KR.
S EEEipimea = Vil gl
A A MERG
3. HETARE.

WU 2 PE TR FEAR B 0 3 E v S s 0 J8E 2
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el

FRUE

A A=FLE DR R g5 R e A lm) i, HhROE 55 A0 R A e i, AT s B o R P g A B R 1
B, T AR, A =A% P R BB 2 A TR,

a

“R & ia) i

R R B SEERI L, MBSO — B A BIESR MR, X B A
Rz AR SERUY AR P, ARSI B s 2 S o TR 2 1Y ] A
ZRDUSFR: SN AR P b BT e (1T R A T, DL SRR [l 7 E

FHEEEM: WoRrE 47 R IR E MBI, BT @ BONE R (A4 B
i BT AL A )

]

“HEES"RE

AR E AT ISR, LUE TP RS i ] L,
Bz FRFZFERE:  SERUN AR FPA, B TS5 A T s 2 TR 2 I A 18 1T OB
ZERIUF: SN R P b B 1 SR T TR, DL R 55 A9 I Se k.

FREREW WoR e g IR P E B AL AR R, DR R i
9 T A T

“KL AT MR
#E

BoREE YRR ERIMASE, £hHA URL, BifmlAg URL, JlrER. Sidigm
URL, {FF. JavaScript #1 cookie,

JREE e 2 T AN A T EE SR
FRFIR: N GRINE TR SR s a8 e, DI e 2R Rii (s 8.
FAEREM: fEGOR IR P E 1 I RN R

SHABMFRE AR, BIfE AppScan {U5E TR, W FHRE LR ILIE t ] A,
o <4 SR A 2 TR A L 1 Bk R R

EEMERA

LA R R I R AT AT TR A [, X Bl DU DL JUR R )

o RGN WoRPTA B R
o UM U A HT A

o SR FTXRR E BT AR RE 1 R 9 B A TR
FOEAN A B H A — Rz g ) (3R )
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AR HSEAOGE TR, AR AR, B T S [ R 2 S AR

iE: AR AT AT ] Y AR AR AT DA i A o R o 1Y SOk AT T B L

“RE @RI

FE2Z g m] AR A, 2B DU DU R IR (19 R 2047 JEL 2 A /s 98 7 [ R Y ] 1 401 5 R

EETE T LA VEAN 5 B B AU L RO B, 2 F e T S H 4 R % 50 W
WAL B AT B AU CVSS R VTSN RIARE I BEDUE, 8] bl
— R AT E AR

& i I F R RN B, DLE (5 B BB U0 TTHO P 6 RS,

fEiTEM i Web o7 JEVEL R 2 h B 5 T S O ELUR £ 5

R/ R 3 5 PR SOOI (R WA (TBL HTML e Web MIRZ T ),
T WA (IR — URL MRRSE) | IS AR St kI < I
> A ST AR
VAT I L P/ YT 5 5 A IR B, IR I 5 55 R — R A7 O
.

FZREX

“GERL M AT B ER A A R A, AC B A £ RS N B PR B A Y TR R R,
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Sevaity = @ Hgh | Stete = [Oper { Previous Newt B
& l33ue Infoamstor ¥ cdemory | @ Fe Aecommendsion | o® FequesiPespor

@/ Authentication Bypass Using SGL Injection 0 High -
e CVSS Metncs Sconng (0}
| % uRL nRp fivedankiagin 508 Hase —
= Emtiby: passw Temparal b— |
¥ Socunty Risk: K may be possiis o bypass the web applicaiion’s authenbcaton mecharesm Emaroremental mm—

Verify thal e second response, which contains ihe SOL Inpsction payload, is simalar bo the oeiginal responss and indicales
& & successhil legin sempl

Criginal Response 3} oo i View Full Size .'I‘nird Test Response (3 Gl o view Ful Sge
e A me SV e
I Eus e

T [renpr— -

R FEE WA RN Z G A shiaty, (B S 0al e 4 i s SR LRI T 3hia T,
AR S, IF HAPRBORRR, A RER R E R BIT 4T R B R, SESEAEN — B R,
SCHH A A BRI IR R Rl B TR, W TR > BITHREER.

R

B HAF A E 2 A SR IR PP b 0 B B AR I BE R BB A AR, 1% D Rl T S AT DR LA R
R PERBRI G RRAT IARAE. FEH M2 DR W RR PR G, € fme—4
Midiaty, EFERARR G, B R A A 16 sk,

I RE AL PR

wENAEFRNERREER Y

BT I AR P PO 2 DL R B 3 i H Al ol 1Y S 12 18 T A 2 PP B PR AR, s B A T BT XA,
SR Gl A DL T A AR AR

« vl URL MM
o MOPHEREEEAL R A
o MHE L HERR B9 ST 2R
REEZAIIMND Web if S AIHEE
A A il S [ AR SR P A B (R B 2R B 45 H B 1SS 2851), EIATILEAE, TEN
FEMEE, DA% 1SS BuRE.
BETEOLT, 2RISR, ER AT O SRl C & X HE X I AT I .

BT BRI
1 B e BRI A A Bk sl AR R PR R, X SRR AT DOR A SE B L, <L

2. BEOWNRCEMAAEME Y, WHRGEE > FREE > TERERIF.

3. Bl THEEM @ Kbs, sl > BEREN.

05 & phegsR 17



A2 R AR R B E, BN SE B, PR HE, IR B I A2 1 )
T

EHG R RAE LG R AN P DU A o) B2 T OS2 WL R 2R, FF 2o se R iR i (s S iz <1
PN L

SEHER

XFIES

T M RSy XML S0, siS o hoe 2R E, (HdR RS 45 R 3 #] Firebird £
WAL, R TGRS, HiE5% ODBC F1 JDBC #rifE, )

L. Bk > B, AFEEHFE XML = DB,

2. WIERMEMAE, RE NS A BFR.

3. B RTE

18 1BM Rational AppScan Standard Edition A[]



£6F e
Rational AppScan P {5 T 3 AU Wi, 7 L2k AP 1510k 6 B A L TRE B 19 2 LA

#& R LIFE Rational AppScan WHTIFIFEF M, Fb AL N n] p 2 =77 B AR P (U1 Acrobat Reader) f]JF
3 HE.

AR AR
ZERE PR R 1 2 2 MR R S, Z2FRWRIERTZ, IR AN T s

WA, ERIEEE, SRR R, DR 5 2.

ITWARAERR S | W R P L E AT ML 22 P2 s 8 O AR bR A XS i — Ve (iR — 2 ) AT
M.

23]
b |

SRS | R IR S H sk b o 1k R R T 4 1 O 1 S A M — SO AR ) — Bt ()
9 e ) R4,

BESRE | “WESNTRE B T ATE R, R T RN URL RI/eZ i 2 5,

ETFERMIRE | & P2 LmEARFR P 2 0 SopRis A 0 fildi 55 (#5304 Microsoft Word
.doc ),

AT AR AE R G B — B A E AppScan Developer Edition HRH] A,

© Copyright IBM Corp. 2000, 2009 19



20 1BM Rational AppScan Standard Edition A[]



E7E TAERE
TSR LA 2R U2 T S U ] IS ),

AR

BHE:

B

WEFAR, SRIE QIR R, (Al e BB E S, )

TI¥

TN ARAT B S S AR

A7

PRAT A 5.

TEN

FTENGRTPIE (b, R ALS5 iy R ) 1< AR P Al E 40 e B
A, WA SRR AR LA AT R R 0L, RO RIS 2R

=it >

[~ Y AEEEE

(U ERATFBC B A T, ) FTIFRA R 738, 2 Won IR o
©

A RS CRRNMA ) kSO B .

]

fURE: Ui BRI (SEREE BRI RER) , A Bt il 4

PR (G2 P IR (RSB R ) , AR EE BT wERS
B, PO — S RRGORI, ARG 3.

i

(O EAEIS T, ARG S, ) Bt CRE R e, «
DURZR IO ).

oI ST LIRS 1244, st m] A BT RO 40, DU UCnT DAGkEE,

FIIR=R

FTIRNE R, DLFEARY HREFFHY URL, F3hi iz, RMEORIETLH NS,
RIE, (eI A QUEMEARS, AppScan K AL TR HARR N2 A & B hil S

BRI

(8 P00 P X R Y S R A IR B B B, R R R R
B, Etii’ﬁlﬁ{lﬁﬁTu{UﬁtE’JjBﬁ R GRS,

A &

FTOF G B XA HE,  DURC B 44,

FfExR >

e X ® & O

BT AT, DIVPAG S AT B PR i, it
L RV
FUE R BT (U EAFAE — SR AT B PR R VEE RN, %I04 T AL )

HHH &

EoRBE IR s 2 BB H &, (Sl HERIE & AR I Rational
AppScan FrHUT BT A HRAE. )

© Copyright IBM Corp. 2000, 2009

21




& AR BEHL:

p A BRI, ({0 e (] R LI B A/ . )
elfcEiiesy EOBETESEIR/EITESulfcEfeT

i)

3 B e #JF AT AT AT Y Rational AppScan % 4x BUHT.

22 IBM Rational AppScan Standard Edition A]]



	目录
	第 1 章 安装 AppScan
	系统需求
	安装过程
	静默安装
	许可证
	测试运行

	第 2 章 基本原则
	扫描步骤和扫描阶段
	Web 应用程序与 Web Service
	主窗口
	工作流程

	第 3 章 扫描配置
	扫描专家
	手动探索

	第 4 章 扫描
	调度扫描

	第 5 章 处理结果
	结果视图
	结果专家
	恶意软件测试
	导出结果

	第 6 章 报告
	第 7 章 工具栏摘要

