
Rational ®

AppScan Standard Edition kE

���



ii IBM Rational AppScan Standard Edition kE



?<

Z 1 B 20 AppScan . . . . . . . . 1
53hs . . . . . . . . . . . . . . . . 1
20}L . . . . . . . . . . . . . . . . 2
2,20 . . . . . . . . . . . . . . . . 2
mI$ . . . . . . . . . . . . . . . . 3
bTKP . . . . . . . . . . . . . . . . 4

Z 2 B y>-r . . . . . . . . . . . 5
(h=hM(hWN . . . . . . . . . . . . 5
Web &CLrk Web Service . . . . . . . . . 5
w0Z . . . . . . . . . . . . . . . . 6
$wwL . . . . . . . . . . . . . . . . 6

Z 3 B (hdC . . . . . . . . . . . 9
(h(R . . . . . . . . . . . . . . . . 9

V/=w . . . . . . . . . . . . . . . 10

Z 4 B (h . . . . . . . . . . . . 13
wH(h . . . . . . . . . . . . . . . 14

Z 5 B &ma{ . . . . . . . . . . 15
a{S< . . . . . . . . . . . . . . . 15
a{(R . . . . . . . . . . . . . . . 16
qbm~bT . . . . . . . . . . . . . . 17
<va{ . . . . . . . . . . . . . . . 18

Z 6 B (f . . . . . . . . . . . . 19

Z 7 B $_8** . . . . . . . . . 21

© Copyright IBM Corp. 2000, 2009 iii



iv IBM Rational AppScan Standard Edition kE



Z 1 B 20 AppScan
v :53hs;

v Z 23D:20}L;

v Z 23D:2,20;

v Z 33D:mI$;

v Z 43D:bTKP;

53hs

2~

2~ nMhs

&mw Pentium® P4, 2.4 GHz

Zf 1 GB RAM

ELUd 10 GB

xg 1 NIC 100 Mbps(_PQdCD TCP/IP Dxg(E)

Yw53Mm~

m~ j8E"

Yw53 Windows® XP:Professional Edition,SP2 M SP3

Windows 2003:Standard M Enterprise Edition,SP1 M SP2

Windows Vista:Business"Ultimate M Enterprise Edition,SP1

'V 32 ;M 64 ;f>

":Vista ;'V4((F(f19CD Rational AppScan Smart jG#

/@w Microsoft® Internet Explorer V6 r|_f>

d{ Microsoft .NET Framework V2.0 r|_f>(3)I!Dd{&\h* V3.0 r|_f>)

(I!)Z3)I/PCZi4`5]>D Adobe® Flash Player 9.0.124.0 r|_f>#

(I!)9C AppScan® Smart jG4ek(F(f#eVND Word 2003 r 2007#g{G Word

2003,G49k20TB|B:

Update for Office 2003 (KB907417): http://www.microsoft.com/downloads/

details.aspx?FamilyId=1B0BFB35-C252-43CC-8A2A-6A64D6AC4670&displaylang=en

(I!)XZ(h Web Service,20K Rational AppScan D(C~qM'z(GSC)I'VwVb

\c(#+G,g{zD~qwh*3)_2+TS\#=,;Pd{2+b(.jar D~)D0,GSC

I\^(KP# “BouncyCastle”(http://www.bouncycastle.org)GI\|,K`#=D2+bDa)

_#

*c:Z Rational AppScan ITh{(E1,3vvK@p=}ZKP,<B;+7iR,Sx5MT\#*

KqCnQa{,k;*ZKP Rational AppScan DFczOKPvK@p=#
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20}L

1. kXUQr*DNN Microsoft Office &CLr#

":g{Q20 Microsoft Word 2003 r|_f>,G4Z20Zd,a+ Rational AppScan Smart jG

mS=|D Smart jG!n#4((F(f#e1,IT+b)jGekVNzkP#*KxPCYw,Z

20Zd,XkXU Microsoft Word Md{NN9CjGD Microsoft Office Lr(g Microsoft Out-

look)#

2. t/ Rational AppScan 20"q-Z_8>E"#“20r<”a8<zlYr%XjI20#

":y]zDYw53,I\h* .NET Framework V2.0 r V3.0,TKP Rational AppScan#g{zP

OgDf>,rP420,G4a/JzGqk*20Xhf>#(g{!qq,G420a#9,r*g

{;P}7f>D .NET Framework,Rational AppScan c^(}7KP#)

3. +/JzGq*20/BX GSC((C~qM'z)#g{*=w Web Service TdC Web Service (h,

G4 GSC GX*D,+g{v(h Web &CLr,M;GX*D#

v g{ GSC 20D~Z>XIC,G4a/JzGq*20 GSC#g{%wG,a20 GSC,"jI

Rational AppScan 20#

v g{ GSC 20D~Z>X;IC,G4a/JzGq*BX GSC "ajI Rational AppScan 20#

*BX GSC 20D~,k%wG"+D~#f=Fcz#BXjIs,+wCD~T20 GSC,Tc

Z(h Web Service D}LPk Rational AppScan ;p9C#

2,20

zIT9C|nPMTBN}“2,X”20 Rational AppScan:

AppScan_Setup.exe /z"InstallMode" /l"LanguageCode" /s /v"INSTALLDIR=\"InstallPath""

":g{zDYw53h*,2,20+T/20r|B .NET Framework V2.0 r V3.0#

*c: g{Z20 Rational AppScan 1k*,120“(C~qM'z”((h Web Service yXhD,xG

v(h Web &CLryXh),zXkS|,=v20(.exe)D~DD~PPKP|nP#

N} &\

/z 20"^4r6X Rational AppScan M(I!)GSC((C~qM'z,(h Web Service yXhD,

xGv(h Web &CLryXh)#

!nP:GSC(CZ20 GSC M Rational AppScan)"REPAIR(CZ^4VP20)M REMOVE(C

Z6X)#

g{;|(NN /z N},G4v20 Rational AppScan(;x GSC)#

/l oTzk#!nP:1033 CZ20 Rational AppScan D"Df>(M GSC),1041 CZ20UDf>,

1042 CZ20+Df>#

/s $n“2,==”(qr+t/#f20)#;h*NNZ]#

/v hC20 Rational AppScan D76#(^4r6X;h*hC76#)

76Xk;Z INSTALLDIR=\ .s,"RC}E(p#76I\|(Uq#

>}:/v″INSTALLDIR=\″D:\Program Files\AppScan\″″

g{z4(eKN},G420+9C1!76:C:\Program Files\IBM\Rational AppScan\
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>}#

v *+ Rational AppScan D"Df>20Z1!?<P,kdk:

AppScan_Setup.exe /l"1033" /s

v *+ Rational AppScan DUDf>M GSC 20Z1!?<P,kdk:

AppScan_Setup.exe /z"GSC" /l"1041" /s

":*+ GSC |(Z20P,G4XkS|, Rational AppScan M GSC 20(.exe)D~DD~PPK

PK|n#

v *+ Rational AppScan D+Df>20Z D:\Program Files\AppScan\ P,kdk:

AppScan_Setup.exe /l"1042" /s /v"INSTALLDIR=\"D:\Program Files\AppScan\""

v *6X:

AppScan_Setup.exe /z"REMOVE" /s

mI$

Rational AppScan V7.9 20|(Jm(h IBM (FhFD AppScan bT Web >c(+^d{>c)D1

!mI$#*K(hzT:D>c,zXk20 IBM® a)DP'mI$#jIb;=s,Rational AppScan

+a0k"#f(hM(h#e,+;aZzD>cOKPBD(h#

IBM Rational mI$

Sf> 7.8 *<,Rational AppScan mI$Dq=c* FlexLM(*.upd),"RGS“Rational mI$\?PD

”BX#IBM Rational mI$D`MP=V,_e!vZz5PDG AppScan Standard Edition 9G AppScan

Express Edition:

Standard Edition 9C“!/M”mI$
b)mI$20Z“IBM Rational mI$~qw”O(C~qwITGKP AppScan Dzw)#9C Ratio-

nal AppScan DNN~qw<Xk9mI$~qwkxg,S#C'?Nr* AppScan 1<alvm

I$,x1XU AppScan 1Va+dlk#

Express Edition 9C“Zcx(M”mI$
b)mI$20ZKP Rational AppScan DzwO#a*?vmI$Vd;v%@Dzw#

-PmI$

g{zS 7.8 T0Dz7f>xP}6,G4VPDmI$q=+;aG FlexLM,xG *.lic#;*P',C

mI$+LxCZBf>D AppScan#

g{zk*+-PDmI$}6A IBM Rational mI$,G4IT(}%woz > mI$ > 0k IBM Ratio-
nal mI$(b1ar*“mI$\?\m1”)> mI$\? > q!"5XrF/\?(b1ar*“mI'

V”)> mI$\?PD,44Pb;Yw#}6+9z\;9C“Rational mI$\?PD”4\mmI$#

*i4mI$4,:

1. %woz > mI$#ar*“mI$”T0r,T>mI$4,MTB!n:

0k IBM Rational® mI$ g{z5P IBM Rational FlexLM mI$(;\GZzDFczO9GZd{xg

~qwO),G4k%wK&Tr*“Rational AppScan mI$\?\m1”,r*s

cIT0kM\mmI$#

0kIq=(.lic)DmI$ g{z5PP'DIq= Watchfire -PmI$(4T 7.8 f>T0Dz7),G

4k%wK&T+d0k#

Z 1 B 20 AppScan 3



i4mI-i %wK&Ti4mI-i#

2. g{z0kKBDmI$,G4k%w T"BT0rPT>DmI$E"

bTKP

g{z5P Rational AppScan D@@1>(}g,4:rmI$),G4IT(}(h IBM D

“AltoroMutualBank”Web >c(C>cGkT]>C>x4()4“bTKP”Cz7#9CTB URL MG<>

$:

URL http://demo.testfire.net/

C'{ jsmith

\k demo1234

":g{z}Z9C AppScan D@@1>,G4 AltoroMutual Bank Web >cGzIT(hD(;>c#
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Z 2 B y>-r
v :(h=hM(hWN;

v :Web &CLrk Web Service;

v Z 63D:w0Z;

v Z 63D:$wwL;

(h=hM(hWN

“Rational AppScan +f(h”|(=v=h:“=w”M“bT”#!\(h}LDxs?VTZC'455JOG

^lD,"R1=(hjI8u;h*C'dk,+mbdsD-rT;\Poz#

v “=w”=h:ZZ;v=hP,a=w>c"9l&CLrw#bMG“=w”=h#AppScan aVv|y"

MD?vksDl&,iR1Z)4DNN8>E"#AppScan SU=I\8>P2+)4Dl&1,|+

T/4(bT,"G<i$fr(b)frG7(D)a{9I)4T0yf0=2+gUD6p1yh

Di$fr)#

v “bT”=h:Z“bT”=h,AppScan a"MdZ“=w”=h4(DO'u(FbTks#|aG<MVv

&CLrDl&,T6p2+Jb"+d42+gUD6pxPE{#

v “(h”WN:5yP,“bT”=ha51T>>cZDB4SM|`1Z20gU#rK,jI“=w”M“

bT”DZ;v“WN”s,AppScan +T/*<;vBD“WN”,T&mBDE"#(1!WN}G 4#)

Web &CLrk Web Service
AppScan HIT(h Web &CLr,VIT(h Web Service#

v Web &CLr:g{G;c&CLr(;|, Web Service),G4* AppScan a)p< URL MG<O

$>$I\cT9d\;bT>c#gPX*,z9ITV/Q0>c,T9 AppScan \;CJv(}X(

C'dkE\=oDxr#

v Web Service:g{G Web Service,G4/ID“(C~qM'z(GSC)”9C~qD WSDL D~Tw

q=T>ICD%@=(,"Ra4(C'QCD GUI 4r~q"Mks#zIT9CKgfdkN}Mi

4a{#K}LI AppScan xP“G<”"CZ4(kT~qDbT#

© Copyright IBM Corp. 2000, 2009 5



w0Z

wA;|,K%8"$_8"S<!qwM}v}]0q:&CLrw"a{PmM“j8E"”0q#B<T

>9C(hD}]xPndDwA;#

S<!qw %w}v4%PDdP;v,T!qZ}vw0qPT>D}]`M#

&CLrw afE(hxHnd&CLrw#(hjI1,CwT>Z&CLrPyR=DyPD~P"

URL MD~#

a{Pm T>&CLrwP!(ZcD`Xa{#

j8E"0q T>}v!n((“I/”"“^)(i”Mj{D“ks/l&”)PDa{PmZ!(ZcD`Xj

8E"#

Gme TI,x“%E”DfeN=T>PX10a{DE"#

$wwL

1. !q(h#e#(zITTs4U*sw{dC#)

2. r*“(hdCr<”"!q Web &CLr(hr Web Service (h#

3. 9CCr<4hC(h:

*(h&CLr:

a. dkp< URL#

b. (Fv)V/4PG<}L#

c. (I!)4s“bT_T”#

*(h Web Service:

a. dk WSDL D~;C#

b. (I!)4s“bT_T”#

c. 9C“(C~qM'z”(CM'zaT/r*)Tr~q"Mks,,1,Rational AppScan aG<zD

dkMSU=Dl&#

":zXkr~q"MAY;vks,Tc AppScan \;TdxPbT#
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4. (I!,v&CLr)KP(h(R:

a. KP“(h(R”T4sT}Z(hD&CLrDdCGqP'#

b. 4s(iDdC|D"!qTX&Cb)|D#

":t/(h1,zITdC“(h(R”TT/4PdVv"&C?V(i#

5. t/T/(h#

6. (I!)KPa{(RT&m(ha{,"r“JbE"”!n((“j8E"”0q)mSE"#

7. (I!)KPqbm~bTTVv>cO3fM4SPDqbr;X*DZ]#

":“qbm~bT”9CD}]GZ#f(hD“=w”=hU/D}],rK,zXka)?V“=w”a

{Tcd\;KP#

8. “4sa{”CZ@@>cD2+4,(“a{(R”Iozz4PKYw),T0

v V/=wd{4S

v r!(f

v 4s9HNq

Z 2 B y>-r 7
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Z 3 B (hdC

XZKNq

>?Vhv9CCr<4xPj<&CLr(hdC#*q!_6dC=(M Web Service (hdCDj8E

",kNDw*DC'8OMZ_oz#

1. t/ AppScan#

2. Z“6-A;”O,%w4(B(h#

3. Z“B((h”T0rP,i$GqQ!q“t/r<”4!r#

4. Z“$(eD#e”xr,%w1!5T9C1!#e#(g{z}Z9C AppScan (h_P(C$(e#

eDdP;vbT>c,G4k!qC#e:Demo.Testfire"Foundstone r WebGoat#)

5. !q Web &CLr(h"%wB;=,TxP}v=hhCDZ;=#

6. Z(h*<&dk URL#

":g{zh*mSd{~qwrr,G4k%w“_6”#

7. %wB;=TLxxPB;=h#

8. !qG<DG<,;s%wB(# b1aT>hvG<G<}LD{"#

9. %w7(# b1ar*6k=/@w,dPD“G<”4%Q4B(JR+)#

10. /@G<3f,G<P'DG<rP,;s!q/@w#

11. Z“a0E"”T0rP,4sG<rP"%w7(#

12. %wB;=TLxxPB;=h# Zb;=h,zIT4s+CZ(hD“bT_T”(}g,D;`pa

CZ(h)#

":1!ivB,a9CyP}Vk=bTTbDbT#

":_64%9z\;XFd{bT!n,dP|(X(}6(bTZ;_PdVDCJX(1,C'I

CJX(J4DLH)M`WN(h#

13. 1!ivBa!qa0Plb4!r,"Ra;vT>8>l&&Z“a0P”4,DD>#Z(h}L

P,AppScan a"Mv/EEks,liKD>Dl&,Ti$dGqT&ZG<4,("Zh*1XB

G<)#i$;vT>DD>Gq75\;$wa0DP'T#

14. %wB;=#

15. !qJ1D%!4%Tt/T/(h,9CV/=wrTs4t/(IT(}%w$_8OD“t/”<j

4Tst/(h)#

16. (I!)1!ivB,a!q“(h(R”4!r,TcZjIr<1KP“(h(R”#zITe}K!

q,T1Sxk(h=h#

17. %wjITKvCr<#

(h(R

“(hdCr<”PDdP;v!nJCZ“(h(R”,I8<dKPrL(h,T@@X(>cDBdCD'

J#

© Copyright IBM Corp. 2000, 2009 9



KP“(h(R”1,aZA;D%?r*“(h(R”fe,"RIZ“(h(R”a=w>c,a*<Zs_D

0qPT>&CLrw#

ZrL@@ax1,“(h(R”a*z(iITS\r\xDdC|D#(zIT%@i4wv(i,2IT

!qT/&C(i#)

":?V|DvII“(h(R”V/xP&C,rK,1!qT/!n1,I\;a&C?V|D#

V/=w

XZKNq

(}%w4S"dk}],“V/=w”9z\;TP/@&CLr#AppScan aG<zDYw,"9CC}]

44(bT#P}VI\D-rCzk*xPV/=w:

v *K+]4T//zF(g*sdkfzVTw*<qT>)

v *K=wX(DC'xL(Z3VivB,C'+CJD URL"D~MN})

10 IBM Rational AppScan Standard Edition kE



v IZZ(h}LP"VK;%=4S,"Rzk*n4yh}]TtC|Sj!D(h

":4(“V/=w”s,zI\k*LxT/“=w”=h,Tc(hI2GzD{v&CLr#

1. %w(h > V/=w

b1ar*6k=/@w#

2. /@>c,;s%w4S"4*sn4VN#

3. jIsXU/@w#

":zIT(}%w]#,/@Ad{;C,;s%wG<4V4G<,Sx4(|,`v}LDV/=

w#

b1aT>Q=wD URL T0r,dPT>zyCJD URL#

4. %w7(#

5. AppScan alizDyPdkGqJOmS=“T/m%ndw”,T>Pm,T0/Jg{by/J,zk

*mS+?"^9G!(DN}#

v g{zk*+?VdkmS=“T/m%ndw”,G4k%wmS!(Ddk#;sZ“Y1m%N}”

PmP!qn,"%wF/(T+dF/=“VPm%N}”Pm)#;s%w7(#

6. %w7(# AppScan VvQQ0D URL,"yZCVv44(bT#

7. *KPBbT,k%w(h > Lx(h#

Z 3 B (hdC 11
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Z 4 B (h

(h*<1,“xHfe”avVZA;D%?,"k4,8(?EA;DW?);pT>(hxHDj8E

"#Z&m}LP,0qaI51a{nd#

xHfe

xHfeT>10WND(hT0}ZxPbTD URL MN}#

g{Z(h}LP"VKB4S("RtCK`WN(h),G4aZH0DWNjIsT/t/d{(hW

N#BWNI\assLZH0DWN,r*va(hB4S#ZxHfeO9I\aT>/(,g“~qw

XU”#

4,8

A;W?D4,8T>TB(hE":

© Copyright IBM Corp. 2000, 2009 13



":Z(h}LP,*"MDbT\}r*CJD URL \}<I\avS,r*a"VB4S#

wH(h

zITwH(hTT/t/;Nr(ZT/t/#

1. %w$_ > (hwHLr,;s%wB(#

2. *wHdk{F,;sn4zyhD!n:

v !q10(hrQ#fD(h(g{!q“Q#fD”,G4k/@=XhD .scan D~)

v !q?U"?\"?Brv;N#

v *(h!qUZM1d

v dkr{M\k

3. %w7(#

K1aZ(hwHLrT0rPT>wH{F#

14 IBM Rational AppScan Standard Edition kE



Z 5 B &ma{
v :a{S<;

v Z 163D:a{(R;

v Z 173D:qbm~bT;

v Z 183D:<va{;

a{S<

IT}VS<4T>a{:“2+Jb”"“9HNq”M“&CLr}]”#I(}%wS<!qwPD4%4!

qS<#IZ!(DS<;,,Z}v0qPT>D}]2aPy;,#

“2+Jb”S< T>"VD5JJb,SEv6p;1=vpks/l&6p#bG1!S<#

&CLrw:jI&CLrw#?vnTDF}waT>*nR=DJb}?#

a{Pm:Pv&CLrwPy!(DZcDJb,T0?vJbDOXT#

j8E"0q:T>Z“a{Pm”P!(JbDI/"^)(iMks/l&(|(y

9CDyPde)

“9HNq”S< a)X(^4NqDNqPm,T^)(hyR=DJb#

&CLrw:jI&CLrw#?vnTDF}waT>CnD^)(i}?#

a{Pm:Pv&CLrwPy!(DZcD^)Nq,T0?nNqDEH6#

j8E"0q:T>Z“a{Pm”Py!(D^4NqDj8E",T0C^4+bv

DyPJb#

“&CLr}]”
S<

T>4T“=w”=hDE>N}";%= URL"QCJD URL"PO4S"Q}KD

URL""M"JavaScript M cookie#

&CLrw:jI&CLrw#

a{Pm:S“a{Pm”%?D/vPmP!q}Kw,T7(*T>D)E"#

j8E"0q:Z“a{Pm”P!(DnDj8E"

kd{=VS<;,,49 AppScan vjIK“=w”=h,“&CLr}]”S<2IC#

9C“a{Pm”%?D/vPm4}K}]#

OXT6p

“a{Pm”T>&CLrwP!(DNNnDJb#b)ITGTB8V6p:

v y6p:T>yP>cJb

v 3f6p:3fDyPJb

v N}6p:kTX(3fDX(ksDyPJb

a*?vJbVddP;V2+6p(2DV):

© Copyright IBM Corp. 2000, 2009 15



_2+Jb

PH2+Jb

M2+Jb

N<2+Jb

"b:K`pvJCZ“JbS<”#Z“9HS<”P,yPMZ“PH”DJb<V`*“M”#

":VdxNNJbDOXT6p<IT(}R|%wZc4xPV/|D#

“2+Jb”!n(

Z“2+Jb”S<P,aZTBDv!n(D“j8E"”0qPT>!(JbD)4j8E":

JbE" Zd{“j8E"”0q!n(OICDE"**#dw*?DZZT>I“a{(R”mS

Dd{E"#KE"|(kTJbD CVSS H?5@VM`XA;lU,b)ITka{

;p#f"|,Z(fP#

I/ !(JbD<uj8E",T0|`E"D4S#Xk^)DZ]M-r#

^)(i *#O Web &CLr;avV!(DX(Jbx&jID_eNq#

ks/l& T>"M=&CLr0dl&DX(bT(IT HTML q=rZ Web /@wPi4)#

de:g{fZde("M=,; URL D;,N}),G4I(}%w!n(%?D < M
> 4%4TdxPi4#

C!n(R_D=v!n(9z\;i4dej8E","mS+ka{;,#fDl

U#

a{(R

“a{(R”ICZ&m(ha{DwV#iiI#&mDa{+mS=“j8E"”0qD“JbE"”!n(,

T9T>DE"|S[OMj8,|(Z`X&DcDA;lU#
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“a{(R”(#Z+f(h.sT/KP,+G|2IZ+fr?V(ha{Of1V/KP#
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