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Release Family

IBM Notes Traveler Releases by Release Family

0.01.x 0.0.0.x 8.53UPx
9.01 9.0.0.0 853 UMM
9.011F 9.0.0.01F1 853 UP1IF1
901IF2 9.0.01 853 UP2
9.011F3 9.0.011F1 853 UPZ IF1
9.01IF4 9.0.011F2 853 UP2IF2
9.0011F3 853 UP2IF3
9.0.0.11F4 853 UP2 IF4
9.0.011F5 853 UP2IF5
[ 9.0.011F6 J E 853 UP2 IFE
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852 MLV

852 MLVZ

8523 1IF1

8524

8524 IF1

IBM Notes Traveler APAR listing
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus Notes Traveler APAR listing



http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
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Release History

8.5.2 - August 2010
8.5.3 - October 2011
8.5.3 Upgrade Pack 1 — June 2012
8.5.3 Upgrade Pack 2 — December 2012
9.0.0 — March 2013
9.0.1 — October 2013
Cumulative feature (mainly from 9.0.0.1) and APAR roll-up
More device support and new features
Can be installed on any previous release of Traveler, stand alone or HA
Must run on Domino Server Version 9.0.1

Some significant platform differences over 8.5.3.x so need to review upgrade strategies
carefully
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Platforms

» Server Platforms (Unchanged from 9.0)
Windows 2008 R2, 2012
Redhat 6, SUSE 11
IBM i V6R1 and V7R1
» Device Platforms (Unchanged from 9.0)
Latest levels of Android and iOS
Windows Phone 7.5, 7.8 and 8.0
Windows 8 RT and Windows 8 PRO Tablets
BlackBerry 10 devices

» Enterprise DB Support

DB2 10.1+ Enterprise or Workgroup server
MS SQL Server 2008 SP1 CU1+
MS SQL Server 2012 Enterprise (9.0.1)
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Availability and Part Numbers (9.0.1)

» Passport Advantage only

Platform ____| Part Number

Windows CIQ7BML
Linux CIQ/CML
IBM i CIQ7DML

* Includes one DB2 10.1 Limited Use license per Domino Enterprise Server
license, downloadable from Passport Advantage.
* Recommended minimum configuration for IBM Notes Traveler HA Pool:
« Two Domino 9.0.x servers running IBM Notes Traveler
« One DB2 server or Microsoft SQL server (two database servers, if you
want High Availability of the IBM Notes Traveler data)
« One server running the IP sprayer/load balancer

Part Number wiki article;
http://www.lotus.com/ldd/dominowiki.nsf/dx/Notes Traveler Part Number List for
Fast Search on Passport Advantage



http://www.lotus.com/ldd/dominowiki.nsf/dx/Notes_Traveler_Part_Number_List_for_Fast_Search_on_Passport_Advantage
http://www.lotus.com/ldd/dominowiki.nsf/dx/Notes_Traveler_Part_Number_List_for_Fast_Search_on_Passport_Advantage
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Upgrade Considerations(1)

PLAN FOR UPGRADE FROM 8.X to 9.X
 Can not upgrade Windows 2003, SUSE 10 or Redhat 5 systems.

These setups will have to be moved or have the OS replaced(Windows 2008/2012, SUSE 11
or Redhat 6).

In HA, can simply add new servers with updated OS levels and then retire old servers.

Wiki doc: “Moving IBM Notes Traveler to a new server”

« Stand alone server upgrade considerations are similar to previous releases.

Will still see database defrag which could take 30 minutes or more for large systems.

Wiki doc: “Upgrade Considerations”

« Upgrade of HA environment will require small service outage as 9.0 Traveler server will not be
able to communicate with pre 9.0 servers.
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http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Traveler_Database_Defrag
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Traveler_Database_Defrag
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Traveler_Database_Defrag
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Traveler_Database_Defrag
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Upgrade_considerations_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Upgrade_considerations_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Upgrade_considerations_A9
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Upgrade Considerations(2)

« Sample system deployments (stand alone)
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Maximum DevicesMinimum Operating Minimum Physical Minimum CPU
System Memory Cores

100 Win32 4GB 2

300 Win32/Linux32 AGB 4

1000 Win64/Linux64 8GB 4

2000 Linux 64-bit 16GB 8

2000 Windows 64-bit server |16GB 8

 Capacity planning guidelines for IBM Notes Traveler:
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Capacity planning quidelines for IBM Notes Traveler A9



http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Capacity_planning_guidelines_for_IBM_Notes_Traveler_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Capacity_planning_guidelines_for_IBM_Notes_Traveler_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Capacity_planning_guidelines_for_IBM_Notes_Traveler_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Capacity_planning_guidelines_for_IBM_Notes_Traveler_A9
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Upgrade Considerations(3)

Upgrade additional traveler server to 9.X with

Mail server 8.X

 Disable the replication of Design elements

» Upgrade Domino to Version 9.X, latest FP

» Upgrade Traveler to Version 9.X, latest IF

 Replace design for names.nsf using R9 template

on Traveler server

Edit ‘Wiewr Create Actions Administration  People  Help

Open

Open Sepser..,

Open in Mew Windouw
Close

Document Properties

Lpplication

kdobile

Enter

Chrl +4f

na =

I Replication | Configuration

Replicate...
[Cptions for this &pplication)

_f-'gj Bazics
@ Space Savers

‘%j Send
ﬁ% Other

ﬁ Advanced

1

1
-df
1
®

Receive only a subset of information |

YWhen computer | new2lorg? -
Receives from

[] Documents in specified views or falders
[] Documents by selection farmula
Selected documents
l= - Folders and Wiews -
[T Groups By Category
T Groups
T 1D Vaults
1 People By Category
-[E= People [other]
- T People
-2 Policies
-3 Server

Receive theze elements from other re|

| Design elements Aooeszs control list
Agents Deletians

[7] Replication formula [] Fields | Define. .. I

~

@
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Open a Traveler Problem Record to IBM

Suggest install the latest IF on your traveler server

Provide the traveler server version

Run: “tell traveler version” on domino console to check the traveler build number

Provide the device model and OS version

General need reproduce the problem and Gathering log files for support

Server limitations and restrictions / Devices limitations and restrictions

Reqistering for Notes Traveler Product Alerts

IBM Subscriptions allows customers to register for e-mail notifications of all types of
events including flashes, webcasts, news, product documentation and technote updates.



http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9.0.1
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9.0.1
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Using+IBM+Notes+Traveler+9.0.1
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/How_to_subscribe_to_Notes_Traveler_product_notifications
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Google Play — Android (April 2013)

» Regularly updated with current maintenance level.
» Requires 8.5.3.3 or later Traveler server

If the IBM Notes Traveler server being used is 8.5.3.2 or older, users will not be
able to complete the client configuration.

* When installed from Google Play:
Client will not check for updates with Traveler server.
Traveler server cannot push updates to the client.
Unsupported options are greyed out.
» Google Play will automatically notify the user when there are new versions

* Traveler for Android is now available on Google Play:

http://www-
10.lotus.com/ldd/dominowiki.nsf/dx/Traveler for Android is now available on the Google Play Store



http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Traveler_for_Android_is_now_available_on_the_Google_Play_Store
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Traveler_for_Android_is_now_available_on_the_Google_Play_Store
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Traveler_for_Android_is_now_available_on_the_Google_Play_Store
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Multiple Accounts - Companion

at..Verizon % 3:49 PM 100% B

Traveler Companion [4

Accounts

test15@rtp.raleigh.ibm.... >}

spikes.rtp.raleigh.ibm.com

J fadams@renovatlons com &

Aartour.ibm.com

Add Account...
Out of Office >
Help and Support >
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Widgets - Android

Traveler Mail

Inbox

Drafts

Outbox

Sent

largeData

one

two

Qo ®D o

N

a. L

1BM Mabilit. 188 Meetn

’
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When you choose the “Traveler
mail” widget, you can now pick
the folder you want to show

The customization dialog will
appear when you drop iton a
home screen.

The folder name now shows at
the top of the widget.

o



~

W&, WARF

| |
KK
W
T |
..('i
il
.

1i| \

-,

Out of Office — Apple and Android

Companion Application Settings

Cancel Out of Office "
Out of Office

Enable Out of Office
Out of Office m

Duraton
Duration

Indefinite
Indefinite m
Leaving il 16, 2013 Leavm_g

Subject Returning

is out of the office
Notification Message

Body Subject

| am out of the office today

Body

Please contact my Manager, «.... . coviimes ymmesvmw
d for immediate assistance

o

External Addresses

External Addresses
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Out of Office — BlackBerry and Windows Phone

Settings — Email Accounts Settings - > Automatic Replies

AUTOMATIC REPLIES
Out of Office Reply Off

On —1

D Send replies outside of my
organization.
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Out of Office — Server

* Qut of office service (recommended) on mail servers

» O Server : .
, B Messaging Edrtlvlusugu Seftings
-] Messaging Settings
T Domains Messﬂglng Seﬂlngs
T Connectons
T Canfigurations hezzaging Settings I 1Bk iMotes l IMI:'«F'l Comments l

T Internet Sites

T File |derifications
£ Replication
(il Diectony
w2 Secuily Journaling I Commands and Extenzions I Controls |
& Policies
Fi Web
2 Monitoring Configuration

» & Health Maritoring Loaaing level: Marrmal Restrict name lookups to Dizabled

b EI Chuster _ SEWICE 15 primary directory onky.
‘fg‘ a:f::;s:;:f:* I Out-of-Office type: Service I ded Cluster tailover: Enabled for last hop only
’ recommen e Hold undeliverable mail: Dizabled

Basics | Restrictions and Controls.. | beszage Disclaimers | hessage Tracking | Message Recall | Advanced..

» Qut of office agent requires additional work on remote mail servers
Allow Traveler server to sign agents to run on behalf of someone else
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Always BCC Myself - Android

QrDomB BB . [ Fomse > - =
Other Mail preferences I i, Problem losding p. |-H-:nd|r|g Android .. | I Fles froen 180 - & |Eﬁ'epinde androi |Eandrpil:| anbdeasur | R 1Bk Mokes ard Do | #ir TBM Hortes Traw,, | +

Display Options | * rickgilbispyrvmnrtp. mleigh.dbm.comyLotusTrovel ernsfiDeviceSettings.op - traweler android google play 2

&) Most Visited 1EKA Latus Traveler for dnd... (g Archive Explorer on EC_. [ ATAT Coranect Sudio ... (g GWF 2002 - Softwarea... » 3 Bookmarks

Confirm deletes

confirmation dialog whe

1EM Ficlees Trovecler

hdminisraton

Message preview

|| Davice Security Default Device Settings
jin the list view

Davice Satings Bazics |(Pralerancas, Assignment
Davices
MWH}"S bCC ITI'}"SE” Users Sinc (| Fiker Sattings | [DesviceSatlings,  Secuily Setiings  Davice ACoass
Client Soltware
Mew Mail Motifications N Approved Applications Logging Settings Howy fo apply this setting
Liewvce Logging 0n |- o Lock value on device

Status bar notifications v 2loaf : 20000 KB [ Lack vaiu o dewce
dimdroid Dewice Mall Settings Hoowy i apply this satting
Alwrayn Boe myzell Lock valug on devce

Motification sound |

Refresh Sawve

Vibrate I

Blink device LED

i ¥

§ Nex 4 Brevious & Highlight all Matgh case ik Pheess nod found
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From: Betty Zechman >

To: Frank Adams >

Cc: Dan Misawa >

Latest reports
July 18, 2013, 354 PM

284 KB
;» KnoliCreek.pptx

SalesProjections.txt

Hide

I KE

Hi Frank

The latest sales reports from this quarter and some
background mfommation bave been attached Please review

and lets discuss later this evening

‘Betty

(Sew atsched file: Salex Provects od

Recipient Improvements - Companion

.02 PM

Info

~ Betty Zechman

Marketing Administrative Assistant
- Marketing and Merchandising
World

Renovations

work 1 (301) 555-1117

emal bzechman@renovations.com

work 10352 International Drive
Chiga IL 60603

M bzechman@renovations.com

notes test

—_ = = /
- —— -
— — —— i
- — -

- - ~
— — — \
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Message Options - Android

Message Options

High Importance

Encrypt

Sign

Prevent Copying
Return Receipt

OK g Cancel




Message Options - Companion

Cancel New Message

To: (+)

Cc:

Bcec: High Importance OFF

Encrypt _ON .
Sign OFF

Subject:

Prevent Copying

Sent from Traveler

a|w/E|R|T|v|u|1]o]P
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Prevent Copy

» IBM Notes and iNotes have a
message classification feature
called Prevent Copy

* Recipients of this message are

not allowed to forward or reply
with the original message
content

« However, enforcement is only

provided by clients that support
this feature. Previously, the
message body was always
removed by the server.

Sond  SendandFie. SaveaaCraft Delvary Optices

To Franc Acamsa/Henovabons,

~

[l

)
i
»

®
’

>~ & Sognatma~ Displar= Moo= JQ‘SamotIﬂnComacts

Cuboct [Stock repors

Hi Frank

The quantedy reports are n and 1 10oks Ik
Laf's schedule some time to dscuss how

Ed

= Basicllwmeul :IOK
1 PR ey Canosl |
- mpertance: [Nwmd = [ Retumn eceipt

Debvaryreport [rty on faiure ~) | ¥ Prevntcomid

Delvery prioeity: Nermai v 7 Mitoselcheck

I~ Mack Subject Corfidental
[ Do nat notify me # iecoeent(s) are running Out of Ofice
™ Do net expand pernorel grouga
[ Sgn
™ Encopt
[ Save these secunty opbons as he defaut

o~ [ 01Repots x

- - - -
e g B
Frank Adams
SrionRenovst ons

2 Inbox (2)

(" Drats

' Sent

— FollswUp

4 All Docurments

D Junk

3 Trash

B Views

= Folders

¥INew ~ Sead SendLFile.. Save4s Oraft Oalwery Options.. [~ « & Format « Display » ' More ~

[ Hagh prorty ] Rewum recept |5 Sign ] Encypt] ¥ Keep Prvatd 7] Mark Subject Confidential
Te: (&} |Samantha DannRenovations @Rencvabions,
Ce:
Bee

Suedt [QiRepots
From: Frank AdemsRenovations 03312013 1252PU

Sowseri[+|[0]-] 5 b fu s DR ENMPEEA- YD QLS

Hi Samantha - Looks lke Ed is womed about the Q1 EPS moving down. Call me!
-Frank
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Prevent Copy - Android

IBM Notes Traveler - Inbox 1 of 1

Hi Frank,

Dan Misawa
Hot stock tip
Thu Jul 18,2013 1027 AM

Looks like the new technology that Renovations
1s rolling out is going to be a huge success. |
would recommend doubling your position here!
-Dan

(btw, do not share this with anyone until Friday)

Reply Reply to All

o~

Mark as Un

IBM Notes Traveler

To “"Dan Misawa" <dmisawa@renovations.com>
Subject Re:Hot stock tip

Thanks Dan, | will keep this a secret. Message Options

High Importance

The original message is private.

Encrypt

Save as Draft Discard

Sign

3

T R N TS T R Prevent Copyin
C W O] K5 EEN AN 1N e

F Y TN Ty ) Cancel
a s & N o i B s
t z2xcvbnm <

EnglishiLis)

\!) —_



(]
i
]
@

W&, WARFK

Prevent Copy — Apple (EAS and Companion)

10:44 AM

w Verizon = 10:41 AM 29% ES n LTE 63% %% | .. Verizon LTE 10:43 AM
) o O e > cae R ot stock tip SEE
To: Erank Adams July 18, 2013, 10:27 AM
Hot stock tip . Hi Frank, Ce:
Ry 1B, 210, T4 Looks like the new technology that Renovations is rolling Bec:
: , s 5 ot is going to be a huge success. 1 would recommend Bce: :
Thls_dogumer?t o S{?t o prohib COPVIHQ and doubling your position here!
duplicating. View this message using IBM ' .
Notes Traveler Companion. If IBM Notes -Dan From: fadams@renovations.com From:  fadams@renovations.com
Traveler Companion is not yet installed, ~
P? ; ye (hiw, do not share this with anyene until Friday) Subiect: Re: Hot stock ti subject: (@ Encrypt OFF
ubject: Re: Hot stock ti ct: (@
Store. ; P Prevent Copying _ON, .
Thanks Dan. I'll keep it a secret | Hi,

1]2]s]s]sls]z]a]e]o] [1]2]al4]s]s]7]8]o]o
-l LD sfale] ] -] L LD [s]efe]
~ HEBOE <

Apple I0S = Traveler
Mail Companion

'
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Attachment Download Improvements - Companion

From: Betty Zechman > Details From: Betty Zechman > Hide

Latest reports To: | Frank Adams >
July 18, 2013, 3:54 PM

& 3 attachments, 816.7 KB Show Cc: Dan Misawa >
Hi Frank, Latest reports

July 18, 2013, 3.:54 PM
The latest sales reports from this quarter and some

background information have been attached. Please review

und lets discuss later this evening achments, 818.7 KB Hide
-Betty ! |
719.7 KB

(See attached file: Sales Projects odp)
(See attached file: SalesProfections. tut)(See attached file SalesProjections.txt
KnollCreek ppex) - 28.4 KB

' p KnollCreek.pptx

- 106 KB

Hi Frank,

Download "Sales Projects.odp'?
The latest sales reports from this quarter and somse

background mformation have been attached. Please review
and lets discuss Iater this evening Download

‘Betty

(See attached file: Sales Projects.odp)

Cancel
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Attachment Download Improvements - Companion(2)

=t Verizon = at_Verizon =2 4:07 PM
Attachments 100 KB v
Auto Download Under 100 KB >
500 KB
Troubleshooting 2 MB
Enable Logging () oFf T
Logging Level Al >
Maximum Log Size 2MB >
Auto Report (") oFF’

Some problems can be automatically
detected and reported to the Traveler
server

Acknowledgements >
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Attachment size limitation

» First Setting:

Server document for the Traveler server = Internet Protocol Tab - HTTP Tab = Http Protocol
Limits section = “Maximum Size of Request” field (defaults to 10,000 kilobytes)

» Second Setting:

Server document for the Traveler server - Internet Protocol Tab - Domino Web Engine Tab -
POST Data section = “Maximum POST Data (in kilobytes) ™ field (defaults to 10,000 kilobytes)

» Default Setting for the Mail server:

Configuration Settings document - Router/SMTP tab—> Restrictions and Controls tab -
Restrictions tab = “Maximum messages size” (defaults to 0 KB)

Attachment size limitation for Notes Traveler users:
http://www-01.ibm.com/support/docview.wss?uid=swg21633155



http://www-01.ibm.com/support/docview.wss?uid=swg21633155
http://www-01.ibm.com/support/docview.wss?uid=swg21633155
http://www-01.ibm.com/support/docview.wss?uid=swg21633155
http://www-01.ibm.com/support/docview.wss?uid=swg21633155
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Attachment Handling

 Attachment Streaming
Improved server performance, especially with larger attachments.
No resource limitation on attachments anymore.
Non-zero setting for “Maximum Email Attachment Size Allowed — Administrator” no longer
applies to Exchange ActiveSync devices (never applied to Android devices).
Zero setting will prevent attachments for all devices.
Selecting “Download message” from truncated mail messages on Apple iOS mail no
longer strips attachments over the admin limit.

Notes Traveler Device Settings : Default

Bazics | Freferences I Azsigniment I

Eym:l Filter Settings I Devica Settings I Security Setings | Device Access I

Email Body Truncation: [¥ Enabled 5K [T Lockvalue on device

taxirmum Email Attachment Size 4000 KB
Allowed - Administrator

Email &tachments [~ Enabled [T Lockvalue on device

 Attachments sync now for Windows Pro and RT Tablets
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Attachment Security(1)

* Problem
Attachment file data can be “opened in” untrusted or unapproved 3rd party applications
Business no longer able to control access to the file data
Could be uploaded to Dropbox or other cloud based service
Shared with editors that allow “save as” to the SD Card
* Prior known workarounds using Notes Traveler
Turn off attachment sync
Disable attachment export to SD Card (Notes Traveler for Android)
« Solution
Notes Traveler Attachment Security Settings

IBM Notes Traveler Clients and Administration updated
Web only administration
Android client

Companion on Apple iOS
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Attachment Security(2)

« Administrator defines attachment handling policies
Enforce view only option for files where the platform supports embedded viewing (i0OS)
Define which applications are allowed to consume attachments (Approved Applications)

 Notes Traveler clients modified to recognize attachment policies and limit attachment sharing

« Advantages
No additional software or hardware

No application wrapping, app vendor integration or testing of wrapped applications
required

Able to leverage built-in viewer technology on iOS

 Solution Limitations

Difficult to objectively “trust” an app store application to not share file data

Administrator must manually approve applications

No built-in viewer technology for Android and no assets provided from IBM yet other than
Lotus Symphony.
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Attachment Security(3)

Default Device Settings

Basics .-’-.ssign.'nent |
|S§.-'I'|I3 | Filtar Sattings |Da'-ice Saftingsl| Security Seitings §levce Access

Windows Mobile || Windows Phone | Nokia Andruid | BrackBemy

Device Security
Wl Require device passwaord

¥ Prohigit aacending, descending and repealing sequencas
[l Require alphanumeric valus
Minimum password length:
Kinimum numoaer af complex characters:
AU I0Ck period (maximum).
Password expiralion period
Paszword history count:
[Clwirang passworas oefore wiping device
ElPronikit unancrypted devices
ClFroninit camera
| Prohibit download of atachments

M Allow o nly approved applications and builtn viewers to access attachments

Nl pronibit devices incapable of zecurity enablemant

Default Device Settings

|Elasics Assignment|

| L |
KK
W
||||||||
N
@.
e

|S!.rn|: |FilterSeﬂing5 | Device Settings §Securnity Setings @ Device Access

| Windows Mabile |[windows Phane | tokia |opis | M Blzc<Ber

Device Security
Require device password

Paszword typa:

Minimum password length:
ALND 1ock period (maximumy
Fazzword expirztion perod: (0 3+ anly)
Paszsword history count: (05 3+ only)
U'.f‘.frnng passwords before wiping devica
DPrchibitunen:r;pted devices (OS 2+ only)
[l Fequire application password
[[] piganla local password storage
Pronioit copy to clipnoard
Frohibit export of atachmenis to filz system
[Z] Prohibit download of sttachments

Mumeric

n
il

[ sllow anly approved applications te access atachmenis

[T Pronibit camera (OF 4+ only)

B Require external mail domain validstion

[ Pranibit davices incapable of security enablameant
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Attachment Security(4)

1B Modes: Traweler

Administration

Apout

~

[
@

®
’

Device Security
Device Settings
Devices

Users

Client Software

Approved Applications

IFthe approved application policy Is enasled, then only applications listed here are zllowedto open attachments syncedtothe
device using Mates Traveler. The approved application policy can be enabled for Android and Apple QS devicas using the Securily
Seftings Freferance onthe Default Setlings cocument

ForApple devices, secure buili-in viewers are always enabled using Motes Traveler Companion or the Moles Traveler To Do
application. I atachmertviewing is all that is required thenthere is no nzedto define any additional aporoved applications for Apple
davices.

Ludd

Edlit Remowe

1-6 ofE

Show:

.|.:£'1.'.'II:5.IH" ants T.l:u Go
IEM Connections

IBM Connectians

Lofus Symphony Viewsr for
Android

Lolus Symphany Viewsr for
103
Office Suita

10 | 20 | 50 | 10D items

Import

Applicationd
com. dataviz.docsiogo

com.ibm.loius. connections

cam.ibmloius conneclions
mokile

oo ibm symphony. mobile

com.ibm.loius. symphonymo
oila

com.mobisystemns. ofice

Lastloadedtoday at 8:05 PM. Hafresh

Previous | Mext

B esm———————————

Andrond

Apple

Androld

Android

Apple

Android

Frevious | Hext
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Management API

New server side administration application interfaces available

Administrator role access required
Based on the same interfaces that are used by the Notes Traveler web based administration application

Query interfaces

Devices

Users

Device security status
Server status and availability

Action interfaces
Approve a device
Block a device

Wipe data from a device
Add / Update / Delete approved applications

Delete device and security information
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Administration
Device Security Devices
Device Settings Reset
11-200f 72
Users
Client Software User Device Name
- SRS | ' TravelerToDo-iPad
Approved Applications
' - -4 ® H
C - Device: Apple-iPhone5C1
Update SMS Address
User Name wiienip s iive i TN _Reset Device
Device Name Apple-iPhone5C1
Device 1D AppIDNPJK44ADTTN
Last Sync Time: 10/26/13, 424 PM
Auto Sync Type ActiveSync, Manufacturer
OS Type Apple-iPhone5C1/1002 143 (OS 6)
Build Level
Device Security
Secunty Policy Compliance No Policy
AcCcess Allow
‘l.lei' (_)pllOn. None

Vﬁ
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Known Issues(1)

1. Known issues with using Lotus Notes Traveler on Android 4.2.* devices
Traveler data removed from the device, prompted for password every time

When compose a new e-mail, the “Send” and “Save” buttons are greyed out

When reply or reply all, the “Send” and “Save” buttons are greyed out

These issues have been resolved on Traveler R8.5.3 UP2 and all later releases.
http://www-01.ibm.com/support/docview.wss?uid=swg21619878



http://www-01.ibm.com/support/docview.wss?uid=swg21619878
http://www-01.ibm.com/support/docview.wss?uid=swg21619878
http://www-01.ibm.com/support/docview.wss?uid=swg21619878
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Known Issues(2)

2. Known limitations with Apple Devices and Lotus Notes Traveler

Attachments do not display properly on iOS 7.1 devices, it may show a black
screen / gray screen

Attachments can not download on 10S 7.1 devices when the devices use the
Exchange ActiveSync command GetAttachment to get the data.

It is a bug on new iOS 7.1 but at this time there is no resolution from Apple.
A workaround is to upgrade your server to Notes Traveler R9.0.0.1 or later release.

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/Bugs reported to Apple for iPad iPhone iPod?OpenDoc
ument&sa=true



http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Bugs_reported_to_Apple_for_iPad_iPhone_iPod?OpenDocument&sa=true
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Bugs_reported_to_Apple_for_iPad_iPhone_iPod?OpenDocument&sa=true
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Bugs_reported_to_Apple_for_iPad_iPhone_iPod?OpenDocument&sa=true
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Bugs_reported_to_Apple_for_iPad_iPhone_iPod?OpenDocument&sa=true
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Known Issues(3)

3. When mail file over quota on Traveler R9.0/R9.0.1, user can not sync mail
http://www-01.ibm.com/support/docview.wss?uid=swg21677173

Access traveler homepage return HTTP 400 Bad Request, and the webpage
cannot be found.

The IBM Notes Traveler server cannot resolve your User ID CN=***/O=*** to0 a
mail database

The user does not have IBM Notes Traveler access rights

These issues have been resolved on Traveler R9.0.1 IF3 and all later releases.

http://www-01.ibm.com/support/docview.wss?uid=swgllLO78465



http://www-01.ibm.com/support/docview.wss?uid=swg21677173
http://www-01.ibm.com/support/docview.wss?uid=swg21677173
http://www-01.ibm.com/support/docview.wss?uid=swg21677173
http://www-01.ibm.com/support/docview.wss?uid=swg1LO78465
http://www-01.ibm.com/support/docview.wss?uid=swg1LO78465
http://www-01.ibm.com/support/docview.wss?uid=swg1LO78465
http://www-01.ibm.com/support/docview.wss?uid=swg1LO78465

W&, WARFK

[l
!!:n:ll
g
@

Known Issues(4)

4. Make sure input the right “External Server URL” in the Lotus Traveler tab

« 8.5.3 UP2 and above
http://hostname/traveler or https://hostname/traveler (configured CA)
http://ip_address/traveler or https://ip_address/traveler (configured CA)

* Priorto 8.5.3 UP2
http://hostname/servlet/traveler or https://hostname/servlet/traveler (configured CA)

http://ip_address/servlet/traveler or https://ip_address/servlet/traveler (configured CA)

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/Setting the external server URL A9



http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Setting_the_external_server_URL_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Setting_the_external_server_URL_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Setting_the_external_server_URL_A9
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Setting_the_external_server_URL_A9
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References (1)

Notes Traveler Product Documentation
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Product%20Documentation

Notes Traveler Redbooks
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=1BM%20Redbooks

Notes Traveler Support FAQ
http://www.ibm.com/support/docview.wss?uid=swg21450615

Notes Traveler Detailed System Requirements
http://www.ibm.com/support/docview.wss?uid=swg27007909

Notes Traveler Performance Technote
http://www.ibm.com/support/docview.wss?uid=swg21568658

Notes Traveler Releases by Date
http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus Notes Traveler APAR listing



http://www.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Product Documentation
http://www.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Product Documentation
http://www.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Product Documentation
http://www.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Product Documentation
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=IBM Redbooks
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=IBM Redbooks
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=IBM Redbooks
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=IBM Redbooks
http://www.ibm.com/support/docview.wss?uid=swg21450615
http://www.ibm.com/support/docview.wss?uid=swg21450615
https://www.ibm.com/support/docview.wss?uid=swg27007909
https://www.ibm.com/support/docview.wss?uid=swg27007909
http://www.ibm.com/support/docview.wss?uid=swg21568658
http://www.ibm.com/support/docview.wss?uid=swg21568658
http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
http://www.lotus.com/ldd/dominowiki.nsf/dx/Lotus_Notes_Traveler_APAR_listing
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Notes Traveler Cookbook

http://www-
10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=L otus%20Notes%20Traveler%?2

0Deployment%20Cookbook

Notes Traveler Management APl Documentation
http://www-10.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes Traveler Administration API

Notes Traveler Android client on Google Play Store

https://play.google.com/store/apps/details?id=com.lotus.sync.traveler
Registering for Notes Traveler Product Alerts

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/How to subscribe to Notes Traveler product notifications

Out of Office

http://www-10.lotus.com/ldd/dominowiki.nsf/dx/Configuring and using out of office replies A9

Migrate a 32bit Traveler server to 64bit

http://www.ibm.com/support/docview.wss?uid=swg21501951



http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Lotus Notes Traveler Deployment Cookbook
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Lotus Notes Traveler Deployment Cookbook
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Lotus Notes Traveler Deployment Cookbook
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Lotus Notes Traveler Deployment Cookbook
http://www-10.lotus.com/ldd/dominowiki.nsf/xpViewCategories.xsp?lookupName=Lotus Notes Traveler Deployment Cookbook
http://www.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes_Traveler_Administration_API
http://www.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes_Traveler_Administration_API
http://www.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes_Traveler_Administration_API
http://www.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes_Traveler_Administration_API
https://play.google.com/store/apps/details?id=com.lotus.sync.traveler
https://play.google.com/store/apps/details?id=com.lotus.sync.traveler
http://www.lotus.com/ldd/dominowiki.nsf/dx/How_to_subscribe_to_Notes_Traveler_product_notifications
http://www.lotus.com/ldd/dominowiki.nsf/dx/How_to_subscribe_to_Notes_Traveler_product_notifications
http://www.lotus.com/ldd/dominowiki.nsf/dx/How_to_subscribe_to_Notes_Traveler_product_notifications
http://www.lotus.com/ldd/dominowiki.nsf/dx/How_to_subscribe_to_Notes_Traveler_product_notifications
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9
http://www-10.lotus.com/ldd/dominowiki.nsf/xpDocViewer.xsp?lookupName=Administering+IBM+Notes+Traveler+9
http://www.ibm.com/support/docview.wss?uid=swg21501951
http://www.ibm.com/support/docview.wss?uid=swg21501951
http://www.ibm.com/support/docview.wss?uid=swg21501951
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http://www-01.ibm.com/support/docview.wss?uid=swg27040219
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http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
http://www.microsoft.com/zh-cn/server-cloud/products/windows-server-2003/default.aspx
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