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Preface

What this book is about

When the term "CICS” is used without any qualification in this book, it refers to the CICS® element of
CICS Transaction Server for z/OS°®.

"MVS” is used for the operating system, which is an element of z/OS.

This book gives a detailed description of the various components that make up a CICS system. It also
provides reference tables of CICS source modules and executable modules.

This book is intended to help you in diagnosing problems with CICS.

Who this book is for

This book provides a basis for communication between the system programmer and the IBM® support
representative whenever a problem with CICS code is suspected.

What you need to know to use this book

You should have system programming experience and a good working knowledge of CICS and of the
functions used in your system to support CICS applications.

Before using this book, you should have read the [CICS Problem Determination Guidd to learn about the
general approach to CICS problem-solving and the procedures to use when diagnosing and reporting
system problems. You should already be familiar with the general layout of CICS traces and dumps.

In addition, you may need to refer to the following books in the CICS library while diagnosing what
appears to be a system problem:

+ The|CICS Data Aread manual for details of the layout and contents of CICS data areas

+ The[CICS Messages and Codes/manual for information about the messages and abend codes that can
be issued by a running CICS system

Notes on terminology

The following abbreviations are used throughout this book:

Term Meaning

CiCs When used without qualification in the book, refers to the CICS element of
IBM CICS Transaction Server for z/OS

ESA IBM Enterprise Systems Architecture/370 (ESA/370)

Mvs™ The IBM operating system, which can be either an element of 0S/390®, or
MVS/Enterprise System Architecture System Product (MVS/ESA SP)

VTAM® IBM Advanced Communications Function/Virtual Telecommunications
Access Method (ACF/VTAM)

VTAM/NCP IBM Virtual Telecommunications Access Method/Network Control Program
(VTAM/NCP)

ims™ IMS

D] ]| The DL/I facilities of IMS

FEPI Front End Programming Interface
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Summary of changes

This book is based on the CICS Diagnosis Reference for CICS Transaction Server for z/OS, Version 2
Release 1, LY33-6088-31. Changes from that edition are marked by vertical bars in the left margin.

This part lists the changes that have been made for the following recent releases:

Changes for CICS Transaction Server for zZ/OS Version 3 Release 1
The more significant changes for this edition are:

Technical changes

Structural changes

. |Part 3, “CICS domains,” on page 511| is new, and contains information about CICS domain
interfaces. This information was previously in |Part 2, “CICS components,” on page 9.|

Changes for CICS Transaction Server for z/OS, Version 2 Release 2
The more significant changes for this edition are:

Technical changes

* The following have been added:

Chapter 93, “Object Transaction Service domain (OT),” on page 939|
Chapter 18, “ECI over TCP/IP,” on page 131|

Chapter 84, “IP ECI (IE) domain,” on page 811|

* There is new and changed information in:

Chapter 70, “Application domain (AP),” on page 513]

Chapter 113, “Transaction manager domain (XM),” on page 1275
Chapter 8, “CICS-DB2 Attachment Facility,” on page 79|

Chapter 80, “Dispatcher domain (DS),” on page 697|

Chapter 82, “Enterprise Java domain (EJ),” on page 753
Chapter 85, “llOP domain (II),” on page 815|

Chapter 103, “JVM domain (SJ),” on page 1127|

Chapter 88, “Log manager domain (LG),” on page 867|

Chapter 95, “Program manager domain (PG),” on page 949|
Chapter 114, “Security manager domain,” on page 1313
Chapter 44, “Statistics utility program (DFHSTUP),” on page 353
Chapter 111, “User domain,” on page 1241|

Structural changes
* Information about trace entries have been moved to CICS Trace Entries.

« [Chapter 31, “Language Environment interface,” on page 309 has moved to its present position,
to reflect its new title; the term Language Environment is now used in place of CICS-AD/Cycle
Language Environment/370.

Changes for CICS Transaction Server for z/OS, Version 2 Release 1

The main changes are as follows:

* New chapters on the new domain components of CICS were added:
— Log manager domain, starting on page (867
— VTAM generic resources, starting on page
— Recovery manager domain, starting on page[1061
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The file control chapter has been amended to show new function within file control.
The following chapters have been deleted:

Asynchronous processing.
Dynamic backout programming.
Emergency restart.

Journaling chapters and system log/journaling utilities - this is largely replaced by the Log manager
domain.

Local DL/I.

Shared databases.
Time of day control.
Volume control.
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Part 1. Introduction

This book describes the functional areas (or components) into which CICS is divided. To understand more
about a particular functional area, use the contents list and the index to find the appropriate information.

If you are using this book to diagnose a system problem, to find out whether a function is working as
designed, you should also consult the special topic, administration, or programming books in the CICS
Transaction Server for z/OS library.

In this and other CICS books, the word “component” is used in a general way to refer to any unit of code
that performs an identifiable set of functions and manages a certain type of data.

Some CICS components are shipped as object code only (OCO). If the component causing a problem is
OCOQ, it is the responsibility of IBM to diagnose the problem further. If the component is not OCO, you can
refer to the source code on microfiche, and use the detailed information in this book to identify more
specifically the cause of the problem. The |Chapter 115, “CICS directory,” on page 1343| shows which CICS
object modules are regarded as OCO; no source code is available for these modules.

© Copyright IBM Corp. 1997, 2011 1
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Chapter 1. CICS domains

At the top level, CICS is organized into domains. With the exception of the application domain, which
contains several components, each domain is a single major component of CICS. Domains never
communicate directly with each other. Calls between domains are routed through kernel linkage routines.
Calls can be made only to official interfaces to the domains, and they must use the correct protocols. This
structure is shown in [Figure 1]

Kernel

linkage
routines

Figure 1. CICS organization—domains

Each domain manages its own data. No domain accesses another domain’s data directly. If a domain
needs data belonging to another domain, it must call that domain, and that domain then passes the data
back in the caller’s parameter area.

The following table lists the CICS domains alphabetically by domain identifier. For each domain, the table
also shows whether or not the domain is OCO, and gives a page reference to the section describing the
interfaces to the domain.

Domain ID Domain 0CO? See page
AP Application See note
BA Business Application Manager Yes
cC Local catalog Yes 633
DD Directory manager Yes 641
DH Document handler Yes 647
DM Domain manager Yes
DP Debugging profile domain Yes 673
DS Dispatcher Yes 697]
DU Dump No
EJ Enterprise Java™ No
EM Event manager Yes
GC Global catalog Yes 633
IE IP ECI Yes B11]
Il IIoP No 815)
KE Kernel Yes
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Domain ID Domain 0CO0? See page
LD Loader Yes 853
LG Log manager Yes 867
LM Lock manager Yes 897]
ME Message Yes 901
MN Monitoring Yes 911
NQ Enqueue Yes 021
oT Object transaction service No 939
PA Parameter manager Yes 045]
PT Partner Yes [1051
PG Program manager Yes 949
RM Recovery manager Yes 1061
RX Resource recovery service Yes 1101]
Rz Request Stream No 1105
SH Scheduler services Yes m
SJ JVM Domain No 1275
SM Storage manager Yes 1143
SO Sockets Domain No 1175]
ST Statistics Yes 11195
Tl Timer Yes [1207]
TR Trace No 1205
TS Temporary storage Yes 1221
us User Yes 24
wB Web No [257
XM Transaction manager Yes [1275
XS Security manager Yes 1313

Note: The application domain is mainly non-OCO, but it contains these OCO components:
» CICS data table services
* RDO for VSAM files and LSR pools
* Some EXEC CICS system programming functions
* Autoinstall terminal model manager
« Partner resource manager
« SAA Communications and Resource Recovery
« Some of the file control functions
* Recovery manager connectors interfaces.

The offline statistics utility program (DFHSTUP) and the system dump formatting routines are also treated
as OCO.

Domain gates

A domain gate is an entry point or interface to a domain. It can be called by any authorized caller who
needs to use some function provided by the domain.

A number of domain functions are available through the exit programming interface (XPI). For details, see
the [CICS Customization Guide|

In practice, every domain has several gates. Each gate has a 4-character identifier; the first two characters
are the identifier of the owning domain, and the second two characters differentiate between the functions
of the domain’s gates. Here, for example, are two of the dispatcher (DS) domain’s gates:

DSAT

DSSR
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Functions provided by gates

An individual gate can provide many functions. The required function is determined by the parameters
included on the call. The DSSR gate of the DS domain, for example, provides all these functions:

ADD_SUSPEND

DELETE_SUSPEND

INQUIRE_SUSPEND_TOKEN

RESUME

SUSPEND

WAIT_MVS

WAIT_OLDC

WAIT_OLDW.

Specific gates, generic and call-back gates

It is useful to distinguish between specific gates, generic gates and callback gates:

* A specific gate gives access to a set of functions that are provided by that domain alone. The functions
are likely to be requested by many different callers.
DS domain, for example, has a specific gate (DSAT) that provides CHANGE_MODE and

CHANGE_PRIORITY functions (among other functions). Only the DS domain provides those functions,
but they can be requested by many different callers.

* A generic gate gives access to a set of functions that are provided by several domains.
Most domains provide a QUIESCE_DOMAIN function, for example, so that they can be quiesced when

CICS is shutting down normally. They each have a generic gate that provides this function. DM domain
makes a generic call to that gate in any domain that is to be quiesced.

» A call-back gate also gives access to a set of functions that can be provided by several domains. Unlike
a generic gate where the call is broadcast to all domains that have provided a gate a call-back is
restricted to specific domains but uses a format owned by the calling domain.

For example the Recovery Manager calls the domains that have registered an interest in syncpoint
processing using the PERFORM_PREPARE function format that it owns.

Domain call formats

Any module calling a domain gate must use the correct format for the call. The format represents the
parameter list structure. It describes the parameters that must be provided on the call (the input
parameters), and the parameters that are returned to the caller when the request has been processed (the
output parameters).

For example, lists the input and output parameters for the ATTACH function of the DS domain’s
DSAT gate.

Table 1. Domain call formats

Input parameters Output parameters
PRIORITY TASK_TOKEN
USER_TOKEN RESPONSE
[TIMEOUT] [REASON]

TYPE

[MODE]

[TASK_REPLY_GATE_INDEX]
[SPECIAL_TYPE]

Parameters not shown in brackets are mandatory, and are always interpreted in trace entries. Parameters
shown in brackets are optional, and are in trace entries only if values have been set. An exception to this
rule is that, regardless of whether REASON is mandatory or optional for a particular function, its value is
included in a trace entry only for a non-‘OK’ response.
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The domain call formats described are in the sections dealing with the domains that own them, as
discussed in [‘Ownership of formats.”|

Ownership of formats

Every format is ‘owned’ by a domain:

» The formats for specific calls are owned by the domain being called. DS domain, for example, owns the
format for the CHANGE_MODE and CHANGE_PRIORITY calls. This book uses the term specific
format to refer to such formats.

* The formats for generic calls and call-back calls are owned by the calling domain. DM domain, for

example, owns the format for calls to (generic) gates providing the QUIESCE_DOMAIN function in other
domains. This book uses the term generic format to refer to such formats.

Tokens

Tokens are passed as parameters on many domain calls. They identify uniquely objects that are operands
of domain functions.

Here are some examples:

TASK_TOKEN uniquely identifies a task to be used as the operand of a function.
DOMAIN_TOKEN uniquely identifies a domain to be used as the operand of a function.
SUSPEND_TOKEN uniquely identifies a task for the purpose of a suspend or resume dialog.
Responses

On all domain calls, one of the output parameters is the domain’s response to the call. It can have any

one of these values:

OK When a domain call succeeds, a response of ‘OK’ is given and the
REASON code is not set. The requested function has been completed
successfully.

EXCEPTION Processing of the function could not be completed for the reason specified
in the REASON field. The domain state remains unchanged if such an
error occurs.

DISASTER The domain could not complete the request because of some
irrecoverable system problem. If there is a major error in the domain, this
is reported.

INVALID The parameter list is not valid. If a call is used incorrectly, this is reported.

KERNERROR The kernel was unable to call the required function gate.

PURGED A purge has been requested for the task making the domain call.
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Chapter 2. Application domain

Application programs are run in the application (AP) domain, which contains several major components, as
shown in

Most application domain CICS functions are either provided by modules that are part of the CICS nucleus,
that is to say they are an integral part of the system and are loaded at system initialization time, or they
are system application programs, which are loaded as needed in the same way as user application

programs.

AP domain
Application
services
Basic mapping support 444+ Syste

m reliability

Built-in functions
Command interpreter —
Data interchange program
Execution diagnostic —
facility —

Extended recovery
facility —

Intercommunication —
facilities

Distributed transaction
processing —
Function shipping
Interregion communication
Transaction routing
Recovery manager connectors
VTAM LU6.1
VTAM LU6.2

System control }

Abnormal condition
program
Dynamic backout
Emergency restart
Keypoint programs
Node abnormal
condition program
Node error program
Program error program
Retry program
System recovery program
Task-related user
exit recovery
Terminal abnormal
condition program
Terminal error program

—— AP domain initialization 444+ Syste
+—— AP domain termination

m services

— DL/I and DBCTL support —
— EXEC interface program —
— File control
+— Interval control —
+— Resource recovery manager
+— Storage compatibility —
— Syncpoint program —
—— Table manager —
— Task-related user exit control —
— Temporary-storage control —
+—— Terminal control —
— Trace compatibility —
— Transient data control

L— User exit control

Dynamic allocation
Field engineering
program

"Good morning" message
program

Master terminal program
Massage switching
Operator terminal
Resource definition
Signon and sign-off

System spooling interface

Time-of-day control

Figure 2. AP domain—major components
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Part 2. CICS components

This part describes the major components of a CICS system that do not use a domain interface. Offline
utilities, such as the statistics utility program, are also covered.

Sections are ordered alphabetically by component name for quick reference.
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Chapter 3. Autoinstall for terminals, consoles and APPC
connections

Autoinstall for terminals provides the ability to log on to CICS from a logical unit (LU), known to VTAM but
not previously defined to CICS, and to make a connection to a running CICS system.

A new connection is created and installed automatically if autoinstall for connections is enabled, and either
of the following occurs:

* An APPC BIND request or CINIT request is received for an APPC service manager (SNASVCMG)
session that does not have a matching CICS CONNECTION definition

» A BIND is received for a single session that does not have a matching CICS CONNECTION definition.

A new console is created and installed automatically if autoinstall for consoles is enabled and a CIB
(Command Input Buffer sent from MVS) is received by CICS (DFHZCNA) and the console TCTTE does
not already exist.

For an introduction to autoinstall, and information about how to implement it, see the|CICS Resource|
|Definition Guide,

The|CICS Customization Guide|gives information about implementing the autoinstall user program. The
CICS-supplied programs are:

« DFHZATDX, which provides autoinstall for terminals only

» DFHZATDY, which provides autoinstall for terminals and APPC connections.

These programs are user-replaceable, because you may need to tailor the basic function to suit your CICS
environment.

Design overview

Before a VTAM device can communicate with CICS, a VTAM session must be established between the
device and CICS. The sequence of operations is LOGON, Open Destination (OPNDST), and Start Data
Traffic (SDT). CICS can also initiate the LOGON by using a SIMLOGON.

The session can be requested by:
» Specifying AUTOCONNECT when the terminal is defined to CICS

* A VTAM master terminal command requesting a LOGON to CICS for a given terminal; for example,
V NET,LOGON=CICSA,ID=L3277CA1

* An individual terminal operator issuing a LOGON request (LOGON APPLID(CICSA))

» A CICS master terminal command requesting LOGON for a given terminal (CEMT SET
TERMINAL (xxxx) INSERVICE ACQUIRED)

» CICS internally requesting a LOGON; for example, to process an ATI request
* LOGAPPL=CICS in the LU statement.

Consoles are not VTAM resource but they usse a similar mechanism to autoinstall the TCTTE.

Autoinstall of a terminal logon flow
This section describes the flow of control for a terminal that is to be logged on by autoinstall.

1. When a terminal or single session APPC device attempts to log on, VTAM drives the logon exit. The
CICS logon exit is DFHZLGX (load module DFHZCY).

In the following circumstances, an LU is a candidate for autoinstall:
« If it is not already defined to CICS (using RDO)

© Copyright IBM Corp. 1997, 2011 11



Autoinstall for terminals and APPC connections

 If neither CICS nor VTAM is quiescing

* If the autoinstall user program (specified by the AIEXIT system initialization parameter) exists

» If the VTAM RPL is present

e If it is not an LU6.1 session or an LU6.2 parallel session

« Ifitis an LU6.2 single session terminal and the ISC=YES system initialization parameter is specified

* If the maximum number of concurrent logon requests (specified by the AIQMAX system initialization
parameter) has not been exceeded.

DFHZLGX searches for the terminal in the terminal control table (TCT) by comparing the NETNAME

passed by VTAM with the NETNAME found in the NIB descriptor for each installed terminal.

If a match is not found and AUTOINSTALL is enabled (TCTVADEN is set), CICS verifies that the

terminal is eligible for autoinstall. Processing then consists of:

* Building an autoinstall work element (AWE) by issuing an MVS GETMAIN for subpool 1

* Copying the CINIT RU into the AWE

* Adding the AWE to the end of the AWE chain, which is chained from the TCT prefix.

If a match is found showing that this autoinstall terminal already exists, a postponed work element

(PWE) is created and the terminal is reinstalled after deletion of the TCTTE (TCTEDZIP is ON) or if

AILDELAY=0. If, however, AILDELAY-=0 but TCTEDZIP is not ON (that is, the TCTTE deletion is
pending), the TCTTE is reused after cleanup.

2. Later, the work element (AWE) is actioned by DFHZACT attaching transaction CATA. For every AWE
on the AWE chain, the DFHZATA autoinstall program is dispatched, passing to DFHZATA the AWE’s
address.

3. The DFHZATA program:
a. Validates the BIND image in the CINIT RU. If the image is not valid, issue message DFHZC6901.
b. If VTAM Model Terminal Support (MTS) is being used (ACF/VTAM 3.3 or later), and the name of a
CICS model has been supplied in a X'2F' MTS control vector, DFHZATA checks that the model

exists by using the AlIQ subroutine interface of the AITM manager (see [Chapter 4, “Autoinstal|
[terminal model manager,” on page 23). If the model does not exist, issue message DFHZC6936.

DFHZATA compares the BIND image