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Gateway K.9 ECI FSP7rXj9klgO"/i9 ECIRequest r
HQ7^9#3liN Java /i9O"J0O IBM CICS Gateway for Java

(MVS™) GxQG-?bNG9#

CICS Transaction Gateway O"\3hN Web Vi&6<HNL.js/r1

~K#tI}G-^9# CICS Transaction Gateway N^kA9lCI&"<-

F/Ac<Khj"1 DN Gateway G"#tN\3f<6<r1~K5]<H

9k3H,G-^9#

Java™ ������

3NaGO"+/D=JWm0i`N?$Wd";-ejF#<NU#JI

N" Java @lKD$Fb@7^9#

Java ��

Java @lO"Java "WlCH d Java "Wj1<7gs r=.9k?aKH

QG-^9#

Java O"C++ Kw?"$s?<Wj?<?N*V8'/HX~@lG"j"3

N@lrHQ9k3HG"=<9A0*hS*V8'/HA0NIAiGb"

WiCHU)<`KM87J$Wm0i`rn.9k3H,G-^9# Web

Vi&6<@1GJ/ Web 5<P<Kb^?,k=N`neNG-N-AK

hj"77//OJ!=r$s?<MCH&"Wj1<7gsGB=9k3H

,G-^9#

WiCHU)<`+iNH)-rN]9k?a" Java @lGO"WiCHU

)<`G-N`nrBT9k3H,G-^;s#WjWm;C5<"i;RN

?A="?EQ5"]$s?<JINltN C++ !=O|05lF$^9#

Java Wm0i_s0O9YF/i9bK+W;k=5lF*j" Java +/-

CH (JDK) KO"WiCHU)<`NH)-NN]KTDgJClJ/i9"

GUI !="~PO!="*hSMCHo</L.,~CF$^9#

Java 3sQ$i<O"^7sKM87J$fVP$H3<IA0r8.7^

9#3lO"BT~K"Java $s?<Wj?<KhCFh}5l^9#$s?

<Wj?<O^?"BT~KP$H3<Ir!:7F"=N-z-HB4-r
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^7sD-K]Z7^9# Java $s?<Wj?<KhCFs!5lk3Nh

&JH)-+i"3lr Java >[^7sH$&lgb"j^9#

Java ���	


Java "WlCHO"Java P~N Web Vi&6<dMCHo</&3sTe<

?<K@&sm<I5l"=3GBT5lk".5J"Wj1<7gs&Wm

0i`G9# Java "WlCHOlLK"/i$"sH&3<I,/i$"s

H / 5<P<&"<-F/Ac<GBT9k?$WN`nrBT7^9#~O

rT87?j"hLr)f7?j"G<?`ndG<?Y<9`nrBT9k

5<P<KHis6/7gsrw.7?j7^9#

"WlCHNh,KO"<applet> H$& HTML ?0rHQ7^9#3lKh

j""WlCHK)f,?(il""WlCHGHQ5lk=(h,Xj5l

^9# Java P~5<P<O"Z<8N@&sm<IfK3N?0r/+9k

H" HTML $a<8&?0G2H5lk$a<8r@&sm<I9klgH

18}!G"WlCHNP$H3<Ir@&sm<I7^9#=Ne"Java P

~Vi&6<O""WlCHNP$H3<Irra7FBT7^9#"WlC

HO"hL~OrT87?j"hLPOr8.7?j"@&sm<I5N3s

Te<?<HL.7?j9k3H,G-^9#"WlCHO"1~K#tBT

9k3H,G-^9#

"WlCHh}NcH7F"5<P<HoKL.7Ft0psrh@7"=l

rhLeN&#sI&G979k"WlCH,"kH7^7g&#

"WlCHOlL*K"^jg-/J$NG"@&sm<I7Fb(sI&f

<6<XN~z~VKEgJQU)<^s9eNFA,ZV3HO"j^;

s#=lhjb""WlCHO"Web 5<P<HNL.N?|rr1k3H,

G-kNG"Vi&6<NQU)<^s94Nr~e5;k3H,G-^9#

^?"$a<8r Web Vi&6<K-cC7e9klgH1MK""WlC

Hr-cC7e7F*1P"?Yb@&sm<I9k,W,"j^;s#

Java ����	


Java 5<VlCHO"Web Vi&6<K@&sm<I5lk Java "WlCH

HO[Jj"Web 5<P<&^7sGBT5lk.5J Java "Wj1<7g

sG9#

Java 5<VlCHO"CGI (Common Gateway Interface) Wm0i`rV-9(

kbNH7FlL*KHQ5lkh&KJj^7?#CGI "Wj1<7gsH

fS7?lgN" Java 5<VlCHNx@O"5<VlCH,G<bs&W
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m;9G9lCIH7FFSP5lk (3lO"abj<bKos7"#tN

WarBTG-k3HrU#7^9) ?a"hjW.KBTG-k3HG9#

JavaGateway *V8'/HrHQ9k5<VlCHGO"=N2<H&'$&

*V8'/HXN2Hr,:9lCI&;<UK9k3HKmU7F/@5

$#

Java ��
�����

Java "Wj1<7gsO"3sTe<?<eGm<+kKBT5lkWm0i

`G9#3N"Wj1<7gsKO""WlCHH7FN!=N[+K"Wi

CHU)<`G-N!=b"j^9#m<+k&U!$kK"/;97?j"

lL*JMCHo</\3rn.7"u1~l?j"^7sG-Ni$Vij

<K"kM$F#VN C ^?O C++ !=rFSP7?j9k3H,G-^

9#

Java "Wj1<7gsO"CICS s!N Java /i9rHQ7F"CICS 79F

`GHis6/7gsh}rT&3H,G-^9# JavaGateway /i9rH

Q7F 2 o`N\3rN)9k3H,G-^9#

v MCHo</ &2<H&'$\3O"CICS Transaction Gateway XNMCH

o</K^?,k\3G9#

v m<+k &2<H&'$O"Java "Wj1<7gs,"MCHo</r,

WH;:K"m<+kK$s9H<k5l? CICS Transaction Gateway H>

\L.G-kh&K7^9#

"Wj1<7gsH CICS Transaction Gateway VN\3,N)5lkH""W

j1<7gsO ECIRequest /i9rHQ7F"His6/7gsh}rT

&3H,G-^9#(CICS® Transaction Gateway (OS/390® G) KD$FO"

EPIRequest *hS ESIRequest /i9rHQ9k3HOG-^;s#)

��������

Java "WlCHL.rHQ9klgK"_We"=_M87J1lPJiJ$

3HO"U!$"&)<k NFAG9#U!$"&)<kHO".QG-kM

CHo</H.QG-J$MCHo</VG"'ailF$J$HiU#C/

,.lJ$h&K9k=UH&'"N=.KdjvFil?QlG9#U!$

"&)<kO"qRNq:r0tN/~T+iik?aK,ZJljK_V5

l^9,"1~K"5,NL.,)B5lk3Hb"j^9#U!$"&)<

kO"!N 2 LjNrdrL?7^9#

1. 5<P<+i0tf<6<XNlL"/;9 - $sP&sI)B#
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2. U!$"&)<kNb&N(sI&f<6<,"U!$"&)<kN0&K

"kCjNMCHo</!=rBTG-kh&K9k!= - "&HP&s

I)B#

Gateway Wm;C5<OU!$"&)<kN0&KV-"U!$"&)<kr

p7F CICS 5<P<K\35;k3H,G-kNG" CICS Transaction

Gateway N=.O"1 D\N$sP&sI)BGNdj/8NI_jJH7F

,7F$^9#?@7"(sI&f<6<,Ph7J1lPJiJ$"&HP

&sI&U!$"&)<kO"djKJk3H,"j^9#g,OJqRG

O"U!$"&)<krHQ7F"HQG-k\3dWmH3kN?$Wr)

B7F$^9#

$sHiMCH ($s?<MCHNm<+kJ$sWjasF<7gs) GN

Java NHQO"lL*KU!$"&)<kOWxGOJ$NG"dj"j^;

s#?@7"qRN0tN(sI&f<6<~1N$s?<MCH&"Wj1

<7gsr_W7F$klgO"(sI&f<6<&U!$"&)<k,$s

WjasF<7gsWxG"k+I&+=G9k,W,"j^9#WxG"k

lgO"Java 3<Ir Web 5<P<eN Java 5<VlCHH7FBT9k

JI"(sI&f<6<KP9keXh},,WKJj^9#^?"CICS

Transaction Gateway ,5]<H9k HTTP *hS HTTPS WmH3kNHQ

bM87J1lPJj^;s#15Z<8NXSSL (Secure Sockets Layer)Y*h

S 17Z<8NXHTTPSYr2H7F/@5$#

Web �������	
�����������

CICS® Transaction Gateway (OS/390® G) KO"JDK P<8gs 1.1 P~N

Java P~ Web Vi&6<,,WG9#?H(P Windows *hS AIX G

O"Netscape Communicator 4.5.1 ^?O=lJ_,,WG9#\YKD$F

O"20Z<8NXWeb Vi&6<Yr2H7F/@5$#

Web Vi&6<O"HTTP (HyperText Transport Protocol) rHQ7F Web 5

<P<HL.7"HTML (O$Q<F-9H&^</"CW@l) Z<8N@&

sm<IrWa7^9#3liN HTML Z<8KO"#tN Java "WlC

H (4Z<8NXJava "WlCHYr2H) XNFSP7rH_~`3H,G-

^9#"WlCHO1~K#tBT9k3H,G-^9#

18psGb"FVi&6<4HK=(}!,[Jklg,"j^9#

MCHo</&3sTe<?<O"$s?<MCH&f<6<~1NcAJN

3sTe<?<G"j"Web Vi&6<H183HrBT7^9#
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Web �� �

Web 5<P<O"Web Vi&6<,8.7?psWaK~z9k=UH&'

"&Wm0i`G9#Vi&6<+iWaru1hkH"Web 5<P<OWa

rh}7F"hkY-"/7gsr=L7^9#

v Wa5l?8qra9#

v Warq]9k#

v 0t"Wj1<7gsG5iKh}rBT9kh&K"WarO9#Wa

O"?H(P"!wWarBT9kG<?Y<9KP9kbNG"C?j"

Lotus Domino™ JIN"hj0*JU)<`NpsA#KP9kbNG"C

?j7^9#

Web 5<P<H0t"Wj1<7gsVNL.O)a*G"j"f<6<O"

War>w9k Web 5<P<N URL 7+'19k,WO"j^;s#^

?"9YFN Web 5<P<O"?/NVi&6<+iNWar1~Kh}9

k3H,G-^9#

Bil?f<6<8DK"/;9r)B7?j"&Jd5<S9NX~Kgo

;F;-ejF#<rs!9kh&K"lQ5<P<r=.9k3HbG-^

9#

Web 5<P<O"[HsI9YFNWiCHU)<`KP~9kbN,8_7

F*j"?/Na<+<+iTN5lF$^9# CICS® Transaction Gateway

(OS/390® G) ,5]<H9k Web 5<P<N\YKD$FO"20Z<8N

XWeb 5<P<Yr2H7F/@5$#

CICS® Transaction Gateway (OS/390® �) � CICS ����!"��

3NaGO"CICS Transaction Gateway , CICS Wm0i`*hSG<?KI

Nh&K"/;99k+KD$Fb@7^9#

8Z<8N^2 O"CICS® Transaction Gateway (OS/390® G) rHQ7F Web

Vi&6<, CICS His6/7gsh}!=rFSP9H-N)fN.lr

=7^9#
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1. Web Vi&6<O"HTTP (Hypertext Transfer Protocol) rHQ7F Web

5<P<rFSP7F"HTML Z<8r~j7^9#

2. HTML rra7FhLK=(9kVi&6<,"WlCH&?0r!P9

kH",WJ"WlCHH/i9r~j9k?aK Web 5<P<rFSP

7^9#=l+i"WlCHrBT7^9#

3. CICS HL.7h&H7F$k"WlCHO" JavaGateway *V8'/H
rn.7^9#3N*V8'/Hrn.9kH"CICS Transaction Gateway

XNFSP7,9~VBT?9/KJj^9#

4. "WlCHO ECIRequest *V8'/Hrn.7F CICS Wm0i`KD

$FNWar=7"JavaGateway *V8'/HN flow a=CIrFSP

7" ECIRequest *V8'/HN$s9?s9rO7^9#

5. CICS Transaction Gateway OWaru.7 CICS Wm0i`rFSP7^

9#

6. CICS Wm0i`,*;9kH"kL, Web Vi&6<Ka5l^9#

9Z<8N^3 O"2<H&'$rHQ7F Web Vi&6<, CICS His

6/7gsh}!=rFSP9H-NG<?N.lr=7^9#

^ 2. CICS® Transaction Gateway (OS/390® G) rHQ9k)fN.l
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1. Web Vi&6<O"f<6<+i CICS Wm0i`KD$FNG<?rM

@7^9#

2. Web Vi&6<O"His6/7gsh}5<S9rs!9k CICS Wm

0i`KD$FL.h (COMMAREA) r=.7^9#

3. CICS Transaction Gateway OL.hru.7"3lK CICS Wm0i`r

O7^9#L.hNbFO"ASCII (2<H&'$b) +i EBCDIC (CICS

Transaction Server b) KQ95l^9#G<?Q9O"CICS Transaction

Server GBT5l^9#

4. CICS Wm0i`OHis6/7gsh}5<S9rs!7" CICS j=<

9KD$FAd7"*=i/Q97^9#Wm0i`,5oK*;9lP"

j+Pj<D=j=<9XNQ9O3_CH5l^9#Wm0i`,[o*

;9klgO"Q9OPC/"&H5l^9#

^ 3. CICS® Transaction Gateway (OS/390® G) rHQ9kG<?N.l

CICS Transaction Gateway N5W
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5. L.h, EBCDIC +i ASCII KQ95l"2<H&'$KhCF Web

Vi&6<Ka5l^9# (G<?Q9O"CICS Transaction Server GBT

5l^9#)

6. Web Vi&6<Of<6<Kpsr=(7^9#

CICS Transaction Gateway: "�	#�$%�

CICS Transaction Gateway O"MCHo</\3rh}9k?a"^? Java

/i$"sHHNWa / ~zQN9lCIrdjvFk?aK"^kA9lC

I&bGkrs!7F$^9#9lCI=bGkKO"J<N3s]<MsH

,^^lF$^9#

ConnectionManager
ConnectionManager O"CjN Java /i$"sH ("WlCH^?O

"Wj1<7gs) +iN9YFN\3rI}7^9#Waru1hk

H"3N9lCIOHQD=J Worker 9lCINW<k+i Worker

9lCIrdj6CF"=NWarBT7^9#i|

ConnectionManager j=<9&W<kN5$:O"V\3^M<8c

<&9lCINi|tWN=._jKhjjA5l^9#

ConnectionManager W<kNGg5$:O"V\3^M<8c<&9l

CINGgtW_jrHQ7FXjG-^9 (47Z<8NX=.D<k

NHQYr2H)#3liNBYr CICS Transaction Gateway r+O9

k]KXj9k3HbG-^9 (97Z<8NX3^sIT+iN+OY

r2H)#

Worker
Worker HO"Java /i$"sH+iNWarB]KBT9k*V8'

/HG9#=l>lN Worker *V8'/H4HKlQN9lCI,

"j"T&Y-nH,/87?H-KF9lCI,h0=5l^9#

Worker 9lCIO"0;9kH"HQD=J Worker 9lCINW<

kKa5l^9# ConnectionManager NlgH1M"Worker j=<

9&W<kKbi|5$:,"j"VWorker 9lCINi|tWN_

jrHQ7FXj5l^9# Worker W<kNGg5$:O"

VWorker 9lCINGgtWN_jGXjG-^9 (47Z<8NX=

.D<kNHQYr2H)#3liNBYr CICS Transaction Gateway

r+O9k]KXj9k3HbG-^9 (97Z<8NX3^sIT+i

N+OYr2H)#

9lCI=bGk,J<N^Gc(5lF$^9#
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^ 4. tcp/ssl N CICS Transaction Gateway 9lCI=bGk

^ 5. http/https N CICS Transaction Gateway 9lCI=bGk
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m: CICS® Transaction Gateway (OS/390® G) GO"^K(5lF$k ECI F

SP7, EXCI FSP7K^CW5l^9#

=1 O"FoNWiCHU)<`K*$F ConnectionManager 9lCI*hS

Worker 9lCINtr_j9kH-KM89Y-9lCINBYr(7F$^

9#

= 1. CICS Transaction Gateway WiCHU)<`GN9lCINBY

WiCHU)<` 9lCINGgtKD

$FN79F`4NN

BY

9lCINtKD$FNWm;9BY

OS/390 MVS TCB NgWtK

hj)B5lk (UNIX

System Services 9lC

I4HK 1 D:Dn

.5lk)

UNIX System Services Qia<?<Kh

CFh^k: MAXTHREADS *hS

MAXTHREADTASKS

Windows NT )BJ7 Wm;9GHQD=J>[abj<NLK

hjBj5lk# (GU)kHGO"1 9

lCIO 1M N9?C/rbD#3lO

Wm;94HK 2028 9lCIrn.G-

k3HrU#9k#)

AIX 262,143 32768

Solaris )BJ7 )BJ7

Linux Wm;9NGgtKy

7$t

1024 (\YO"4HQN LinuxThreads q

Ar2H)

HP-UX )BJ7 (30 000 +<

Mk&9lCI)

30 000 (SAM f<F#jF#<N

Configurable Kernel Parameters r2H)

SYS1.PARMLIB N,ZJ BPXPRMxx asP<r4YF" UNIX System

Services Qia<?<N MAXTHREADS *hS MAXTHREADSTASK K_j

5lF$kMr"=L9k3H,G-^9#3liNQia<?<N\YKD

$FO"VOS/390 UNIX System Services PlanningWr2H7F/@5$#

Java 9lCIN9?C/&5$:O" Java -oss *hS -ss *W7gsrHC

F_jG-^9#1U@H7F"9lCI4HKdj6ilkabj<NL

,")sWxKJk3H,"j^9#=lO"9lCIBYK#9k0Kab

j<rH$L?7F7^&3H,"k+iG9#

Java -oss *hS -ss *W7gsNHQ!N\YKD$FO"VCICS

Transaction Gateway: Gateway Wm0i_s0Wr2H7F/@5$#
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����!"������&�" (EPI�ECI���� ESI)

0t"/;9&$s?<U'<9Khj"s CICS "Wj1<7gsO"CICS

His6/7gsr+O9k+"^?O CICS Wm0i`rFSP93HG"

CICS j=<9K"/;97"979k3H,G-^9# CICS L.!=HH

bKHQ9lP"s CICS Wm0i`O"IN CICS 79F`eNj=<9K

b"/;97"=lir979k3H,G-^9#3lKhj" CICS "Wj

1<7gsN GUI (0iU#+k&f<6<&$s?<U'<9) UmsH(

sIN+/" CICS 79F`Hs CICS 79F`HN}gJINh0,5]<

H5l^9#

0t=($s?<U'<9 (EPI) GO"{8N CICS 79F`^?O7,N"

Wj1<7gsN GUI r+/9k3H,G-^9#3lO"CK"Q99k

,W,J$"{8N CICS His6/7gsKP7F77$ GUI UmsH(

sIr+/9klgKr)A^9#"Wj1<7gsO"EPI rHQ7F

CICS His6/7gsHdjhj9k3H,G-"/i$"sH&79F`

N=(!=rhQ7F"(sI&f<6<Hdjhj9k3H,G-^9#

0t;-ejF#<&$s?<U'<9 (ESI) GO"s CICS "Wj1<7g

s,"H%Wm0i`VL. (APPC) NQ9o<I-z|BI} (PEM) Kh

CFs!5lk5<S9rFSP;kh&K7^9#

0t=($s?<U'<9 (EPI) *hS0t;-ejF#<&$s?<U'<

9 (ESI) O"CICS® Transaction Gateway (OS/390® G) GO5]<H5l^;

s#

CICS 79F`Hs CICS 79F`HN}gGO"s CICS 79F`NWm0

i`H CICS Wm0i`VGf<6<jAG<?ru1O79k3H,X87

F*j"3NlgKO0tFSP7$s?<U'<9 (ECI) ,r)A^9#

�����
�����&�" (ECI)

ECI rxQ9k3HKhj"s CICS "Wj1<7gs, CICS 5<P<N

CICS Wm0i`rFSP93H,G-^9#"Wj1<7gsO1~K#t

N5<P<K\39k3H,G-kH1~K"1~K#tNWm0i`FSP

7r$rhK7F*/3H,G-^9#

CICS Wm0i`O"<v~POrBT9k3HOG-^;s,"=N>N9

YFN CICS j=<9K"/;97"=lir979k3HOG-^9#18

CICS Wm0i`r"s CICS "Wj1<7gsO ECI rHQ7FFSP7"

CICS "Wj1<7gsO EXEC CICS LINK rHQ7FFSP93H,G-

^9#G<?O"CICS H18h&K"COMMAREA KhCF 2 DNWm0
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i`VGr95l^9#f<6<O"COMMAREA G<?N95rXj7F"

QU)<^s9rG,=9k3H,G-^9# COMMAREA N95O 32500

P$Hr6(FOJiJ$3HKmU7F/@5$#

FSP7O"1|Gbs1|GbD=G9#1|FSP7O"FSP7hWm

0i`,*;9kH)fra9NG"a5l?psO90KxQ9k3H,G

-^9#s1|FSP7O"FSP7hWm0i`N*;r2H;:K)fr

a9NG""Wj1<7gsO"ps,xQG-kh&KJC?iLN9kh

&aak3H,G-^9#

^?"FSP7Od9 9k3HbG-^9#9JoA"1lNnH@}1LG

2 DJeN"37?FSP7r7&3H,G-^9#?@7"FnH@}1L

4HK 1 DNFSP77+h0uVKJk3HOG-^;s#s1|FSP7

rHQ9lP""Wj1<7gsO1~Kt?/NnH@}1LrI}9k3

H,G-^9#

FSP7hWm0i`O"=l+HN79F`eNj=<9r979k3H,

G-^9#>N79F`eN CICS Wm0i`rFSP9lgKO,6Wm0

i`&js/ (DPL) rHQ7^9#^?">N CICS 79F`eNj=<9

K"/;99klgKO"!=7CW",6His6/7gsh} (DTP)"^

?O (Transaction Server (OS/390® G)™ D-GO) UmsH(sI&Wm0i

_s0&$s?<U'<9 (FEPI) rHQ7^9#

0t"/;9&$s?<U'<9N\YKD$FO"VCICS® U!_j<: /

i$"sH / 5<P<&Wm0i_s0Wr2H7F/@5$#

CICS �����
�����&�" (EXCI)

0t CICS $s?<U'<9 (EXCI) O ECI K`w7F*j"CICS NhGB

T9kWm0i`rFSP7?j"L.hrHCFG<?ru.7?j9k?

aK" CICS® Transaction Gateway (OS/390® G) Nh&J"OS/390 GBTf

NWm0i`rHQD=K9k""Wj1<7gs&Wm0i_s0&$s?

<U'<9G9#CICS® Transaction Gateway (OS/390® G) O"EXCI NP<

8gs 2 r5]<H7^9#

EXCI KhCF"f<6<O;C7gs (^?OQ$W) r CICS NhKdj

6CF+/3H,G-"3lirp7F,6Wm0i`&js/ (DPL) War

O93H,G-^9# CICS NhVL. (IRC) !=N#tNh`n (MRO) !

=O3liNWar5]<H7"FQ$WO 1 DN MRO ;C7gsK^C

W5l^9# EXCI "Il9&9Z<94HK 100 Q$W^GN)B,"j

^9#
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EXCI N\YKD$FO"VCICS 0t$s?<U'<9&,$IWr2H7F

/@5$#

�	
����!'�
�(�

CICS Transaction Gateway O SSL (Secure Sockets Layer) *hS HTTPS Wm

H3kNHQr5]<H9k3HKhj"$s?<MCH`nN.yKTDg

G"k;-ejF#<L.rs!7^9#

CICS Transaction Gateway NMCHo</&;-ejF#<H=N$sWja

sF<7gsKD$FO" 63Z<8NXh6O CICS® Transaction Gateway

(OS/390® G) MCHo</&;-ejF#<YG\7/rb7F$^9#J<

NaGO"SSL *hS HTTPS ,s!9k!=rWs7^9#

SSL (Secure Sockets Layer)

SSL O"$s?<MCHeG;-ejF#<*hSWi$P7<rB=9k?

aK+/5l?OsI7'</&WmH3kG9# SSL WmH3krHQ9

k3HKhj"J<N@,]Z5l^9#

!)- (Confidentiality)
/i$"sHH5<P<VGr95lkG<?OEf=5lk

NG"G<?NU#r}rG-kNO"=N/i$"sH ("

Wj1<7gs^?O"WlCH) H=N5<P< (CICS

Transaction Gateway) @1HJj^9#

SSL O]na+K:`H7Fx+0Ef=rHQ7F"5<P

<H/i$"sHNVGk)0r[[7^9#x+0NEf=

O"Ef=H|fKPN0NZ"rH&;!G9# SSL Nl

g"k)0 (PN0) ,"/i$"sHH5<P<NVG (x

+0Ef=rHCF) O5l"!$G=l," SSL \3rp

9k9YFNHiU#C/NEf=H|fKHQ5l^9#3

NEf=O"p_I_7h&H9k>T+iG<?r]n9k

bNG"j"G<?N|fK,WJk)0r}CF$kMO>

K$J$3HKJj^9#3lKhj"/l8CH&+<IV

fJINk)psrB4K>w9k3H,G-^9#

]4- (Integrity)
aC;<8>wKO";-e"&OC7e&"k4j:`rY

<9H9kaC;<80g-A'C/,H_~^lF$^9#

3N"k4j:`O"aC;<8,w.5l?H-"*hS=

NaC;<8,u.5l?H-KBT5l^9# 2 DNOC
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7eM,lW7J$H"u.&KO"aC;<8,$?:i5

l?D=-,"k3Hr(9Yp,/T5l^9#

U$=O (Accountability)
U$=OOG#8?kp>KhCF]Z5lkNG"dj,8

8?lg"@lKU$,"k+rCjG-^9#

'Z (Authentication)
CICS Transaction Gateway N SSL WmH3kN$sWjas

F<7gsO"5<P<'Z rs!7^9#3lKhj"/

i$"sH, CICS Transaction Gateway HN\3rN)9k

H-K"5<P<N\YKD$FN'Z,,WKJj^9#^

?"/i$"sH'Z bHQD=K9k3H,G-^9#3

NlgO"5<P<,/i$"sHN\YKD$F'Z7^

9#

'Za+K:`O"G#8?kZ@q (X.509v3 Z@q) Nr

9KpE$F$^9#3liNG#8?kZ@qKO"79F

`>dx+0JIN(sF#F#<KX9kpsd"5<P<

NG#8?kp>,^^l^9#G#8?kZ@qO"'ZI

(CA) ,/T7"CA Nx+0rHQ7FEf=5l^9#f

<6<O"CA Nx+0rHQ7FZ@qr|fG-klg"

Z@qK^^lF$kps,.jG-kbNG"k"D^j"

=NZ@q,"B]K=Nj-rWa7F$kMK09kbN

G"k3Hr'19k3HKJj^9#

System SSL ��� SSLight

CICS® Transaction Gateway (OS/390® G) GO!N 2 DN?$WN SSL ,5

]<H5lF$^9#

System SSL O"SSL WmH3krWiCHU)<`G-KBu7?bNG

9#3lOG-3<IGn.5lF*j" OS/390 GHQD=JO<I&'"

EfF/Nm8<r5]<H7F$^9#

SSLight O"SSL rchJ Java GBu7?bNG9#

/i$"sH&N3<I (D^j",6"WlCHGBT9k3<I) OoK

SSLight rHQ7^9#l}"5<P<&GO"SSLight hjb System SSL

rHQ9k,W,"j^9#J<Ji"System SSL N},QU)<^s9N

g}J~e,+ilk+iG9#

16 CICS Transaction Gateway: OS/390® Gateway I}



HTTPS

=_Ng>NVi&6<O"SSL rHQ7F HTTP 5<P<K\39k?a

K"URL "/;9}0 HTTPS r5]<H7F$^9#HTTPS (HTTP+SSL)

O"B4JHis6/7gsr7&?aN HTTP NQAG9#

;-e"\3OlLK"“https://someAddress” H$&A0N URL rHQ7FN

)5l^9#GU)kHN HTTPS ]<HVfO 443 (Internet Assigned

Numbers Authority KhCFdjvFil?Vf) G9#

�������

SSL WmH3kOx+0KhkEfrHQ7F*j"ISO 'ZUl<`o</

GNHQ,d)5lF$^9#3lO"X.509 WmH3kHbFPl^9#3

NUl<`o</O"MCHo</VN'ZN?aNbNG9#

X.509 NGbEWJt,O"x+0Z@qN=$G9#Qw5lF$k'ZI

(CA) ,"Ff<6<KlUN>0rdj6j">0*hSf<6<Nx+0r

^`"p>5l?Z@qr/T7^9#

CICS Transaction Gateway GO"0t*Kp>5l?Z@qr CA +i~j9

k+"^?O+,+Hr CA H7FN)7F"V+Jp>7?WX.509 Z@q

r/T9k3H,G-^9#$s?<MCHrHQ9klgO"0t*Kp>

5l?Z@qN},,7F$^9#l}"H%bGNbtHQNlgO"+J

p>5l?Z@qN},,7F$^9#

X.509 G#8?kZ@qO"System SSL NlgOG<?Y<9&U!$k

(.kdb) KV+W;k=W5l"SSLight NlgO Java /i9&U!$kK+W

;k=5l^9#3&7F"SSL WmH3k*hS HTTPS WmH3kG3l

irHQ9k3H,G-^9#G<?Y<9&U!$k^?O Java /i9&

U!$kN3Hr KeyRing H@$^9#

System SSL GO"CICS Transaction Gateway O OS/390 79F`&D<k

GSKKYMAN rHQ7F"G#8?kZ@qrI}7^9#SSLight GO"1

MN\*N?aK" CICS Transaction Gateway K iKeyMan D<k,^^lF

$^9#3liND<krHQ9kH"KeyRing U!$kNn."Z@qN8

."*hSZ@qN(/9]<HrTC?j"=N>NFoI}!=rBT9

k3H,G-^9#\YKD$FO"63Z<8NXh6O CICS® Transaction

Gateway (OS/390® G) MCHo</&;-ejF#<Yr2H7F/@5$#
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f<6<,x+0NEf=JIN;-ejF#<`nrjA9k3H,G-

k";-ejF#<P}bQU5lF$^9#3liO"G<?5LKbHQ

9k3H,G-^9#3liN!=rb@9k=<9&U!$kc,"j^

9#

^?"CICS Transaction Gateway ,5<P<&N;-ejF#<P}K"k/

i$"sHZ@qrx+9k3HbG-^9#=&9kH"/i$"sHZ@

qO RACF f<6< ID K^CW5l^9#\YKD$FO"92Z<8N

XRACF f<6< ID XN/i$"sHZ@qN^CTs0Yr2H7F/@

5$#

\YKD$FO"VCICS Transaction Gateway: Gateway Wm0i_s0Wr2

H7F/@5$#
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�2� CICS® Transaction Gateway (OS/390® �) ���

3NOO"=UH&'"Wo"5]<H5lF$k Web 5<P<HVi&6

<"^?\TNdjKD$Fb@7"CICS® Transaction Gateway (OS/390® G)

N$s9H<kNWhKr)Dh&KT.5lF$^9#

)�
�&���

3NaGO"CICS® Transaction Gateway (OS/390® G) N=UH&'"Wor

j9H7F$^9#

*+���(�,��"�-

J<NlYkN OS/390 ,,WG9#

v OS/390 V2R8.0"^?O=lJ_

Java ��'	
 (JDK™)

Java "WlCHH"Wj1<7gsN+/KO"Java +/-CH (JDK) P
<8gs 1.3.0 ,,WG9#

P<8gsr4YkKO"!N UNIX System Services 3^sIr~O7F/

@5$#

java -fullversion

Java X"ND-QtK,WJ_jMKD$FO"20Z<8NXOS/390 7'k

D-N!:Yr2H7F/@5$#

CICS® Transaction Server (OS/390® �)

CICS® Transaction Gateway (OS/390® G) rHQ9kKO"=l>lJ<N

APAR r CICS® Transaction Server (OS/390® G) (CTS) K,Q9k,W,"j

^9#

CTS P<8gs 1.2 APAR PQ31270

CTS P<8gs 1.3 APAR PQ25809

OS/390 P<8gs 1.3 N CTS eGN EXCI P<8gs 2 N5]<HO"

APAR PQ38644 Gs!5lF$^9#
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Web �� �

CICS® Transaction Gateway (OS/390® G) O"J<N Web 5<P<r5]<

H7F$^9#

v Lotus Domino Go Webserver™

v WebSphere® Advanced Server for OS/390

Web �����

CICS Transaction Gateway /i$"sH&/i9Gn.7?"WlCHO"

JDK P<8gs 1.1 `rN Java P~Vi&6<G0n7^9#3lKO"J

<NbN,^^l^9#

v Windows NT: Microsoft® Internet Explorer P<8gs 4.0.1"^?O=lJ

_ (His9]<HH7FN HTTPS O0n7J$3HKmU7F/@5

$#)

v Windows NT: Netscape P<8gs 4.0.8"Netscape Communicator P<8g

s 4.51

v AIX: Netscape P<8gs 4.0.8"Netscape Communicator P<8gs 4.51

v Solaris: HotJava™ Browser P<8gs 1.1

JDK AppletViewer rHQ7F"WlCHrBT9k3HbG-^9#

����

Internet Explorer P<8gs 4 (^?O=lJ_) H CICS Transaction Gateway

N HTTPS WmH3kNVKO_9-Ndj,"j^9#3lO"Internet

Explorer N Java >[^7sGBT7F$k"WlCH+i CICS Transaction

Gateway XN https: \3rN)G-J$H$&3HG9#

OS/390 �&������

CICS Transaction Gateway r$s9H<k9k0K"OS/390 7'kD-,57

/;CH"CW5lF$k3HrN'9k,W,"j^9#GU)kHN79

F`4NNf<6<D-O"/etc/profile U!$kKXj5lF$^9#J<N

3Hr!:7F/@5$#

v PATH 9F<HasHKO"Java ,[V5lF$kP$Jj<&G#l/H

j<rH_~`,W,"j^9#?H(P"J<NH*jG9#

export PATH=/usr/lpp/java/J1.3/bin:$PATH

lP<8gsN CICS Transaction Gateway bBT9klgO"JDK 1.3 X

NQ9,"lP<8gsN CICS Transaction Gateway N JDK hj0 KX

j5lF$J1lPJj^;s#

CICS® Transaction Gateway (OS/390® G) NWh

20 CICS Transaction Gateway: OS/390® Gateway I}

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|



v PATH 9F<HasHKO"uudecode f<F#jF#<QNG#l/Hj<

rH_~`,W,"j^9#3Nf<F#jF#<O$s9H<k~KHQ

5l^9#

v Java JIT 3sQ$i<rHQ9klg" JAVA_COMPILER D-Qtr

jitc K_j7" LIBPATH r,ZK_j9k,W,"j^9#

m: JIT 3sQ$i<O HTTPS WmH3k*hS SSL WmH3krHQ7?

lgKdjr/39D=-,"k?a"3liN;-ejF#<&WmH

3krHQ7?$lgO" JIT 3sQ$i<rHQTDK7F/@5$#

export JAVA_COMPILER=none

CICS Transaction Gateway "Wj1<7gsr local:// b<IGBT9kl

g"!Nh&KD-Qtr_j7F/@5$#

JAVA_PROPAGATE=NO

3lO"Java "Wj1<7gs,BT5lkD-G_j9k,W,"j^9#

3ND-Qt,_j5lJ$H" ECI FSP7O:T7"

ECI_ERR_SECURITY_ERROR aj3<I,V5l^9#

ctgstart 9/jWHrBT9kWm;9ND-G"JAVA_HOME Qtr,:H

QD=K7F/@5$#

OS/390 7'kD-N_jKD$FN\YO"VOS/390 UNIX 79F`&5<

S9 f<6<:&,$I"SC88-6619Wr2H7F/@5$#

CICS Gateway for Java (MVS™) �����

CICS Gateway for Java (MVS™) +i CICS® Transaction Gateway (OS/390®

G) K\T7F$klgO"D-Qtr_j9k?aK"Gateways.properties ^

?O JGate 9/jWHr+9?^$:7F"klg,"j^9#3liNU!

$kr+9?^$:7F"klgO"CICS® Transaction Gateway (OS/390® G)

r$s9H<k9k0K3liNU!$kN3T<r]I7F/@5$#

CICS® Transaction Gateway (OS/390® G) P<8gs 3.1 GO"

Gateway.properties U!$kN>0, CTG.INI KQ95l"JGate 9/jWH

N>0O ctgstart KQ95l^7?#E$ Gateway.properties U!$kr77

$A0KQ97F/@5$#77$_jN\YKD$FO"47Z<8NX=.

D<kNHQYr2H7"57$A0KD$FO CTGSAMP.INI U!$kr2

H7F/@5$#
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CICS Transaction Gateway QC1<8N>0,Q95l??a"Wm0i`b

N9YFN import 9F<HasHrQ97"F3sQ$k7J1lPJj^

;s#7?,CF"J<N9F<HasHr9YFQ99k,W,"j^9#

import ibm.cics.jgate.client.* r import com.ibm.ctg.client.* KQ9

7^9#

import ibm.cics.jgate.security.* r import com.ibm.ctg.security.* K

Q97^9#

ClientSecurity $s?<U'<9*hS ServerSecurity $s?<U'<9K*1

kQ9Khj"3liNa=CIr$sWjasH9kf<6<&/i9rQ

99k,W,"j^9#OsI7'</&G<?r8.9k?aKFSP9a

=CIO"OsI7'</7F$kf<6<N TCP/IP "Il9KO5l^

9#^?"afterDecode a=CI,>}N$s?<U'<9KIC5lF$^

9#

CICS® Transaction Gateway (OS/390® �)  ���� 3.x �����

D-Qtr_j9k?aK" JGate 9/jWHr+9?^$:7F"klg,

"j^9#3NU!$kr+9?^$:7F"klgO"CICS® Transaction

Gateway (OS/390® G) P<8gs 4.0 r$s9H<k9k0K3liNU!$

kN3T<r]I7F/@5$#

P<8gs 3.1 GO"Gateway.properties U!$kN>0, CTG.INI KQ95

l"JGate 9/jWHN>0O ctgstart KQ95l^7?#J0N

Gateway.properties U!$kr77$A0KQ97F/@5$#77$_jN\

YKD$FO"47Z<8NX=.D<kNHQYr2H7"57$A0KD$

FO CTGSAMP.INI U!$kr2H7F/@5$#

m: >N CICS Transaction Gateway WiCHU)<`G=.D<krHCF"

OS/390 WiCHU)<`GHQ9k?aN CTG.INI U!$kr8.9k

3H,G-^9#\YKD$FO">NWiCHU)<`QNVCICS

Transaction Gateway I}Wr2H7F/@5$#

����.�


CICS® Transaction Gateway (OS/390® G) Nlg"Ql"|\l"*hSfq

l (JNz) @1,5]<H5lF$^9 (3liN@l,"OS/390 eN

UNIX System Services G5]<H5lk@lG"k?a)#
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�3� CICS® Transaction Gateway (OS/390® �) ���"

��

3NOGO"CICS® Transaction Gateway (OS/390® G) N$s9H<k}!K

D$Fb@7^9#

��"
��

CICS Transaction Gateway O",XU!$k&79F` (HFS) K$s9H<k

5lk CICS Transaction Gateway =UH&'"r^`"5LU!$k

ctg-400m.tar.Z H7Fs!5lF$^9#

lL*KO"GiK3N5LU!$kr"CICS Transaction Gateway r$s9

H<k7?$79F`/390 79F`HL.G-ko</9F<7gseNG#

l/Hj<K3T<7^9#?@7"\35lF$k$UN79F`K CD r

^&sH7F"U!$kr79F`/390 N79F`K>w9k3HbD=G

9#^?"U!$"&)<k*hS=N>N;-ejF#<eNM8,v;

P"FTP rHQ7F IBM Web 5$H+i>\"OS/390 79F`KU!$k

r>w9k3HbG-^9#

CICS Transaction Gateway ,k<HN HFS G<?&;CHbK*}*K[V

5lF$F" UNIX System Services (USS) ,"CW0l<I^?OhjX(

ilklgKO"k<H&U!$k=$r]}7F$k*}G<?&;CH,

V-9(il" CICS Transaction Gateway ,o|5l^9#7?,CF"

CICS Transaction Gateway rLDN HFS G<?&;CHK$s9H<k7"

=lrk<H&U!$k=$K^&sH9kN,>^7$}!G9# 26Z<8

NXDLN PDSE XN CICS Transaction Gateway N$s9H<kYr2H7

F/@5$#3N}!rHkH-O" CICS Transaction Gateway r$s9H<

k9k0KT&3H,,WG9#

��"
����

J<NjgO"5LU!$kro</9F<7gsK3T<7?3Hr0sH

7F$^9#Wm0i`WGr HFS K>w9kKO">N}0 (?H(P"

FTP) rHQ9k3HbG-^9#

CICS Transaction Gateway r$s9H<k9kKO"J<rBT7^9#

© Copyright IBM Corp. 1996, 2001 23
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1. !Nh&K"Wm0i`WGro</9F<7gs+i HFS N,ZJG#

l/Hj<K>w7^9#

a. U!$kr MVS g!G<?&;CHK"CWm<I7^9#3lrT

&KO"f<6<N<v(_el<?<N>w*W7gsrHQ9k3

H,G-^9#3Ng!G<?&;CHKO*h= 220 HiC/,WG

"k3HKmU7F/@5$#

b. TSO eN OPUT 3^sIrHQ7FG<?&;CHr HFS K~l^

9#?H(P"!NH*jG9#

OPUT 'CTG-400M.TAR.Z' '/path/ctg-400m.tar.Z' BINARY

33G"path O"CICS Transaction Gateway G#l/Hj<=$Nk<

HKJk HFS Q9G9#?H(P"/usr/lpp G9#

2. TSO N OMVS 3^sIrHQ9k+"^?O>\" UNIX System

Services Telnet 5<P<Km0$s7F"OS/390 UNIX® System Services

7'kK~j^9#=l+i"!N3^sIrHQ7F

cd /path

ctg-400m.tar.Z rV$?G#l/Hj<KQ97^9#

3. !N3^sIrHQ7F

uncompress ctg-400m.tar.Z

U!$kr5Lr|7^9#

4. !N3^sIrHQ7^9#

tar -xopfv ctg-400m.tar

33G"

v -x O"9YFNU!$k,jP5lk3HrXj7^9#

v -o O"j-T"0k<W"*hS9YFNbN,|55lkh&K"*

j8JkNU!$kvDSCHrvD7^9#3lO9YFNBTSCH

K-zG9#

v -p O"U!$krjP9kH-K*j8JkNj-T*hS0k<W

ID N|5rT$^;s#GU)kHGO3lrT$^9,"[HsIN

lg"jPrT&MOvDrbCF$J$+""k$O=Nf<6< ID

,79F`K8_7^;s#

v -f O""<+$V&U!$kNU!$k>rXj7^9#

v -v O"9$aC;<8rXj7^9 (3lO*W7gsG9)#

CICS® Transaction Gateway (OS/390® G) N$s9H<k
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U!$k,5Lr|5lkH"ctg_install 9/jWH,n.5lk[+"i

$;s9&U!$kr^`l~G#l/Hj< /ctgtmp bn.5l^9#

5. ctg_install 9/jWHrBT7F"$s9H<kr+O7^9#3N9/

jWHGO"$s9H<kQ_N OS/390 NlYk"79F`K uudecode

f<F#jF#<,$s9H<k5lF$k+"*hS$s9H<krQ3

9kNK=,J9Z<9,"k+A'C/5l^9#

3liN0sroN$:l+,xQG-J$H"ctg_install 9/jWHO=

lrLN9kaC;<8r8.7F*;7^9#3liNdj,$55l?

3HrN'7F+i"ctg_install 9/jWHrBT7F/@5$#

6. 0sroN!:,0;9kH"f<6<Nm1<kQNi$;s9&U!$

k,=(5l"i$;s9Nroru1~lkh&KWmsWH,P5l^

9#!K CICS Transaction Gateway ,hjP5lF=TG#l/Hj<K

$s9H<k5l",ZJ5VG#l/Hj<,n.5l^9#

7. README.TXT U!$kKOqAK-\5lF$J$ps,^^lk?a"

3NU!$kru~7FI`3HbG-^9#

��"
���%(��

���

J<O"$s9H<k5l? CICS Transaction Gateway NG#l/Hj<=$

G9#

= 2. G#l/Hj<NbF

jPQ9 bF

(k<H) @&sm<I&G#l/Hj<#

./ctg $s9H<k&G#l/Hj<#

./ctg/bin CICS Transaction Gateway BTD=3<I#

./ctg/bin/resource NLS j=<9&U!$k#

./ctg/classes Java /i9#

./ctg/docs CICS Transaction Gateway KD$FNqA#

./ctg/samples 5sWkQN Java =<9&U!$k#

$s9H<ke"(/ctg/bin 5VG#l/Hj<bN) NJ<NU!$krVi

&:7F_kHr)A^9#

CTGSAMP.INI 5sWk=.U!$k

ctgenvvarsamp 5sWkD-QtU!$k

ctgcfg =.D<kr+O9k?aN9/jWH

ctgikey ikeyman r+O9k?aN9/jWH
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ctgstart CICS Transaction Gateway +Nr+O9k?a

N9/jWH

/ctg/samples/java/com/ibm/ctg/samples/security 5VG#l/Hj<NU!$kK

O"CICS Transaction Gateway ;-ejF#<P}Np\*J!=r(95s

Wk,^^lF$^9#3N5sWkGO"java.util.zip QC1<8rHQ7F

/i$"sH / 5<P<NG<?&Um<N5LrGbs9Hl<7gs7^

9#

CICS® Transaction Gateway (OS/390® �) �����"
��

CICS Transaction Gateway r"s$s9H<k9kKO!Nh&K7^9#

1. TSO eN OMVS 3^sIrHQ7F OS/390 UNIX® System Services 7

'kK~j^9#=l+i"!N3^sIrHQ7F

cd /path

CICS Transaction Gateway r$s9H<k7?G#l/Hj<"?H(P"

/usr/lpp K\07^9#

2. !N3^sIrHQ7F

rm -fr ctg

"s$s9H<k7^9#

��� PDSE �� CICS Transaction Gateway ���"
��

CICS Transaction Gateway N$s9H<kO"DLN HFS G<?&;CHK

$s9H<k7"k<H&U!$k=$K^&sH9kN,G1G9#CICS

Transaction Gateway ,[V5lF$kk<H HFS U!$k=$N]$sHN

<K ctg G#l/Hj<rn.7"3NG#l/Hj<K"755 Nh&J,Z

JvDr?(k,W,"j^9#!K" JCL 8gVrBT7F"CICS

Transaction Gateway HFS QN PDSE rdj6j"3N PDSE rk<H&U!

$k=$K^&sHG-^9#=l+i CICS Transaction Gateway U!$kr

5Lr|7"=N tar U!$krn.7"$s9H<k&9/jWHrBTG

-^9#

^?"STDERR *hS STDOUT rDLNG#l/Hj<Kwk3HbI$M

(G9#3lKhj"CICS Transaction Gateway (i<&m0*hSHl<9

r=(9k?aNvDrDLK'DG-kh&KJkNG"CICS Transaction

Gateway BTD=U!$kr^`G#l/Hj<XNFQN=("/;9r;

CH"CW9k,W,J/Jj^9#
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28Z<8N^6 O",ZJ PDSE rdj6j"=lr HFS K MOUNT 7"

DLN /logs G#l/Hj<r;CH"CW9k"JCL NcG9#3N JCL

r!$7",WK~8F"PDSE >"=<9 CICS Transaction Gateway tar U

!$k>"*hS^&sH&]$sHNljr"F$s9H<k&79F`N

8`K>CFQ97F/@5$#
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//useridA JOB (0),BATCH,MSGCLASS=X,REGION=4M,TIME=1439,
// CLASS=A,NOTIFY=&SYSUID
//*
//* To run this job you need UID(0) or equivalent authority in USS.
//*
//* This job will remove an existing CTG from the HFS and add in
//* another CTG.
//* The CTG HFS will be created and inserted at /usr/lpp/ctg
//* You need only file transfer the CTG tar file to an MVS data set and
//* point the OPUT statement at the data set.
//* --------------------------------------------------------------
//* Unmount the existing CTG HFS at the mountpoint directory
//* Edit the FILESYSTEM card to refer to your existing CTG PDSE
//* --------------------------------------------------------------
//UNMOUNT EXEC PGM=IKJEFT01,REGION=4M,DYNAMNBR=99,COND=(0,LT)
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *

PROFILE MSGID WTPMSG
UNMOUNT +

FILESYSTEM('OMVS.USR.LPP.CTG400')
//* --------------------------------------------------------------
//* Remove any existing CTG directory and re-create with correct
//* permissions. Create separate logs directory.
//* --------------------------------------------------------------
//MKDIR EXEC PGM=IKJEFT01,REGION=4M,DYNAMNBR=99
//SYSEXEC DD DISP=SHR,DSN=SYS1.SBPXEXEC
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *

OSHELL rmdir '/usr/lpp/ctg'
OSHELL mkdir '/usr/lpp/ctg'
OSHELL chmod 755 '/usr/lpp/ctg'
OSHELL mkdir '/usr/lpp/ctg/logs'
OSHELL chmod 755 '/usr/lpp/ctg/logs'

/*
//* --------------------------------------------------------------
//* Delete any existing CTG HFS data set with the same name then ..
//* Allocate and mount the CTG HFS at the mountpoint directory
//* Edit the DELETE, FREE ,ALLOCATE and FILESYSTEM cards to
//* refer to the new CG PDSE
//* If you used ftp to transfer the CTG tar file directly into
//* /usr/lpp, remove the 'OPUT' command from the step below.
//* If you used file emulator file transfer to transfer the CTG tar
//* file into an MVS sequential data set, you need to execute the
//* 'OPUT' command to copy the tar file to /usr/lpp.
//* --------------------------------------------------------------
//*
//MOUNT EXEC PGM=IKJEFT01,DYNAMNBR=99
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *

^ 6. PDSE rdj6j"^&sH9k JCL Nc (1/2)

CICS® Transaction Gateway (OS/390® G) N$s9H<k

28 CICS Transaction Gateway: OS/390® Gateway I}

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
||
|
|
|



m:

1. 3N8gVG MOUNT `nrBT9kKO9<Q<f<6< (UID=0) "

BrbCF$k,W,"j^9#3N JCL GO"OMVS.USR.LPP.CTG400

HFPlk PDSE rn.7F+i"=lrk<H&U!$k&79F`N

/usr/lpp/ctg ^&sH&]$sH&G#l/Hj<K^&sH7^9#

2. CICS Transaction Gateway PDSE, CYL(20,5) N9Z<9dj6jGO"

CICS Transaction Gateway =NbNK 15 7js@<"(i<&m0*hS

Hl<9&l3<IQK 5 7js@<dj6k3H,D=G9#(i<&

aC;<8^?OHl<9KgLN9Z<9,,WKJk3H,=[5lk

lgO"9Z<9dj6jGp\tLrg-/7F/@5$#

3. CICS Transaction Gateway HFS N]}QKdj6jr*r7? PDSE O"

$UNG<?&;CH>H9k3H,G-^9,"=lrk<H&U!$

k&79F`K^&sH9kH-K"UNIX System Services +<Mk&?

9/K"f<6<,n.9kG<?&;CHXN UPDATE "/;9,,W

HJj^9#Lo" CICS Transaction Gateway HFS KHQ9kbL$~R

(28Z<8N^6 K HFS H7F(5lF$k) O"k<H&U!$k&79

PROFILE MSGID WTPMSG

DELETE 'OMVS.USR.LPP.CTG400' PURGE

ALLOC DA('OMVS.USR.LPP.CTG') DSNTYPE(HFS) +
SPACE(20,5) DSORG(PO) CYL

FREE DA('OMVS.USR.LPP.CTG')

MOUNT TYPE(HFS) +
MODE(RDWR) +
MOUNTPOINT('/usr/lpp/ctg') +
FILESYSTEM('OMVS.USR.LPP.CTG400')

OPUT 'hlq.CTG-400.TAR.Z' '/usr/lpp/ctg-400.tar.Z' BINARY
/*
//* --------------------------------------------------------------
//* Uncompress and un-tar the tar file.
//* The tar command will populate the /usr/lpp/ctg directory.
//* Edit the 'uncompress' command to point at the CTG tar file.
//* --------------------------------------------------------------
//TAR EXEC PGM=IKJEFT01,REGION=4M,DYNAMNBR=99
//SYSEXEC DD DISP=SHR,DSN=SYS1.SBPXEXEC
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *

OSHELL cd /usr/lpp/
OSHELL uncompress ctg-400.tar.Z
OSHELL tar -xopfv ctg-400.tar

/*

^ 6. PDSE rdj6j"^&sH9k JCL Nc (2/2)
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F`N HFS G<?&;CHNbL$~RH18KJk?a"RACF O*=

i/"=NbL$~RrbDG<?&;CHXN,WJ"/;9r OMVS

K9GKvD7F$^9#?@7"k<H&U!$k&79F`NbNHO

[JkbL$~RrbDG<?&;CHr*r9klgO"RACF 3^s

IrBT7F"OMVS +<Mk&?9/&f<6< ID K"CICS

Transaction Gateway HFS G<?&;CHXN UPDATE "/;9rvD9

k,W,"j^9#

UNIX System Services NG#l/Hj<=$XN"`w7?>0rbD PDSE

Ndj6jrn_F/@5$# MVS G<?&;CH>NGg9O"UNIX G

#l/Hj<&Q9>NGg9hj.5$NG"3lr$DbT&3HOG-

^;s#?@7"CjNU!$k=$rIN*} PDSE ,]}7F$k+OF

WK1LG-k?a"3NhVr*+a7^9#7?,CF"28Z<8N^6

GO" CICS Transaction Gateway PDSE O OMVS.USR.LPP.CTG400 G"j"

3l,"k<H&U!$k&79F`N /usr/lpp/ctg K$s9H<k5l^9#

3NcGO" PDSE >G$~R CTG400 rHQ7F$^9,"3lO"[Jk

$5lYk^?Ojj<9&lYkN CICS Transaction Gateway r]}9k?

aKDLN PDSE rn.G-k+iG9#7+7"UNIX System Services G

O"B0lYkN CICS Transaction Gateway r 1 D@1 /usr/lpp/ctg N<K[

V7?$lg,[HsIJNG"3NcGOG#l/Hj<>Kjj<9&l

Yk,^^lF$^;s#3N}3O"/usr/lpp/ctg NHQKhCF"jj<9

4HK CICS Transaction Gateway rQ99k?aK" ctgstart 7'k&9/j

WH^?O CICS Transaction Gateway Nh JCL rT89k,W,J$+iG

9#"kjj<9N CICS Transaction Gateway rLNjj<9KQ99kK

O" CICS Transaction Gateway HFS G<?&;CHrr99k3H@1,,

WHJj^9#

CICS Transaction Gateway HFS �����/��


28Z<8N^6 N JCL cN MOUNT 3^sIGO"=T IPL N?aKN_

CICS Transaction Gateway HFS r^&sH7^9#F IPL G CICS

Transaction Gateway HFS ,NBK^&sH5lkh&K9kKO"

SYS1.PARMLIB NasP< BPXPRMxx K=lrIC9k,W,"j^9#3

3G"xx O"SYS1.PARMLIB N IEASYSxx asP<N BPX= *W7gsG

Xj5l?5U#C/9G9#3Nh&J`\rIC7F"F IPL eKNBK

CICS Transaction Gateway ,^&sH5lkh&K7^9#

/* CTG HFS */
MOUNT FILESYSTEM('OMVS.USR.LPP.CTG400')

MOUNTPOINT('/usr/lpp/ctg')
TYPE(HFS)

CICS® Transaction Gateway (OS/390® G) N$s9H<k
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’/logs’ %(��

����

28Z<8N^6 K(5lF$kh&K" CICS Transaction Gateway +iN

STDERR H STDOUT r]}9k?aK"DLN /logs G#l/Hj<rHQ

7?$lgO"7,G#l/Hj<r2H9kh&K CICS Transaction

Gateway JCL rQ99k3Hb,WG9#

CICS Transaction Gateway JCL K*$F"J<Nh&J DD +<IrH_~

sG/@5$#

//CTGC001 JOB ......
// .......
//STDOUT DD PATH='/usr/lpp/ctg/logs/ctgC001.out',
// PATHOPTS=(OWRONLY,OCREAT),PATHMODE=SIRWXU
//STDERR DD PATH='/usr/lpp/ctg/logs/ctgC001.err',
// PATHOPTS=(OWRONLY,OCREAT),PATHMODE=SIRWXU

e-N DD +<INcGO"CICS Transaction Gateway N>0 ctgC001' ,"

m0&U!$k>GHQ5lkNG"INm0,3N CICS Transaction

Gateway K09k+,@NK,+j^9#3NcGO"8gV> CTGC001 O"

9Hjs0 ’CTG H"EXCI rp7F=l,\39k CICS NhN SYSIDNT

H+iI87F$^9#3Nh&J,'rNQ9kH"F CICS Transaction

Gateway KINaC;<8,07F$k+r1L9k3H,oKD=G9#

CTG.INI U!$kGO"18 /logs G#l/Hj<KLV9kh&K"CICS

Transaction Gateway Hl<9&U!$kr_j7?$lgb"j^9#

# Enable trace file
tfile="¥usr¥lpp¥ctg¥logs¥ctgC001.trace"
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$�
��"�-��� X Window �"�-���

jb<H&79F`eN X Window 79F`rHQ7F"OS/390 GT/9k

"Wj1<7gsK"/;99k3H,G-^9# X Window 79F`O"

&#sI&`nH0iU#C/9H5]<H9k"MCHo</)a?NWm

H3kG9#3NWmH3kO" TCP/IP MCHo</GN X /i$"sH

("Wj1<7gs) H X 5<P<VGAw5l^9#X Window 79F`&

5]<HO" AIX =JNltH7F"^? Windows WiCHU)<`e

G"?H(P" Hummingbird® Exceed =JKhCFs!5l^9#

X Window 79F`D-GO"X 5<P<OLo"o</9F<7gseK[

V5l^9#3N5<P<,"1l79F`e+MCHo</NI3+KLV

9k 1 D^?O#tN X /i$"sH&Wm0i`HNVG"f<6<~O

r[[7?j"Waru1~l?j7^9#OS/390 f<6<OLo"[9HG

BT5lk9YFNbNr5<P<H+J7"o</9F<7gseN9YF

N"Wj1<7gsr/i$"sHH+J9NG"3lOEWJ]$sHG

9#

jb<H&79F`+i X Window 79F`rHQ9k]KO"?H(P"

=.D<k*hS iKeyman K"/;99kKO""Wj1<7gs,=N7

9F`eK&#sI&r=(G-kh&K" DISPLAY D-Qtr_j7J1

lPJj^;s#

=(79F` (&#sI&r=(9kbN) G"!N3^sIr~O7F/@

5$#

xhost +appl

33G"appl O""Wj1<7gsNBT~KHQ5lk79F`NMCHo

</>G9#

4HQN OS/390 79F`N IP "Il9r4YkKO" TSO 3^sI

HOMETEST rHQ7^9#

"Wj1<7gs&79F`G""Wj1<7gsrBT9k0K"!N3^

sIr~O7F/@5$#

DISPLAY=disp:0

=NeK"!N3^sIr31^9#

export DISPLAY
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33G"disp O"&#sI&,=(5lk79F`N[9H>G9 (=NeK

3msH=(uV ID (LoO 0) ,3-^9)#=&9kH""Wj1<7g

s&&#sI&, disp 79F`K=(5l^9#

Windows WiCHU)<`eN IP "Il9r4YkKO"ipconfig /all 3

^sIrBT7^9#UNIX WiCHU)<`GO"hostname 3^sIrBT

7^9#

.profile U!$kK!N9F<HasHrIC9k3H,G-^9#

export DISPLAY=disp:0
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PDF ����
���������"
��

CICS Transaction Gateway N PDF i$Vij<O" /ctg/docs 5VG#l/H

j<K"j^9#3Ni$Vij< (cclia60i.tar.Z) O"5L5l? TAR "<

+$VA0G9#

OS/390 QKO=_"HQD=J Adobe Acrobat Reader ,J$?a"PDF 8

qr=(9kKO"Adobe Acrobat Reader rBTG-ko</9F<7gsK

PDF i$Vij<r$s9H<k9k,W,"j^9#

cclia60i.tar (P$Jj<&U)<^CH) r#tNWiCHU)<`K>w7"

=lrjP9k3H,G-^9#TAR "<+$VO UNIX WiCHU)<`

N8`G9#^?"Windows N<K"3N"<+$VA0rjP9k3HNG

-k$/D+ND<k (?H(P"Windows QN PKZIP) ,"j^9#

Adobe Acrobat Reader O"CD-ROM Gs!5lF*j" Adobe G#l/Hj

<N<N=l>lNWiCHU)<`4HN5VG#l/Hj<K"j^9#

4HQNWiCHU)<`r*r7"Reader $s9H<k&Wm0i`rBT

7F/@5$#

3liN Reader hjbeNP<8gs,HQD=Jlg,"j^9NG"

www.adobe.com r4w/@5$#

Wm@/H CD-ROM ,"klgO"PDF G#l/Hj<KD9N PDF VC

/b+D+j^9#

tar U!$krjP7"Windows o</9F<7gsK>w9kKO"!Nh

&K7^9#

1. TSO READY +i TSO 3^sI OMVS r~O9k+" ISPF *W7gs

6 rHQ7F" UNIX System Services 7'kK~j^9#

2. UNIX System Services Nb<IQ95V3^sIrHQ7^9#?H(P

!NH*jG9#

chmod 755 /usr/lpp/ctg/docs

3lKhj"+,+HK /docs G#l/Hj<XNq-~_"/;9"r

?("5Lr|3^sI,:T7J$h&K7^9#

3. G#l/Hj<Q95V3^sIr~O7^9#?H(P!NH*jG9#

cd /usr/lpp/ctg/docs

4. !N UNIX System Services N5Lr|3^sIr~O7^9#

uncompress cclia60i.tar.Z
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3lGU!$kN>0,"cclia60i.tar KQ95l^9#

5. PF2 r!7"QUIT 5V3^sIr~O7F"UNIX System Services 7'

kr*;7^9#

6. ISPF *W7gs 3.2 rHQ7F">0 userid.CCLIA60I.TAR r}DG<

?&;CHrdj6j^9#3NG<?&;CHKOJ<N0-,"j^

9#

Organization . . . : PS
Record format . . . : VB
Record length . . . : 32756
Block size . . . . : 32760
1st extent tracks . : 170
Secondary tracks . : 10

7. TSO 3^sIr~O7F"

OGET '/usr/lpp/ctg/docs/cclia60i.tar'
'userid.CCLIA60I.TAR' BINARY

cclia60i.tar U!$kr UNIX System Services +i MVS g!G<?&;C

H userid.CCLIA60I.TAR K3T<7^9#

8. FTP rHQ9k+"^?OJ<N}!G" userid.CCLIA60I.TAR ro</

9F<7gsK>w7^9#

a. OS/390 79F`G TSO READY KJ_^9#

b. GetNP<NVTransferWr*r7^9#

c. VReceive Files from HostWr*r7^9#

d. J<rXj7^9#

Host file : 'userid.CCLIA60I.TAR'
PC file : C:¥temp¥cclia60i.tar
Transfer type : binary

VRECEIVEWr*r7^9#u.,0;9kH"o</9F<7gsN

temp G#l/Hj<K"U!$k cclia60i.tar ,"kO:G9#33

G"OS/390 79F`+i"userid.CCLIA60I.TAR ro|G-^9#

9. Windows QN PKZIP rHQ7F"c:¥temp¥cclia60i.tar U!$k+iU!$

krG3<I7"jP7^9#3N}!Nb@KD$FO"PKZIP XkW

psr2H7F/@5$#

��0"����	�%�


!N Web 5$HG5<S9H"CWG<H,HQD=KJCF$^9#

www.software.ibm.com/ts/cics/support/details
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�4� CICS® Transaction Server (OS/390® �) ���

3NOGO"CICS Transaction Gateway r5]<H9k?aK CICS®

Transaction Server (OS/390® G) GBT9k,WN"k=.nHKD$Fb@

7^9#

CICS Transaction Gateway ���� CICS ��

CICS Transaction Gateway GO"EXCI KD$F;C7gsjAH\3jA,

,WG9#$/D+Ncrs2^9#

VIEW GROUP(MYEXCI) CONNECTION(JCOS)
OBJECT CHARACTERISTICS CICS RELEASE = 0530
CEDA View Connection( JCOS )
Connection : JCOS
Group : MYEXCI
DEscription : Sample EXCI Specific connection

CONNECTION IDENTIFIERS
Netname : JGATE400
INDsys :

REMOTE ATTRIBUTES
REMOTESYSTem :
REMOTEName :
REMOTESYSNet :

CONNECTION PROPERTIES
ACcessmethod : IRc Vtam | IRc | INdirect | Xm
PRotocol : Exci Appc | Lu61 | Exci
Conntype : Specific Generic | Specific
SInglesess : No No | Yes
DAtastream : User User | 3270 | SCs | STrfield | Lms

+ RECordformat : U U | Vb
SYSID=CW2C APPLID=IYCWZCFY

PF 1 HELP 2 COM 3 END 6 CRSR 7 SBH 8 SFH 9 MSG 10 SB 11 SF 12 CNCL

^ 7. \3jANc--GiNhL
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3liNjArn.9k}!KD$FO"VCICS 0t$s?<U'<9&,

$IWr2H7F/@5$#

OBJECT CHARACTERISTICS CICS RELEASE = 0530
CEDA View Connection( EXC1 )
Queuelimit : No No | 0-9999
Maxqtime : No No | 0-9999

OPERATIONAL PROPERTIES
AUtoconnect : No No | Yes | All
INService : Yes Yes | No

SECURITY
SEcurityname :
ATtachsec : Identify Local | Identify | Verify | Persistent | Mixidpe
BINDPassword : PASSWORD NOT SPECIFIED
BINDSecurity : No No | Yes
Usedfltuser : No No | Yes

RECOVERY
PSrecovery : Sysdefault | None
Xlnaction : Keep Keep | Force

SYSID=CW2C APPLID=IYCWZCFY
PF 1 HELP 2 COM 3 END 6 CRSR 7 SBH 8 SFH 9 MSG 10 SB 11 SF 12 CNCL

^ 8. \3jANc--2 V\NhL

VIEW GROUP(MYEXCI) SESSIONS(JCOS)
OBJECT CHARACTERISTICS CICS RELEASE = 0530
CEDA View Sessions( JCOS )
Sessions : JCOS
Group : MYEXCI
DEscription : Sample EXCI Specific sessions definition

SESSION IDENTIFIERS
Connection : JCOS
SESSName :
NETnameq :
MOdename :

SESSION PROPERTIES
Protocol : Exci Appc | Lu61 | Exci
MAximum : 000 , 000 0-999
RECEIVEPfx : JG
RECEIVECount : 004 1-999
SENDPfx :
SENDCount : 1-999
SENDSize : 04096 1-30720

+ RECEIVESize : 04096 1-30720
SYSID=CW2C APPLID=IYCWZCFY

PF 1 HELP 2 COM 3 END 6 CRSR 7 SBH 8 SFH 9 MSG 10 SB 11 SF 12 CNCL

^ 9. ;C7gsjANc--GiNhL
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e-NcGO"CICS Transaction Gateway ,HQ9kCjN\3rjA7F$

^9#D-Qt DFHJVPIPE G CICS Transaction Gateway KXj5lkM

O"\3jAN Netname *W7gs (^NfGO"JGATE400 H7F(5l

F$k) H18GJ1lPJj^;s#MCH>=NbNO$UNMG9#F

QQ$WO[\18h&KjA5l^9#?@7"Netname *W7gsOV
is/N^^KJj^9#

CONNECTION jAr$s9H<k7?e"J<Nh&K"NhVL. (IRC)

r*<WsK9k,W,"j^9#

CEDA INSTALL GROUP(groupname)

3lG"3NjAr^`0k<Wr$s9H<k7"

CEMT SET IRC OPEN

IRC r*<WsK7^9#\YKD$FO"VCICS j=<9jA,$IWr

2H7F/@5$#

m: 5sWkN DFH$EXCI rHQ9klgO"DFHJVPIPE D-Qtr

BATCHCLI K_j7F"CjNQ$WrHQ9k,W,"j^9#Qtr

_j7J$lgOFQQ$W,HQ5l^9#\YKD$FO"41Z<8

NXD-QtN_jYr2H7F/@5$#

OBJECT CHARACTERISTICS CICS RELEASE = 0530
CEDA View Sessions( EXC1SESS )
SESSPriority : 000 0-255
Transaction :

OPERATOR DEFAULTS
OPERId :
OPERPriority : 000 0-255
OPERRsl : 0 0-24,...
OPERSecurity : 1 1-64,...

PRESET SECURITY
USERId :

OPERATIONAL PROPERTIES
Autoconnect : No No | Yes | All
INservice : Yes No | Yes
Buildchain : Yes Yes | No
USERArealen : 000 0-255
IOarealen : 04096 , 04096 0-32767
RELreq : No No | Yes
DIscreq : No No | Yes

SYSID=CW2C APPLID=IYCWZCFY
PF 1 HELP 2 COM 3 END 6 CRSR 7 SBH 8 SFH 9 MSG 10 SB 11 SF 12 CNCL

^ 10. ;C7gsjANc--2 V\NhL
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�5� CICS® Transaction Gateway (OS/390® �) ���

3NOGO"CICS® Transaction Gateway (OS/390® G) r=.9k?aKG-

k3Hrb@7^9#

v D-Qtr_j7^9#?H(P"EXCI Q$WNHQd"FSP7&,"

/;9G-k CICS 5<P<N>0r)f9k?aND-Qtr_j7^

9#

v =.D<krHQ9k+">\ CTG.INI rT87F" CTG.INI U!$kG

CICS Transaction Gateway NC-r_j7^9#

v CICS Transaction Gateway r+O9k?aKHQ5lk ctgstart 9/jWH

rT87^9#

v RACF rHQ9kh&K CICS Transaction Gateway r=.7^9#

�������

CICS® Transaction Gateway (OS/390® G) KX8N"kD-QtO"ctgenvvar

9/jWHrHCF_j7^9# ctgenvvar 9/jWHr1HGBT9k+"

^?O ctgstart 9/jWHG=N9/jWHr2H7F"Qtr_jG-^

9#

ctgenvvar 9/jWHO"!N 2 DN}!Gn.G-^9#

1. s!5lF$k ctgenvvarsamp 9/jWHrT87"!K=lr ctgenvvar

9/jWHK3T<^?O>0Q99k}!# 45Z<8NXctgenvvarsamp

9/jWHNT8Yr2H7F/@5$#

2. =.D<krHQ7F"D-_jrjA7"ctgenvvar 9/jWHrn.9

k}!# 56Z<8NXOS/390 D-_jYr2H7F/@5$#

ctgenvvarsamp fNMOGU)kHH7Fm<I5l^9#

ctgstart NBT~K ctgenvvar 9/jWH,!P5lJ$lg" ctgstart 9/j

WH+NNfK"kD-QtN_jM,HQ5l^9#

J<N}!GD-Qtr_j9k3HbG-^9#

1. OS/390 UNIX® System Services 3^sITG3^sIr~O9k#?H(

P" /ctg/bin G#l/Hj<G/T5lk!N3^sIO"DFHJVPIPE D

-Qtr" JAVAGAT1 H$&CjNQ$WrHQ9kh&K_j7^

9#
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export DFHJVPIPE=JAVAGAT1

D-QtNMK9Z<9,^^lklgO"1lNzQd^?OsEzQd

GO`,W,"j^9#J<Kcr(7^9#

export DFHJVSYSTEM_00="MYCICS-Test CICS system"

2. JCL rn.7FD-QtN_jrH_~`2<H&'$r+O9k#

99Z<8NXJCL GN+OYr2H7F/@5$# ctgenvvar ^?O

ctgstart 9/jWHGD-Qtr_j9klg"3liN_jKhCF JCL

bN_jM,*<P<i$I5l^9#

9YFN CICS NhO"NhKG-J DFHJVSYSTEM_nn r|$F"QtN

18$s9?s9r2H7^9#3lO"5<P<>H=N-R+i=.5l

^9#

����

CICS Transaction Gateway QKJ<ND-Qtr(/9]<H9k3H,G-

^9#3liNQt,INh&K=.D<k*hS ctgenvvar N_jKX"9

k+KD$FN\YO" 44Z<8N=3 r2H7F/@5$#

AUTH_USERID_PASSWORD
EXCI FSP7GO5lkf<6< ID HQ9o<I, RACF G'Z

5lF$J1lPJiJ$+I&+rXj7^9#

AUTH_USERID_PASSWORD r Yes K_j9klgO"

_BPX_SHAREAS b Yes K_j7^9#^?"Q9o<INvD,,

WJH-KHkY-hVKD$FNi;k]CW"CW&aC;<8b

=(5l^9#

CLASSPATH
CICS s! Java /i9jAKD$FN HFS NQ9"9JoA"

/ctg/classes rH_~_^9# CLASSPATH r_j7F Java "Wj1

<7gsr3sQ$k*hSBT7J1lPJj^;s#

CTG_RRMNAME
CICS Transaction Gateway N3N$s9?s9rI}9kj=<9&^

M<8c<N>0#j=<9&j+Pj<&5<S9Nlg">0O7

9WlC/9bGG-K9k,W,"j^9#

>0OJ<Nu~D=8zG=.9k3H,G-^9#

1. Qtz: A-Z *hS 0-9

2. qL8z: $ (X'5B')"# (X'7B')" @ (X'7C')

3. Tj*I (.)

CICS® Transaction Gateway (OS/390® G) N=.

42 CICS Transaction Gateway: OS/390® Gateway I}

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|



4. <~ (_)

>0rVis/GOa?j">0KH_~_Vis/r^a?j9k3

HOG-^;s#.8zOg8zKQ95l^9#

>0N%grr1kKO"h,8zK A-C ^?O G-I rHQ7F/

@5$#

CTG_RRMNAME N95O 32 8zr6(FOJj^;s#

DFHJVPIPE
CICS Transaction Gateway , EXCI FSP7KHQ9kCjNQ$W

N>0#3NQt,_j5lJ$lgO"CICS Transaction Gateway O

FQQ$WrHQ7^9#

DFHJVSYSTEM_nn

DFHJVSYSTEM_nn NA0ND-Qtr 100 ^G_j7^9# nn N

OOO 00 +i 99 G9#GiNQtO DFHJVSYSTEM_00 G"3/

QtO"3VfGJ1lPJj^;s#=&GJ$H'15l^;s#

QtNMO"CICS_EciListSystems XtNWaK~(Fa5lk

CICS 79F`N>0Hb@G9#3NMO"yf (=) N>eK CICS

79F`Ng8zN APPLID"=NeKO$Us (-)"=NeK CICS

79F`Nb@r^`8zsGJ1lPJi:"95O 60 P$Hr6

(FOJj^;s#?H(P!Nh&KXj9klg:

DFHJVSYSTEM_00=MYCICS-Test CICS system

CICS_EciListSystems O" MYCICS H$& CICS 79F`N\Y

H"b@ Test CICS system ra7^9#

LD_LIBRARY_PATH
CICS Transaction Gateway BTD=3<IKD$FN HFS NQ9rH

_~_^9#

LIBPATH
CICS Transaction Gateway BTD=3<IKD$FN HFS NQ9rH

_~_^9#3NQtO /ctg/bin K_j7J1lPJj^;s#

STEPLIB
GU)kHN EXCI *W7gsH EXCI m<I&b8e<kr^`i

$Vij<# STEPLIB O"EXCI_OPTIONS QtH EXCI_LOADLIB

QtN"kG9# EXCI_OPTIONS O"EXCI *W7gs&F<Vk

DFHXCOPT r^`G<?&;CHr2H7^9#GU)kHGs!5

lF$kF<VkO"SDFHEXCI K^^lF$^9#

EXCI_LOADLIB O"SDFHEXCI *hS SDFHLOAD i$Vij<r

2H9k,W,"j^9#
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�������

=3 O"=.D<kN_j (56Z<8NXOS/390 5<P<_jYH 56Z<8

NXOS/390 D-_jYr2H) *hS ctgenvvar 9/jWHK^^lkQt

K"D-Qt,INh&KX"9k+r=7F$^9#

= 3. D-Qt

D-Qt =.D<kN_j ctgenvvar D-Qt

AUTH_USERID_PASSWORD RACF 'ZNHQ AUTH_USERID_PASSWORD

CLASSPATH CTG f<6<&/i9Q9 CLASSPATH"

CTG_USER_CLASSPATH"

CTG_CLASSPATH N"k

CTG_RRMNAME RRM > RRMNAME

DFHJVPIPE EXCI MCH> DFHJVPIPE

DFHJVSYSTEM_nn CICS 5<P<, CICS b@ DFHJVSYSTEM_nn

LD_LIBRARY_PATH CTG f<6<&i$Vij<&

Q9

LD_LIBRARY_PATH"

CTG_USER_LIBPATH"

CTG_LIBPATH N"k

LIBPATH CTG f<6<&i$Vij<&

Q9

LIBPATH"CTG_USER_LIBPATH"

CTG_LIBPATH N"k

STEPLIB EXCI m<I&i$Vij< (b

L$~R"i$Vij<>)"

EXCI *W7gs

STEPLIB"EXCI_OPTIONS"

EXCI_LOADLIB N"k

CICS® Transaction Gateway (OS/390® G) N=.
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ctgenvvarsamp "�
�
���

J<O"D-Qt,INh&K(/9]<H5lk+r(9" ctgenvvarsamp

9/jWH+iN4hG9#

#########################################################################
# Warning: Directly editing this file may affect the Configuration Tool #
# To set variables using this file, rename it to 'ctgenvvar' #
#########################################################################

RRM_NAME="CCL.CTG"

EXCI_OPTIONS="your.user.loadlib"
EXCI_LOADLIB="CICSTS13.CICS.SDFHEXCI"
CTG_USER_CLASSPATH=""
CTG_USER_LIBPATH=""
CTG_CLASSPATH="${CTGSTART_HOME}/../classes/ctgclient.jar:
${CTGSTART_HOME}/../classes/ctgserver.jar:${CTGSTART_HOME}/../classes/cfwk.zip"

CTG_LIBPATH="${CTGSTART_HOME}"
DFHJVPIPE=""
AUTH_USERID_PASSWORD=No
DFHJVSYSTEM_00="NEW SERVER-Default example server"

export CTG_RRMNAME="${RRM_NAME}.IBM.UA"
export STEPLIB=${STEPLIB}:${EXCI_OPTIONS}:${EXCI_LOADLIB}
export CLASSPATH=${CTG_USER_CLASSPATH}:${CTG_CLASSPATH}:$CLASSPATH
export LIBPATH=${CTG_USER_LIBPATH}:${CTG_LIBPATH}:$LIBPATH
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:${CTG_USER_LIBPATH}:${CTG_LIBPATH}
export DFHJVPIPE
export DFHJVSYSTEM_00

unset AUTH_USERID_PASSWORD

EXCI *�����1"�/�2

EXCI *W7gs&F<Vk DFHXCOPT r407F" CICS Transaction

Gateway GHQ5lk EXCI *W7gsr+9?^$:9kH$&*r,D=

G9#3NlgO" EXCI_OPTIONS D-Qtr977F"+9?^$:5l

?*W7gs&F<Vkr^`i$Vij<rXj7J1lPJj^;s#^

?"J<N}!GbXjG-^9#

v =.D<krHQ7F"VEXCI *W7gs (EXCI Options)Wr_j9

k# 56Z<8NXOS/390 D-_jYr2H7F/@5$#

v ctgenvvar 9/jWHrT89k#!NTr!P7F"

EXCI_OPTIONS="your.user.loadlib"

=l+i3NTr",ZJi$Vij<rXj9kh&KQ97^9#

EXCI *W7gsKD$FN\YH+9?^$:N}!KD$FO"VCICS 0

t$s?<U'<9&,$IWr2H7F/@5$#
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m: CICS NhK;-ejF#<,J$ (SEC=NO) lgO" DFHXCOPT F<

Vk&*W7gs SURROGCHK=NO rXj7J1lPJj^;s#\Y

KD$FO"VCICS RACF Security GuideWr2H7F/@5$#

EXCI_LOADLIB D-QtKXj5lki$Vij<r977J1lPJj^

;s#3Ni$Vij<KO!NbN,^^l^9#

v GU)kHN EXCI *W7gs#

v EXCI m<I&b8e<k#

J<N}!G EXCI_LOADLIB r97G-^9#

v =.D<krHQ7F"VbL$~R (High Level Qualifier)W*hSVi

$Vij<> (Library Name)Wr_j9k#56Z<8NXOS/390 D-_

jYr2H7F/@5$#

v ctgenvvar 9/jWHrT89k#!NTr!P7F"

EXCI_OPTIONS="CICSTS13.CICS.SDFHEXCI"

!K3NTr",ZJi$Vij<*hSbL$~RrXj9kh&KQ9

7^9#

EXCI_OPTIONS QtH EXCI_LOADLIB QtO" STEPLIB D-QtNjA

GHQ5l^9#

CICS® Transaction Gateway (OS/390® G) N=.
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��3�����

=.D<krHQ7F"CICS® Transaction Gateway (OS/390® G) QN=.Q

ia<?<r_j7^9#

=.D<krHQ9kKO"32Z<8NXjb<H&79F`+iN X

Window 79F`NHQYNb@K"k3^sIrHQ7F"hLr(/9]

<H9k,W,"j^9#

=.D<kr+O9kKO" ctgcfg 3^sIr~O7F/@5$#

=.O"CICS Transaction Gateway r$s9H<k7? bin 5VG#l/Hj

<N CTG.INI U!$kKGU)kHG]I5lF$^9#lgKhCFO"

=.D<krHQ;:K"3NU!$kr>\"T89k3HbG-^9#

=.U!$kKO"CICS Transaction Gateway P<8gs 3.0 N

Gateway.properties U!$k U!$kH1yN`\,^^lF$^9#

=.D<kr+O9kH-K=.U!$k,9GK8_7F$klg"=NU

!$kGN_j,=.D<kKm<I5l^9#

��3��������&�"

=.D<kNf<6<&$s?<U'<9O"aKe<&P<"D<kP<"

Dj<=$"*hS_jQMkG=.5l^9#

5 V\N(j"H7F9F<?9&P<,"j"f<6<,HQfN=.U!

$k*hS*Zl<F#s0&79F`,=(5l^9#9F<?9&P<O

=(lQG9#

4 DN~OhVN\0KO"F10������&-<"*hS	
&-<rHQ

7^9#

v aKe<r"/F#VK9kKO"F10 r!7^9#

v *rrTo:KWk@&s&aKe<r/m<:9kKO" �����&-

<r!7^9#

v D<kP<"Dj<=$"*hS_jQMkVr\09kKO" 	
&-<

rHQ7^9#	
&-<r+jV7!9H"_jQMkN9YFN*V8

'/Hr\07F+i"9YFN"$3sr\07"GeKDj<=$Ka

j^9#

v 	
&-<r!7Fb!N(j"K\0G-J$lgO" F10 r!7F+i

�����&-<r!7F (aKe<r"/F#VK7F+i"/m<:7

F)"=NeK	
&-<rb&lY!7^9#

=.D<kNHQ
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3
���

Dj<=$rHQ9kH"=.bN9YFN_jKJS2<H9k3H,G-

^9# Java Gateway N<IN<KO"GbG 6 DN5VN<I,"j^

9#D^j"CICS Transaction Gateway ,HQG-kWmH3k4HK5VN

<I, 1 D:D"k3HKJj^9#

"/;9D=Y:
N<IH5VN<Ir\09kKO"epu-<H<pu-<rHQ7

^9#=.D<kr*<Ws9kH"9YFNN<I,8+5l^9#

N<IrL.=(9kKO"=NN<IK\07F"8pu-<r!7

^9#8+9kKO"&pu-<r!7^9#

45��� �

aKe<&P<KO"U!$k"T8"D<k"*hSXkWNFWk@&s

,"j^9#

VU!$kWWk@&sKOJ<N*W7gs,"j^9#

7, 77$=.rn.7^9#

*<Ws {8N=.r*<Ws7^9#

]I =_N=.r]I7^9#77$=.,]I5lF$klg"

U!$k>O CTG.INI G9 (bin 5VG#l/Hj<K"j^

9)#

L>]I =.U!$kNGU)kHNQ9*hS>0r*<P<i$I

G-^9#

*; =.D<kr*;7^9#=N]K"=.r]I9k+I&+

RMil^9#

VT8WWk@&sKO"Zjhj"3T<"*hS=jU1N*W7gs,

"j"8`NF-9H!=rBT7^9#

VD<kWWk@&sKOJ<N*W7gs,"j^9#

Hl<9_j Hl<9_j@$"m0r=(7^9#

7,5<P< 77$5<P<rn.7^9#

5<P<No|

5<P<ro|7^9#

VXkWWWk@&sKOJ<N*W7gs,"j^9#

=.D<kNHQ
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`\XkW =_NhL3sF-9H (?H(P"CjN=._j) K~8

F*si$s&XkWpsr=(7^9#

\! *si$s&XkWpsN\!j9Hr=(7^9#

wz *si$s&XkWpsNgjwzr=(7^9#

=N>Nps P<8gsVf*hS=.D<kKD$FN=N>Npsr=

(7^9#

3�� �

D<kP<KOaKe<&P<H18!=,"j^9,"VL>]IW^?O

V*;W*W7gs,J$H$&@,[Jj^9#"$3sKOa-P7Xk

W,"j^9#+<=kra-P7XkWNeK\05;kH"*W7gsK

D$Fb@9kF-9H&\C/9,=(5l^9#

��6��

Dj<=$GN<Ir*r9kH"X8N"k_jQMk,=(5l^9#3

liNQMkN_jMO"CTG.INI U!$k*hS ctgenvvar U!$kbNQ

ia<?<KP~7F$^9#

F_jQMkKO"VQ9Ndj>7 (Undo Changes)W\?s,"j"Q9

rhjC93H,G-^9#

CICS Transaction Gateway �����

=.D<krHQ9kH"Gateway 3^sIT*W7gsGXjG-k$UN

Qia<?<NMrv0_j9k3H,G-^9#

Gateway r+O9kH-K"=.D<krHCFjA5l?Qia<?<,"

X"9k3^sIT*W7gsrp7FXj5l?lgO"3^sITN_j

,%h5l^9#

Gateway �����

Gateway NlL_jOJ<NH*jG9#

��/���7��"�	#����: ConnectionManager 9lCINi|t

r~O7F/@5$#GU)kHO 1 G9#

3N_jO"ctgstart -initconnect 3^sIG*<P<i$IG-^9#

��/���7��"�	#����: ConnectionManager 9lCINGgt

r~O7^9#GU)kHO 100 G9#
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Vs)B (Unrestricted)WA'C/&\C/9r*r9kH"

ConnectionManager 9lCINtK)B,,Q5l^;s#

3N_jO"ctgstart -maxconnect 3^sIG*<P<i$IG-^9#

1 DN MVS "Il9&9Z<9KD- 100 DNQ$WN)B,"kNG"

\3^M<8c<&9lCINGgtO"(100 r"CICS Transaction Gateway

H>\L.9k CICS® Transaction Server (OS/390® G) NhNtG|;7?

M) K_j9k3Hr*+a7^9#3lO"Q$W,"CICS 5<P<4HN

9lCI1LGdj6ilk+iG9#

9lCINBYKD$FO"12Z<8N=1 r2H7F/@5$#

Worker "�	#����: Worker 9lCINi|tr~O7F/@5$#

GU)kHO 1 G9#

3N_jO"ctgstart -initworker 3^sIG*<P<i$IG-^9#

Worker "�	#����: Worker 9lCINGgtr~O7^9#GU)

kHO 100 G9#

Vs)B (Unrestricted)WA'C/&\C/9r*r9kH" Worker 9lC

INtK)B,,Q5l^;s#

3N_jO"ctgstart -maxworker 3^sIG*<P<i$IG-^9#

9lCINBYKD$FO"12Z<8N=1 r2H7F/@5$#

��)�������������: 3s=<k+iN~ONI_hjrD=

K9kKO"3NA'C/&\C/9r*r7^9#

GU)kHGO"3s=<k+iN~ONI_hjrHQD=K7^9#

3N_jO"ctgstart -noinput 3^sIG*<P<i$IG-^9#

TCP/IP 8"
����: aC;<8G TCP/IP [9H>r=(G-kh&K

9kKO"3NA'C/&\C/9r*r7^9#

3N*W7gsrHQ9kH"aC;<8G TCP/IP "Il9rINh&K=

(9k+r*r9k3H,G-^9#GU)kHGO" CICS Transaction

Gateway OaC;<8KtzA0G TCP/IP "Il9r=(7^9#3N*W

7gsrHQD=K9kH"CICS Transaction Gateway OIa$s&M<`&

=.D<kNHQ
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79F` (DNS) rHQ7F"aC;<8fNtzN TCP/IP "Il9r-f

N TCP/IP [9H>KQ97^9#3lKhj"aC;<8,I_hjd9/

Jj^9#

m: 3N*W7gsr*r9kH"79F`KhCFOEgJQU)<^s9

Nc<,/3klg,"j^9#

Java �����
��� ECI ��������: Java /i$"sH,mN

ECI ~zr CICS Transaction Gateway +ih@G-kh&K7?$lgK

O"3NA'C/&\C/9r*r7^9#

mN~zO"Call_Type: ECI_GET_REPLY ^?O ECI_GET_REPLY_WAIT r

HQ7F@ilkbNG9#CjN~zO" Call_Type:

ECI_GET_SPECIFIC_REPLY ^?O ECI_GET_SPECIFIC_REPLY_WAIT rH

Q7F@ilkbNG9#3N_jOm<+k Gateway KO,Q5l^;s#

������
��������-��
: _jCGMr~O7^9#

Java /i$"sH&Wm0i`, Gateway +iZG5lFb" Gateway ,^

@=NWm0i`N?aKWarh}7F$k3H,"j^9#h},^@J

TfNlgKO"=N Java /i$"sHN?aKWarI}7F$?

ConnectionManager O"3N?$`"&H|V^G"JTfNWa,0;9k

NrT!7^9#3N|Vra.Fb"^@JTfNWa,"klgKO"

ConnectionManager O=Nh}r3T7"77$\3KhkHQ,D=H7F

+,+HK^</rU1^9#3N?$`"&HO"GU)kHGO 10000 _

jCK_j5lF$^9,"Mr~O7F"3NGU)kHMr*<P<i$

IG-^9#

3NMr<mK_j9kH" ConnectionManager O"JTfWaN0;rT!

7^;s#

Worker "�	#������-��
: _jCGMr~O7^9#

ConnectionManager O"Waru1~l?i"=NWarBT9k?aK"

Worker 9lCIrdj6k,W,"j^9#7+7"?$`"&H|VbK

Worker ,HQD=KJiJ$lgKO"=NWarq]9k(i<&aC;<

8,wil"WaOBT5l^;s#3N?$`"&HO"GU)kHGO

10000 _jCK_j5lF$^9,"Mr~O7F"3NGU)kHMr*<

P<i$IG-^9#

3NMr<mK_j7?lgKO"Worker ,(~HQD=KJiJ$H"Wa

,q]5l^9#
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TCP ��
�����

TCP 5VN<Ir*r9kH"J<N TCP N_j,=(5l^9#

��
���9�#����������: 3NWmH3kGHQ9k?aK

CICS Transaction Gateway r=.9kKO"3NA'C/&\C/9r*r7

^9#

.�
: WmH3kN TCP/IP ]<HVfr~O7^9#

TCP/IP NGU)kH&]<HO 2006 G9#

TCP WmH3kN3N_jO"ctgstart -port 3^sIKhCF*<P<i

$IG-^9#

9�#����&���	����-��
: _jCGMr~O7^9#

3N_jO"WmH3k&OsIi<,$sP&sI\3Nu.+i&'$/

"CW9kQYr)f7^9#&'$/"CWKO Gateway ,d_7F$k+

I&+,!:5lkNG"3NMO"Gateway r04K7cCH@&s9k^

GN~VKFA7^9#3NMr<mK_j9kH"77$\3,u.5l?

~KOsIi<,&'$/"CW9k@1G"=N~V^G Gateway N04J

7cCH@&sOBT5l^;s#

����-��
: _jCGMr~O7^9#

77$\3,u1~lilkH"3NMO"ConnectionManager 9lCI,H

QD=KJk^GWmH3k&OsIi<,T!9k~VrXj7^9#

ConnectionManager 9lCI,3N~VbKHQD=KJiJ$lgKO"\

3,q]5l^9#3NMr<mK_j9kH"ConnectionManager ,90K

HQD=KJiJ$H\3,q]5l^9#

��#����-��
: _jCGMr~O7^9#

3N_jO"Il@1N|V\3rY_uVK7F*1k+rXj7^9#"

$Ik&?$`"&H|VO"Wa,GeK\3r.5l?~@+i+&sH

5l^9#?$`"&H,~;9kH\3OZG5l^9,"=N\3N?a

NnH,^@JTfNlgKO"\35l?^^KJj^9#3NM,_j5

lF$J$+"<mK_j5lF$klgKO""$Ik\3OZG5l^;

s#

?$`"&HeN*kh}KD$FO"5<P<K=N!=N5]<H,$s

9H<k5lF$klgKN_Tol^9#

=.D<kNHQ

52 CICS Transaction Gateway: OS/390® Gateway I}



Ping ����: _jCGMr~O7^9#

3NMO"Gateway ,\3/i$"sHK PING aC;<8rw.7F"/i

$"sH,^@"/F#V+I&+r!:9kQYrXj7^9#!N PING

aC;<8Nw.~V^GK PONG ~z,u.5lJ$H"\3,ZG5l

^9#3Nlgb"=N\3N?aNnH,^@JTfNlgKO (����

������MN_jK~8F) \35l?^^KJj^9#3NM,_j5

lF$J$+"<mK_j5lF$klgKO"PING aC;<8Ow.5l

^;s#

������#�	�: 3NA'C/&\C/9O"3N\3N?aNnH,

^@JTfNlgG"CFb""$Ik&?$`"&H^?O PING/PONG c

2KhCF\3rZGG-k3HrXj9kH-K*r7^9#

SO_LINGER ��: 3NOsIi<GHQ9k$UN=1CHN

SO_LINGER _jr~O7^9# SO_LINGER _jO"=1CHr*;9k?

aNYdMrC1LGXj7^9#3NM,~O5lJ$+""k$O<mK

_j7?lgKO"3NWmH3k&OsIi<GHQ5lkIN=1CHK

D$Fb SO_LINGER ,HQTDKJj^9#

SO_LINGER ,HQD=G"7+bG<?Aw,^@0;7F$J$lg"G

<?,Aw5lk^G"^?O\3,?$`"&HKJk^G" Close FSP

7KhCFFSP7Wm0i`rVmC/7^9# SO_LINGER ,HQTDN

lgO"Close FSP7O"FSP7&rVmC/9k3HJ/aj" TCP/IP

Oz-3-G<?rw.7h&H7^9#Lo"3N>wO.y7^9,"]

ZOG-^;s#J<Ji"TCP/IP O"Xj5l?~Vb@17+ Send Wa

r+jV5J$?aG9#

�����
�!'�
�(����"��������: Gateway K;-e

jF#<&/i9rHQ9k\3@1ru1~l5;?$lgKO"3NA'

C/&\C/9r*r7^9#

Java /i$"sH&Wm0i`,3N Gateway K\39k]KO"=N\3

GHQ9k,WN"k 1 PN;-ejF#<&/i9rXjG-^9#7+

7"Gateway O"GU)kHGO";-ejF#<&/i9N3NPrXj7

F$J$Wm0i`+iN\3bu1~l^9#

4HQN Gateway G"/;9G-k xxxServerSecurity /i9N;CHr)f

9k3HKhCF"IN;-ejF#<&/i9r-zK9k+r)fG-^

9#
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CICS Transaction Gateway ;-ejF#<P}N\YKD$FO" 18Z<8N

X;-ejF#<P}Yr2H7F/@5$#

System SSL ��
�����

System SSL 5VN<Ir*r9kH"System SSL N_j,=(5l^9#

_jO TCP NlgH18G9#?@7"SSL OJ<Nh&K_j5lF$^

9#

�����
�����: CICS Transaction Gateway N/i$"sH'ZrH

QD=K9kKO"3NA'C/&\C/9r*r7^9#GU)kHO"/

i$"sH'ZrHQTDK9k3HG9#

/i$"sH'Z,HQD=KJCF$kH-K"ssl: ^?O https: OsIi

<KP7F\3rn_kH"/i$"sH,+HN/i$"sHZ@q (G#

8?k ID H7FbNilk) rbCF$k,W,"j^9#

/i$"sHQN/i$"sHZ@qrh@9k}!KD$FO"76Z<8N

XSSL /i$"sHr=.9kYr2H7F/@5$#

KeyRing %��:�": 5<P< KeyRing NG<?Y<9&U!$k>

(.kdb) r~O7^9#

5<P< KeyRing O"3N5<P<r\3/i$"sHK1L9kNKHQ

9k-zJ x.509 Z@q+i=.5lF$J1lPJj^;s#3N KeyRing

G<?Y<9O"System SSL D<k (GSKKYMAN) rHQ7F8.5l^

9#

SSL *hS=NX"7? KeyRing G<?Y<9N\YKD$FO"63Z<8

NXh6O CICS® Transaction Gateway (OS/390® G) MCHo</&;-ej

F#<Yr2H7F/@5$#

KeyRing 6"��#: n.Wm;9fK"Xj7?5<P< KeyRing /i9

NQ9o<Ir~O7^9#

System SSL NGU)kHN]<HO 8050 G9#

SSL ��
�����

SSL 5VN<Ir*r9kH"SSLight N_j,=(5l^9#_jO

System SSL H18G9,"KeyRing G<?Y<9NeojK"J<N_j,

HQ5lk@,[Jj^9#

KeyRing ��"�: 5<P< KeyRing N/i9>r~O7^9#

=.D<kNHQ
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5<P< KeyRing O"3N5<P<r\3hN/i$"sHK1L5;k?

aKHQ9k"-zJ x.509 Z@q+i=.5lF$J1lPJj^;s#3

N KeyRing /i9O"3N=JHloKs!5lk SSL D<krHQ7F8

.5l^9#

SSL *hS=lKX"9k KeyRing /i9N\YKD$FO"63Z<8N

Xh6O CICS® Transaction Gateway (OS/390® G) MCHo</&;-ejF

#<Yr2H7F/@5$#

SSL NGU)kHN]<HO 8050 G9#

HTTP ��
�����

HTTP 5VN<Ir*r9kH"HTTP N_j,=(5l^9#_jO"TCP

NlgH18G9#

HTTP NGU)kHN]<HO 8080 G9#

System SSL HTTPS ��
�����

System SSL HTTPS 5VN<Ir*r9kH" HTTPS over System SSL ,

=(5l^9#_jO HTTP NlgH18G9,"System SSL HTTPS K

O"/i$"sH'ZNHQ"KeyRing G<?Y<9"*hS KeyRing Q
9o<INF_jb"j^9#

HTTPS NGU)kHN]<HO 443 G9#

HTTPS ��
�����

HTTPS 5VN<Ir*r9kH"HTTPS over SSLight N_j,=(5l^

9#_jO HTTP NlgH18G9,"HTTPS KO"/i$"sH'ZNH

Q"KeyRing /i9>"*hS KeyRing Q9o<INF_jb"j^9#

HTTPS NGU)kHN]<HO 443 G9#


��"��

Hl<9_jr=.9kKO"VD<k (Tools)WaKe<GVHl<9

(Trace settings)W*W7gsr*r7^9#

Gateway: 3NA'C/&\C/9r*r9kH" CICS Transaction Gateway

NHl<9,HQD=KJj^9#

3lO"ctgstart 3^sIG -trace *W7gsrXj7?lgH18!=rL

?7^9#
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;�
�&��
��"�����: Hl<9,HQD=Jlg"Hl<9&

aC;<8Nq-~_hHJkHl<9&U!$kNQ9>r~O7^9#Q

9rXj7J$H"Hl<9O CICS Transaction Gateway ,$s9H<k5l

F$k bin 5VG#l/Hj<N ctg.trc U!$kKq-~^l^9#

ctgstart 3^sIN -tfile *W7gsrHQ7Fb"Hl<9&U!$krXj

9k3H,G-^9#

CICS Transaction Gateway ,+O9k?SKHl<9&U!$k,IC5lk

o1GO"j^;s#U!$kOeq-5l^9#

QU)<^s9: Gateway Hl<9r*sK9kH"QU)<^s9Kg-J

FA,"j^9#BT/D-GO" Gateway Hl<9rHQ

D=K9k3Hr*+a7^;s#

Java ;�
�&��
��"��	����2: 0 A 1000000 K P$HN

OOGMr~O7^9#GU)kHO 0 G9#

3NMO"2<H&'$&Hl<9&U!$k,=3^Gg-/JkH=[5

lk5$:r K P$H1LGXj7^9#e3NHl<9`\O"U!$k

Nh,+iq-~^l^9#

OS/390 �� ���

7, CICS 5<P<r=.9kKO"VD<k (Tools))WaKe<+"D<k

P<+i"V7,5<P< (New Server)Wr*r7^9#

GgG 100 N5<P<7+J$3HKmU7F/@5$#

CICS �� �: 1 A 8 8zNOOG>0r~O7^9#3lO"

CICS_EciListSystems XtNWaK~z7Fa5lk"CICS 79F`N>0

G9#

CICS ��: ? 8z^GNb@r~O7^9#3lO"

CICS_EciListSystems XtNWaK~z7Fa5lk"CICS 79F`Nb@

G9#

OS/390 ����

OS/390 D-_jr=.9kKO"CICS 5<P<&N<Ir*r7^9#

3liN_jKX"7?D-QtN\YKD$FO" 41Z<8NXD-QtN

_jYr2H7F/@5$#

=.D<kNHQ
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RACF �����: EXCI FSP7GO5lkf<6< ID HQ9o<I,

RACF G'Z5lF$J1lPJiJ$3HrXj9kH-K"3NA'C

/&\C/9r*r7^9#3N*W7gsr*r9klgO" 58Z<8N

XRACF® GHQ9k?aN CICS Transaction Gateway N=.Yr2H7F"

'Z,,WJlgKBT9knHKD$FN\7$psr4YF/@5$#

�����: GU)kHN EXCI m<I&b8e<k,~CF$ki$Vi

j<N>0r~O7^9#

����
��: GU)kHN EXCI m<I&b8e<k,~CF$ki$

Vij<N>0r~O7^9#GU)kHO SDFHEXCI G9#

RRM �: CICS® Transaction Gateway (OS/390® G) N3N$s9?s9rI

}9kj=<9&^M<8c<N>0r~O7^9#3N>0NGg9O 32

8zG9#j=<9&j+Pj<&5<S9Nlg">0O79WlC/9b

GG-K9k,W,"j^9#

EW: >0N%grr1kKO"h,8zK A-C ^?O G-I rHQ7F/@

5$#

EXCI *����: GU)kHN EXCI *W7gs,~CF$ki$Vij<

N>0r~O7^9#

CTG <������"6": =TN CLASSPATH D-_jKIC9kQ9

>r~O7^9#=.D<kO"ctgclient.jar"ctgserver.jar"*hS classes.zip

NQ9r+0*K_j9k3HKmU7F/@5$#

CTG <��������
��6": =TN LIBPATH D-_jKIC9k

Q9>r~O7^9#=.D<kO"native_threads NQ9*hS ctgstart NL

Vr+0*K_j9k3HKmU7F/@5$#

EXCI �	
�: CICS® Transaction Gateway (OS/390® G) , EXCI FSP7

KHQ9kCjNQ$WN>0r~O7^9#CjNQ$W,Xj5lJ$

H"CICS® Transaction Gateway (OS/390® G) OFQQ$WrHQ7^9#

���������

=.D<krHQ9k3Hr*+a7F$^9,"=.U!$krT87F=

.rBT9k3HbG-^9#5sWkN=.U!$k CTGSAMP.INI ,QU

5lF$^9#

CICS Transaction Gateway rFO07F"=.U!$kKC(?Q9rhjP

9,W,"j^9#

=.D<kNHQ
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ctgstart "�
�
�1"�/�2

CICS Transaction Gateway r+O9k?aKHQ5lk ctgstart 9/jWH

O" bin 5VG#l/Hj<K"j^9#

ctgstart 9/jWHKO"D-QtN_jMr^ak3H,G-^9,"=li

,HQ5lkNO"O0~K ctgenvvar 9/jWH,!P5lJ$lg@1G

9#

System SSL rHQ9klgO"J<NQ9,,WG9#

1. 9F<HasH GSKLOAD="SYS1.SGSKLOAD" rIC9k#

2. ctgenvvar 9/jWHKJ<Nh&JQ9rC(k#D^j"

export STEPLIB=${STEPLIB}:${EXCI_OPTIONS}:${EXCI_LOADLIB}

J<KQ97^9#

export STEPLIB=${STEPLIB}:${EXCI_OPTIONS}:${EXCI_LOADLIB}:${GSKLOAD}

RACF® �������� CICS Transaction Gateway ���

CICS Transaction Gateway GO"RACF GHQ5lkf<6< ID HQ9o<

IN'Zr5]<H7F^9#^?"P?Q_N X.509 Z@qr RACF f<

6< ID K^CW9k*W7gsb"j^9 (92Z<8NXRACF f<6< ID

XN/i$"sHZ@qN^CTs0Yr2H7F/@5$)#

IAiN!=Gb"RACF rFSP9?aK OS/390 UNIX C/C++

pthread_security_np XtrHQ7^9#3N OS/390 UNIX XtGO"FSP

7&"Il9&9Z<9KVWm0i`)fWH$&^</,U$F$J1l

PJj^;s# ctgstart GFSP5l? CICS Transaction Gateway rBT9k

JVM (Java >[^7s) O"3N$s9?s9NFSP7&"Il9&9Z<

9KJj^9#

$/D+N HFS U!$kK"Wm0i`G)f5lF$k3Hr(9VH%

0-Wr_j7J1lPJj^;s#J<N extattr 3^sIO" CICS

Transaction Gateway ,HQ9km<I&b8e<kK"VWm0i`)fWH

$&^</rU1^9#

extattr +p path/ctg/bin/lib*.so
extattr +p path/ctg/bin/SECURES

33G"path O"?H(P"/usr/lpp G9#

ctgstart 9/jWHGjA5l"STEPLIB D-QtG2H5lkG<?&;C

H (.SDFHEXCI) Nm<I&b8e<kKb"VWm0i`)fWH$&^<

=.D<kNHQ
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/,U1ilF$k,W,"j^9#Wm0i`)fN^</U1NcKD$

FO"60Z<8NXWm0i`)fH7FNWm0i`N^</U1Yr2H

7F/@5$#

ctgstart 9/jWH,"Il9&9Z<9r>NWm;9H&Q7J$3HrX

j7J1lPJj^;s#3lO"FSP7&"Il9&9Z<9 (JVM)

,"Wm0i`G)f5lF$J$m<I&b8e<kKhCFVmQW5l

J$h&K9k?aNbNG9# JVM H+Ns&Q"Il9&9Z<9rH

Q5;kKO"!Nh&K~O7^9#

extattr -s path/ctg/bin/ctgstart

33G"path O"?H(P"/usr/lpp G9#

CICS Transaction Gateway m<I&b8e<kN[+K"CICS Transaction

Gateway "Il9&9Z<9KhCFm<I5l? Java HFS U!$kKb"

VWm0i`)fWH$&^</rU1k,W,"j^9#J<NcGO"

JVM , /usr/lpp/java/J1.3 K"kbNH[j7F$^9#3NG#l/Hj<G

!N3^sI&;CHr~O7F/@5$#

extattr +p bin/*
extattr +p lib/*

CICS Transaction Gateway , System SSL rHQ9kh&K=.5lF$kl

g"3NLDN=JGs!5lkP$Jj<HG<?&;CHKb"VWm0

i`)fWH$&^</rU1k,W,"j^9#J<Kcr(7^9#

extattr +p /usr/lpp/gskssl/lib/*
extattr +p /usr/lpp/gskssl/bin/*

System SSL rHQ7F8.5l? .kdb keyring U!$kH" CICS

Transaction Gateway KhCFm<I5l? .kdb keyring U!$kKb"VWm

0i`)fWH$&^</rU1k,W,"j^9#

extattr 3^sIrHQ9kKO"f<6<,"Q95lkU!$kNj-T^

?O9<Q<f<6<GJ1lPJj^;s#

m: CICS Transaction Gateway rBT9k?aNf<6< ID O"

BPX.SERVER FACILITY WmU!$kXN READ "/;9,vD5lF

$k,W,"j^9#\YKD$FO"VOS/390 C/C++ is?$`&i

$Vij<&jU!ls9W(SC88-6319-04) N" pthread_security_np KD

$FNar2H7F/@5$#

=.D<kNHQ
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CICS Transaction Gateway rBT9k?aNf<6< ID O"

TCPIP.STANDARD.TCPXLBIN G<?&;CHr]n9k RACF WmU!$

kKP9k READ "/;9,,WG9#

��,�-���
����,�-�/����

OS/390 K*$FO"Wm0i`)fHO" RACF )fNWm0i`r/,B

TG-k+r"$s9H<k&79F`G)f9k3HrD=K9k RACF

!=G9#J<O"Wm0i`KWm0i`)fH^</rU1k?aKHQ

9k3^sINcG9#3lO"G<?&;CH (PADS) KP9kWm0i

`&"/;9rHQ;:KWm0i`r]n9kcG9#

1. SETROPTS WHEN(PROGRAM)

3lKhCFWm0i`)f,"/F#VKJj^9#

2. ADDSD 'SYS1.LINKLIB' UACC(EXECUTE)

3lKhCF"f<6<KhkWm0i`N3T<rI_7^9#

3. RDEFINE PROGRAM MYPROG ADDMEM('SYS1.LINKLIB'/123456/NOPADCHK)
UACC(NONE)

3lKhj"MYPROG ,o)fWm0i`KJj^9#MYPROG O"\

je<` 123456 eN ’SYS1.LINKLIB’ NasP<GJ1lPJj^;

s#

4. SETROPTS WHEN(PROGRAM) REFRESH

3lKhCF"77$ PROGRAM WmU!$k,9Hl<8K~j^9#

\YKD$FO"VRACF ;-ejF#<I}TN,$IWr2H7F/@5

$#

	������"�

CICS Transaction Gateway N=.r0;9kKO"J<rBT7F/@5$#

v CICS Transaction Gateway +i EXCI WaQK CICS r=.9k#3N?

9/KD$FNpsO"VCICS 0t$s?<U'<9&,$IWK-\5

lF$^9#

v Web Vi&6<,Wa7? CICS Wm0i`KhCFHQ5lkL.hr

Q99k?aNQ9FsWl<Hrn.9k#3N?9/KD$FNps

O"VCICS U!_j<: 79F`/390 CICS +iNL.WK-\5lF$^

9#

=.D<kNHQ
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��(	��
����� CPUTIME ��-��
��������

BPXPRMxx parmlib asP<KO"h}r)f9kQia<?<*hSU!$

k&79F`,^^lF$^9#79F`Oi|=N]K3liNMrHQ7

^9#

HiU#C/NL,?$lg"SYS1.PARMLIB N BPXPRMxx asP<bN

MAXCPUTIME MrQ99k3H,,WKJj^9#3NMKhj"h}GH

QG-kGg CPU ~VrC1LGhj7^9#BPXPRMxx O"IPL ~Ni|

Mr_j9k?aKHQ5l^9#3NMO"SETOMVS 3^sIrHQ7F

Q9G-^9#

OS/390 P<8gs 2.8 J_"RACF f<6< ID WmU!$kN OMVS ;

0asHN CPUTIMEMAX MrHQ7F"f<6< ID Y<9G3NMr_

j9k3H,G-^9#\YKD$FO"VOS/390 UNIX System Services

PlanningWr2H7F/@5$#

=.D<kNHQ
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�6� CICS® Transaction Gateway (OS/390® �) �	
�
���!'�
�(�

3NOGO"MCHo</&;-ejF#<&WmH3kN SSL *hS

HTTPS rHQ7F"CICS Transaction Gateway r;CH"CW9k}!KD$

Fb@7^9#

v 64Z<8NXSystem SSL *hS SSLightYGO"CICS® Transaction Gateway

(OS/390® G) r5]<H9k5^6^J?$WN SSL KD$Fb@7"=

lirfS7^9#

v 65Z<8NX5bYGO"MCHo</&;-ejF#<N50H=NQl

KD$F5b7^9#^?"Ef0"G#8?kZ@q"*hS KeyRing

N50KD$FRp7^9#

v 69Z<8NXSSL H'ZYGO"SSL WmH3kH=l,s!9k'ZN?

$WKD$Fb@7^9#

v 71Z<8NXctgikey D<kYGO"G#8?kZ@qrI}9k?aK

CICS Transaction Gateway Gs!5lF$k SSLight D<k"iKeyMan K

D$Fb@7^9#

v 72Z<8NX0t*Kp>5l?Z@qNHQ (SSLight)YGO"0t*Kp

>5l?G#8?kZ@qr~j9k}!"*hS CICS Transaction

Gateway GHQ9kh&K"=lir KeyRing /i9K]I9k}!KD

$Fb@7^9#

v 78Z<8NX+Jp>5l?Z@qNHQ (SSLight)YGO"CICS

Transaction Gateway GHQ9kh&K"+Jp>5l?G#8?kZ@qr

8.9k}!KD$Fb@7^9#

v 83Z<8NXgskkyman D<kYGO"G#8?kZ@qrI}9k?aK

OS/390 V2R7.0 Gs!5lF$k System SSL D<k"gskkyman KD$F

Rp7^9#

v 84Z<8NX0t*Kp>5l?Z@qNHQ (System SSL)YGO"0t*

Kp>5l?G#8?kZ@qr~j9k}!"*hS CICS Transaction

Gateway GHQ9kh&K"=lir KeyRing G<?Y<9&U!$kK

]I9k}!KD$Fb@7^9#

v 88Z<8NX+Jp>5l?Z@qNHQ (System SSL)YGO"CICS

Transaction Gateway GHQ9kh&K"+Jp>5l?-G#8?kZ@q

r8.9k}!KD$Fb@7^9#
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v 92Z<8NXRACF f<6< ID XN/i$"sHZ@qN^CTs0YG

O"/i$"sHZ@qr RACF f<6< ID K^CW9k}!KD$F

b@7^9#

v 93Z<8NXSSL *hS HTTPS QN CICS® Transaction Gateway (OS/390®

G) N=.YGO";-e"&WmH3krHQ9kh&K CICS

Transaction Gateway r=.9k}!KD$Fb@7^9#

System SSL ��� SSLight

1Z<8NXh1O CICS Transaction Gateway N5WYGb@7?H*j"

CICS Transaction Gateway GO 2 DN Secure Sockets Layer (SSL) r$sWj

asH7^9#

chJ Java Gn.5l?FQ*JbNr SSLight H@$^9#3lO"

iKeyman H$&"chJ Java Khk0 / Z@qI}D<kKhCF5]<H

5lF$^9#

b& 1 Dr System SSL H@$^9#3lO"OS/390 eN CICS

Transaction Gateway KN_,Q5l"SSL 5<P<GN_HQG-^9#

System SSL OG-3<IGn.5l"EfO<I&'"&"/;il<?

<&+<Ir>,K5]<H7F$k?a"QU)<^s9,g}K~e7^

9#3lO"gskkyman H$&"H+N0 / Z@qI}D<kKhCF5]<

H5lF$^9# (3ND<kO OS/390 V2R7.0 KU07^9#)

=N?a"CICS® Transaction Gateway (OS/390® G) GO"System SSL "k$

O SSLight QN SSL: *hS HTTPS: WmH3k&OsIi<r=.9k3

H,G-^9#7+7"QU)<^s9eN}3+i"System SSL N}r

SSLight hj%h7FHQ7F/@5$# SSLight H System SSL NWmH3

k&OsIi<r5<P<&G=.7"HQ9k}!OsoKwF$^9#

93Z<8NXSSL *hS HTTPS QN CICS® Transaction Gateway (OS/390®

G) N=.Yr2H7F/@5$#

iKeyman H gskkyman GOIAib"0t*Kp>5l?Z@qH+Jp>5

l?Z@qNHQr5]<H7F$^9#

/i$"sH&N3<I (D^j",6"WlCHGBT9k3<I) Nlg

O"oK SSLight ,HQ5l^9# CICS Transaction Gateway G=_5]<

H5lF$kEf!=NGgNlYkO"DES 56bit G9#7+7"OS/390 Q

N CICS Transaction Gateway Nlg"VeriSign Step-Up Server Z@qr$s]

<H9k3H,G-^9#=lKhj"Java SSLight /i$"sH&3<I

CICS® Transaction Gateway (OS/390® G) MCHo</&;-ejF#<
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(*hS=N>N(/9]<H!=U- SSL /i$"sH) ,HQD=KJ

j"Ef!=,g}K~e7^9 (=_O"128bit ^GG9)#

��

CICS Transaction Gateway O"$s?<MCH`nN.yKTDgG"k";

-ejF#<L.rqg*K5]<H7F$^9#;-e"&MCHo</&

WmH3krHQ9kH"/i$"sHN"WlCH*hS"Wj1<7gs

, SSL rHQ7F CICS Transaction Gateway HB4KL.G-kh&KJj

^9# SSL *hS HTTPS WmH3kKD$FO"1Z<8NXh1O CICS

Transaction Gateway N5WYGRp5lF$^9#3NOGO"3liNWm

H3krHQ9kh&K CICS Transaction Gateway r;CH"CW9k}!r

\YKb@7^9#

B4JL.NC-rJ<K(7^9#

v !)- (Confidentiality)

!)-HO"aC;<8r$s?<MCH^?O$sHiMCHrp7Fw

.9kH-"=NbF,Wi$Y<HK]?lk3HrU#7^9#!)-

O"aC;<8NEf=KhCF]Z5l^9#

v ]4- (Integrity)

]4-HO"aC;<8,AwfKQ95lJ$3HrU#7^9#P)N

SfK"kk<?<G"F-9H,^~^?Oo|5l?j"aC;<8,

La9k]KmjA(ilkD=-,"j^9#]4-,J$H"3Ai+

iw.9kaC;<8Hjj}Gu.9kaC;<8HNlWO]Z5l^

;s#]4-OEf=*hSG#8?k&70KAc<KhCF]Z5l^

9#

v U$=O (Accountability)

U$=OHO"r9,Tol?3Hrw.&Hu.&N>},'ak3Hr

U#7^9#U$=O,J$H"u.&OaC;<8,~#7J+C?Hg

%9k3HbG-^9#U$=OOG#8?k&70KAc<KhCF]Z

5lkNG"dj,88?lg"@lKU$,"k+rCjG-^9#

v 'Z- (Authenticity)

'Z-HO"L.Njj}r1LG-"=Njj}r.QG-k3HrU#

7^9#'Z-r@kKO"jj&,g%I*jNTG"k3HrN'G-

kh&K"H5N!:,,WHJj^9#'ZO"G#8?k&70KAc

<*hSG#8?kZ@qrHQ9k3HKhCF#.5l^9#

System SSL *hS SSLight
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����� ?

Ef=KhCF"$s?<MCHrp7Fw.9kAwN!)-,]Z5l^

9#GbJ1JA0NEf=O"aC;<8r9/isVk (gxrQ(k)

7F"u.&,9/isVkr|9k^G=NaC;<8rIaJ$h&K9

k3HG9#w.&O";!Q?<sD^j0 rHQ7FaC;<8rEf=

7"u.&O|f-<rHQ7FaC;<8r9/isVkr|7^9#

Ef= (*hSG#8?k&70KAc<H'Z) KO"2 o`N0rHQG

-^9#

1. PN (Symmetric)

2. sPN (Asymmetric)

PN0 rHQ9kH"w.&Hu.&OljNQ?<sr&-7F"w.&O

=lKhCFaC;<8rEf=7"u.&O=lKhCFaC;<8r|f

7^9#PN0rHQ9k]Nj9/O"k)N0rL.jjKwkH-KB

4JAwjJr*r7J1lPJiJ$H$&3HG9#

sPN0 GO"0NZ"rn.7^9#3N0Z"O"x+0 Hk)0 G=

.5l^9#PN0HO[Jj"3liN0O_$K[JCF$F"k)0O

x+0hjb?/Nk)NEf=Q?<sr]}7F$^9#

w.&O"B4KL.7?$jjKx+0r[[7^9#k)0O]87F"

Q9o<IG]n7^9#w.&@1,k)0r}CF$kNG"x+0GE

f=5l?u.aC;<8r|fG-kNOw.&@1HJj^9#

SSL JINWmH3kO"sPN (x+0H7FbNilk) EfHPN0E

fN>}rHQ7^9#x+0EfO"TCP/IP OsI7'</KHQ5l^

9#OsI7'</N]K"^9?<&-<,/i$"sH+i5<P<KO

5l^9#/i$"sH*hS5<P<O"=N^9?<&-<rHQ7F=

l>lH+N;C7gs&-<rn.7^9#=Ne";C7gs&-<rH

Q7F";C7gsNDjN|VGG<?NEf=*hS|f,Tol^9#

%(�����,5=7����%(������

G#8?k&70KAc< O"tX*KW;5l?G-Np>G"j"U$=

Or]Z7^9#

G#8?kZ@q KhCF"(sF#F#<rlU*K1L9k3H,D=K

Jj^9#=lO\A*KO".Q5lF$kh0T,/T9kER* ID +

<IG9#

;-ejF#<N50N5b
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G#8?kZ@qO"j-TN"$GsF#F#<rN)9k3HH"j-T

Nx+0rHQD=K9k3HN 2 DN\*rL?7^9#G#8?kZ@q

O".Q5lk"RG"k" VeriSign Inc, Thawte JIN'ZI (CA) ,/T

7^9#/TN]KOljN-z|V,jailF"=N|B|U,a.kH

V-9(,,WKJj^9#

G#8?kZ@qO"J<NWG+i=.5l^9#

v 'Z5lkMNx+0#

v 1L> (DN) HbFPlk"'Z5lkMN>0H"Il9#

v CA NG#8?k&70KAc<#

v /T|U#

v -z|B#

1L>O"DM^?OH%N>0H"Il9G9#1L>OZ@qWaNlt

H7F~O7^9#G#8?k0Kp>5l?Z@qKO"f<6<N1L>

@1GJ/" CA N!ZrD=K9k CA N1L>b^^l^9#

B4KL.9k?aK"AwNu.&O"w.&,HQ7F$kZ@qr/T

7? CA r.Q7J1lPJj^;s#=NkL"w.&,aC;<8Kp>

9k?SK"u.&KOP~9k CA Np>TNZ@q *hSHi9FC

I&k<H0 KXj5l?x+0,,WHJj^9# ?H(P"4HQN

Web Vi&6<KOHi9FCI CA Np>TNZ@qr(9GU)kHN

j9H,woCF$^9#>N CA +iNZ@qr.Q7?$lg"=N CA

+iNZ@qru1hCF"=lrHi9FCI&k<H0KXj7J1lP

Jj^;s#

"J?Nx+0r^`G#8?kZ@qr>TKw.9klg"=NT,G#

8?kZ@qrmQ7F"J?G"k+Nh&K6kq&3HNJ$h&K]

n9kbNO?G7g&+#=Nz(O""J?Nk)0G9#G#8?kZ

@q@1GO"/+N"$GsF#F#<rZ@9k3HOG-^;s#G#

8?kZ@qO"j-TNG#8?k&70KAc<r!:9k?aK,WJ

x+0rs!7F"j-TN"$GsF#F#<N!ZrD=K9k@1G

9#=N?a"G#8?kZ@qNj-TO"G#8?kZ@qbNx+0K

09kk)0r]n7J1lPJj^;s#=&7J$H"k)0,p^l?

lg"/+>NT,=NG#8?kZ@qN5vJj-TG"k+Nh&K6

kq&D=-,"j^9#

;-ejF#<N50N5b
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%(���������

Z@qO"!N 2 DN}!Gh@G-^9#

1. CA +iZ@qrX~9k

2. +,"FKZ@qr/T9k"D^j+,+HN CA HJk#

CA ����������

$s?<MCHeG&HS8M9rkh7F$klg"VeriSign Inc ([<`&

Z<8O" https://www.verisign.com/) JIN CA +i5<P<Z@qrX~7

F/@5$#

Z@qWar VeriSign KwkH"Z@q,/T5lk0KWaTNH5rZ

@9k3H,aail^9#3N5'Wm;9OWaT"WaTNH%"*h

S VeriSign r]n9k?aK,WG"kHO$("=[JeN|V,++k

3H,"j^9# VeriSign OZ@qWaKG#8?k0Kp>7F"lU*

JZ@qr E a<kGwjV7F-^9#

m: VeriSign 5<P<Z@qr"[Jk^7seN#tN5<P<,&Q9k

3HOG-^;s#

�������������

CA H7FT09klg"+,+HN"^?O>TNZ@qWaKp>G-^

9#0t*J$s?<MCH&hzN?aGOJ/"H%bGNZ@q@1,

,WJlg"3lOI$*rG9#=Nh&J7Jj*GO"$sHiMCH

bN5EK*r7?gWJMwK"/;9rBj9kHh$G7g&#

gWJMwO"+Jp>5l? CA Z@qru.7F=lrHi9FCI&k

<HKXjG-k Netscape Navigator JINVi&6<r}CF$kH7^

9#=liNWwO""J?HNL.r.Q7F"B4Kpsr&QG-kh

&KJj^9#

KeyRing

GO"G#8?kZ@qH=lKX"9k0OI3K]I7^9+#z(O"

x+0"k)0"Z@q"*hSHi9FCI&k<H0r" KeyRing U!$

kK]I9kH$&3HG9#

SSLight Nlg: CICS Transaction Gateway O Java /i9rHQ7F"Z@

qH0G<?r SSL 5<P<H SSL /i$"sHN>}K]I7^9#

CICS Transaction Gateway G<bs (SSL 5<P<H7FT09k) O"5<

P< KeyRing (ServerKeyRing.class JI) rHQ7"9YFN SSL /i$

"sHO/i$"sH KeyRing (ClientKeyRing.class JI) rHQ7^9#

;-ejF#<N50N5b
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SSL *hS HTTPS WmH3kGO"B4J\3rN)9k?a"3liN

Java /i9XN"/;9,,WG9#3liN"/;9O"CICS Transaction

Gateway r=.9kH-KN)7^9# 93Z<8NXSSL *hS HTTPS Q

N CICS® Transaction Gateway (OS/390® G) N=.Yr2H7F/@5$#

79F` SSL Nlg: CICS Transaction Gateway O0G<?Y<9&U!$

krHQ7F"Z@q*hS0G<?r SSL 5<P<K]I7^9#0G<

?Y<9 (.kdb) U!$kO"gskkyman D<krHQ7Fn.7^9#=N?

a"CICS Transaction Gateway G<bsO"5<P< KeyRing (?H(P"

ServerKeyRing.kdb H$&>0) rHQ7^9 (.kdb U!$k,79F`

LIBPATH K^^lF$J1lPJj^;s)# SSL WmH3k*hS HTTPS

WmH3kO3N-<&G<?Y<9&U!$kK"/;97F";-ejF

#<\3rN)9k,W,"j^9#3liN"/;9O"CICS Transaction

Gateway r=.9kH-KN)7^9# 93Z<8NXSSL *hS HTTPS Q

N CICS® Transaction Gateway (OS/390® G) N=.Yr2H7F/@5$#

3NON3/aGO"J<N}!KD$Fb@7^9#

v KeyRing U!$kNn.#

v G#8?kZ@qNh@#

v G#8?kZ@qru.7F KeyRing U!$kK~lk#

SSL ���

SSL GO"/i$"sH,5<P<N"$GsF#F#<r'Z9k3H,G

-^9#3lO"5<P<'Z HFPl^9#

SSL P<8gs 3 GO5iK"5<P<,/i$"sHr'Z9k3H,G

-^9#3lO/i$"sH'Z HFPl^9#3lO"~z9k0K/i$

"sH,/G"k+rN'9k,W,"klgKHQ5l^9# SSL /i$

"sH'Z,_j5lF$klg"5<P<O/i$"sH, SSL \3rT

&?SK/i$"sHNZ@qrWa7^9#5<P<O8qr5<S9s!

9k0K"/i$"sHNZ@qK^^lk DN psrHQ7F"/i$"s

HNWaK^^lk DN psr!:7^9#

SSL O;-ejF#<&OsI7'</rHQ7F"/i$"sHH5<P<

HNVN TCP/IP \3r+O7^9#OsI7'</N]"/i$"sHH5

<P<O";C7gsGHQ9k;-ejF#<N0*hSEf=KHQ9k

"k4j:`KD$FgU7^9#/i$"sHO"5<P<r'Z7^9#

5iK"/i$"sH, SSL /i$"sH'ZKhCF]n5lk8qrW

a9klg"5<P<O/i$"sHNZ@qrWa7^9#OsI7'</

;-ejF#<N50N5b
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Ne"/i$"sHWaH5<P<~zN>}K^^lk9YFNps,"

SSL KhCFEf=*hS|f5l^9#=lKOJ<Nps,^^l^9#

v /i$"sH,Wa7F$k URL

v /.fNU)<`NbF

v f<6<>dQ9o<IJIN""/;9vDps

v /i$"sHH5<P<NVGw.5l?9YFNG<?

SSL OsI7'</r"^11 K(7^9#

HTTPS

HTTPS O"SSL H HTTP Hrkg9kG-NWmH3kG9# SSL G]n

5l?8qKjs/9k HTML 8qN"s+<H7F" https:// rXj7J

1lPJj^;s#/i$"sH&f<6<O"https:// rXj7F URL r*

<Ws9k3HKhCFb" SSL G]n5l?8qrWaG-^9#

^ 11. 5<P<'ZKhk SSL OsI7'</

;-ejF#<N50N5b
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HTTPS (HTTP + SSL) H HTTP O[JkWmH3kG"j"LoO[Jk]

<H (=l>l 443 H 8080) rHQ9k?a"SSL WaHs SSL War1

~KBTG-^9#=NkL"psr;-ejF#<rHQ7J$G9YFN

f<6<Ks!9kHHbK"CjNpsr;-ejF#<WarT&Vi&

6<@1Ks!9k3H,G-^9#3N}!KhCF$s?<MCHN.d

HTO"f<6<,&Jr\w9kH-KO;-ejF#<rHQ;:"m8

qK-~7F/l8CH&+<IVfrw.9kH-KO;-ejF#<rH

Q9kh&K7F$^9#

SSL G HTTP r5]<H7J$Vi&6<O"v3 HTTPS rHQ9k URL

rWa9k3HOG-^;s#s SSL Vi&6<GO"B4K/.7J1l

PJiJ$U)<`r/.9k3HOG-^;s#

ctgikey 3��

CICS Transaction Gateway KO"G#8?kZ@qr]i9k?aND<k

iKeyman ,woCF$^9# ctgikey 3^sIrHQ7F",ZJD-

(JAVA_HOME D-Qtr^`) N_j*hS iKeyman N/0rT(^9#

iKeyMan rHQ7F"J<N3H,G-^9#

v CA KG#8?kZ@qrWa7Fu1hk#72Z<8NX0t*Kp>5

l?Z@qNHQ (SSLight)Yr2H#

v +Jp>5l?Z@qr8.9k#78Z<8NX+Jp>5l?Z@qNH

Q (SSLight)Yr2H#

v KeyRing U!$kKZ@qrIC9k#

v KeyRing Q9o<IrQ99k#

v GU)kHNk)0r_j9k#

v 0ro|9k#

v 0rU!$kK3T<7F(/9]<H9k#

v (/9]<H5l?3T<+i0r$s]<H7F"=lr KeyRing KI

C9k#

iKeyman ������
����"����������

KeyRing I}Ngt,O CICS Transaction Gateway ^7seGBT5l^9

," iKeyman D<kr SSL 5<P<K\37F$k/i$"sHK[[7J

1lPJiJ$3Hb"j^9#/i$"sH&^7sKO"CICS Transaction

;-ejF#<N50N5b
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Gateway Java 5]<HNGclYk"D^j IBM Java SDK 1.2.2 ,,WG

9#5iK" iKeyman Java O0/i9r/09k?aN9/jWH^?O3

^sI&U!$kb,WG9#

cH7F"JDK rHQ7F iKeyman r/09k?aN Windows NT 3^s

ITrJ<K(7^9#

java.exe -classpath
"e:¥ikeyman¥cfwk.zip;e:¥ikeyman¥gsk4cls.jar;e:¥ikeyman
¥swingall.jar;" -Dkeyman.javaOnly=true com.ibm.gsk.ikeyman.Ikeyman

JRE rHQ7F/09klgO"J<NH*jG9#

jre.exe -classpath
"e:¥ikeyman¥cfwk.zip;e:¥ikeyman¥gsk4cls.jar;e:¥ikeyman
¥swingall.jar;" -Dkeyman.javaOnly=true com.ibm.gsk.ikeyman.Ikeyman

3liNcGO"/i$"sH&o</9F<7gsN ikeyman G#l/Hj

<KJ<NU!$k,"kH[j7F$^9#

v cfwk.zip

v cfwk.sec

v gsk4cls.jar

v swingall.jar

v ikminit.properties

3liNU!$kO9YF" CICS Transaction Gateway ,$s9H<k5lF

$k classes 5VG#l/Hj<K"j^9#

m: cfwk.zip , CLASSPATH _jKP=9kGiN IBM s!N"<+$VG

"k3HrN'7F/@5$#

��������������� (SSLight)

CICS Transaction Gateway O"SSL /i$"sHr'Z7F"VeriSign Inc. J

IN'ZI+i0t*Kp>5l?Z@qru1~lk3HNG-k SSL 5

<P<H7F!=G-^9#

3NaGO"Z@qI}$s?<U'<9 iKeyMan rHQ7F" SSL 5<P

<H SSL /i$"sHN>}r=.9k}!KD$Fb@7^9#3lOc

hJ Java Gn.5lF$k?a",ZJ JVM ,$s9H<k5l?#tN

/i$"sH / 5<P<&o</9F<7gsK[[9k3H,G-^9#

;-ejF#<N50N5b
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SSL 5<P<*hS/i$"sHr=.9k3HKO" KeyRing /i9Nn

."G#8?kZ@qNh@"*hS=lir KeyRing /i9Ku1~lk

3H,^^l^9#

5<P< KeyRing /i9KO"5<P<Z@q*hSP~9kk)0"=7

F$/D+Np>TNZ@q,^^l^9#5<P<Z@qHO" SSL 5<

P<r\37F$k/i$"sHK1L5;k?aKHQ9kG#8?kZ@

qG9#

/i$"sH KeyRing /i9KO"/J/Hb" SSL 5<P<Np>TN

Z@q"*hS/i$"sH'Z,,WJlgKO/i$"sH x.509 Z@q

,^^l^9#

SSL �� ������

3NaGO"VeriSign Web 5$H (www.verisign.com) +inQ (F9H) 5<

P<Z@qrh@9k}!KD$Fb@7^9# VeriSign O"nQ5<P<

Z@qr 14 |VHQ9k3HrvD7F$^9#3lOGbs9Hl<7g

sQN5<P<Z@qJNG".Q5l? VeriSign 'ZIGOJ/ VeriSign

Test CA KhCFp>5l^9#

9YFN SSL /i$"sHO" VeriSign Test p>TNZ@qk<H0,/i

$"sH KeyRing K"^?O HTTPS \3NlgOVi&6<Nj]8Hj

<K$s9H<k5lF$k,W,"j^9#

\qNcGO"Netscape Communicator P<8gs 4.5 NHQr[j7F$^

9#

04J VeriSign 5<P<Z@qrh@9klgb"nQGKX7F33Kb

@9kNH18jgGT$^9#

�� � KeyRing �����

GiN9FCWO"5<P< KeyRing /i9rn.9k3HG9#3lKO

eK"p>TNZ@qH5<P<Z@q (*hSX"7?k)0) ,^^lk

3HKJj^9#3Nj]8Hj<OQ9o<IKhCF]n5lF$F"

iKeyMan KhCF .class rn.9kH-"Q9o<INV/YW,(5l^

9#QtzNgxsrHQ9k3Hr*+a7^9#3lKhj"Q9o<I

OVp=J/)-qW6bKP7FQWOr}7^9#

Z@qrh@9kKO"J<Nh&K7^9#

1. ctgikey r+O7^9#

2. VKey Database File -> NewWr*r7^9#

0t*Kp>5l?Z@qNHQ
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3. VKey Database TypeW+i"VSSLight key database classWr*r

7^9#

4. ServerKeyRing.class rU!$k>H7F~O7^9#

5. VLocationWK" ServerKeyRing.class r]I9k?aN,ZJljr~O

7^9#

6. V;r (OK)Wr*r7^9#

8.5lk ServerKeyRing.class KOGU)kHG"$/D+NlL*Jp>T

NZ@q,^^l^9#=liKO"VeriSign k<Hp>TNZ@qd Test

p>TNZ@qJI,^^l^9#5iK"5<P<,/i$"sHr

VeriSign /i$"sHZ@qKhCF!Z9k3HrD=K9k" VeriSign

/i9 1 A 4 Nx+'ZINp>TNZ@qb^^l^9#3lKD$F

O"76Z<8NXSSL /i$"sHr=.9kYG\7/b@5lF$^9#

����������

5<P<Z@qr www.verisign.com +ih@G-kh&KJk0K" SSL 5

<P<OZ@qWarn.7Fm<+kK]I7J1lPJj^;s#

1. iKeyMan +iVCreateWr*r7^9#

2. VCreate New Certificate RequestWr*r7^9#

3. Z@qWar0.5;J1lPJj^;s#ltNU#<kIO$UXjG

9,"/J/HbJ<NU#<kIK~O7J1lPJj^;s (cr(7

^9)#

Key Label verisignServerCert

Key Size 1024

Common Name servermachine.hursley.ibm.com

Organization IBM UK

Country GB

4. Z@qWar]I9kU!$kN>0rXj7F"V;r (OK)Wr*r7

^9#=l+i iKeyMan Ox+Hk)HN0Z"rn.7^9#3Nh}

KO"4HQNWm;C5<.YK~8F$/i+N~V,++j^9#

�� ���������

!NJ,O"VeriSign N Web 5$HK\37F"nQ5<P<Z@qrWa

9k3HG9#Vi&6<G http://www.verisign.com r=(7F+i"

https://digitalid.verisign.com/server/trial/trialIntro.htm NZ<8K\T7^9#3l

G"nQ5<P<Z@qNP?NQU,G-^7?#

1. VContinueWr*r7^9#

0t*Kp>5l?Z@qNHQ
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2. b&lYVContinueWr*r9kH"VStep 2 of 5 - Submit CSRW,

=(5l^9#

3. Z@qWaU!$kNbFr"=(5lkF-9HHK=jU1^9#Z@

qWaNbFO"J<Nh&JbNG9#

-----BEGIN NEW CERTIFICATE REQUEST----------END NEW CERTIFICATE REQUEST-----

4. VContinueWr*r7^9#

5. !NZ<8GO"Z@qWaNbFr!:9k3H,G-^9#Wa5l?

DMKX9k\Yb~O7J1lPJj^;s#04J VeriSign 5<P<

ID (nQGGOJ/) rWa7?lg"3liN\YO4HQN"Wj1<

7gsr'Z9k?aKHQ5l^9#

6. \Yr~O7F"VeriSign gU8qrI_*(?Ji"VAcceptWr*r

7^9#

7. !NJ, (5 DN&AN 4 V\) O" Test p>TNZ@qk<Hr"

SSL 5<P<XN\3KHQ9kVi&6<K$s9H<k9k3HG

9# Java "WlCH+i CICS Transaction Gateway XN SSL \3Nl

g"/i$"sH&"WlCHKOGU)kHG Test p>TNZ@qr^

`/i$"sH KeyRing /i9,,WJNG"=N$s9H<kO,W"

j^;s#7+7"HTTPS WmH3kOVi&6<bNj]8Hj<rH

Q9kNG" Test p>TNZ@qr$s9H<k7J1lPJj^;s#

04J VeriSign 5<P<Z@qr=7~`lgKO" Test p>TNZ@

qr$s9H<k9k,W,J$3HKmU7F/@5$#

VeriSign nQG5<P<Z@qO"DMN\YpsH7F~O7?"Il9K

E a<kGwil^9#3lKOLo"1 ~V +i 3 ~V++j^9#

�� ������� � KeyRing ������

5<P<Z@qrh@7?Ji" iKeyMan rHQ7F=lr5<P<

KeyRing KVu1~lkW,W,"j^9#

1. ^:"F-9H&(G#?<rHQ7F5<P<Z@qG<?ruNF-9

H&U!$kK3T<&"sI&Z<9H7^9#

0t*Kp>5l?Z@qNHQ
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2. iKeyMan +i"Wk@&s&aKe<NVPersonal CertificatesWr*r

7^9#3lO"VKey database contentWiYkN<K"j^9#

3. VReceive...Wr*r7^9#

4. 5<P<Z@qG<?N~C?F-9H&U!$kNLVrXj7^9#3

NG<?O Base64 (s3<IN ASCII A0G9#

5. V;r (OK)Wr*r7^9#

6. VKey Database FileWr*r7F+i"V*; (Exit)Wr*r7^9#

3lG"ServerKeyRing.class , CICS Transaction Gateway GHQG-kh

&KJj^9#=lKOGU)kHNp>TNZ@q"*hS VeriSign 5<

P<Z@qH=lKP~9kk)0,^^l^9#

SSL �����
�����

LoN (GU)kHN) `nGO"CICS Transaction Gateway O SSL OsI7

'</rBT9kH-5<P<'Z@1rHQ9kNG"/i$"sHO"s

(5l?5<P<Z@qru1~lk3H@1,WG9#5<P<'Z,!=

9k?aKO"/i$"sH KeyRing /i9K"^?O HTTPS NlgOV

i&6<Z@qj]8Hj<K"5<P<Z@qNp>TNZ@q,J1lP

Jj^;s#3NcGO"p>TNZ@qO VeriSign Test p>TNZ@qG

9#

5<P< KeyRing /i9NlgH1MK" iKeyMan rHQ7F/i$"sH

KeyRing /i9rn.9kH"=lKOGblL*Jp>TNZ@qNGU)

kH&;l/7gs,^^lk3HKJj^9#

5<P<'ZKC(F"CICS Transaction Gateway O/i$"sH'Zb5]

<H7^9#3N*W7gs,HQD=KJCF$kH-K" ssl: ^?O

https: OsIi<KP7F\3rn_klg"/i$"sH,+HN/i$"

sHZ@q (G#8?k ID H7FbNilk) r}CF$k,W,"j^

9#

J<NaGO"VeriSign G#8?k ID rh@7F,WJ/i$"sH

KeyRing /i9rn.9k}!KD$Fb@7^9#

�����
��������

5<P<Z@qNh@NlgHOPH*K"INA0NZ@qWar8.9k

lgKb iKeyMan rHQ9k,WO"j^;s# VeriSign O"Netscape ^?

O Internet Explorer NIAi+NVi&6<rHQ7F/i9 1 G#8?k

ID rh@9k?aNjJrs!7F$^9#

0t*Kp>5l?Z@qNHQ
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/i$"sHZ@qrh@7F"Vi&6<&j]8Hj<K$s9H<k9

kH" #PKCS12 U!$kH7FNilkB4J]IljK"Z@qG<?

r"=lKX"9kk)0HHbK(/9]<HG-kh&KJj^9#3N

U!$kOQ9o<IG]n5lF$F" iKeyMan D<krHQ7F/i$

"sH KeyRing /i9K$s]<HG-^9#

1. Netscape Communicator P<8gs 4.5 rHQ7F"Vi&6<G

www.verisign.com r=(7" Individual Certificates Njs/r?ICF
/@5$#

2. https://digitalid.verisign.com/client/class1Netscape.htm N HTML Z<8K~#

7?i"Wa5lF$k\Yr~O7^9#=N\YO VeriSign KhC

F"/i$"sH&"Wj1<7gsN'ZKHQ5l^9#

3. VAcceptWr*r7^9#

4. 33G"Netscape Ok)0r8.7^9#3Nk)0r]n9k?aNQ

9o<I,Wa5l^9#

5. VeriSign O=7~_N]KLN7?"Il9K"/i9 1 G#8?k ID

N@&sm<I*hS$s9H<kKX9kpsr E a<kGwj^9#

$s9H<k&Wm;9N]"Netscape Communicator GO/i$"sHZ@

qr"Q9o<IG]n5l?U!$k (#PKCS12 A0) KJ<G-^9#

iKeyMan D<kO #PKCS12 A0U!$kr5]<H7F*j"Z@q (*h

S=Nk)0) r/i$"sH KeyRing /i9K$s]<H9k3H,G-^

9#

�����
 KeyRing �����

/i$"sH KeyRing /i9rn.9kKO"J<Nh&K7^9#

1. ctgikey r+O7^9#

2. VKey Database File -> NewWr*r7^9#

3. VKey Database TypeW+i"VSSLight key database classWr*r

7^9#

4. ClientKeyRing.class rU!$k>H7F~O7^9#

5. VLocationWK" ClientKeyRing.class r]I9k?aN,ZJljr~O

7^9#

6. V;r (OK)Wr*r7^9#

3lG"J<NGU)kHNp>TNZ@qr^` ClientKeyRing.class ,n.

5l^9#

0t*Kp>5l?Z@qNHQ
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VeriSign Class 1 Public Primary Certification Authority
VeriSign Class 2 Public Primary Certification Authority
VeriSign Class 3 Public Primary Certification Authority
RSA Secure Server Certification Authority
Thawte Personal Basic CA
VeriSign Test CA Root Certificate
Thawte Personal Premium CA
Thawte Premium Server CA
Thawte Personal Freemail CA
Thawte Server CA

�����
���������
 KeyRing ���.�
��

/i$"sHZ@qr^` #PKCS12 ]IU!$kr$s]<H9kKO"J

<Nh&K7^9#

1. VKey database contentWiYkN<K"kWk@&s*rh+i

VPersonal CertificatesWr*r7^9#

2. V$s]<H (Import...)Wr*r7^9#

3. VKey file typeWr PKCS12 
���K_j7^9#

4. ]I7? #PKCS12 U!$kNLVrXj7^9#

5. V;r (OK)Wr*r7^9#

6. VKey Database FileWr*r7F+i"VCloseWr*r7^9#

7. VKey Database FileWr*r7F+i"V*; (Exit)Wr*r7^9#

3lG"ClientKeyRing.class , CICS Transaction Gateway GHQG-kh

&KJj^9#=lKOGU)kHNp>TNZ@q"*hS VeriSign /i

$"sHZ@q (/i9 1 G#8?k ID) H=lKP~9kk)0,^^l

^9#

�	����������� (SSLight)

CICS Transaction Gateway O"Z@qKV+,Gp>9kWa+K:`rs!

7^9#+,+HrH+N'ZIH7FN)7"5<P<& (CICS Transaction

Gateway) *hS/i$"sH& (Vi&6<) N X.509 G#8?kZ@qr8

.7^9#

3NaGO"Z@qI}$s?<U'<9 iKeyMan rHQ7F" SSL 5<P

<H SSL /i$"sHN>}r=.9k}!KD$Fb@7^9#

SSL �� ������

SSL 5<P<N=.KO"5<P< KeyRing /i9Nn."+Jp>5l?

Z@qN8."*hS=lr KeyRing /i9Ku1~lk3H,^^l^

9#

0t*Kp>5l?Z@qNHQ
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�� � KeyRing �����

GiN9FCWO"5<P<Z@qH0psr]I9k?aN5<P<

KeyRing /i9&U!$krn.9k3HG9#

1. ctgikey r+O7^9#

2. VKey Database File -> NewWr*r7^9#

3. VKey Database TypeW+i"VSSLight key database classWr*r

7^9#

4. ServerKeyRing.class rU!$k>H7F~O7^9#

5. VLocationWK" ServerKeyRing.class r]I9k?aN,ZJljr~O

7^9#

6. V;r (OK)Wr*r7^9#

7. KeyRing U!$kNQ9o<Ir~O7^9#

�� ���������

3lG"+Jp>5l?5<P<Z@qrn.7F"k)0HHbK5<P<

KeyRing /i9KJ<9k`w,G-^7?#

1. iKeyMan +i"Wk@&s&aKe<NVPersonal CertificatesWr*r

7^9#3lO"VKey database contentWiYkN<K"j^9#

2. VNew Self-Signed...Wr*r7^9#

3. Z@qN\Yr0.5;J1lPJj^;s#ltNU#<kIO$UXj

G9,"/J/HbJ<NU#<kIK~O7J1lPJj^;s (cr(

7^9)#

Key Label exampleServerCert

Version X509 V3

Key Size 1024

Common Name clientmachine.hursley.ibm.com

Organization IBM UK

Country GB

Validity Period 365 (|)

4. V;r (OK)Wr*r7^9#=l+i iKeyMan Ox+Hk)HN0Z"

rn.7^9#3Nh}KO"4HQNWm;C5<.YK~8F$/i+

N~V,++j^9#

+Jp>5l?Z@qNHQ (SSLight)
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5. iKeyman ,+Jp>5l?5<P<Z@qr5oKn.9kH"=lO

VPersonal CertificatesW&#sI&K=(5l^9#Z@qO8.Wm;9

GXj7?-<&iYkK~8F>U1il^9#3NcGO"

exampleServerCert G9#

6. exampleServerCert r/4=(7F"VView/EditWr*r7^9#

Vissued toW*hSVissued byWF-9H&\C/9NZ@qps,1

8G"k3HKmU7F/@5$#7?,CF"Z@qWaT (issued to)

Op>T (issued by) H18G9#3NZ@qrs(9k5<P<HNVK

SSL \3rN)9k?aKO"/i$"sH, exampleServerCert Np>T

r.Q7J1lPJj^;s#3lrT&KO"/i$"sH0j]8Hj

<K"

exampleServerCert rs(9k5$HNp>TNZ@q,^^lF$J1l

PJj^;s#

�� ���������>�".�
��

33G"SSL 5<P<Np>T (x+) Z@qr(/9]<H7^9#

1. exampleServerCert r/4=(7F"VExtract Certificate...Wr*r7

^9#

2. (/9]<H9kZ@qNG<?&?$Wr*r7^9#3lOLo"

Base64 (s3<I ASCII A0NG<?G9#

3. (/9]<H9kZ@qN>0 / ljr~O7^9#3NcGO"

exampleServercert.arm rHQ7^9#

4. V;r (OK)Wr*r7^9#

(/9]<H7?Z@qOB4JljK]I7F"3NCjN SSL 5<P<

Z@qHOsI7'</9k,WN"k/i$"sH0j]8Hj<K$s]

<H7^9#

SSL �����
�����

CICS Transaction Gateway KhCFHQ5lk SSL OsIi<,5<P<'

Z@1r5]<H9kh&K=.5lF$klg"+Jp>5l?/i$"s

HZ@qr8.9k,WO"j^;s#3Nlg"/i$"sH KeyRing /

i9K^^lk,W,"kNO"5<P<Np>TNZ@q@1G9#=lO

3NcGO"(/9]<H5l?Z@qU!$k exampleServercert.arm G9#

J<N9FCWO"/i$"sH KeyRing rn.7F5<P<Np>TNZ

@qr$s]<H9kWm;9r(7F$^9#

+Jp>5l?Z@qNHQ (SSLight)
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�����
 KeyRing �����

1. ctgikey r+O7^9#

2. VKey Database File -> NewWr*r7^9#

3. VKey Database TypeW+i"VSSLight key database classWr*r

7^9#

4. ClientKeyRing.class rU!$k>H7F~O7^9#

5. VLocationWK" ClientKeyRing.class r]I9k?aN,ZJljr~O

7^9#

6. V;r (OK)Wr*r7^9#

7. KeyRing NQ9o<Ir~O7^9#

8. ClientKeyRing.class ,8.5l?Ji"GU)kHp>TNj9H,=(5

l^9#

�� ������������.�
��

!NJ,O"5<P<Np>TNZ@qr$s]<H9k3HG9#

1. VAddWr*r7^9#

2. ]I7?5<P<N Base64 (s3<I ASCII A0NZ@qU!$k"3

NcGO exampleServercert.arm NLVrXj7^9#

3. 3Np>TNZ@qKG-NiYk"?H(P�My Self-Signed Server

Authority�rXj7^9#

4. V;r (OK)Wr*r7^9#3N77$p>TNZ@q,"GU)kHp

>Tj9HKIC5l^9#

8.5l? ClientKeyRing.class O"5<P<'Zr5]<H9kh&K=.5

l? CICS Transaction Gateway N SSL WmH3kGHQG-^9# HTTPS

WmH3krHQ7F"WlCH+iN;-ejF#<\3rN)7?lg"

"WlCHrBT7F$kCjNVi&6<O exampleServercert.arm r"=N

0 / Z@qj]8Hj<K$s]<H9k,W,"j^9#

Base64 (s3<I ASCII A0NZ@qU!$kr$s]<H9k}!KD$

FO"4HQNVi&6<N*si$s&XkWr2H7F/@5$#

�����
��������

/i$"sH'ZGO"/i$"sHN KeyRing /i9K"\3fN/i$

"sHN1LKHQ9k+Jp>5l?Z@q,^^lF$k3Hb,WG

9#
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+Jp>5l?5<P<Z@qN8.NlgH189FCWKhCF"/i$

"sH KeyRing /i9 (3NcGO" ClientKeyRing.class) rn. (^?O{

8NbNr*<Ws) 7^9#=Ne"

1. iKeyMan +i"Wk@&s&aKe<NVPersonal CertificatesWr*r

7^9#3lO"VKey database contentWiYkN<K"j^9#

2. VNew Self-Signed...Wr*r7^9#

3. Z@qN\Yr0.5;^9#

4. V;r (OK)Wr*r7^9#=l+i iKeyMan Ox+Hk)HN0Z"

rn.7^9#3Nh}KO"4HQNWm;C5<.YK~8F$/i+

N~V,++j^9#

5. SSL 5<P<H1MK"/i$"sHOp>TNZ@qr" SSL 5<P<

N0 / Z@qj]8Hj<K$s9H<k7J1lPJj^;s#3lK

hj"SSL 5<P<O/i$"sHN\Ypsr!:G-kh&KJj^

9# exampleClientCert r/4=(7F"VExtract Certificate...Wr*

r7^9#

6. (/9]<H9kZ@qNG<?&?$Wr*r7^9#3lOLo"

Base64 (s3<I ASCII A0NG<?G9#

7. (/9]<H9kZ@qN>0 / ljr~O7^9#3NcGO"

exampleClientcert.arm rHQ7^9#

8. V;r (OK)Wr*r7^9#

(/9]<H7?Z@qOB4JljK]I7F"3NCjN SSL /i$"

sHZ@qHOsI7'</9k,WN"k/i$"sH0j]8Hj<K$

s]<H7^9#


��	�������������

CICS Transaction Gateway P<8gs 3.0 GO"+Jp>5l?Z@qNHQ

@1,vD5l"0t*Kp>5l?Z@qO5]<H5l^;sG7?#

P<8gs 3.0 rHQ7Fn.7? KeyRing /i9&U!$kO iKeyman D

<kK$s]<HG-kNG" CICS Transaction Gateway P<8gs 4.0 G

O"E$+Jp>5l?Z@qbHQG-^9#

��!"��� � KeyRing �����

5<P< KeyRing NbFOQ9o<IKhCFEf=5l^9#7+7"J

<N3HrBT9kh&K//*+a7^9#

v 57$U!$kvD,djvFilF$k3HrN'9k#

v G-lP""/;9r CICS Transaction Gateway ^7sK)B9k#
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#tN5<P<GZ@qr&-9k3HOI$3HGO"j^;s##tN5

<P<G"CK[Jk^7seGBT7F$klg"k)0r&-9k3HO

>^7/"j^;s#k)0Oh7F>NMKO5J$G/@5$#

System SSL �)�
�&������9�#�&�����

System SSL P<8gs 2 jj<9 7 O" OS/390 N Cryptographic Services

Base (lasHNltG9#

System SSL GOICNO<I&'"O,W"j^;s,",ZJEfO<I

&'"r$s9H<k9lP"QU)<^s9O~e7^9# Cryptographic

Coprocessor Feature O" IBM S/390® Multiprise® 2000 79F`"*hS IBM

S/390® Parallel Enterprise Server™ Generation 3 79F`N*W7gJk!=G

9#3lO"IBM S/390® Parallel Enterprise Server Generation 4 79F`GO

8`G9# IBM 4753-014 MCHo</&;-ejF#<&Wm;C5<O"

Cryptographic Coprocessor Feature ,^^lF$J$ S/390 79F`KU07

F$k3H,"j^9#

gskkyman 3��

gskkyman D<kO"rlogin OS/390 7'kD-+iGb"OMVS 7'k&3^

sITD-+iGbBTG-^9#

gskkyman ,BTG-knHKO"J<NbN,"j^9#

v -<&G<?Y<9Nn.

v 'ZWa (*hSx+0 / k)0NZ") Nn.

v +Jp>5l?Z@qNn.

v U!$kXN'ZWaN(/9]<H

v 'ZWaBTeNZ@qNu1hj

v U!$kXNZ@qN(/9]<H

v U!$k+iNZ@qN$s]<H

v Hi9FCI CA Z@qH7FNZ@qNn.

v -<&G<?Y<9QNGU)kHZ@qH7FNZ@q (*hSk)0)

Nn.

v Z@qpsNj9H

v -<&G<?Y<9+iNZ@q (*hSk)0) No|

v -<&G<?Y<9No|
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gskkyman N\Yr@kKO"!N3^sIr~O7F"XkWpsr=(7

F/@5$#

gskkyman -h

^?O"VCryptographic Services System Secure Sockets Layer Programming

Guide and ReferenceW(SC24-5877) r2H7F/@5$#

��������������� (System SSL)

0t*Kp>5l?Z@qrHQ9klgO"gskkyman rHQ7F" CICS®

Transaction Gateway (OS/390® G) r System SSL 5<P<H7F;CH"C

W9k,W,"j^9#J<Nh&K7F/@5$#

v -<&G<?Y<9rn.9k#

v 'ZWarn.9k#

v WaNBTe"Z@qru1hk#

v Z@qrHi9FCI CA Z@qH7F$s]<H9k#

'��%��:�"���

77$-<&G<?Y<9rn.9kKO"J<Nh&K7^9#

1. gskkyman r~O7^9#VIBM Key Management UtilityWaKe<,=(

5l^9#

2. 1 (Create new key database) r~O7"J<Nh&KWmsWHK~z7^

9#

Enter key database name or press ENTER for "key.kdb": mykey.kdb
Enter password for the key database.......> entered password
Enter password again for verification.....> entered password
Should the password expire? (1 = yes, 0 = no) [1]:
Enter password expiration time (number of days) or press ENTER
for 60 days: 35

3. Enter (BT) -<r!7F+i"Q9o<I-z|Br~O9kH"J<N

aC;<8HWmsWH,=(5l^9#

The database has been successfully created, do you want to continue to work
with the database now? (1 = yes, 0 = no) [1]:

1 r~O9k+"Enter (BT) -<r!9H"-<&G<?Y<9&aKe

<,=(5l^9#3NaKe<G"SSL 5<P<N;CH"CWrT(

^9#
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gskkyman rHCF-<&G<?Y<9rn.9kH"G<?Y<9Nn.K

HQ9kQ9o<Ir~O9kh&KX(5l^9#G<?Y<9K"/;9

9kH-KO",:Q9o<IrXj9k,W,"j^9#-<&G<?Y<

9rHQ9k0K"gskkyman rHQ7F"#7Q9o<I&U!$krn.

7F/@5$#=&9lP"Q9o<IrXj7J/FbG<?Y<9K"/

;9G-^9#

-<&G<?Y<9O"OS/390 Unix System Services N,XU!$k&79F

` (HFS) K"U!$kH7Fn.5l^9#

���� (������ / ����+�) ���

'ZWarn.9kKO"VKey databaseWaKe<G"3 (Create new key

pair and certificate request) r~O7"J<Nh&KWmsWHK~z7^9#

Enter certificate request file name or press ENTER for "certreq.arm":
Enter a label for this key................> tjh1
Select desired key size from the following options (512):

1: 512
2: 1024

Enter the number corresponding to the key size you want: 1
Enter certificate subject name fields in the following.

Common Name (required)................> servermachine.hursley.ibm.com
Organization (required)...............> IBM
Organization Unit (optional)..........> Hursley
Country Name (required 2 characters)..> UK

Please wait while key pair is created...

Your request has completed successfully, exit gskkyman?

(1 = yes, 0 = no) [0]: 0

'ZWarn.9k]K"=N'ZWaK^ak`\Ntr~O9kh&KX

(5l^9#GiK"'ZWar]I9kU!$kN>0,RMil^9#G

U)kHN>0O certreq.arm G9#iYkO"-<&G<?Y<9K]I5l

k9YFNZ@qH'ZWaKX"U1il^9#=N?a"'ZWaNiY

kr*r9k,W,"j^9#!K"-<N5$:H"Z@qNltHJk1

L>ND9Nt,r~O9kh&KX(5l^9#

'ZWa,n.5lkH"Xj7?>0NU$?U!$k,=TnHG#l/

Hj<K~CF$^9#

n.7?'ZWaO"base64 (s3<IA0NU!$kK]I5l^9#3N

A0O"Lo"Z@qrn.9k'ZIG,WH5lkbNG9#3l^GB

T5l?9FCWKhCFn.5lkU!$kNbFrJ<K(7^9#
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$ cat certreq.arm
-----BEGIN NEW CERTIFICATE REQUEST-----

MIH7MIGmAgEAMEExCzAJBgNVBAYTAlVTMQwwCgYDVQQKEwNJQk0xETAPBgNVBAsT
CEVuZGljb3R0MREwDwYDVQQDEwhKb2huIERvZTBcMA0GCSqGSIb3DQEBAQUAA0sA
MEgCQQCrIZdRnXhH1EMAwTuKMKYznCFp4CFk0YG66BhvMGgfTwql9aSRWkVcer8I
I7Qk9aYzQ2LIpRhloJ9ugojy1I9VAgMBAAGgADANBgkqhkiG9w0BAQQFAANBAFc1
xOfunjyt54dUqGDdPgbnMr5A3trUhzHHkX8xlfH9Albrpsv2a3FjvnmYWFPuFXAf
3ABCD5nnsbk3AP++ic5UTM=

-----END NEW CERTIFICATE REQUEST-----
$

3NU!$kOLN79F` (F-9H&U!$kJI) K>w7F+i'Z

IK>w9k3HbG-^97"+CH&"sI&Z<9H}0rHCF"'

ZIKwilka<k&aC;<8K>\:U9k3HbG-^9#

WaK~z7F'ZI+iZ@q,n.5l?i"!NaNb@K>CF"=

lru1hj"-<&G<?Y<9K~lk,W,"j^9#

��
���������

CA +iZ@q,a5l?i"Z@qr-<&G<?Y<9K]I7J1lP

Jj^;s#Lo"CA O Base64 (s3<IZ@qr^`ERa<k&aC

;<8rwj^9#

Z@qru1hkKO"Base64 (s3<IZ@qr"OS/390 79F`N HFS

U!$kK]I7F"gskkyman 3^sIGI_hlkh&K9k,W,"j

^9# gskkyman N+O~KO"3NU!$kO=TnHG#l/Hj<KJ

1lPJj^;s#

Z@qru1hkKO"J<Nh&K7^9#

1. VKey databaseWaKe<G"4 (Receive a certificate issued for your

request) r~O7^9#

2. J<Nh&KWmsWHK~z7^9#

Enter certificate file name or press ENTER for "cert.arm":
Do you want to set the key as the default in your key database?
(1 = yes, 0 = no) [1]:

Please wait while certificate is received......

Your request has completed successfully, exit gskkyman?
(1 = yes, 0 = no) [0]: 0
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Base64 (s3<IZ@qpsr^`U!$kN>0r~O9kh&KX(

5l^9#Z@qru1hC?i"-<&G<?Y<9GnHrQ39k

+" gskkyman rd_9k3H,G-^9#

������.�


Z@qr8.9k?aKHQ9k CA ,"Z@qr9GK-<&G<?Y<9

K]I7F$k$:lNGU)kH'ZIGbJ$lgO" CA NZ@qr-

<&G<?Y<9&U!$kK$s]<H7J1lPJj^;s#

/i$"sH'ZrHQ9klgO"CA Z@qr5<P<&Wm0i`N-

<&G<?Y<9K$s]<H9k,W,"j^9# SSL \3G/i$"s

H'ZrHQ9k+I&+KX8J/"/i$"sH&Wm0i`N-<&U

!$kK" CA Z@q,$s]<H5lF$J1lPJj^;s#

-<&G<?Y<9,n.5lkH"{NN'ZI (CA) NZ@q,-<&G

<?Y<9K]I5l^9#-<&G<?Y<9Nn.~KZ@q,]I5l

k CA Nj9HO"J<NH*jG9#

Integrion Certification Authority Root
IBM World Registry™ Certification Authority
Thawte Personal Premium CA
Thawte Personal Freemail CA
Thawte Personal Basic CA
Thawte Premium Server CA
Thawte Server CA
Verisign Test CA Root Certificate
RSA Secure Server Certification Authority
Verisign Class 1 Public Primary Certification Authority
Verisign Class 2 Public Primary Certification Authority
Verisign Class 3 Public Primary Certification Authority
Verisign Class 4 Public Primary Certification Authority

"kZ@qr-<&G<?Y<9&U!$kK CA Z@qH7F$s]<H

(]I) 9kKO"^: OS/390 HFS NU!$kK"kZ@qr" Base64 (s

3<IA0NU!$kKC(^9#

Z@qr CA Z@qH7F-<&G<?Y<9K]I9kKO"J<Nh&K

7^9#

1. VKey databaseWaKe<G"6 (Store a CA certificate) r~O7^9#

2. J<Nh&KWmsWHK~z7^9#
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Enter certificate file name or press ENTER for "cert.arm":
Enter a label for this key................> xxx

Please wait while certificate is stored...

Your request has completed successfully, exit gskkyman?
(1 = yes, 0 = no) [0]: 0

3N`n,*;9kH"Z@qOV5'5l?WbNH+J5lF"e.Z

@qr!:9k?aKHQG-^9# SSL 5<P<Nrdr9kWm0i

`Nlg"3NZ@qO/i$"sHNZ@qN!:~KHQ5l^9#

SSL /i$"sHNrdr9kWm0i`Nlg"3NZ@qO SSL NO

sI7'</h}~K/i$"sHKwilk5<P<NZ@qr!:9k

?aKHQ5l^9#

�	����������� (System SSL)

+Jp>5l?Z@qrHQ9klgO"gskkyman rHQ7F" CICS®

Transaction Gateway (OS/390® G) r System SSL 5<P<H7F;CH"C

W9k,W,"j^9#J<Nh&K7F/@5$#

v 77$-<&G<?Y<9rn.9k#

v +Jp>5l?Z@qrn.9k#

v Z@qr SSL /i$"sHK(/9]<H9k#

'��%��:�"���

jgO"0t*Kp>5l?Z@qNlgH18G9#

�	�����������

'ZWarn.9kKO"VKey databaseWaKe<G"5 (Create a

self=signed certificate) r~O7"J<Nh&KWmsWHK~z7^9#
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Enter version number of the certificate to be created (1, 2, or 3) [3]: 3
Enter a label for this key................> tjh2
Select desired key size from the following options (512):

1: 512
2: 1024

Enter the number corresponding to the key size you want: 1
Enter certificate subject name fields in the following.

Common Name (required)................> servermachine.hursley.ibm.com
Organization (required)...............> IBM
Organization Unit (optional)..........> Hursley
Country Name (required 2 characters)..> UK

Enter number of valid days for the certificate [365]: 244
Do you want to set the key as the default in your key database? (1 = yes, 0 =
no) [1]:
Do you want to save the certificate to a file? (1 = yes, 0 = no) [1]: 1
Should the certificate binary data or Base64 encoded ASCII data be saved? (1 =
ASCII, 2 = binary) [1]:1

Enter certificate file name or press ENTER for "cert.arm":

Please wait while self-signed certificate is created...

Your request has completed successfully, exit gskkyman?

(1 = yes, 0 = no) [0]: 0

+Jp>5l?Z@qrn.9k]K"0t'ZWaNn.~KWa5l?p

sH18bNr~O9kh&KX(5l^9#5iK"Z@qNP<8gsV

f"=NZ@qr-<&G<?Y<9KGU)kHH7F_j9k+"*hS

Z@qrLNU!$kK]I9k+ (C(F"-<&G<?Y<9K]I9k

+I&+) JINpsr~O9kh&KbX(5l^9#P<8gsVfO

X.509 8`NP<8gsVfr=7^9#P<8gs 3 r*r7F/@5$#

Z@qrGU)kHZ@qH7F_j9kH"System SSL API FSP7G1

L>rXj7J/Fb"SSL Toolkit O=NZ@qrHQG-^9#Z@qr

U!$kK]I9k3Hr*r7?lg"U!$kA0KX9kICpsr~

O9kh&KX(5l^9# ASCII r*r9kH"GU)kH>, cert.arm

NU!$k,n.5l"=TnHG#l/Hj<KV+l^9#3NU!$k

NA0OJ<NH*jG9#

$ cat cert.arm
-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----
$
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P$Jj<&G<?A0r*r9kH"DER (s3<IZ@q,U!$kK>

\]I5l^9#3NU!$kNGU)kH>O cert.crt G"=TnHG#l

/Hj<K"j^9#

�����
���,�-������>�".�


+Jp>5l?Z@qrHQ9klg"4HQN SSL 5<P<K\37F$

k9YFN SSL /i$"sHO"+Jp>5l?Z@qrVCA Z@qWH

+J93H,G-kO:G9#=N?a"+Jp>5l?Z@qO"9YFN

SSL /i$"sH&Wm0i`Kw.9k,W,"j^9#

+Jp>5l?Z@qr SSL /i$"sH&Wm0i`N-<&U!$kK

wkGiN9FCWO"=NZ@qr SSL 5<P<N-<&G<?Y<9+

i">NWm0i`Kw.G-kU!$kK(/9]<H9k3HG9#

-<&G<?Y<9bNZ@qrU!$kK(/9]<H9kKO"J<Nh

&K7^9#

1. VKey databaseWaKe<G"1 (List/Manage keys and certificates) r~O7

^9#0*hSZ@qNj9H,=(5l^9#

2. Z@qNn.~K*r7?iYk (3NcGO"tjh2) r+D1F"=Ni

YkKX"9k0Vfr~O7^9#

3. !K"V-< (Key)WaKe<G"5 (Copy the certificate of this key to a

file) r*r7^9#

4. J<Nh&KWmsWHK~z7^9#

Should the certificate binary data or Base64 encoded ASCII data be saved? (1 =
ASCII, 2 = binary) [1]:1
Enter certificate file name or press ENTER for "cert.arm":

Please wait while the certificate is written to a file...

Your request has completed successfully, exit gskkyman?
(1 = yes, 0 = no) [0]: 1

(/9]<H9kZ@qK*W7gs 1 (ASCII) r*r7?lg"GU)kH

NU!$k>O cert.arm KJj"kLH7FU!$kO Base64 (s3<IA

0KJj^9#*W7gs 2 (binary) r*r7?lg"GU)kHNU!$k

>O cert.crt KJj"kLH7FU!$kOP$Jj<N DER (s3<IA

0KJj^9#3lG"3NU!$kr SSL Wm0i`,BT9k79F`

K>w7"Z@qr SSL /i$"sH&Wm0i`N-<&U!$kKHi

9FCI CA Z@qH7F$s]<H9k3H,G-^9#
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�����
������

CICS Transaction Gateway GO" SSL H HTTPS N>}NWmH3kN/i

$"sH'Zr5]<H7F$^9#/i$"sH'ZrHQD=K9kK

O"=.D<kGV/i$"sH'ZNHQW_jr*r7J1lPJj^;

s#

/i$"sH'Z,HQD=KJkH"\3hN/i$"sHO+,N/i$

"sHZ@qrs!9kh&KWa5l^9#5<P< (Gateway) O=NEv

-!:rTCF"f<6<P}Gx+7^9#

Z@qrx+9kH"5<P<OZ@qNbFrd$go;"Xj5l?'Z

,'K>CF\3rq]9k3Hb"j^9#

System SSL

/i$"sHZ@qO SystemSSLServerSecurity f<6<P}Gx+5l^

9#,WK~8F"afterDecode() a=CIG IOException r9m<9k3HK

hCF\3,q]5l^9#

5<P<&N;-ejF#<&/i9O"

com.ibm.ctg.security.SystemSSLServerSecurity $s?<U'<9r$sWjas

H7J1lPJj^;s# afterDecode() a=CIGO"

com.ibm.gkssl.SSLCertificate Z@q*V8'/HHHbK"GatewayRequest *

V8'/Hrx+7^9#

/i$"sH&N;-ejF#<&/i9O"com.ibm.ctg.security.ClientSecurity

$s?<U'<9r$sWjasH7J1lPJj^;s#3N$s?<U'

<9H SystemSSLServerSecurity $s?<U'<9N\YKD$FO"VCICS

Transaction Gateway: Gateway Wm0i_s0Wr2H7F/@5$#

5sWkN SystemSSLServerCompression.java ,

/samples/java/com/ibm/ctg/security Gs!5lF$^9#3lO/i$"sHZ

@qNx+}!rb@7F$^9#

SSLight

/i$"sHZ@qO SSLLightServerSecurity f<6<P}Gx+5l^9#

,WK~8F"afterDecode() a=CIG IOException r9m<9k3HKhC

F\3,q]5l^9#

5<P<&N;-ejF#<&/i9O"

com.ibm.ctg.security.SSLightServerSecurity $s?<U'<9r$sWjasH7
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J1lPJj^;s# afterDecode() a=CIGO"com.ibm.sslight.SSLCert[]

Z@qA'<s&*V8'/HHHbK"GatewayRequest *V8'/Hrx+

7^9#

/i$"sH&N;-ejF#<&/i9O"com.ibm.ctg.security.ClientSecurity

$s?<U'<9r$sWjasH7J1lPJj^;s#3N$s?<U'

<9H SSLightServerSecurity $s?<U'<9N\YKD$FO"VCICS

Transaction Gateway: Gateway Wm0i_s0Wr2H7F/@5$#

5sWkN SSLightServerCompression.java , /samples/java/com/ibm/ctg/security

Gs!5lF$^9#3lO/i$"sHZ@qNx+}!rb@7F$^

9#

RACF <��� ID �������
����/	��,

TSO G RACDCERT 3^sIrBT9k3HKhj"/i$"sHZ@qr

RACF f<6< ID KX"U1k3H,G-^9# (3N3^sIO"UNIX

System Services 7'kN<GOBT5l^;s#)

58Z<8NXRACF® GHQ9k?aN CICS Transaction Gateway N=.YN

b@K>CF"9GK3NhVOBT7F$kO:G9#

RACDCERT rBT9k0K"h}7?$Z@qr TSO +i"/;9G-k

MVS g!U!$kK (RECFM=VB rXj7F) @&sm<I9k,W,"j

^9# RACDCERT N=8O!NH*jG9#

RACDCERT ADD('datasetname') TRUST [ ID(userid) ]

33G"datasetname O/i$"sHZ@qr^`G<?&;CHN>0G9#

^?"userid OZ@qKX"U1kf<6< ID G9#*W7gsN

ID(userid) Qia<?<rJ,9klg"Z@qO RACDCERT 3^sIr/

T9kf<6<KX"U1il^9#

RACDCERT 3^sIr/T7?i"RACF OZ@qHf<6< ID HNX"

rn.9kWmU!$kr DIGTCERT /i9Kn.7^9#3NWmU!$

kO"Q9o<IrXj7J/FbZ@qrf<6< ID KQ99k?aKH

QG-^9#

RACDCERT 3^sI (@&sm<I7?Z@qG<?&;CHGHQG-k

G<?NA0r^`) N\YKD$FO"VOS/390 Security Server (RACF)

Command Language ReferenceWr2H7F/@5$#

+Jp>5l?Z@qNHQ (SSLight)
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CICS Transaction Gateway GO"X.509 Z@qr RACF f<6< ID K^C

W9k?aK com.ibm.ctg.util.RACFUserid /i9rs!7F$^9#3N/i

9KOJ<Na=CI,"j^9#

v setCertificate(byte[] clientCertificateData);

v getRACFUserid();

f<6<OJ<N 2 DN}!G RACFUserid *V8'/Hrn.G-^9#

1. RACFUserid myUseridObject = new RACFUserid();

2. RACFUserid myUseridObject = new RACFUserid(myCertificate);

2 V\N}!GO"*V8'/Hr=.7F+i"=3K+0*KZ@qG<

?r~lkNG"setCertificate(byte[] clientCertificateData); a=CIrF

SP9,W,"j^;s#=N?a"3N 2 V\N}!,%h5l^9#*V

8'/H,n.5lkH"getRACFUserid() OG-N OS/390 FSP7rT

CF"s!5l?Z@qr RACF f<6< ID K^CW7h&H7^9# (3

NH-"f<6<, X.509 Z@qH RACF f<6< ID NVK9GKjs/

rN)7F$k3Hr0sH7F$^9#)

getRACFUserid() a=CIGO" RACF f<6< ID r^`9Hjs0ra

7^9#

samples/java/com/ibm/ctg/security G#l/Hj<N

SystemSSLServerCompression.java /i9KO" RACFUserid *V8'/HNn

.c,"j^9#

com.ibm.ctg.util.RACFUserid /i9N\YKD$FO"HTML Wm0i_s0

N2Hpsr4w/@5$#Wm0i_s0cKD$FO"VCICS Transaction

Gateway: Gateway Wm0i_s0Wr2H7F/@5$#

SSL ��� HTTPS �� CICS® Transaction Gateway (OS/390® �) ���

SSL WmH3k*hS HTTPS WmH3krHQ9kKO"=.D<krHC

F=lirHQD=K7J1lPJj^;s (47Z<8NX=.D<kNH

QYr2H7F/@5$)#J<NbNrHQD=K9k3H,G-^9#

SSL SSLight

System SSL
System SSL

HTTPS
HTTP over SSLight

+Jp>5l?Z@qNHQ (SSLight)
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System HTTPS
HTTP over System SSL

3lG"CTG.INI U!$kK57$OsIi<jA,n.5l^9#

CICS Transaction Gateway ,BT5lkH"WmH3k,+O5l^9#SSL

+ HTTPS NIAi+^?O>}rHQ9k3HrXjG-^9#5iK"

SSLight H System SSL r1~KHQ9k3HbG-^9# CICS Transaction

Gateway ,+O5lkH"OsIi<,HQD=KJCF$kBj"Gateway

O]<H 8050 G SSL War listen 7"]<H 443 G HTTPS War listen

7^9#?@7"SSLight OsIi<H System SSL OsIi<r1~KHQ

9klgO"G-N]<HVf,Xj5lF$k3HrN'7F/@5$#

SSL *hS HTTPS WmH3kKG-N_jO"J<NH*jG9#

KeyRing G<?Y<9

System SSL 5<P<N-<&G<?Y<9N>0rXj7^

9#

KeyRing /i9>

SSLight Nlg"SSL 5<P<N KeyRing /i9&U!$k

N>0rXj7^9# CLASSPATH O"3N/i9,+D+

kh&K_j7J1lPJj^;s#

KeyRing Q9o<I

Ef=5l?5<P<N KeyRing r|f9k?aKHQ9k

Q9o<IrXj7^9#

/i$"sH'ZNHQ

/i$"sH'ZrHQ9k3HrXj7^9#GU)kHG

O"5<P<'ZrHQ7^9#

=.D<krHQ9kH",WJ`\,=.U!$kKn.5l^9# SSL

WmH3k*hS HTTPS WmH3kN`\N04JcO"5sWk=.U!

$k CTGSAMP.INI K~CF$^9#

J<O"/i$"sH'Z,HQD=KJCF$k SSLight N"CTG.INI K"

kWmH3k&OsIi<`\NcG9#

protocol@ssl.handler=com.ibm.ctg.server.SslHandler
protocol@ssl.parameters=port=8050;sotimeout=1000;connecttimeout=2000;
idletimeout=600000;pingfrequency=60000;keyring=ServerKeyRing;keyringpw=default;
clientauth=on;

J<NcO"System SSL NlgG9#

+Jp>5l?Z@qNHQ (SSLight)
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protocol@systemssl_ssl.handler=com.ibm.ctg.server.GskSslHandler
protocol@systemssl_ssl.parameters=port=8050;sotimeout=1000;connecttimeout=2000;
idletimeout=600000;pingfrequency=60000;keyring=key.kdb;keyringpw=password;
clientauth=on;

SSLight Nlg"CICS Transaction Gateway KO"SSL *hS HTTPS \3N

N)KHQG-k" 2 DNGU)kHN KeyRing /i9&U!$k,s!5

lF$^9# ClientKeyRing *hS ServerKeyRing OIAibQ9o<I

default rHQ7FEf=5lkNG"3liOF9HD-G7+HQ7J$

h&K9k3Hr*+a7^9#7?,CF"SSL *hS HTTPS WmH3k

rHQ9kKO"0NaNb@K>CF"H+N KeyRing r8.7F/@5

$#

�����
 KeyRing ���

IAiN;-ejF#<&WmH3krHQ9k+Khj"/i$"sHN

KeyRing ,,W+I&+,h^j^9#HTTPS WmH3kO"Vi&6< (/

i$"sH) =NbN,"CICS Transaction Gateway (5<P<) HNB4J\

3rN)9k?aK,WJ!=r}CF$klgK"Java "WlCHb+iN

L.r!)]n9k3Hr\*H7FnilF$^9#3N?a"HTTPS Wm

H3kGO"5<P<&N KeyRing 7+Xj9k,W,J/"/i$"sH

&OVi&6<&=UH&'",h}7^9#

SSL WmH3kO"CICS Transaction Gateway ,5<P<*hS/i$"sH

r]n7?AGh}9k3<Ir}D"bCHc$lYkGnilF$^9#

SSL WmH3kNlgO"5<P<*hS /i$"sHN>}N KeyRing ,

,WG9#

/i$"sHN KeyRing O"SslJavaGateway.class KE*JU#<kIr_j

9k3HGXj7^9#3N/i9O"CICS Transaction Gateway /i$"s

H&3<INltr.7^9#

SslJavaGateway.class OJ<K(9 2 DNa=CIrs!7F$^9# 1 DO

/i$"sHN KeyRing rVh@W9k?aNa=CIG"b& 1 DO/i

$"sHN KeyRing rV_jW9k?aNa=CIG9#

public static void setKeyRing(String strSetKeyRing, String strSetKeyRingPW)
public static String getKeyRing()

SSL WmH3k,HQ9k/i$"sHN KeyRing /i9r_j9kKO"

/i$"sH&"Wj1<7gs^?O"WlCH,"J<Na=CINE*

FSP7rn.7^9#

SslJavaGateway.setKeyRing(CLASSname, PASSword);

+Jp>5l?Z@qNHQ (SSLight)
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33G"

v CLASSname O"/i$"sHQK8.5l? Java KeyRing /i9N/i

9>r(7^9#

v PASSword O"da~^lF$k X.509 Z@qr|f9klgKHQ7^

9#

SslJavaGateway.class O"Vh@Wa=CIG"k getKeyRing() bs!7"=

_Xj5lF$k/i$"sH KeyRing N CLASSname rV7^9#

SSL/HTTPS WmH3krHQ7F/i$"sH&"Wj1<7gs^?O"W

lCHH CICS Transaction Gateway HN\3rN)9k3HH" TCP ^?O

HTTP WmH3krHQ7FN)9k3HKc$O"j^;s#/i$"s

H&"Wj1<7gs^?O"WlCHO"X"9k URL rHQ7F=NW

ar1K CICS Transaction Gateway KV.9W@1G9#?H(P"SSL N

lgO""Wj1<7gsO ssl://transGatewayMachine:8050 rHQ7"

HTTPS NlgO"https://transGatewayMachine:443 rHQ7^9#

/i$"sH&Wm0i`N_W*hS$sWjasF<7gsKD$FO"

VCICS Transaction Gateway: Gateway Wm0i_s0W*hS CICS

Transaction Gateway Wm0i_s0&$s?<U'<9N HTML Z<8r2

H7F/@5$#

	���!'�
�(�� ���	���

=N>N;-ejF#<KX9kM8v`KD$FO"=l>lJ<r2H7

F/@5$#

v AUTH_USERID_PASSWORD D-Qt# 42Z<8NXD-QtYr2H7

F/@5$#

v HFS U!$kGNH%0-N_j#58Z<8NXRACF® GHQ9k?aN

CICS Transaction Gateway N=.Yr2H7F/@5$#

v EXCI *W7gs&b8e<kN DFHXCOPT GNe}*W7gsN_j#

45Z<8NXEXCI *W7gsN+9?^$:Yr2H7F/@5$#

v ECI/EXCI FSP7N CICS ;-ejF#<#VCICS Transaction Gateway:

Gateway Wm0i_s0Wr2H7F/@5$#

+Jp>5l?Z@qNHQ (SSLight)
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�7� CICS® Transaction Gateway (OS/390® �) ���

3NOGO"CICS® Transaction Gateway (OS/390® G) N+O}!Hd_}!

KD$Fb@7^9#f<6<,Xj9k3HNG-kO0*W7gsKD$

Fb@7^9#

CICS Transaction Gateway ���

!Nh&K7F Gateway r+O9k3H,G-^9#

v OS/390 UNIX® System Services 3^sIT+i

v PCA&8gVr+O9k?aK JCL r5V_CH7F

Gateway O"*W7gsKGU)kHMrXj7F""k$Of<6<,Mr

s!7F"+O9k3H,G-^9#*W7gsH=NMKD$FO"Xf<

6<Xj*W7gsGN Gateway N+OYGb@7F$^9#

�/�#������

GU)kH&*W7gsrXj7F CICS Transaction Gateway r+O9kK

O"3^sI&WmsWHG ctgstart H~O7F"Enter (BT) -<r!7

^9#O0aC;<8,=(5l^9#

CCL6500I: CICS Transaction Gateway ��
�����������

3NeK"!Nh&K"HQ5lF$kMr(9T, 2 T3-^9#

CCL6502I: [ �� ConnectionManagers = 1, �� ConnectionManagers = 100,
CCL6502I: �� Workers = 1, �� Workers = 100, ��� = 2006 ]

<�����*������ Gateway ���

+O3^sINf<6<jAD=J*W7gsO!NH*jG9#

-port=port_number

CICS Transaction Gateway KdjvFilk TCP/IP ]<HVf#

-initconnect=number

ConnectionManager 9lCINi|t#

-maxconnect=number

ConnectionManager 9lCINGgt#3NM, -1 K_j5lkH"

ConnectionManager 9lCINtK)B,,Q5l^;s#
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-truncationsize=nnn

Hl<9G(5lkG<?&VmC/NGg5$:rXj7^9#33

G"nnn O$UN5N0tG9# -trace ^?O -X N$:l+KC(F3

N*W7gsrHQG-^9,"=liN*W7gsG_j5l?GU)

kHN5$:O3N*W7gsKhj*<P<i$I5l^9#?H(

P"8`Hl<9r*sK7"GgN 20,000 P$Hr@sW9kH-O"

J<Nh&KXj7^9#

ctgstart -trace -truncationsize=20000

M 0 rXj9kH"Hl<9KG<?&VmC/,=(5l^;s#

-dumpoffset=offset

G<?&VmC/N=(,+O5lk*U;CHrXj7^9#Xj5l

?*U;CH,G<?N49hjbg-$lgO"G<?O"*U;CH

, 0 G"k+Nh&K@sW5l^9#

-initworker=number

Worker 9lCINi|t#

-maxworker=number

Worker 9lCINGgt#3NM, -1 K_j5lkH"Worker 9lC

INtK)B,,Q5l^;s#

-trace
3lO"8`Hl<9&*W7gsG9 (108Z<8NXCICS Transaction

Gateway GNHl<9Yr2H7F/@5$)#GU)kHGO"

COMMAREA NGiN 80 P$H@1,Hl<95l^9#

4HQN Gateway r=.9kNK=.D<krHQ7?lgO"Hl<9

PONGU)kH8hO"CICS Transaction Gateway ,$s9H<k5l

F$k bin 5VG#l/Hj<NU!$k CTG.TRC G9#=lJ0Nl

g"Hl<9POO STDERR Kq-~^l^9#

-notime
aC;<8bN?$_s0psr (~oO_jC1LG5NK(5l^9)

HQTDK7^9#

-stack
c09?C/&Hl<9N_rHQD=K7^9# CICS Transaction

Gateway NLo`n~K=[5lkc0r^a"[HsIN Java c0,

Hl<95l^9,">NHl<9OBT5l^;s#

-tfile=pathname

Hl<9,HQD=KJCF$klgO"Hl<9&aC;<8r

`n
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pathname GXj5l?U!$kKq-~_^9#3lKhj"Hl<9P

ONGU)kH8h,*<P<i$I5l^9 (-trace *W7gsr2H

7F/@5$)#

-tfilesize=number

Hl<9&F-9H&U!$kNGg5$:r K P$H1LGXj7^

9#

-noinput
3s=<k+iN~ONI_hjrHQTDK7^9#3Nlg"3s=

<k&;C7gsXN~OKhCF Gateway rd_9k3HOG-^;

s#103Z<8NXCICS Transaction Gateway Nd_Yr2H7F/@5

$#

-x 04JGPC0&Hl<9rHQD=K7^9#3lKO"-trace *W7g

sGHl<95lk9YFNpsH" CICS Transaction Gateway Nbtn

HKD$FNpsr^`ICps,^^l^9#3N*W7gsNGU)

kHGO"COMMAREA 4NrHl<97^9#

3N*W7gsrXj9kH"QU)<^s9,g}Kc<7^9#

-dnsnames
aC;<8GN TCP/IP N-f[9H>N=(rHQD=K7^9#

O0~NGU)kHr*<P<i$I9kKO"3^sI&WmsWHG

ctgstart H~O7"=NeK,WJO0*W7gsr~O7F"Enter (BT)

-<r!7^9#

O0aC;<8,=(5l^9#

CCL6501I: CICS Transaction Gateway ������������

3NeK"!Nh&K"HQ5lF$kMr(9T, 2 T3-^9#

CCL6502I: [ �� ConnectionManagers = 10, �� ConnectionManagers = 100,
CCL6502I: �� Workers = 10, �� Workers = 100, ��� = 2006 ]

O0*W7gsKX9kXkWr=(9kKO"ctgstart ? H~O7^9#

Hl<9KX"9kO0*W7gsN\YKD$FO" 108Z<8NXCICS

Transaction Gateway GNHl<9Yr2H7F/@5$#

JCL ����

!K"PCA&8gVH7F CICS Transaction Gateway r+O9k?aKHQ

G-k JCL Ncr(7^9#

`n
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//DFHJGATE JOB (Accounting info),CLASS=A,USER=user,PASSWORD=passwd,
// MSGCLASS=H
//OEEXCI EXEC PGM=BPXBATCH,
// PARM='SH /usr/lpp/ctg/bin/ctgstart -noinput',
// REGION=8M
//STDIN DD PATH='/dev/null',
// PATHOPTS=(ORDONLY)
//STDOUT DD PATH='/jgateo.log',PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=SIRWXU
//STDERR DD PATH='/jgatee.log',PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=SIRWXU
//STDENV DD *
DFHJVPIPE=JAVAGAT1
DFHJVSYSTEM_00=IJKLMNOP-Primary CICS server
DFHJVSYSTEM_01=OTHER-Some other CICS system
/*
//

3NcG"

v BPXBATCH O"PCA&8gVH7F OS/390 UNIX® System Services 9

/jWHrBT9k MVS Wm0i`G9# PARM U#<kIO"7'k

(SH) ,"-noinput *W7gsrXj7? ctgstart 3^sIrBT9k3

HrXj7^9#Q9O"GbLN /ctg G#l/Hj<, HFS k<H+i

>\"/;9D=G"kH[j7F$^9#

v STDENV O"$UND-QtGMr_j9k3H,G-kG<?&;CHG

9#3NcGO"DFHJVPIPE"DFHJVSYSTEM_00"*hS

DFHJVSYSTEM_01 D-Qt,_j5lF$^9 (\YKD$FO"41Z<

8NXD-QtN_jYr2H7F/@5$)#D-QtKXj9kMrzQ

dGO^J$G/@5$#TKgxVf,"klg"=NgxVfOD-Q

tNMNltH7Fra5l^9# JCL GXj5l?MO"ctgstart 9/j

WH^?O ctgenvvar 9/jWHGXj5l?MKhCF*<P<i$I5

l^9#

m: CICS Transaction Gateway , JCL KhCF+O5lkH"Xj5l?8g

VN[+K"=N>N8gVb$/D++O5l^9#?H(P"8gV

> CICSTGQ Nlg"CICSTGQ1 +i CICSTGQn ^GN>0,U1il

?8gVb$/D++O5l^9#

����2� ���	���

JCL N EXEC +<IN REGION Qia<?<O" CICS Transaction Gateway

GBT9k?aK,WJ9lCItK>CF_j9k,W,"j^9#

J<NQia<?<b"REGION Qia<?<K*rG-kMKFAr?(k

D=-,"j^9#

`n
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v RACF f<6< ID N OMVS ;0asHN ASSIZEMAX Qia<?<#

\YO"VRACF Command Language ReferenceWr2H7F/@5$#

v SYS1.PARMLIB(BPXPRMxx) G!P5lk UNIX System Services

MAXASSIZE Qia<?<#\YO"VUNIX System Services PlanningWr

2H7F/@5$#

ASSIZEMAX KXj7?MKhCF" MAXASSIZE Qia<?<Gs!5l

kM,9YF*<P<i$I5lk3HKmU7F/@5$#

m: REGION=0M H_j9kH"java.lang.OutOfMemoryError ,/89k3H

,"j^9# 114Z<8NXjava.lang.OutOfMemory c0Yr2H7F/@

5$#

��� CICS Transaction Gateway ���

#tN CICS Transaction Gateway r+O9kKO"J<NcNh&K"+OQ

_?9/rHQ7^9#

CTGST
//CTG24 JOB CLASS=A
/*JOBPARM SYSAFF=P24
// COMMAND 'S CTG,JOBNAME=CTGT2401,ID=01,SYSID=T24A'
// COMMAND 'S CTG,JOBNAME=CTGT2402,ID=02,SYSID=T24A'
// COMMAND 'S CTG,JOBNAME=CTGT2403,ID=03,SYSID=T24B'
// COMMAND 'S CTG,JOBNAME=CTGT2404,ID=04,SYSID=T24B'
// EXEC PGM=IEFBR14

3lKhj"=l>lN CICS Transaction Gateway 4HKJ<N JCL ,+O

5l^9#

CTG
//CTG PROC REG='0M',ID='01',SYSID='T24A'
//*
//* REG - STORAGE REQUIRED
//* ID - UNIQUE ID FOR THIS INSTANCE OF THE CTG
//*
//***********************************************************
//******************* EXECUTE CICS ************************
//***********************************************************
//CTG EXEC PGM=BPXBATCH,
// PARM='SH /usr/lpp/ctg/bin/ctgstart -noinput',
// REGION=&REG.
//STDIN DD PATH='/dev/null',
// PATHOPTS=(ORDONLY)
//STDOUT DD PATH='/usr/lpp/ctg/bin/ctg&SYSID.&ID.o.log',
// PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=(SIRWXU,SIRWXG,SIRWXO)
//*STDERR DD PATH='/dev/null',
//* PATHOPTS=(OWRONLY)
//STDERR DD PATH='/usr/lpp/ctg/bin/ctg&SYSID&ID.e.log',

`n
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// PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=(SIRWXU,SIRWXG,SIRWXO)
//STDENV DD DSN=PEL.TAU.PARMLIB(CTG&SYSID.),DISP=SHR
//*

1lN CICS Transaction Gateway NlgN JCL KfS7F" PATHMODE

*hS PATHOPTS NQ9@KmU7F/@5$#3li,J$H"9<Q<

f<6<"Brb?J$f<6<OU!$krI_hk3H,G-^;s#^

?"STDERR r /dev/null K3<G#s09kH"\3 / ZGHl<9`\r

d_G-J$lgK"Hl<9&U!$k,q-~^l^;s#3N}3+

i" STDERR KD$F 2 DN*W7gs,3<G#s05lF$^9#

^?"e-N JCL GO"?<2CHN CICS NhKG-J STDENV G<

?&;CHbHQ7F$^9 (3N STEPLIB jArBT9k?aK"

STEPLIB rQ9 / eq-7J$h&K ctgstart rQ99k,Wb"j^9)#

PEL.TAU.PARMLIB(CTGT24A)
DFHJVPIPE=BATCHCLI
DFHJVSYSTEM_00=CICST24A
DFHJVSYSTEM_01=CICST24B
DFHJVSYSTEM_02=CICST25A
DFHJVSYSTEM_03=CICST25B
STEPLIB=PEL.TAU.CICS.CICST24A.SDFHEXCI:CICSTS13.SDFHEXCI:CICSTS13.SDFHLOAD

e.WaG/i$"sH,CjN CICS APPLID rXj7J/Fbh$h&K

9k?a"5sWkbN,tr|n7F DFHXCURM 5sWkrQ97"=

lK CICS NhNj9Hr?(kh&K3<G#s07^9#=l>lN

CICS Nh4HK 1 DN DFHXCURM P},,WG9#f<6<,3NP}

N>0rQ99k3HOG-J$NG"3NP}rG-Nh,G<?&;CH

K~l"=liNG<?&;CH,GiK (e-NU!$kbN) STEPLIB D

-QtKV+lF$k3HrN'7^9#

&Q5lF$k 1 DN]<HKw.9klgK"3s=<k~OKhCF

OMVS +i#tN CICS Transaction Gateway r+O9kKO"TCP/IP WmU

!$kG&Q]<HXN"/;9rbDbNH7F8gV> ″OMVS″ rjA

7F/@5$#3s=<k~O,,WGJ$lgO"JCL KhCF CICS

Transaction Gateway r+O7" TCP/IP WmU!$kG JCL 8gV>rjA

7F/@5$#

`n
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CICS Transaction Gateway ���

CICS Transaction Gateway r3^sIT+i+O7?lg"*hS -noinput

Qia<?<rXj7J+C?lgO" Gateway 3s=<k&;C7gsG

Q r~O7F+i" Enter (BT) -<r!9H"Gateway rd_9k3H,G

-^9#

-noinput Qia<?<rHQ7F$?lg"^?O CICS Transaction Gateway

r+O9k?aK JCL rHQ7?lgO" JES CANCEL 3^sIrHQ7

F Gateway Wm;9rd_7J1lPJj^;s#

m: a$s CICS Transaction Gateway 8gVrhjC9H">N9YFN8g

VbhjC5l^9#?H(P"8gV> CICSTGQ Nlg" CICSTGQ1

+i CICSTGQn ^GN>0,U1il?8gVbhjC5l^9#

`n
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�8� CICS® Transaction Gateway (OS/390® �) ��	�

�

dj=LOdjrhHO[JkbNG9,"djr4YF$1P"djrrh

9k?aN=,Jpsr+D1k3H,G-^9#/89kD=-,"kdj

N?$WNcrJ<Ks2^9#

v (sI&f<6<&(i<

v Wm0i_s0&(i<

v =.(i<

��=&	�

djr4Yk0K"@rJ6x,"k+I&+4YkN,h$G7g&#

v 79F`OJ0O57/BT7F$^7?+#

v 79F`N=.KQ9rC(?j"77$!=dWm0i`rIC7?j7

^7?+#

v CICS® Transaction Gateway (OS/390® G) P<8gs 3.0 +i\T7?l

g"=.U!$k (Gateway.properties)"*hS JGate 9/jWH,57/\

T7^7?+#

v CLASSPATH d LIBPATH Nh&JD-QtO57/_j5lF$^9+#

(41Z<8NXD-QtN_jYr2H7F/@5$#)

CLASSPATH QtO"CICS Transaction Gateway Hl<9PONGetK=

(5l^9#Hl<9rHQD=K7? Gateway N+OKD$FO"108Z

<8NXCICS Transaction Gateway GNHl<9Yr2H7F/@5$#

v c2rb@9kaC;<8,/T5lF$^9+#

v c2rF=G-^9+#

JDK AppletViewer ���
���������	
���
��
��	

AppletViewer rHQ7Ff<6<Nm<+k&U!$k&79F`+i CICS

Transaction Gateway N5sWk&"WlCHN$:l+rBT7?H-K"a

C;<8 CCL6664EVxyz �������������	
��������

�������
�W,=(5lk3H,"j^9#

3Ndjrrh9kKO"AppletViewer aKe<&P<GV"WlCH

(Applet)Wr*r7F+i"VC- (Properties)Wr*r7^9#!K"VM
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CHo</&"/;9 (Network Access)WHV/i9&"/;9 (Class
Access)WN>}rV��� (Unrestricted)WK_j7^9#

%���
�.�
���


CICS Transaction Gateway O"5]<H5lkWmH3kKD$FGU)kH

N]<HrHQ7^9#3liN]<H,9GKHQfN]<HH%g9k3

H,"j"3Nlg"1 D^?O#tNWmH3k,5oK+O7^;s#

CTG.INI U!$kG]<HVfrQ99k3H,G-^9# 47Z<8NX=

.D<kNHQYr2H7F/@5$#

CICS �� �	�
)�"��


CICS 5<P<KP9k ECI FSP7+i"G3*J

ECI_ERR_RESOURCE_SHORTAGE aj3<Iru1hk3H,"j^9#=

NlgKO"CICS 5<P<N SESSIONS j=<9jAN RECEIVECOUNT

Mr"}@*K,WJMhjb=,Kg-$M"D^j 100 K}d9,W,"

j^9#\YKD$FO"37Z<8NXCICS Transaction Gateway N?aN

CICS jAYr2H7F/@5$#

���!"�

CICS Transaction Gateway Kdj,"kHM(ilklgO"G-kBj?/

Npsr}87F"5]<HH%K"m9k,W,"j^9#

trace rHQD=K;:K Gateway r+O7?lgO" Gateway rd_7

F"trace *W7gsr*r7?uVGFO07"djrF.5;F/@5

$#

dj,MCHo</bNI3+K"kHM(ilklgO">N=JK:U5

lF$kdj=LjgK>CF/@5$#VCICS Problem Determination

GuideWr2H7F/@5$#

��,�-��.�


FolYkNWm0i`&5]<H,xQD=G"k?a"IBM K"m9k0

K"INlYkrHQ7F$k+N'7F/@5$#]Z*hS5]<Hps

O"=JKU0Ni$;s9 8qK-\5lF$^9#=JKhCFO"5<

S9*hS5]<H&+<I,^^lF$kbNb"j^9#"k$O"!N

Web 5$Hr4Yk3HbG-^9#

www.ibm.com/software/ts/cics/
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Support js/KJsG/@5$#

4	!��

CICS Transaction Gateway aC;<8KO">hO CICS /i$"sHKHQ

5lF$?"CCL H$&\,t,U$F$^9#

CICS Transaction Gateway ,8.9kaC;<8Nj9HKD$FO"VCICS

Transaction Gateway: Gateway Wm0i_s0Wr2H7F/@5$#

���)�"

dj=LpsO"!N=<9+i~j9k3H,G-^9#

v 8`PO (STDOUT) U!$k*hS8`(i< (STDERR) U!$k#

– 8`POKO"CICS Transaction Gateway aC;<8"*hS CICS +i

EXCI Ka5l?aC;<8Nm0,^^lF$^9#

– 8`(i<KO"8`PONaC;<8,"Java >[^7s+iN(i

<&aC;<8HloK^^lF$^9# Java >[^7sNaC;<8

KD$FO"Java +/D<k-CH (JDK) Gb@7F$^9#

v CICS Transaction Gateway Hl<9#J<Nar2H7F/@5$#

v EXCI Hl<9: EXCI h0r=7^9# CICS Transaction Gateway Hl<

9O"EXCI Hl<9NltG9#Hl<9&]$sHO" 111Z<8N=4

Kj9H5lF$^9# EXCI Hl<9N\YKD$FO"VCICS 0t$

s?<U'<9&,$IWr2H7F/@5$#

v CICS Hl<9#J<rp7FWaNJTr=7^9#

– EXCI Warh}9k CICS _i<&His6/7gs#

– FSP7h CICS Wm0i`#

CICS Hl<9G AP Hl<9&]$sHr!:7F/@5$#

aC;<8*hSHl<9psrU!$kK>w9klgO" Gateway N+O

~KJ<rXj7^9#

ctgstart -trace -tfile=pathname

3lKhj"pathname G#l/Hj<KU!$k,8.5l^9#

04JGPC0&Hl<9rn.9k?aK" ctgstart -x *W7gsrHQ

G-^9#
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CICS Transaction Gateway ��
��"

Gateway *hS"Wj1<7gsNHl<9KOJ<N 3 DNgWJlYk,

"j^9#

9?C/&Hl<9 3NHl<9`\O"Java c0,/3C?H

-KN_q-~^l^9#3liN`\O"c

0N=<9r=L9kNKr)A^9#QU)

<^s9r]D3H,EWJlg"3NHl<

9rHQ7F/@5$#

8`Hl<9 Java c0*hSa$sN Gateway !=*hS

$YsH,Hl<95l^9#GU)kHG

O"Gateway OG<?&VmC/ (?H(P"

COMMAREA"^?OMCHo</&Um<J

I) NGiN 128 P$H@1rHl<9K=

(7^9#

GPC0&Hl<9 Java c0*hSa$sN Gateway !=*hS

$YsH,"9?C/&Hl<9d8`Hl<

9hjb\YKHl<95l^9#GU)kH

GO" Gateway OG<?&VmC/N4Nr

Hl<9K=(7^9#QU)<^s9,=l

[IEWGJ$H-d"djrrh9kNK=

,Jps,8`Hl<9KhCF@ilJ$l

gKN_"3NHl<9rHQ7F/@5$#

Gateway �
��"

CICS Transaction Gateway Wm;9"^?O Gateway XNFSP7rT&f<

6<&"Wj1<7gsG"Hl<9r+O9k3H,G-^9#

ctgstart 3^sIN*W7gsrHQ7F" Gateway GNHl<9rHQD

=K7")f7^9#?H(P"8`Hl<9rHQD=K9kKO"Gateway

r+O9kH-K!N3^sIr~O7^9#

ctgstart -trace

Gateway r=.9kNK=.D<krHQ7?lg (^?O" CTG.INI U!$

kG TFILE Qia<?<r_j7?lg)"Hl<9PONGU)kH8h

O"CICS Transaction Gateway ,$s9H<k5lF$k bin 5VG#l/H

j<NU!$k ctg.trc G9#=lJ0Nlg"Hl<9POO"stderr K

108 CICS Transaction Gateway: OS/390® Gateway I}

|

|

|

||

|

|

|

|

||

|

|

|

|

|

||

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|



q-~^l^9# ctgstart -tfile *W7gsrHQ9kH"Hl<9PONG

U)kH8hr*<P<i$I9k3H,G-^9#?H(P"!N3^sI

O

ctgstart -x -tfile pathname

GPC0&Hl<9rHQD=K7F Gateway r+O7"Hl<9POr"

pathname GXj7?U!$kKq-~_^9#

ctgstart GXjG-k*W7gsOJ<NH*jG9#

-trace
8`Hl<9rHQD=K7^9#GU)kHGO"COMMAREA NGi

N 80 P$H@1,Hl<95l^9#

-stack
c09?C/&Hl<9N_rHQD=K7^9# CICS Transaction

Gateway NLo`n~K=[5lkc0r^a"[HsIN Java c0,

Hl<95l^9,">NHl<9OBT5l^;s#

-x 04JGPC0&Hl<9rHQD=K7^9#3lKO"-trace *W7g

sGHl<95lk9YFNpsH" CICS Transaction Gateway Nbtn

HKD$FNpsr^`ICps,^^l^9#3N*W7gsNGU)

kHGO"COMMAREA 4NrHl<97^9#

3N*W7gsrXj9kH"QU)<^s9,g}Kc<7^9#

-tfile=pathname

Hl<9,HQD=KJCF$klgO"Hl<9&aC;<8r

pathname GXj5l?U!$kKq-~_^9#3lKhj"Hl<9P

ONGU)kH8h,*<P<i$I5l^9 (-trace *W7gsr2H

7F/@5$)#

-tfilesize=number

Hl<9&U!$kNGg5$:r K P$H1LGXj7^9#

-truncationsize=nnn

Hl<9G(5lkG<?&VmC/NGg5$:rXj7^9#33

G"nnn O$UN5N0tG9# -trace ^?O -X N$:l+KC(F3

N*W7gsrHQG-^9,"=liN*W7gsG_j5l?GU)

kHN5$:O3N*W7gsKhj*<P<i$I5l^9#?H(

P"8`Hl<9r*sK7"GgN 20,000 P$Hr@sW9kH-O"

J<Nh&KXj7^9#

ctgstart -trace -truncationsize=20000

M 0 rXj9kH"Hl<9KG<?&VmC/,=(5l^;s#
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-dumpoffset=offset

G<?&VmC/N=(,+O5lk*U;CHrXj7^9#Xj5l

?*U;CH,G<?N49hjbg-$lgO"G<?O"*U;CH

, 0 G"k+Nh&K@sW5l^9#

6���/�"� ���	���

Hl<9"CKGPC0&Hl<9GO"QU)<^s9,c<7^9#QU

)<^s9XNHl<9NFAr.5/9k?a" CICS Transaction Gateway

P<8gs 4.0 GO!Nh&JQ9,C(il^7?#

v -tfile *W7gsrHQ7FHl<9POU!$krXj7?lg"Hl<

9POO"stderr Xbq-~^l^;s#

v Hl<9PONG<?&VmC/NGiNT@1K?$`&9?sW,U1

il^9#

v -truncationsize *W7gsH -dumpoffset *W7gsrHQ9kH"Hl

<9Kq-~^lkG<?&VmC/N5$:r)BG-^9#

v -tfilesize *W7gsrHQ9kH"Hl<9POU!$kN5$:r)BG

-^9#

��
������
��"

"Wj1<7gsGHl<9rHQD=K9k}!O 2 D"j^9#D^j"

JVM r+O9kH-K Java G#l/F#VrHQ9k}!H" CICS

Transaction Gateway Hl<9 API KFSP7rIC9k}!G9# Java G

#l/F#VrXj9kKO"Java 3^sIG -D *W7gsrHQ7^

9#Hl<9 API O" CICS Transaction Gateway N T /i9NfK$/D

+NE*a=CI+iJj^9#\YO"VCICS Transaction Gateway:

Gateway Wm0i_s0Wr2H7F/@5$#

JNI �
��"

JNI Hl<9O"LoN CICS Transaction Gateway Hl<9&*W7gsGO

HQD=KJj^;s#HQD=K9kKO"D-Qt CTG_JNI_TRACE

r"Hl<9POrq-~`Q9*hSU!$kK_j7^9#J<K"cr

(7^9#

export CTG_JNI_TRACE=/tmp/ctgjni.trc

WebSphere Application Server N<N5<VlCH+im<+k&b<I\3N

JNI Hl<9rh@9kKO"J<rT$^9#

1. httpd.envvars U!$kK CTG_JNI_TRACE=filename r_j7^9#
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2. IHS JCL rQ97F"@lD-Wm0i` (LE) KP9kQia<?<r

!Nh&KXj7^9#

LEPARM='ENVAR("_CEE_ENVFILE=/your/httpd.envvars")'

3. WebSphere Application Server ,BT5lF$k f<6< ID ,"Hl<9

POU!$kXNq-~_"/;9"r}CF$k3HrN'7^9#

\YO"WebSphere Application Server NqAr2H7F/@5$#

EXCI �
��"

CICS Transaction Gateway O EXCI Hl<9KHl<9`\rq-~_^9#

Hl<9`\O CICS Hl<9 EXCI A0JNG"@sWbNHl<9`\O

8` OS/390 f<F#jF#<rHQ7Fu~5l^9# SDSF *Zl<?

<&3s=<kN3^sIT+iJ<N`njgrHQ9k3H,G-^9#

1. !N3^sIrHQ7^9#

/D OMVS,A=ALL

3lG"OMVS ?9/,=(5l^9#

2. CICS Transaction Gateway ?9/r+U1"ASID rab7^9#

3. DUMP 3^sIH,ZJ3asHr~O7^9#J<K"cr(7^9#

/DUMP COMM=(JGATE DUMP)

4. !Nh&K"ASID U-NaC;<8K~z7^9#

/R nn,ASID=aa,END

33G"nn O~zQNaC;<8VfG"aa O ASID G9#

=4 O"CICS Transaction Gateway KhCF EXCI Hl<9Kq-~^lkH

l<9&]$sHr=7^9#

= 4. CICS Transaction Gateway N EXCI Hl<9&]$sH

]$sH

ID
b8e<k Lvl ?$W G<?

8000 JVDLL EX 1 O5lk ECI

Qia<?<

1 9lCI>

2 Call_Type

3 Extend_Mode

4 Luw_Token

5 Commarea_Length

6 Cics_Rc

7 Message_Qualifier

h8O CICS® Transaction Gateway (OS/390® G) Ndj=L 111

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

||

|
|
||||

||||
|
||
||
||
||
||
||
||



= 4. CICS Transaction Gateway N EXCI Hl<9&]$sH (3-)

]$sH

ID
b8e<k Lvl ?$W G<?

8001 JVDLL Exc GetStringPlatform

(i<

1 aj3<I

2 G<?h

3 95

8002 JVDLL Exc GetStringPlatformLength

(i<

1 aj3<I

8003 JVDLL EX 1 Q95l?

Qia<?<

1 9lCI>

2 Qia<?<>

3 Qia<?<M

8004 JVDLL EX 1 $sP&sI

COMMAREA

1 9lCI>

2 L.hN95

3 L.hN"Il9

4 250 P$HNG<

?

8006 JVDLL EX 1 "&HP&sI

COMMAREA

1 9lCI>

2 L.hN95

3 L.hN"Il9

4 250 P$HNG<

?

8007 JVDLL EX 1 ECI Qia<?<PO 1 9lCI>

2 Call_Type

3 Extend_Mode

4 Luw_Token

5 Commarea_Length

6 Cics_Rc

7 Message_Qualifier

8010 JVDLL Exc u.5lk(i<~z 1 U!s/7gsV

f

2 EXCI ~z

3 EXCI }3

4 EXCI {!}3U#

<kI 1

5 EXCI {!}3U#

<kI 2

6 Cics_Rc
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= 4. CICS Transaction Gateway N EXCI Hl<9&]$sH (3-)

]$sH

ID
b8e<k Lvl ?$W G<?

8011 JVDLL Exc DPL_REQUEST (i< 1 RESP

2 RESP2

3 ABCODE

4 Cics_Rc

8012 JVDLL Exc WBA1 Qia<?<d

j6j(i<

1 malloc 9

2 Cics_Rc

8013 JVDLL Exc 5zJFSP7?$W 1 9lCI>

2 Call_Type

3 Cics_Rc

8014 JVDLL Exc 5zJ COMMAREA

9

1 9lCI>

2 Commarea_Length

3 Commarea N5$:

4 Cics_Rc

���	���

Java ��

"Wj1<7gs^?O CICS Transaction Gateway ,c0rh}7J$lg"

Java >[^7s (JVM) , Java 9?C/&@sWrq-~_^9#@sWP

ON8hO"4HQN JVM $sWjasF<7gsK~8F[Jj^9#\

YKD$FO"Java qAr4YF/@5$#

8c9H$s?$` (JIT) 3sQ$i<rHQTDK7F" Java 9?C/&

@sWKq-~^lkpsr}d7^9#3NpsKO"c0,/87? Java

=<9&3<INTbH_~^lkD=-,"j^9# JIT 3sQ$i<rH

QTDK9k}!O"4HQN JVM $sWjasF<7gsK~8F[Jj

^9#\YKD$FO"Java qAr4YF/@5$#

114Z<8N^12 O"JIT 3sQ$i<rHQTDK7FHil? Java 9?

C/&@sWN5sWkG9#
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CICS Transaction Gateway ,c0rh}9klgO"Hl<9,HQD=KJ

CF$klgKN_ Java 9?C/&@sW,q-~^l^9#Hl<9rH

QD=K7F"djNF=rn_F/@5$#3N3HO"c0N/80K?

,/3CF$?N+r}r9kNKr)DO:G9#Hl<9N\YKD$F

O" 108Z<8NXCICS Transaction Gateway GNHl<9Yr2H7F/@

5$#

java.lang.OutOfMemory ��

CICS Transaction Gateway ,9~VBT5l?eK3Nc0,/87?lg"

abj<&j</,6xHM(il^9#Gateway NiY,g-$H-KN_

3Nc0,/89klgO"HQD=J Java >[^7s (JVM) abj<KP

7F"/F#VJ9lCI,?9.kD=-,"j^9#

4$
��
��
#��


Gateway Wm;9KP7Fabj<HQbK?<rBT7^9#abj<&j

</,"klg"Gateway GHQ5lkabj<NL,~VNPaKDl}(

F$-^9# CICS Transaction Gateway K\37F$k9YFNf<6<&"

Wj1<7gs,"HQr0;7?H-K JavaGateway() \3*V8'/Hr

,:/m<:9kh&K7^9#3lGbdj,rh5lJ$H-O"

Gateway GPC0&Hl<9rBT7F"IBM 5]<HH%K"mrHCF/

@5$# ctgstart -tfilesize *W7gsrHQ9kH"Hl<9POU!$k

N5$:r)B9k3H,G-^9#^?" ctgstart -truncationsize *W7
gsrHQ9lP"Hl<9G=(5lkG<?&VmC/N5$:r<mK

9k3H,G-^9#3lKhj"QU)<^s9XNFA,o:5l^9#

"�	#
��$��


3Nh&JIuOJ<,6xHM(il^9#

1. MAXTHREADS , BPXPRMxx MK#7?#rh!O"MAXTHREADS N

Mr}d93HG9#\YKD$FO"10Z<8NXCICS Transaction

Gateway: 9lCI=bGkYr2H7F/@5$#

2. CICS Transaction Gateway O0 JCL GN REGION=0M NHQ# 0M ,H

Q5lkH-KHQD=JB]NNh5$:O=,G-:" CICS

Transaction Gateway GBT5lF$k9lCItK,WJ5$:hj.5

Exception in thread "main" java.lang.OutOfMemoryError
at java.lang.Thread.start(Native Method)
at com.ibm.ctg.server.ThreadManager.createObject(ThreadManager.java:345)
at com.ibm.ctg.server.ThreadManager.<init>(ThreadManager.java:131)
at com.ibm.ctg.server.ManagedResources.<init>(ManagedResources.java:106)
at com.ibm.ctg.server.JGate.main(JGate.java:895)

^ 12. Java 9?C/&@sWN5sWk

&LdjNGG
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$bNHM(il^9#rh!O"@(*JNh5$:rdj6k3HG

9#3NMO" CICS Transaction Gateway GBT5lk?aK,WJ9l

CItK~8F[Jj^9 (100Z<8NXNh5$:KD$FNM8v

`Yr2H7F/@5$)#

3. JVM GU)kH&9?C/&5$:MH7F -ss (256 KB) *hS

-oss (400 KB) NHQ#3liN5$:NHQKhj"9lCIKD- 656

KB Nabj<dj6jHJj^9# ctgstart 9/jWHN exec java 9

F<HasHK3liNM,"kH"abj<HQL,o:5l^9#

JVM G,WJ>[abj<NLOJ<Nh&K+Qbk3H,G-^9#J<

N9YFrC;7F/@5$#

v \3^M<8c<&9lCINt

v Worker 9lCINt

v Java GHQfNPC/0i&sI&9lCINt

v HQfN[JkMCHo</&WmH3kNt

!K3NgWr"JVM KhCFF9lCIKdj6ilk Java 9?C/N5

$:Gh;7^9#

3NW;GO""/F#VJ Java PC/0i&sI&9lCINt,*h=

5 DG"kbNH[j7^9#hj5NJMKD$FO"4HQN Java qA

r2H7F/@5$#CICS Transaction Gateway N=.G"\3^M<8c

<&9lCI*hS Worker 9lCINGgtr_j7F/@5$#\YKD

$FO"49Z<8NXGateway NlL_jYr2H7F/@5$#

Java ,abj<rdj6k}!O"4HQN JVM $sWjasF<7gsK

hCF[Jj^9#[HsIN JVM GOJ<N}!,D=G9#

v java -mx *W7gsrHQ7F" JVM KHQD=Jabj<Lr_j9

k#

v java -oss *W7gsH java -ss *W7gsrHQ7F"Java ,F9lC

IKdj6kabj<Lr_j9k# Java 9?C/N5$:O3li 2 D

NMNgWG9#

9lCIN)BKD$FN\YO"12Z<8N=1 r2H7F/@5$# Java

abj<dj6jN\YKD$FO"VCICS Transaction Gateway: Gateway W

m0i_s0W*hS4HQN Java qAr2H7F/@5$#

OS/390 79F`GO"FWm;9KHQD=Jabj<NLO)B5lkD=

-,"j^9#\YKD$FO"4HQN*Zl<F#s0&79F`NqA

r2H7F/@5$#

&LdjNGG
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��!"
�	�����


mC/,I3G/87F$k+=L9kKO""Wj1<7gs"*hS

Gateway GHl<9rHQD=K7F/@5$#\YKD$FO"108Z<8N

XCICS Transaction Gateway GNHl<9Yr2H7F/@5$#Gateway b

KmC/,"klg" IBM 5]<HH%K"m7"Gateway Hl<9rs!

7F/@5$#

OS/390 JVM JIN"ltN Java >[^7s (JVM) GO"=T9lCINu

Vr=(9k9?C/&Hl<9r/)*K Java Kq-~^;k3H,G-

^9#?H(P"IBM Java SDK 1.3 GO"SIGQUIT (-3) 70Jkr Java W

m;9Kw.7F"9?C/&Hl<9r stderr Kq-~^;k3H,G-

^9#3lKhj"=T9lCINuV,=(5l^9#3N}!O"nHf

NB079F`GOToJ$G/@5$#04KmC/5l?79F`GN_

BT7F/@5$#

SSL ��

��

CICS Transaction Gateway GN9?C/&Hl<9rHQD=K7^9#3l

Khj"c0N/8~K?,/3CF$?++=(5l^9#^?"

CLASSPATH QtNMJI"=.KD$FNpsb(5l^9#3lKhC

F"djrGG9kNK=,Jps,@ilJ$H-O"8`Hl<9rh@

7F"IBM 5]<HH%K"m7F/@5$#

CICS Transaction Gateway ����

Gateway N+O~K"!NaC;<8,P5lk3H,"j^9#

CCL6525W: ssl: �����������������
��
[java.lang.ClassNotFoundException:

server KeyRing class name]

3NaC;<8O"Gateway ,5<P< KeyRing /i9rm<IG-J+C

?3Hr(7F$^9#9?C/&Hl<9rHQD=K7F Gateway r+O

7^9#Hl<9PONGetK=(5lk CLASSPATH QtK"=N/i

9r^`G#l/Hj<N`\,H_~^lF$k+A'C/7^9#^?"

CLASSPATH K"U!$k cfwk.zip N`\,H_~^lF$k+A'C/7

^9# Gateway O"3NU!$kr!PG-J$H" KeyRing U!$krm

<IG-^;s#

=.D<kN SSL WmH3k_jQMkNV-<&js0&/i9>

(KeyRing classname)WU#<kIK"5<P< KeyRing /i9N>0rX

j7^9# KeyRing /i9>rXj9kH-"G#l/Hj<^?OU!$

&LdjNGG
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kH%ROH_~^J$G/@5$#CLASSPATH O" KeyRing /i9r^

`G#l/Hj<N`\rH_~_^9#

<������
������

API FSP7 SslJavaGateway.setKeyRing("ClientKeyRingName",

"thePassword"); ,"f<6<&"Wj1<7gsbG!Nh&J(i<Kh

CF:T9k3H,"j^9#

java.lang.NoClassDefFoundError: com/ibm/sslight/SSLightKeyRing

CLASSPATH QtK"U!$k cfwk.zip N`\,H_~^lF$k+A'C

/7^9#3NU!$kO CICS Transaction Gateway H loKs!5lF$

^9#

ECI_ERR_SECURITY_ERROR ����#

ECI FSP7+i3Naj3<I,V5lk6xH7FJ<N3H,M(il

^9#

v EXCI *W7gs&F<Vk DFHXCOPT Ge}!:,HQD=KJCF$

k#

DFHXCOPT F<VkN SURROGCHK *W7gsrHQ9kH"e}!:

,HQD=KJj^9#3N*W7gsNGU)kHO YES G9#3N*

W7gsNHQ!KD$FN\YO"VCICS 0t$s?<U'<9&,$

IWr2H7F/@5$#

v SDFHEXCI G<?&;CHKP7F RACF Wm0i`)f,"/F#VG

J1lPJiJ$#

J<Nh&KWm0i`)fr"/F#VK7^9#

SETROPTS CLASSACT(PROGRAM)
RDEFINE PROGRAM * UACC(READ)
SETROPTS WHEN(PROGRAM)

J<Nh&K"Wm0i`)f,"/F#VJH-K CICS i$Vij<r

IC7^9#

RALTER PROGRAM * ADDMEM*'hlq.SDFHEXCI'/volser/NOPADCHK)
SETROPTS WHEN(PROGRAM) REFRESH

v CjN HFS U!$kKH%0-N_jM,Xj5lF$J$#

J<N extattr 3^sIO" CICS Transaction Gateway ,HQ9km<I&

b8e<kK"VWm0i`)fWH$&^</rU1^9#?H(PJ<

NH*jG9#

extattr +p path/ctg/bin/lib*.so
extattr +p path/ctg/bin/SECURES

&LdjNGG
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33G"path O"?H(P"/usr/lpp G9#

ctgstart 9/jWH,"Il9&9Z<9r>NWm;9H&Q7J$3Hr

Xj7J1lPJj^;s#3lO"FSP7&"Il9&9Z<9 (JVM)

,"Wm0i`G)f5lF$J$m<I&b8e<kKhCFVmQW5

lJ$h&K9k?aNbNG9# JVM H+Ns&Q"Il9&9Z<9

rHQ5;kKO"!Nh&K~O7^9#

extattr -s path/ctg/bin/ctgstart

33G"path O"?H(P"/usr/lpp G9#

CjN MVS Java U!$kbWm0i`)fK9k,W,"j^9#

extattr +p javapath/bin/*
extattr +p javapath/lib/*

33G"javapath O JVM Nm1<7gsG9#\YKD$FO" 58Z<8

NXRACF® GHQ9k?aN CICS Transaction Gateway N=.Yr2H7

F/@5$#

v ctgstart 9/jWH,"’Share Address Space’ H%0-SCHr" extattr -s

KhCF*UK7F$J$#3lKvFO^iJ$lg"V@<F#<W"

Il9&9Z<9,6xG" ECI_SYNC ^?O ECI_STATE-SYNC FSP

7G(i<,/87F$^9# 119Z<8NX@<F#<&"Il9&9Z

<9NdjYb2H7F/@5$#

v RACF U!7jF#<&/i9,jA5lF$J$#

CICS Transaction Gateway =NbNKhCF!:5l"!:N?aK CICS

KO5lk3HNJ$f<6< ID HQ9o<IrHQ7F$klgO"

RACF U!7jF#<&/i9rjA9k,W,"j^9#U!7jF#

<&/i9N>0O"EXCI js/QN CONNECTION jAN netname Q

ia<?<NM"*hS CICS Transaction Gateway GHQ5lk

DFHJVPIPE D-QtNMKlW7J1lPJj^;s#\YKD$FO"

37Z<8NXCICS Transaction Gateway N?aN CICS jAYr2H7F/

@5$#

v JAVA_PROPAGATE D-Qt," local:// b<IGBT5lk CICS

Transaction Gateway "Wj1<7gsK_j5lF$J$#J<NQtr"

JAVA_PROPAGATE=NO

Java "Wj1<7gs,BT5lkD-G_j9k,W,"j^9#

&LdjNGG
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3ND-Qt,_j5lF$J$H" OS/390 Hl<9O"

CREATE_SECURITY_ENV Qia<?<rXj7? pthread_security_np FS

P7," 159 (EMVSERR) aj3<IrV7F:T7?3Hr=(7^9#

ECI_ERR_SYSTEM_ERROR ����#

3Naj3<IO"CICS "Il9&9Z<9bKdj,"k?aK8.5l

k3H,"j^9#?H(P"PGMIDERR";-ejF#<c?"^?OWm

0i`+0$s9H<kq]"JIG9#

^?"CICS Transaction Gateway [9H&"Il9&9Z<9Nf<6< ID

," DFHAPPL.dfhjvpipe ^?O DFHAPPL.applid U!7jF#<KP7F

PERMIT 5lF$J$lg"EXCI 3<IK8.5lk3Hb"j^9#

?��(���#�"�"+�"��	

3Ndj,"kH"CICS Transaction Gateway ,INh&K=NC"u7r:

&+KhCF"5^6^JkLHJj^9#

v ctgstart 9/jWHK^@ ’s’ SCH,_j5lF$k#

v SDFHEXCI m<I&i$Vij<H" EXCI_OPTIONS D-QtKjA5

lF$k9YFNm<I&i$Vij<,Wm0i`)fGJ$#

v CICS Transaction Gateway HFS , NOSETUID G^&sH5lF$k#

CICS Transaction Gateway HFS O"GU)kHN SETUID G^&sH7J

1lPJj^;s#

EDC5111I PERMISSION DENIED 4	!��

J<N}3GaC;<8,8.5lk3H,"j^9#

v CICS Transaction Gateway ]<H,9GKLN?9/KhCFHQfG"

k#

v ]<H," TCPIP.PROFILE G CICS Transaction Gateway 8gVQK=s

5lF$k," CICS Transaction Gateway 8gV>, 8 8z$~G"k#

3Nlg"]<Hr*<Ws7h&H9k8gVO" UNIX System Services

KhCFdj6ilktzN5U#C/9rbD8gV>r}D3HKJ

j"TCPIP.PROFILE 8gV>KlW7J/Jj^9#3Ndjrrh9k

?aKO!Nh&K7^9#

1. ]<Hr=s7J$#

2. 8 8zN8gV>rHQ9k#

3. TCPIP.PROFILE G]<HKdj6il? ID Nj9HK ’OMVS’ rI

C9k# UNIX System Services KhCFIC5lktzr ID H7FH

Q9k3HO*+a7^;s#

&LdjNGG
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CEE3250C ABEND S806 4	!��

79F`&Wm@/H*hSm<I&i$Vij<K"/;99k=,J"B

rf<6< ID ,bCF$J$lg"Gateway NO0~K!NaC;<8ru

1hk3H,"j^9#

CEE3250C The system or user abend S806 R=00000004 was issued.
From entry point MVS_CcicsInit at compile unit offset -FFFF8D84 at address 1AEB158C.

STEPLIB Qt,57$ CICS EXCI m<I&i$Vij<rX7F$J$lg

Kb"3NaC;<8,=(5l^9#\YO"42Z<8NXD-QtYr2

H7F/@5$#

EXCI 6�����

m<+k&b<IGN CICS Transaction Gateway NBT~K5<VlCHrH

Q9klgK" EXCI Q$WN)BKhCFdj,/89k3H,"j^9#

1lN OS/390 "Il9&9Z<9O"CICS NhVL. (IRC) KhCF"9

YFN\35lF$k CICS NhKGg 100 DN EXCI Q$Wrdj6kh

&K)B5l^9#=lHPf7F"CICS NhGNGgQ$WHQLO"

CICS #tNh`n (MRO) ;C7gsjAGjA5lk;C7gst (Gg

999 ^GXjG-^9) KhCFN_)B5l^9#=N?a"5<VlCH

+iN CICS Transaction Gateway Khk EXCI NHQKO"J<N)B,,

Q5l^9#

v Web 5<P<&G#l/F#V MaxActiveThreads O"h}G-kBTWa

NGgtr_j7^9#3lO"f<6<NGgtH18GO"j^;s#

OS/390 Web 5<P<O"TCP/IP SOMAXCONN Qia<?<^?O Web

5<P< ListenBackLog G#l/F#VN_jK>CF"9lCIrHQ9

kWar-e<K~lk+iG9#

v ECI Warh}9kF9lCIO"1 DN EXCI Q$Wrdj6j^9#3

NQ$WO"c2,/89k+"CICS MRO \3,*;9k^G"dj6i

l?^^KJj^9#3Nh&JQ$W,"5<VlCHKP9ke3NW

aGHQ5l^9#?@7"[Jk Web 5<P<&9lCIVGQ$Wr

&Q9k3HOG-^;s#

v CICS Transaction Gateway rHQ9k9lCINt, 100 r6(kH"

101 V\N EXCI Allocate_Pipe FSP7O" SYSTEM_ERROR ~z3<

I"*hS}33<I 608 G:T7^9#ECI "Wj1<7gsO"aj

3<I -9 (ECI_ERR_SYSTEM_ERROR) ru1hj^9#3lO"w.&N

"Il9&9Z<9,B&K#7??aK" Web 5<P<G

MaxActiveThreads r"100 hj.+y7/=.9k,W,"k3HrU#7

^9#

&LdjNGG
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v CICS Transaction Gateway ," CICS ;C7gsjAGjA5l?HQD=

J;C7gshjb?/NQ$Wrdj6m&H7?lg"EXCI Open_Pipe

FSP7O"RETRYABLE ~z3<I"*hS}33<I 202 G:T7^

9#ECI "Wj1<7gsO"aj3<I -16 (ECI_ERR_SYSTEM_ERROR)

ru1hj"DFHXCURM ,FSP5l^9#3Nlg"CICS ;C7gs

N RECEIVECOUNT Qia<?<r"/J/Hb 100 K=.9k,W,"

j^9#\YKD$FO"37Z<8NXCICS Transaction Gateway N?aN

CICS jAYr2H7F/@5$#

v Web 5<P<G 100 r6(k9lCI,,WG"kH,+C?lg"

TCP/IP ]<H&QrHQ7F Web 5<P<VNnHiYNPis9rhk

+"91<iVk&b<IG Web 5<P<rHQ9k3Hr*+a7^

9# (=l>lN"Il9&9Z<9,"CICS Transaction Gateway G 100

DNQ$WrHQG-^9)#

&LdjNGG

h8O CICS® Transaction Gateway (OS/390® G) Ndj=L 121

|

|

|

|

|

|

|

|

|

|

|

|

|

|



122 CICS Transaction Gateway: OS/390® Gateway I}



��A. CICS Transaction Gateway ��� CICS <5 �

��������
�����
�

3NOGO"CICS Transaction Gateway H CICS fKP<5k&/i$"sH

N^Ke"k*hSX"qAr9YFj9H7"=liNFoA0rRp7^

9#

3NON+P7O"J<NH*jG9#

v XCICS Transaction Gateway N^Ke"kY

v 124Z<8NXCICS fKP<5k&/i$"sHN^Ke"kY

v 125Z<8NXCICS U!_j<NqAY

v 126Z<8NX^Ke"kNU!$k>Y

v 126Z<8NX5sWk=.NqAY

v 127Z<8NX=N>NPG*Y

v 127Z<8NX*si$sqAN=(Y

CICS Transaction Gateway �/5���

v CICS Transaction Gateway: Windows® Gateway I}"SC88-8984

3N^Ke"kO"CICS® Transaction Gateway (Windows® G) NI}KD

$Fb@7^9#

v CICS Transaction Gateway: AIX® Gateway I}"SC88-8985

3N^Ke"kO"CICS® Transaction Gateway (AIX® G) NI}KD$F

b@7^9#

v CICS Transaction Gateway: Solaris Gateway I}"SC88-8986

3N^Ke"kO"CICS® Transaction Gateway (Solaris G) NI}KD$F

b@7^9#

v CICS Transaction Gateway: Linux Gateway I}"SC88-8989

3N^Ke"kO"CICS® Transaction Gateway (Linux G) NI}KD$F

b@7^9#

v CICS Transaction Gateway: HP-UX Gateway I}"SC88-8988

3N^Ke"kO"CICS® Transaction Gateway (HP-UX G) NI}KD$F

b@7^9#
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v CICS Transaction Gateway: OS/390® Gateway I}"SC88-8987

3N^Ke"kO"CICS® Transaction Gateway (OS/390® G) NI}KD$

Fb@7^9#

v CICS Transaction Gateway: Gateway Messages

3N*si$s&VC/O" CICS Transaction Gateway +iP5lk(i

<&aC;<8rj9H7"b@7F$^9#

3N^Ke"kOm8G-^;s#

v CICS Transaction Gateway: Gateway Wm0i_s0"SC88-8990

3N^Ke"kO"CICS Transaction Gateway GN Java™ Wm0i_s0N

5WKD$Fb@7^9#

=N>K"Wm0i_s0KD$FN2Hpsr^` HTML Z<8b"j

^9#

CICS <5 ���������
�/5���

v CICS Transaction Gateway: Windows® /i$"sHI}"SC88-8991

3N^Ke"kO"CICS fKP<5k&/i$"sH (Windows G) NI

}KD$Fb@7^9#

v CICS Transaction Gateway: AIX® /i$"sHI}"SC88-8992

3N^Ke"kO"CICS fKP<5k&/i$"sH (AIX G) NI}K

D$Fb@7^9#

v CICS Transaction Gateway: Solaris /i$"sHI}"SC88-8993

3N^Ke"kO"CICS fKP<5k&/i$"sH (Solaris G) NI}

KD$Fb@7^9#

v CICS Transaction Gateway: Linux /i$"sHI}"SC88-8995

3N^Ke"kO"CICS fKP<5k&/i$"sH (Linux G) NI}K

D$Fb@7^9#

v CICS Transaction Gateway: HP-UX /i$"sHI}"SC88-8994

3N^Ke"kO"CICS fKP<5k&/i$"sH (HP-UX G) NI}

KD$Fb@7^9#

v CICS Transaction Gateway: Client Messages

3N*si$s&VC/O"CICS fKP<5k&/i$"sH+iP5l

k(i<&aC;<8*hSHl<9&aC;<8rj9H7"b@7F$

^9#

3N^Ke"kOm8G-^;s#

CICS Transaction Gateway *hS CICS fKP<5k&/i$"sHNi$Vij
<
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