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Senior executives drive Identity Governance adoption

� Financial Reporting
SOX, CA 52-313, Turnbull, LSF,

Transparency Directive, JSOX, MAR, L.262

� Industry Mandated Initiatives
Basel II, Solvency II, GLBA, FERC/NERC, 

FFIEC, FISMA, HIPAA/HITECH, ITAR, 

Smart Grid

� Privacy Mandates
PCI, State Based (CA 1386, MA Privacy 

201), Country Based, EU Data Protection

� CxO/Senior Executives
take individual responsibility for the 

accuracy and completeness

� Auditors
require certified information to 

approve Accounts / Risk Mgt reports
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The pain chain

Application 
Managers

Could you verify if John 
Doe is appropriately 

profiled?

Could you verify if John 
Doe is appropriately 

profiled?

2

IT Security 

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

1

I can just tell you what 
John has – I can’t tell 

about appropriateness 

I can just tell you what 
John has – I can’t tell 

about appropriateness 

3

Business Manager 

Could you verify if John 
Doe is correctly profiled?
Could you verify if John 

Doe is correctly profiled?

4

I could… If I was techy 
enough to understand all 
these tech details……..

I could… If I was techy 
enough to understand all 
these tech details……..

5

CFO, CRO

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

0

Auditors
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Typical Audit findings

✗ Manual efforts to retrieve data: weeks, meetings, 3rd party

consulting fees.

✗ Inability to detect existing ‘toxic combinations’: privileged

application accounts assigned to ‘standard’ employees,

conflicting permissions creating SoD violations.

✗ Inability to determine ‘who approved what when’: many

approval processes, ‘like Mike’ habits, etc.

CEO/CFO
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About CrossIdeas

CrossIdeas is a leading player of Identity Governance 
Solutions, enabling organizations to achieve their Compliance, 
Audit and Access Risk Management objectives

• Founded in 2011, product originates in 2005

• HQ in Italy (Rome)

• Rated as “visionaire” in the Gartner IAG MQ 2011/2012 and IGA 
2013

• Fortune 500 companies run CrossIdeas

• Acquired by IBM on July 31st 2014
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Now part of IBM Security Division…

IBM Security
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IDEAS Solution Modules

Access Request

Access Self  

Service

Access Self  

Service

Access Request 

workflow 

Access Request 

workflow 

Access Governance

Segregation of 

Duties

Segregation of 

Duties

Access ReviewAccess Review

Compliance 

Control for SAP

Compliance 

Control for SAP

Access Intelligence

Risk Analysis Risk Analysis 

Role MiningRole Mining

IDEAS Core

IDEAS Warehouse

Users, Permissions, Organizations, 
Policies

Rule Engine

Event Processing

Authorization Manager

Entitlement Server

7
Enterprise Connectors (AD, LDAP, JDBC, MSQ, SAP, SOA…) 

Other IDM IBM SIM
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IBM/CrossIdeas @ a glance

8

The ‘ISIM-CrossIdeas’ integration:
- Provides bidirectional integration between IBM SIM and CrossIdeas’

IDEAS

- Adds strong Identity Governance capabilities, SAP specific controls,
innovative Access/Role Intelligence to SIM

� ISIM customers can rapidly introduce Access Governance capabilities
with no changes in their existing ISIM environment

� Non-ISIM customers can introduce Governance capabilities and then
either a) expand into Provisioning, or b) replace their existing Identity
management system (Sun, NetIQ, …)
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Use Case #2: Access Certification

IDEAS key features

• Business ready, intuitive interface

• Multi-attribute campaign: by Application, by OU, time-limited, etc

• Workflow based, multi-level approvals

Screenshot here
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Use Case #2: Segregation of Duty

IDEAS key features

• Process-based SoD, does not require Role modeling

• Multi-domain, attribute based SoD maps the complexity of business apps

• Specific SoD controls for SAP
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Use Case #3: Access Request Management

IDEAS key features

• Shopping Cart approach eases Business adoption

• Preventive Segregation of Duty takes control of risk

• Fine-grain application rights dramatically reduce complexity
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CrossIdeas Capabilities: Highlights

� An ‘Unusually clean data model for IGA’ (ref. Gartner)

– SoD based on ‘business processes’, allows to implement it without having to go

through ‘Role design’ first.

� The only IGA player with SAP specific controls

– Fine-grain SoD controls on users and roles.

– One product to manage SAP and non SAP apps.

� Interoperate with existing Provisioning/IDM platforms

– Designed for “Embrace & Extend” approach.

– Native integration with IBM SIM and NetIQ IDM.

� Scalable architecture, field proven

– J2EE architecture, customers with 100.000+ users.

– Product originates (2005) as ‘Dynamic authorization server’.



© 2014 IBM Corporation

IBM Security

13

I N S U R A N C EI N S U R A N C EI N S U R A N C EI N S U R A N C E

F I N A N C I A L    S E R V I C E SF I N A N C I A L    S E R V I C E SF I N A N C I A L    S E R V I C E SF I N A N C I A L    S E R V I C E S

E N E R G Y   &   U T I L I T I E SE N E R G Y   &   U T I L I T I E SE N E R G Y   &   U T I L I T I E SE N E R G Y   &   U T I L I T I E S

M A N U F A C T U R I N GM A N U F A C T U R I N GM A N U F A C T U R I N GM A N U F A C T U R I N G

P U B L I C    S E C T O RP U B L I C    S E C T O RP U B L I C    S E C T O RP U B L I C    S E C T O R

Ferrari

CrossIdeas:  Client Snapshot



© 2014 IBM Corporation

IBM Security

14

IGA Maturity Model: where are you now?

Access Request

Can we speed up 
access delivery 
with a business 
friendly UI?

Can we define, 
discover, validate 
and maintain 
roles?

Role Mgmt

Should they have 
access? 

Certification

Access Visibility

Who has access 
to what?

How do we design 
‘auditor friendly’ 
SoD policies?

Segregation of Duty

Risk Scoring Risk Scoring Risk Scoring Risk Scoring
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The Value Chain

✗ Huge efforts to retrieve the 

required data: weeks, meetings, 

man days, consulting costs.

✗ Huge efforts to retrieve the 

required data: weeks, meetings, 

man days, consulting costs.

Data are retrieved within minutes,

no more manual activities. Dramatic

cost & time savings, auditors have a

first good impression.

Data are retrieved within minutes,

no more manual activities. Dramatic

cost & time savings, auditors have a

first good impression.

✗ Inability to detect, clean and

prevent toxic combinations.

✗ Inability to detect, clean and

prevent toxic combinations.

SoD policies and special approval

processes are set in place. A catalog

of ‘Risk free’ Roles is managed

throughout the entire Role lifecycle.

Periodical access review allows

validation and cleaning, getting rid

of spreadsheets.

SoD policies and special approval

processes are set in place. A catalog

of ‘Risk free’ Roles is managed

throughout the entire Role lifecycle.

Periodical access review allows

validation and cleaning, getting rid

of spreadsheets.

✗ Inability to determine ‘who

approved what when’: should an

incident take place, no forensic

analysis is possible.

✗ Inability to determine ‘who

approved what when’: should an

incident take place, no forensic

analysis is possible.

Business friendly access Request 

portals, Amazon-like  interface. One 

‘audit trail’ allows for ‘zero-time’ 

forensics.

Business friendly access Request 

portals, Amazon-like  interface. One 

‘audit trail’ allows for ‘zero-time’ 

forensics.

✔✔✔✔

✔✔✔✔

✔✔✔✔
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The pain chain

Application 
Managers

Could you verify if John 
Doe is appropriately 

profiled?

Could you verify if John 
Doe is appropriately 

profiled?

2

IT Security 

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

1

I can just tell you what 
John has – I can’t tell 

about appropriateness 

I can just tell you what 
John has – I can’t tell 

about appropriateness 

3

Business Manager 

Could you verify if John 
Doe is correctly profiled?
Could you verify if John 

Doe is correctly profiled?

4

I could… If I was techy 
enough to understand all 
these tech details……..

I could… If I was techy 
enough to understand all 
these tech details……..

5

CFO, CRO

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

0

Auditors

Lesson learned

• Do not neglect the ‘Translation & Readability’ 
requirements

• When the Audit pressure is high, stars align 
between IT and Business

• Plan for multiple, short phases
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www.ibm.com/security
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