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Instructor Introduction

 Erasmo Volpe
IBM SWG Security Systems

Email: erasmo.volpe@ch.ibm.com

 Christian Messmer
IBM SWG Security Systems

Email: christian.messmer@de.ibm.com

Please silence phones while in workshop, thanks.

mailto:erasmo.volpe@ch.ibm.com
mailto:christian.messmer@de.ibm.com
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 Einführung in die Security Intelligence Produkt QRadar

Objectives
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IBM’s statements regarding its plans, directions, and intent are subject to change 

or withdrawal without notice at IBM’s sole discretion. 

Information regarding potential future products is intended to outline our general 

product direction and it should not be relied on in making a purchasing decision. 

The information mentioned regarding potential future products is not a 

commitment, promise, or legal obligation to deliver any material, code or 

functionality. Information about potential future products may not be incorporated 

into any contract. The development, release, and timing of any future features or 

functionality described for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM 

benchmarks in a controlled environment.  The actual throughput or performance 

that any user will experience will vary depending upon many factors, including 

considerations such as the amount of multiprogramming in the user's job stream, 

the I/O configuration, the storage configuration, and the workload processed.  

Therefore, no assurance can be given that an individual user will achieve results 

similar to those stated here.

No IBM course material may be reproduced in whole or in part without the prior written permission of IBM.

Disclaimer
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13:30 - 14:10  QRadar World (QVM, QRiskManager, QRadar 7.2.3)

14:10 - 14:50  Introducing QRadar Forensic

14:50 - 15:20  Break

15:20 - 17:00  Hands on and Lab Session

17:00 - 17:30 Open Table Discussion

17:30 - 19:00 Networking

AGENDA Nachmittag
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Delivering multiple security capabilities through 
a purpose-built, extensible platform

Southbound APIs

Northbound APIs

IBM QRadar Security Intelligence Platform

Real Time Structured Security Data Unstructured Operational / Security Data

LEEF                AXIS              Configuration              NetFlow Offense

Security 

Intelligence 

Operating 

System

Reporting Engine Workflow Rules Engine Real-Time Viewer

Analytics Engine

Warehouse Archival

Normalization

Log
Management

Security 
Intelligence

Network 
Activity 

Monitoring

Risk
Management

Vulnerability 
Management

Network 
Forensics

Future
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Vulnerability Management
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Not Active: Are the applications being used?

Patched: Are my vulnerabilities patched?

Blocked: Are there IPS and Firewall rules mitigating my 

vulnerabilities?

Critical: Are any of my web application vulnerabilities 

causing compliance failures?

At Risk: Are any potential threat sources accessing my 

web application?

Exploited: Have any of my vulnerabilities been 

exploited, where else am I vulnerable?

Application
Usage

Correlation

Scheduled
Scanning

Passive
correlation

Vulnerability
Knowledge Base

Automated
Scanning

Asset
Profiling

Optimized
Views

Network
And Security

Context

Key 
vulnerabilities

and risks

‘Ocean’ of 
Vulnerabilities

and risks

Application of
Context and
Intelligence

Today's Vulnerability Management deployments…
cannot interpret the “sea” of vulnerabilities
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QRadar Vulnerability Manager 
Helps interpret ‘sea’ of vulnerabilities

Not Active: By leveraging QFlow, QVM can tell if the 

vulnerable application is active

Patched: By leveraging Endpoint Manager, QVM 

understands what vulnerabilities will be patched

Blocked: By leveraging QRM, QVM can understand 

what vulnerabilities are blocked by firewalls and IPSs

Critical: By leveraging its vulnerability knowledge base, 

remediation flow and QRM policies, QVM can identify 

business critical vulnerabilities

At Risk: By utilizing X-Force threat, privileged user 

access, and SIEM security incident data, coupled with 

QFlow network traffic visibility, QVM can tell if vulnerable 

assets are communicating with potential threats

Exploited: By leveraging SIEM correlation and IPS data, 

QVM can reveal what vulnerabilities have been 

exploited
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How QVM improves third-party vulnerability data

Benefit QVM with 3rd

party scanner

QVM native 

scanning

Event driven and on-demand scanning No Yes

Asset model and watch list based scanning No Yes

Scan from existing QRadar appliances and managed hosts No Yes

Asset, vulnerability and traffic-based vulnerability management* Yes Yes

Custom vulnerability scores and context aware risk scoring* Yes Yes

Context aware vulnerability management

(correlate network, threat, and vulnerabilities)

Yes Yes

Incorporate firewall and network topology analysis into vulnerability risk 

assessment**

Yes Yes

Comprehensive vulnerability filtering, reporting and dashboards Yes Yes

Holistic vulnerability view Yes Yes

Vulnerability assignment, remediation and exception processes Yes Yes

*  Requires QRadar Risk Manager Light
** Requires QRadar Risk Manager Full
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First VA solution integrated with Security 
Intelligence

 Improves visibility

– Intelligent, event-driven scanning, asset 
discovery, asset profiling and more

– Dramatically improving actionable information 
through rich context

 Reduces data load

– Bringing rich context to Vulnerability 
Management

 Breaks down silos

– Leveraging all QRadar integrations and data

– Unified vulnerability view across all products

– Reducing total cost of ownership through 
product consolidation

Security Intelligence Strengthened…
by integrated vulnerability insights

Security Intelligence is extending and transforming vulnerability management 

– just as it did with logs, events, flows and risk management.
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Deployment scenarios
AIO

 All-In-One
1. QRadar Console

2. QVM Processor

3. QVM Scanner

 Zero software install

 License key enablement

 Simple evaluation process for existing 
customers

 Distributed scanning required for larger 
deployments (larger than a POC)

QRadar

Console

Scanning
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Deployment scenarios
Distributed

 Scanners can be
• Any QRadar managed host

• VM

• Software-only

• External (hosted by IBM)

3. QVM 
Scanners

2. QVM 
Processor

1. QRadar 
Console
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Active Tests 

Passive Tests 

Authenticated Scanning 

– Database matching 

– OVAL methods 

Early Warnings

Scanner
Methods used to detect vulnerabilities
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QRadar
Incident Forensic
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Network Forensic

Log

Management

NextGen
SIEM

Activity
Monitoring

Risk
Management

Vulnerability 
Management

Network
Forensics
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What is QRadar Incident Forensics?

“QRadar Incident Forensics captures all the content of all the packets in a flow and 

indexes the payload as well as the metadata to enable fast search driven data 

exploration.”

What gets indexed?  EVERYTHING!!

(well, sort of….)
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PCAP example with Wireshark
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What is QRadar Incident Forensics?

Web Page Reconstruction
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What is QRadar Incident Forensics? 

Social Network Conversation Reconstruction
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What is QRadar Incident Forensics?

Social Network Conversation Reconstruction
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Metadata
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Digital Impressions
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WorkFlow Configuration – Multiple Capture Devices

Qradar Console 

192.168.2.123

Qradar Forensics 

192.168.2.51

QRadar Capture

192.168.2.186

“continuum”

QRadar Capture

192.168.2.79 

“continuum1”

• Forensics can be configured connect to multiple capture devices

• Multiple devices are viewed by Forensics as a single ‘logical’ device
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Document Viewer Attributes

Common Attributes 

(all documents)

Protocol Specific 

Attributes

Additional 

Attributes
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Document Viewer Attributes

pop3

FTP

IMAP

DHCP
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Forensics Administration – Admin Console

 New Forensics Section in Admin Console

 This will appear in the admin console once forensics license is applied to the 
QRadar Console
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Hands on

Hands on


