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vous faire connaître les dernières évolutions 

de l’offre software 

650 Collaborateurs IBM pour vous 
aidez en Suisse Romande

Familles de produits: Tivoli, WebSphere et Rational

pour la fondation d’architecture services « SOA», 

Information Management pour la gestion des 

données et finalement Lotus pour la collaboration.
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• Should we worry about our 
application security?

• Security maturity

• Automatic Security Scanning 
Rational AppScan � Demo

• Resources

Agenda
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Do we get attacked?
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Breakdown of goods available for sale 

on underground economy servers

Source: Symantec Corporation – Internet Security Threat Report Volume XII
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Hackers can impersonate legitimate users, and 

control their accounts.

Identity Theft, Sensitive Information 

Leakage, …

Cross Site scripting

Hacker can forcefully browse and access a page 
past the login page

Hacker can access unauthorized 
resources

Failure to Restrict URL Access

Unencrypted credentials “sniffed” and used by 

hacker to impersonate user

Sensitive info sent unencrypted over 

insecure channel

Insecure Communications

Confidential information (SSN, Credit Cards) can 

be decrypted by malicious users

Weak encryption techniques may lead 

to broken encryption

Insecure Cryptographic 
Storage

Hacker can “force” session token on victim; session 

tokens can be stolen after logout

Session tokens not guarded or 

invalidated properly

Broken Authentication & 
Session Management

Malicious system reconnaissance may assist in 

developing further attacks

Attackers can gain detailed system 

information

Information Leakage and 
Improper Error Handling

Blind requests to bank account transfer money to 
hacker

Attacker can invoke “blind” actions on 
web applications, impersonating as a 

trusted user

Cross-Site Request Forgery

Web application returns contents of sensitive file 

(instead of harmless one)

Attacker can access sensitive files and 

resources

Insecure Direct Object 
Reference

Site modified to transfer all interactions to the 

hacker.

Execute shell commands on server, up 

to full control

Malicious File Execution

Hackers can access backend database 

information, alter it or steal it.

Attacker can manipulate queries to the 

DB / LDAP / Other system

Injection Flaws

Example ImpactNegative ImpactApplication Threat

Top 10 list - Open Web Application Security Project 
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High Level Web Application Architecture Review

(Presentation)
App Server
(Business

Logic)

Database
Client Tier
(Browser)

Middle Tier
Data Tier

Firewall

Sensitive 
data is 

stored here

SSL

Protects 

Transport Protects Network

Customer
App is deployed
here

InternetInternet
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Application Security Maturity Model

CORRECTIVE
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BOLT ON

PHASE

BUILT IN

PHASEUNAWARE

Time

V
ie

w
 o

f 
a
p

p
li
c
a
ti

o
n

 t
e
s
ti

n
g

 c
o

v
e
ra

g
e

Duration 1-2 Years

Doing nothing Outsourced testing
Security testing 

before deployment

Fully integrated 

security testing
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Security Testing Within the Software Lifecycle

Build

Developers

SDLCSDLC

Developers

Developers

Coding QA Security Production

Application Security Testing Maturity
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Security Testing Within the Software Lifecycle

Build

SDLCSDLC

Coding QA Security Production

Most Issues are 
found by security 
auditors prior to 

going live.

Most Issues are 
found by security 
auditors prior to 

going live.
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Security Testing Within the Software Lifecycle

Build

SDLCSDLC

Coding QA Security Production

Desired ProfileDesired Profile
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Security Testing Technologies... 
Combination Delivers a Comprehensive Solution

Static Code Analysis = Whitebox

Scanning source code for security 
issues

Dynamic Analysis = Blackbox

Performing security analysis of a 
compiled application

Total PotentialTotal Potential

Security IssuesSecurity Issues

DynamicDynamic

AnalysisAnalysis
StaticStatic

AnalysisAnalysis

Best 
Coverage
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AppScan 
Standard

IBM Rational AppScan Ecosystem

AppScan Source Ed 
for Automation

IBM Rational Web Based Training for AppScan

AppScan 
Source Ed for 

Developer / 
Remediation

AppScan Ent.  
QuickScan
(web client) AppScan Tester Ed 

(scanning 
agent) (QA clients)

Rational 
Build Forge

Rational Quality         
Manager

Rational 
Application 
Developer

Issue Management

AppScan Enterprise Solutions           

CODE

Build security testing into the 
IDE*

BUILD

Automate Security / 
Compliance testing in the Build 

Process

QA

Security / compliance testing 
incorporated into testing & 

remediation workflows

SECURITY

Security & Compliance Testing, 
oversight, control, policy, audits

AppScan Source
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Whitebox: AppScan Source

Copyright Copyright ©© 2009 Ounce Labs, Inc.  All rights reserved.2009 Ounce Labs, Inc.  All rights reserved.

Executive Level Security Analyst

Auditor Developer

• Insight and Assessment 

• Supports standards compliance

• Trend analysis

• Rapid prioritization of threats

• All software assets are reviewed

• Internal, Outsourced, Open Source

• Profiles risk in IT and Audit –

oriented terms

• Audit-centric reports

• Provides critical metrics 

(Vdensity) to prioritize and 

track remediation

• Simplified analysis customization

• Provides guidance and confidence

• Focus on highest-severity threats

• Maximizes security expertise

• Distributed reporting

• Annotated aggregation of results

• Accepts bundled and annotated 

results from security analysts

• Provides full diagnostic capability 

on developer desktops

• Simplifies security remediation 

through extensive knowledgebase

Supported technology: Java, JSP, C, C++, C#, ASP.NET, VB .NET, VB 6, Perl and PHP
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Scan applications Analyze

(identify issues)

Automates Application Security Testing

Report

(detailed & actionable)

Whitebox: How does Rational AppScan work?
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Whitebox: What does AppScan test for?

Network

Operating System

Applications

Database

Web Server

Web Server Configuration

Third-party Components

Web Applications

AppScan
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Demo: Rational AppScan
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Resources 

• Develop secure applications with Rational AppScan
– http://www-01.ibm.com/software/awdtools/appscan/

• Try AppScan for 30 days
– http://www-01.ibm.com/software/awdtools/appscan/standard/

• Test web application
– http://www.altoromutual.com/

• Open Web Application Security Project  - Top 10 List
– http://www.owasp.org/images/0/0f/OWASP_T10_-_2010_rc1.pdf
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Conclusion

• Every one gets attacked!

• Security should be part of testing

• Whitebox: AppScan Source

• Blackbox: AppScan Standard


