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Trends illustrate that banking fraud is rapidly 

increasing, and even worse getting more complex 
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Source: 

1) Febelfin 

2) Nederlandse Vereniging van Banken 

3) Financial  Fraud Action UK 

4) McAfee  

Belgium 

• Febelfin: “… no spectacular rise in the number 

of Internet banking fraud cases. Internet 

banking is one of the safest ways of banking.” 

• Belgium1: Internet banking gross fraud 2,4M€ 

in 1st half 2012 

Market 

• Netherlands2 : 14% rise internet banking fraud 

in H1 2012 to 27m€ 

• UK3: 28% rise internet banking fraud in H1 

2012 to 22m£ 

• Worldwide, cybercrime becomes more 

sophisticated and diverse4 
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While banks digitized, fraud detection 

became recursively difficult1 
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Source: 

1) 2012 Faces of Fraud survey, Information Security 

Media Group, 200 US respondents 
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We need to see online banking fraud in the 

context of cyber security threats1 
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Recent Cyber Security Attacks New Attack Activity 

 Rise in phishing based malware 

distribution and click fraud 

 Rise in Shell Command Injection 

attacks 

The Challenge of Mobile and the 

Cloud  

  Mobile exploit disclosures up 

  Cloud requires new thinking 

  Social Networking no longer 

fringe pass-time 

Aurora 
Stuxnet 

Zeus 

Flame 

1. Reconnaissance

2. Initial Infection

3. Lateral Expansion

4. Subversion of Mission Critical 
Assets, Exfiltration of Very 
Sensitive Data

5. Clean up

Advanced Persistent Threat 
(APT) Lifecycle

1. Reconnaissance

2. Initial Infection

3. Lateral Expansion

4. Subversion of Mission Critical 
Assets, Exfiltration of Very 
Sensitive Data

5. Clean up

Advanced Persistent Threat 
(APT) Lifecycle

Indicates malicious 

activity on the Internet 

SpyEye 

Recent Cyber Security Attacks 
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IBM is unique by taking a data-driven, 

machine learning approach to detection 
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Extensive Data Sources Deep Intelligence 
Exceptionally Accurate and 

Actionable Insight + = 
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IBM’s solution adds cross-channel, real-time 

behavior-based detection upon execution 
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Payment 

transactions 

Internet 

banking  

portal 

Internet 
Payment  

Web Server 

Core 

Payment 

Systems 

Feedback machine-

based rules 

1 

2 

3 4 5 6 

GPS CRM … 

Rule-based 

decisioning 

Tx 

Model-

building and 

-training 

 IBM proposes to automate preventive fraud detection by deploying a 

real-time rule-based decisioning engine. The engine will provide two 

key capabilities: 

 Real-time rule-based  decisioning on inbound transactions 

with easily configurable, reusable business rules 

 Data mining and pattern analysis on historical data sources, 

including payment transactions, CRM and other data 

sources. Data mining is focused on obtaining deep insight 

into the characteristics of fraudulent transactions. 

 By combining these capabilities, a bank will install a learning 

machine from the back-end analysis to real-time prevention of fraud. 

Each cycle will strengthen barriers and further reduce investigative 

back-log. 

 The internet-based payment cycle originates from consumers who 

use their desktop to work with a bank’s internet payment portal. 

 Banks have usually implemented different mechanisms to identify 

and monitor fraudulent activity in the browser, on the internet and in 

between the network points. 

 Most banks have put in place different solutions to serve monitoring 

needs in these control points.  

 Data from these points could hold valuable addititional information 

that could be included to enhance analytical insight. 

1 

2 

3 

4 

Mules 

Malignant desktops 

Botnets 

IP ranges 



© 2012 IBM Corporation © 2012 IBM Corporation 

Cross new boundaries with new technologies: 

A Big Data approach to fraud 
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Streams 

Internet 
Scale 

Warehouse 

In-Motion 

Analytics 

Data Analytics, 

Data Operations & 

Model Building 

Results 

Internet Scale 

Database & 

Warehouse 

At-Rest Data 

Analytics 

Results 

Ultra Low Latency 

Results 

Traditional / Relational                  

Data Sources 

Non-Traditional 

Data Sources 

(High Volume         Highly 

dynamic) 

Non-Traditional/ 

Non-Relational 

Data Sources 

Traditional/Relational Data 

Sources 

InfoSphere 

Streams 

InfoSphere 

BigInsights 
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Don’t look for the fraud, look for the fraudster 
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People, places, things, dates and times 

• Entity resolution 

• Link analysis 

• Transactional analysis 

• Social network analysis 

• Temporal analysis 

• Geo-spatial analysis 

  

• Quickly identify patterns and 

relationships in large complex data 

that might otherwise be missed  

• Create visual and actionable 

intelligence 

• Reduce time to deliver high-value 

intelligence  
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IBM is growing a significant global financial crime 

competency 

Large on-line retail bank in Singapore with over 1.75 million users 
improves security with TAS implementation. 

Monetary Fraud

Improved efficiency by 60% reducing administrative costs, 
reduced alerts by 90%, increased accuracy by 60%

AML Transaction Monitoring

Reduced watch list checks from 8-12 hours to less than 15 
minutes, increased names checked from 2,500 to more than 
40,000, reduced false positives by 75%, realized ROI in 3 months

Sanctions Screening

Reduced bad debt by 15+% and credit score every customer dailyCredit Risk Scoring

The system helped prevent more than 1,000 customers from 
losing funds to fraud in the first 50 days of its use. reduced fraud 
by 30 percent during that same period while improving AML 
compliance requirements.

Link Analysis

Lowered fraudulent transfers by 50% 70% false positive reduction
by eliminating unnecessary customer validation calls

Online Fraud Detection

BenefitClient Problem
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Conclusions 
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