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Web Services Breach 

An event signals that 

an attempt appears to  

have been made to 

exploit the IT system. 

 

We need to 

investigate…………..…

…………………………

…………………………

…………………………

…………………………. 
i2 highlights that two servers related to ACME Financial’s website are 

connected to this potentially malicious event… 
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i2 and Cyber… 

The buffer overflow event was a diversion meant to 

distract attention. i2 shows that the real story is that 

there’s been an injection of malicious code.  

 

Now to explore who’s behind this attack… 
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i2 for Cyber… 

Investigate system vulnerabilities and identify remediation options 

Combine internal data with external open source intelligence  

Understand the attacks and the attackers to prevent future attacks, mitigate potential 

damage and risk… 
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Source: IBM Security Services 2013 Cyber Security Intelligence Index 



© 2009 IBM Corporation 
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We are in an era of continuous breaches 
Attackers are relentless, victims are targeted, and the damage toll is rising  
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Attackers use exploit kits to deliver payloads 

Blackhole Exploit Kit 

Most popular in 2013 

Creator arrested in October 

 

Styx Exploit Kit 

Rising in popularity 

Successful in exploiting IE and 

Firefox on Windows 
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It’s just another 

business 

model… 
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already be in place. 
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The Whole Picture Approach Internal 
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Key Takeaways 
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Insider Threats 
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Does your organization have a process in place to learn from incidents and share 

with others, internally and externally, to prevent the same thing from happening 

again?  
 

a) Yes 

b) No 

c) Not sure 
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Do you feel like you have a complete picture of the cyber threats to your 

organization? Have you had instances where you felt you could have prevented or 

disrupted an attack more quickly?   
 

a) Yes 

b) No 

c) Not sure 
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Is the organization looking to uncover unknown security threats?   
 

a) Yes 

b) No 

c) Not sure 
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Does your organization collect data on adversaries? How do you use that data to 

understand their relationships, motives, targets and capabilities?  
 

a) Yes 

b) No 

c) Not sure 
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How effective have you been in determining your infrastructure weaknesses? Do 

you run exercises on various types of attacks so you know how to proceed very 

quickly when you are faced with them?  
 

a) Yes 

b) No 

c) Not sure 
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External Threats 
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sophisticated attackers.  
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