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Welcome to THE SMARTER PLANET

Globalisation and Globally Available Resources

Billions of mobile
devices accessing the
Web

Access to streams of
—1 information in the Real
Time

New
Possibilities..

—
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PWC 2010 CIO-CSO INFOSEC SURVEY -
Some Highlights

Some 2010 CIO-CSO IT Security Priorities

— Web Content Filters

— Data Leakage Prevention The

— Web 2.0 Security SOEICI:JF'?#I;IATION

al Information Security Survey

— *Stronger yet Simpler Authentication P ormation Security Survey
- Biometrics
- Disposable Passwords
- Tokens & Smartcards
- Reduced Single Sign On
- IDentity Management

Trends:

(1) Promise and Peril of SOCIAL NETWORKING

(2) Jumping into the CLOUD (w/o parachute)

(3) INSOURCING Security Management

(4) NEW CORPORATE COMMITMENT

(5) ATTACKS ON DATABASES

g IBM Corporation




SMARTER PLANET .... means ...

SOFTWARE IS EVERYWHERE — NOT JUST COMPUTERS

-millions of lines of code everywhere

Mobile ‘smart phones’, home appliances, motor vehicles, planes ...
National infrastucture (eg utilities grid, traffic controls)

HIGH AND INCREASING DEPENDENCY ON WEB APPS

For work: Intranet, Extranet, Corporate Services, Accounting, Data ...
Communications: email, Instant Messaging, Blog, Web pages ...
data transfer ... LinkedIn ...

Transactions : e-banking, e-trading, SCM, CRM, logistics scheduling,
Research and Education

Recreation : Facebook, Youtube, Second Life ... etc




It Gets Worse

*:BlackBerry

] ) 4
Tuesday. May 21

A hacker no longer needs a big machine
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Regl.“ation & Compliance 'HIPAA, BASEL Il .

= |t is part of doing business " More than just Confidentiality,
» Business Continuity Integrity and Availability

= An environment of TRUST = Privacy
— For doing business

— Ensure Orderliness in Internet
world

— Promote Economic growth
3rd Party Customer Data

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA -
TION COULD SO
THE SEEDS OF DIS
CONTENT.

LIE'D HAVE MASSIVE
DISLOYALTY ., FIGHTS,
VANDALISM, MAYEBE
EVEN RIOTS.

SEND THE SALARY
SPREADSHEET TO
HUMAN RESOURCES.
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The Myth: “Our Site Is Safe”

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network A NN il - . _
Vulnerability Scanners ' ek We Use SSL Encryption

Neglect the security of the P\ Only protects data between
software on the network/web |8 ' site and user not the web

server application itself

e = . ; -—
9 IBEM Corporation




Something is still out there.....

"I One-Minute World News

B NEWS.com

News Front Page
1 i
54
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Afrlca
Americas
Asia-Pacific
Europe
Middle East
South Asia
UK
Business
Health
Science/Nature
Technulug',rl

Entertainment
Also in the news

B E-mazil this to & friend
Monster attack steals user data

Us job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.

A computer program was used to
access the emplovers' section of
the website using stolen log-in

credentials.

Symantec said the log-ins were
used to harvest user names, e-
mail addresses, home addresses and phone numbers, which
were uploaded to a remote web server.

: MY PAPER TUESDAY MARCH 3, 2009

SINGAPORE
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Asus Web site harbors threat

tasted by Joris Evers
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Glitch spills UBS clients’ info

Wealthy customers saw details of others’ unlme
accounts, but bank says number affected is small

TECHNICAL glitch at

Swiss bank UBS gave its

A wealthy customers in Sin-

gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The private-banking clients
found confidential details of oth-
er clients” bank statements and
account information instead of
their own. Clients’ online ac-
counts, though, do not indicate
their names.

When contacted, a UBS
spokesman confirmed the inci-
dent and said the bank was tak-
ing it very seriously.

Asked how many clients
were affected, all she said was
that “some limited account infor
mation concerning a small
number of UBS wealth-manage
ment clients was accessible by a
very limited number of other sys
tem users”. She added that few-
er than five accessed the infor-
mation

She told my paper the glitch
occurred “as a result of an inad
vertent technical error following
an information-technology sys-
tem upgrade over the weekend
of Feb 217,

The bank immediately took
steps to rectify the issue. UBS re
viewed the circumstances lead-

ing to the incident and has im

plemented measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in
cident to the banking authori-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (MAS) and the Hong

Monetary Authority (HEMA),
Asked about what MAS
would 1-| doing, its spokesman

said that "we are following up
with the E;.mk ", but did not elab-
orate

The HKMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas
ures that should be taken®.

Its spokesman added: “We
have requested the bank to sub
mit an investigation report to
the HEMA and will examine
the matter in detail once the re
port is available.”

Mr Tan Teik Guan, chief ex-
ecutive of Data Security Systems
Solutions, said such accidental
leaks of confidential informa-
tion could lead to “embarrassing
situations for clients and reputa-
tion risks for banks™.

“Intentional leakages are
more serious as the data
(could be) used for more mali-
cious activities,” he said.

kennyc@sph.com.sg
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THE AUSTRALLAN

Hae ai

said.

he main Web site ofthe T
een rigged by hackers to serve up malicious
=perts =aid Friday.

he attackers added an invizikle frame, a =o-called iframs, to the front pags of the

IT News

Coding flaws on the Libersl Party and Labor w
wara frss highlightes in August

Tt could in no way affect the content permanantly for the gensral public and we have safzguards in pla

iz not zuch a Good Friday for ASUStek Computer.
avwanese hardware maker, known for s Asus branded PCs and moth

zoftware that attempts to explot a critical Windows

Azus.com Wel
£ =ite, a victim'z browser will zilently connect to another Web site that tries to inzstall a- malicious

The new Optus Evolve™
advanced communications network

AUSTRALIAN

CLICK HERE

BUSTRESS AUSTRALIAN IT MEDTA HIGHER EDUCATION

T Busi Ravigws ExecTach Dpnion
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Liberal, Labor websites easily defaced

Tha flaws on thair websitss wers first highighted in dugust by somsons callad Bsoric”on

the Ta. kers forum « where most security gaps are disclosed

T show the mani pulation n action, Bsoric h at2g & wabsite wihich enabies users o
ey The entire text would then immediately appear on bath
PoucE

B3 CF S

in anything they wish,

RIS,

This pags iz far nowelty pur posas oy,

"It doet not Thack either party's Jite, it simple, sasily Found X535 vanerability

" Bsaric wrote on

wies &

L inser L your messass S websile.

4 spokssman for Labor said it was wars of the wabsite, which exposed & “reflectes XEE"

wuiner abfity in one of fts papes.

id the wulner abfity was exploited via a special URL and the "attacks™ were only wisible to the perion who had entered the text

¢ to prevent sarver-side Racking,”
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‘Errors’ on Facebook a cyber trap

monklly, Sere -:_,l firm=z and Ie;rl\.ul-

Hackers
steal

e muenal messages

Viral application enables
perpetrator to
access personal data

FAST-SPREADING
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“When [ first checked the How to remove #

§ gamers’
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' MapleStory plavers blame
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J company for lax security

‘_‘ | 1By Tax Weizsen

i

hackers

Cyber crooks targeting social nebworking sites
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1o amitiing for o coed

Riingarr fush Lim

application. two of my
l'rlr.'nd'. had been affected.
Within an hour, it had
grown o 10 o 12 people,”

ot Lim, 28, who mane hig wwn
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Are you on Facebook? Beware of

Internset enthusiasts
surfing the web during
the annual Campus
Party in Valencia. Tha
avant, now into [ts 13th
vear, is one of the
world
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on websites -
dates of birth.
adn‘*-;— a5, job details,
e-mail addresses and
phcne numbers - being
hact and stolen. --
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were 67,963 phishing hosts -
tomputers which hes: phishing
websites — in the second half of
1007, an mmerease of 167 per
tent compared to the first half,
Phishing, or the theft of per-
ronal information such as bank
und eredit card accounts details,
& done through creating looka-
likes of these legitimate sites,
e-mail and inslant messaging.
Mr Stephen Trilling. Syman-
toe Security Technology and Re-
iponse vice presidsnt s
*Avoiding the dark al evs of the
[nternet was sufficient advice in
ears past. Today’s eriminal is fo-

=re also spoksued o rumprum!smg legiri=

nate websites o launch attacks
m end-users, which under-
wores the impartance of main-
alning & strong security postire
n matter where you go and
ﬂ“ql__ JYou gg_qn_thr Internet.

The report provides a six-
month wpdate from of Intemet
threat activity in the Azia Pacific
region from July 1o Decambher
last year. It indudes an analysis
of diselosed vulnerabil:ties, mali-
dous code repons and securicy
nsks

Also, stolen information ob-
tained through phishing and
keystroke logging, hos become
s0 plontiful that the price of sto-
lsn datz has hit a new low, my
paper reported on Wednesday,

A full identity, incluling a per-
son’s name, eddress, date of
birth, o functioning credit card
cumber and US Social Security
rumber, can be purchased inthe
underground economy for as lit-
te as USS1 (S5140), Symactee
anid. Previously, it coste betwsen
USS510 and US5150.

rking sites targeted by hackers

Spam has also continued to
be 0 menace, peaking nt all-time
highs of 88 percent of all
e-mails last month. It rose from
an average of 78.5 per cent in
January to 81 per cent in March
this year

Socid networking sites such
as Bahm, a private social net-
working site Jor internaticnal
students to stay in touch with
friends, have elso been the tar-
get of spammers. Said Symantec
Singapore general manager Dar-
ne Hor: “Social netwerking sites
are especinlly attractive bécause
not only do the profiles on sach
sites contain a aisniﬁmnl
amount of personal informa-
tion, users usually allow a trust-
ed site (0 execute code on (e
computers,”
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chet news

day &, 20 o

UC Berkeley computers hacked, 160,000 at risk

b=l onrar o
tichaiie iy B i coirnesita

hiz post was updsied &f 216 p.m. PDT with comment from an culzide dafsbsse zecunty soffvware vendor.

Hadkers broke into the University of California at Bedisley's health services center computer and potentially stole the perscnal
infermation of mere than 190,000 students, alumni, and cthers, the university announced Friday.
At particular risk of identity theft are some 87,000 individuals whose Social Security numbers were scoessed in the breach, but it's
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still unclear whether hadkers were able to match up those 55Ns with individual names, Sheltocn Waggener

officer, said in 8 press conference Friday afternocon.

== stored on the same server. In addition to 55Ms, the

th insurance information and non-treatment
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as immunizaticn records and names of

) ras o Sl P a0 1 o
. Mo medical records l1.e. patient d 30 nNoseEs,

Resaurces

Hatons cradit burssus J

Their ID has not been stolen,”™ he added. "Some data has been stolen

The server breach began on Cotober 9, 2008, and continued through April B, when a campus computer administrator doing routine

maintenance discovered messages left by the sttadeers. Logs indicate that the hads originated from cwerseas, "primarily in the Asian
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Many firms ‘forced to
allow Web 2.0 surfing’

Employees often breach security policies if

interactive content is blocked, pol

I By Cooa Wess Hiow

CFFICE shtall Laekad ol al =sing sacial
nebarmbing and file-sharmg Fes witile al
wiel e rewrtng Eo alker Baeiics fo gel
their dalke Web He

Accardirg la Web usurdy frm W
BT nreew ol S0 Teglanal oo
ik, praldehed last manth, 36 per ool
said hey were endes prresvera fram stalf
me=mrbers, From hosses dowresrgrds, fo ok
lovwe beazwasrd arrvan ba Wies 2.0 servicau

shows

The Indinstry Tk for mbteTactive 2omtenl
Hew riden -sboming sile TonTobe zad -
plal rebworcieg sibe Fas etk

Many cove in ondes such presanm
sk Wodieeps - paeaEient Toln MeCorm-
rhe, whils lhoee fhal da eaf firs o nom
sl AT pet eenl of the coPipatles sum-
vored bave Bod feslaecer whers shaff
mreeibee have hresfad the ompamss
setumrily pelizy o bid by dovess sudh
ki

Sarh sorares hald aa addicleve gpepaal

Ieeaime al Fhe geoleiciongl s et ssnal
b s By fTeT.

Sacl] netrors such s Fooseadl and
Lickadln, for tralaece. allow uwem la m-
lerded #8% pofertial ciuloderis Thiy div
sl o gownd waw Fo Wi B openiteg
and ke bn Bonchowdth irends

O mgeh e e paies pralesskonal |
Lim.

e s T maimee ds T b vl ofelion «
bl compranys Infarmadlom Lo heasa gy
e podicy. i o fan of frofant meccsging
1 pragraes and Peeehaok, which e
s b b, piare gameesy gnd Frade rasi
Fdax writh his Frlerade

bof 12 wear, hath sreeas warn

hlizked *heranes af coampofer vimess
g carporale gaveriumie Ldiies, i W
i rolvagues apd himgellh cwftotesd 10
‘Wb baned T B Weeliosam™ La gl
groomd He Dlock, Te cpkd He ses vel fo
End 1 war he Bepan the fikar con Face-
(5

Whilks mes wreies have Beoame w-
predigly inlibgenia®le w markaiing a
widl s In ke g Wk vonmger seebers
huaggens, st il pelledl st o laed dam
pardes i Iroshike, salid Mr MeCoreark

Aw empliavee ognld, . wilh ome
o-cRk. & cohfided
Hat cusd omer ¥ -

lifer. “there's fa reeca Tl laallan®, proleetzl
b ppering, the fiom Fa LB, he added

Aaid Then These ame thie legname al -
prondla] stedl and cyber-csirelngls who
ride om sach pervices 0o s lee coedsde il ial
inforrestion. Las? Jarrsdsw, deven larmer
CHibkaek privalte hemkimg  wlall were
chuirged #EI% ifealing confidealkl mlon
mfiom alvmn® the faak lap onslomers
b léoe Jaitding d iatal Bdnk

PN ovirmpadnies, sak] Wr MeCoarmi-
rk, tarkle tha Lune via 3 cambnestion o
hecnodogy dned e abion

Tevhnalygy 18 miad B Tlag potentioTy
seruitim mfamaiias 1s ficmcial -

enlbs or copdomer Pely ol rake g akert
Wb AR R s B desd] Tk oa L. Fihe-
rotunh B The Targen Serm ool fa god slall
ha ba awars of fha comsonernce al teetr
sctiare and whorp =y rdoyr beehasvirar.

A Epnesy spodeianan siid The Leck
nad gy ghank hai o hWeniel han® on e
ool o Facehaak, Taeilbar ard Peclr Sar
“aEn iy s

rAds e af s ol Beadle coelElential
Inforrealian, end becrmuw af fhis, # b nol
gadvizabls Bo allrwe geovey b3 goch. adbes
a1 WTTH £ T BeR e B aire oo dode ey
a2 ," e

Onke Those whg pevsd la aerees mwh
siles Too wark, Bk s online markeling
sl ane esempd Tro s Ben

Sparatils, campolorperpterak cam-
parme Raeer. which saes Farchaab Ba
reach ok Be As casbomers, “dosin 't Seng
wlal enpihimgg.. oo Erinad vors fa T rejuae
etk znd pel For b e, aotd chied pee-
erulive Toa Mhe Laeg

[a Bis corepuny, empliaes can s
smitslng o Mg as thedr scllvilia dim'l
affend wryvans™

Dt T wiammesd! Ml hoss wha Indnige
T bt it b il O Teind] ol i Om W ke
tes offica nelwark far Begal presposs
=wH | gl In frombks - 1 geare won®

L AR g

Prime.neis

FHE STEAITS TIMES WEDKESDAT, JUKE 3 1009 FLGE A&

Trojans target local online banking

Customers coulbd b
tricked into revealing
their passwords
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130 million credit card numbers e . e
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2008 Web Threats Take Center Stage

= Web application vulnerabilities
— Represent largest category in vuln disclosures (55% in 2008)
— 74% of Web application vulnerabilities disclosed in 2008 have no patch to fix them

No Patch
Available

74%

Web
Applications

94.9%




Changing security landscape creates

complex threats

Web-enabled applications drive the
need for security

= New applications are increasing the
attack surface

Complex Web applications create
complex security risks

Making applications more available
to “good” users, makes them more
available to “bad” users

Web attacks are evolving to blended
attacks (i.e. planting of malware on Dg;t‘vts‘;f:
legitimate Web sites)

Server:
Hypervisor and Virtualization
Web Applications
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/2 Runtime Error - Windows Internet Explorer ' ;Eii
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/7 Procedure 'car_Get_JobOpeningsKeyword® expects parameter '@type’, which was not supplied. - Windows Internet Explorer -7 x|

@? o Iﬁ. http:/fresource -creer_job_opening. aspx j [ #2|| | | Google scP |2 :TI
File Edit View Favorites Tools Help
'ﬂ? EER? @Prur_edure 'car_Get_JobOpeningskeyword' expects p... | | : ﬁ
=
R " F‘rcu:eu:!ure 'car_Get_JobOpeningskeyword' expects parameter '@type’, which was not supplied.
S erver E Fror 1n /Ca re ht'u:u:,r,rresn#ruiEs.seml:u:u:urp.u:u:um_-'u:arEer,-"career_]nl:u_openlng.aspx

Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: An unhandled exception occurred during the execution of the current web request. Pleaze review the stack trace for mors information about the error and whers it eriginated in the code.
Exception Details: Syztem.Data.SqlClient.3glException: Procedurs ‘car_Get_JobOpeningzKewword' expects parameter '@type’, which wazs not zupplied.

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and
location of the exception can be didentified using the exception stack trace below.

Stack Trace:

[SglException: Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type’. which was not supplied.]
Career.Career. Select_JlobOpeningsByvWord(5tring strDBConn, S5tring strkeywaord)
Career. careers_job_opening. BindGrid()
Career. careers_joh_opening. Page_Load(Ohject zender, Eventirgs &)
System.Web. UL.Control.OnLoad(Eventirgs &) +&7
System.Web. UL.Control.LoadRecursive() +35
System.wWeb. UL.Page. ProcessRequestMain() +750

Version Information: WMicrozoft MET Framework Version:1.1.4322 2300; ASP.NET Version:1.1.4322 2300
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t While attempting to load module “com.mavenlab. sph. vbintegration. vBIntegration3”, property "user.agent” was set to the unexpected value
. "unknown”

Allowed values: gecko,gecko1_8,ie6,0pera,safari




Alftackers use directory traversal attacks to read arbitrary files on web servers, such as SSL private keys and password files

E http:/ fweb.ebay.co.uk/ i A o R S o R R

™

Y Buy Sell MyeBay Communi
& .co.uk Welcome! Sign in or register

- Adwvanced Search

Categories v | Shops | eBay Motors G Safe

Home » Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost 11 localhostd localdomaing locathoste # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164,17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDM 10.3.166.11 eby-pr-
wb1l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbld.ebaydevelopment.co.uk eby-pr-wbi14 10.3.166.15 eby-
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-whl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-f
whb17 ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wbl8.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-
whb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - et
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-whb3
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wh3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loce
localhost ::1 localhoste.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164.17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDN 10.3.166.11 eby-pr-
whbll.ebaydevelopment.co.uk eby-pr-wbll 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-;
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-|
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb1é.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-|
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-whb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-;
whb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-;
wh21.ebaydevelopment.co.uk eby-pr-wh21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
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Now there’s Web “Man-in-the Middle” Attack

Other senvers are not affected

well- kllu". n 'man in the
’rr'-rlu of

/ol input personal
as Gmail, Hotmail,




Malware on Web Applications

Malware can be delivered in many ways:
E-mail, IM, network vulnerabilities...

Aims to infect those browsing the site

Installed via Client-Side (e.g. Browser)
Vulnerabilities & Social Engineering

From the web application itself &
Through frames & images leading to http://host.com ¢
other websites

Through links leading to malicious m

destinations
.

N .
rg

McAfee, Asus, US Govt Staff Travel
Site, Wordpress.org, SuperBowl, ...

IFrame (ads.com)

Buy This Now?

g IBM-Corporation =




Real Example:
Online Travel Reservation Portal

/= Hotel Reservation Online  Ti;ansaciicn Sk~ 20031959 - Windows Internet Explorer

't

Hotel Reservation Online

Dear MR IS am,

Az aresult of your reservation 20031958

at the hotel Le Meridien / Jakarta / Indonesia

for 2 nights (from Jan 23 2007 to Jan 25 2007)

we processed a credit card transaction on Jan 15, 2007.
The credit card transaction was successful.

The details of your transaction are as follows:

Reservation number: 20031959
Card Holder Hame: Sam |
Credit/Debit Card: xo0-000-000-2196
Expiration Date: 06/2007

Amount: 240.00 SGD

Date: Jan 15, 2007

Billed

rou can print this transaction slip

Please note that this is not an invoice. An invoice will be issued 10 days after your check-out date.
2 wnur invoice following this link.

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,

Done g &b [Internet

+, 10054

-




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient authorisation

f Hotel P=seiv2tion Online - Transaction Slip 2001200 - Windows Internet Exgirer,

G - O s fww. S ot 7resef(D=20012008emal= | v & 14X fell
= . | . P »

W N\ B Hotel Réservation Orline - Transaction ... i & - [5yPage ¥ G Tools ¥

Hotel Reservation Online Another customer’s transaction
slip is revealed, including the
email address

Diear Mem—i—— st

As aresult of your reservation 2001200

at the hotel Nikko Resort And Spa / Bali f Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006 ) INEEEREGEG—————
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your transaction are as follows:

Resenvation number: 2001200

Card Holder Mame: Justin Fessmsmm—m
CreditiDebit Card: xoo-noa-o0-4688
Expiration Date: 08/2007

Amount 506.61 USD

Date: Jan 03, 2006

Billed as: HREG—_—

You can print this transaction slip
PlaaeeT0te that this is not an InvoTce:
| You can get vour invoice following this Iir{lj,)

igvoice will be issued 10 days after your check-out date.

We hope you will have a nice stay at this hotel !
We are looking forward to making a new reservation for you !
With our thanks,

https: /o _ﬁnvmce php?reserID 20012008 § & Internet

—
—‘*&W e
_—

Sermail= | Ghotal cor

i 100%




Parameter Tampering Reading another user's invoice

{= Hotel Reservation Online - Invoice 2001200 - Windows Wternet Explorer.
e

W | B Hotel Reservation Online - Invoice 200, .

% - B o= - |k Page Y i0F Tools ™

e

o

The same customer invoice
that reveals the address and
-~ . contact number

Company

Address 22 I - S tralia
Fhone 1

]

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

Description Nights Rate Amount

Booking reference 2001200 at hotel ;
Mikko Resort And Spa /Bali / Indonesia

Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ocean View Room, Breakfast Included 5 138 690.00 AUD
2 adult(s), 0 child{ren), 0 infant(s)

TOTAL AMOUNT 506.61 UsSD

The Payment, billed as THIIIEINININIENGNGNEEEEEEEEEEEEEEEEEEEEEEEEEEEEE -~ =ccived by credit card, on Jan 03, 2006, to our account from
- = e ver=r—— :

Card Holder Mame
Credit'Debit Card
Expiration Date

Justin In—
M00-I000-000-4688
08/2007

We hope you had a nice stay at this hotel !
We are looking forward to making a new resernvation for you !
With our thanks,

(5 & Intermet i .+\.1gg%. i




Don’t try this at home !

sadcast Yourself Home Videos Channels

application hacking Videos

“application hacking” videc results 1 - 20 of about 1,490
Videos Channels Playlists Sort by: Uploadedt:

Hacking Internet Banking Applications

Source: httpiivideo hitb.org/2005.html The general public
sentiment is thatthe kanks, having always been the guardians ...

LMore

w || Searc

2 month= ago

How to hack pels facebook application

Click more

hitpfrapidshare.comfiles/475586680/Mackpetsfinal wmv Crignal
video, {much clearer and sounds normal) Easy .. (more

How to download Hacking Application
This video is a part of http:fwwew youtube. comfwatch?v=_cl-=zZkKxklo
this video and hitpAwww. youtube. comfwatch?v .. (mere

How to Hack Facebook

Detailed Instructions Below: Tool needed: Internet Browser (| used
firefox with google toolbary Facebook Account Mood .

Hlayll st Hesults ror application hacking

frienster myspace facebook hackers

Ba
Flay all
videos

t—u

hacking fri r hacking frien te
H=PART 1 HPART 2 Hacklr‘lc

HackKing SQL Server

In this presentation atthe Jacksonville SQL Server Users Group,
Bayer White plays the part of a developer protecting his ... (mors

d:1 wear ago




Top 10 OWASP
Critical Web Application Security Issues ‘09

1
2

3 Broken Authentication and Session Management
4 Cross Site Scripting Flaws

5

6 Injection Flaws

7

8 Insecure Storage

9

10 Insecure Configuration Management




Why do hackers today target applications?

Because they know you have firewalls
— So its not very convenient to attack the network anymore
— But they still want to attack ‘cos they still want to steal data ...

Because firewalls do not protect against app attacks!
— So the hackers are having a field day!
— Very few people are actively aware of application security issues

Because web sites have a large footprint
— No need to worry anymore about cumbersome |IP addresses

Because they can!

Developers are yet to have secure coding as second nature
Developers think differently from hackers

It is a nightmare to manually QA the application

g IBM Corporation —




Software Application Development Pressures ==z

Today I’m being asked to:

 Deliver product faster (a lot faster!)
* Increase product innovation
 Improve quality

* Reduce cost

OUR GOAL T5 70 WRITE
BUGFREE SOFTWARE.
T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AMD FIN,

1 HOPE T™M GONNA
THLS WRITE ME A
DRIVES NEW sSUV
THE RIGHT THIS AFTER-
BEHAVIOR. NOON!

5. AMws E-mall: SCOTTADAMS®AOL.COM

l'."_l.l'l-":'l- & 1985 United Fesature Syndicate, Inc.{NYTC)




Why do application security problems exist ?

= |T security solutions and professionals are normally from the network
/infrastructure /sysadmin side

— They usually have little or no experience in application development
— And developers typically don’t know or don’t care about security or networking

= Most companies today still do not have an application security QA policy or
resource

— IT security staff are focused on other things and are swarmed
App Sec is their job but they don’t understand it and don’t want to deal with it
Developers think its not their job or problem to have security in coding
People who outsource expect the 3™ party to security-QA for them

= |t is cultural currently to not associate security with coding
— “Buffer Overflow” has been around for 25 years!
— “Input Validation” is still often overlooked.




Web Application Secuirty - Solution Strategy

» Find the issues earlier in the Software Development Life Cycle
>

» Use less security-savvy employees by leveraging tools
Mitigate Risk and increase quality

» Increase coverage

>

» Distribute reports to different levels
» Dashboards

Increase Productivity
3

» Prevent making the same mistakes




Security testing is part of SDLC quality testing

Collaborative Application Lifecycle Management

Quality Dashboard

Test Management and Execution

Create = | Build ( Manage Report
Plan { Tests l Test Lab Results
K_/ N \_/ Open Platform

Best Practice Processes

|l
i
]

[Jin]|
I
T

?
3

System z, i

Open Lifecycle Service Integrations NET

homegrown

g IBM-Corporation




Building security & compliance into the SDLC — further back

SDLC

Enable Security

to effectively

drive

remediation into ™
development DBS iBanking

Ensure
vulnerabilities
are addressed
before

- i applications
4 ' Provides Developers and Testers afep put into

with expertis_e on dete_,-c_:tion and production
remediation ability




Static Code Analysis = Whitebox

- Looking at the code for security issues (code-
level scanning)

age | {5 xCSSClassesTests | ] nxCSSBaseClasses | §] nxCSSBorderClasses | §]nxCSSFontClasses

Dynamic Analysis = Blackbox Static } CU”JP{ Dynamig

. L . i COVELd
- Sending tests to a functioning application Analysis

You've been waiting
for a break like thi

5 © 2009 [BM Corporation




SOFTWARE APPLICATION SECURITY —
two Areas

BLACK BOX WHITE BOX
(Dynamic APP Analysis) (State CODE Analysis)

- don’t need to worry about code - good for developers
(good for security folks who are who are not into security
not into code)
- good for interim audit

- Test for relationship between
App and - test for more than just

* other apps (eg SOA, Web 2.0) HTML/HTTP code

* network / OS / infra

* middleware

- Like IPS : tests for ‘unknown” - Like Firewall: checks for “known”




REQUIREMENTSY CODE Y SECURITY Y PRODUCTION

. a : . —ﬂ:i:" T;;I‘ ﬁ =
P q.i a(ﬂ E = E: i j}.:,- \Lx.-{ua
— \ dU';:'{-_:" .

Req’ts Definition AppScan Developer AppScan Build AppScan Tester AppScan Standard AppScan OnDemand
(security templates) [Aacktan) (scanning agent) (scan aaent & (deackton) (SaaS)

WHITE BOX BLACK BOX

AppScan Enterprise / Reporting Console (enterprise-wide
scanning and reporting)

—
=
v
Z
=

_ . Automate Security / Security / compliance Security & Outsourced testing
Build security Compliance testing testing incorporated | Compliance Testing, | for security audits &

testing into the IDE* | . the Build Process into testing & overs!ght, cor_ltrol, produqtiop site
remediation workflows policy, audits monitoring

Security requirements
defined before design
& implementation

S -

Address security from Security audit solutions for IT
the start Security

(_Y_)

Security for the development lifecycle




THE NEED FOR SECURITY IN SOFTWARE DEVELOPMENT
HAS COME OF AGE ...

CISS

!

Secure Software Concepts
Secure Software
Requirements

Secure Software Design
Secure Software Coding
and Implementation
Secure Software Testing
Software Acceptance
Software Deployment,
Operations, Maintenance
and Disposal

g IBM Corporation:




Conclusion: Application QA for Security

— You cannot depend on firewall or infrastructure security to do so
= Bridging the GAP between Software development and Information Security
= QA Testing for Security must now be integrated and strategic
= We need to move security QA testing back to earlier in the SDLC

— at production or pre-production stage is late and expensive to fix
— Developers need to learn to write code defensively and securely

= Lower Compliance & Security Costs by:
= Ensuring Security Quality in the Application up front
= Not having to do a lot of rework after production




SDLC QA - YOUR LAST LINE OF DEFENSE

a rqﬁ‘;# “
™ L™




~CSSLP™

L] |
L} )
¥y

i

JANK YOU

¥
vy

L]
‘I" "
Y "l LA

1""”. gt VY
L

Staying,Ahead Of | Anthony

Cyber 'le TOdC[Y hlﬁlBTF(:lTlL

"L yit

1 ,:L:E-"" | _Software Quality | CISSP cssLP
L b

g ff '
M e

http://www.ibm.com/software/rational/offerings/websecurity/
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