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CICS administration problems and solutions
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* Editing CSD files

» Working with CSD files and CPSM DRs

» Migrating changes between environments
» Delegating and approving changes

e Changes across LPAR boundaries

* Backout & Recover

» Audit compliance

* Cleanup and analysis

e Comparisons and exception analysis
 Cold start analysis




Editing CSD files

» Logon or route to each CSD’s maintenance point
» CICS regions must be running
» No audit trail or easy backout

E E
CEDA F
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Editing CSD files

MSingle point of control (via the CICS CM Server)
MApplication CICS regions may be inactive
MAudit trail

MEasy backout

e

DFHCSDUP
(same method as CEDA

v v v v v
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Editing CSD files

= DEMO*

/ Name Context CSD File
DEMD CCYCICS.DEMO.DFHCSD
S DEMOCPSM CCVYFLEXF
DEMODEVT CCYCICS.DEMODEVT.DFHCSD
DEMOPROD CCVCI EMOPROD. DFHCSD
S DEMOTEST CCYCICS.DEMOTEST.DFHCSD

Sel§Ct o Multiple Configuration Resocurces W 1 to 24 of 43
multiple 1 > CSR
| Filter x P + DEMOGRP1
i / Name Group Prompt Config
Display DEMACOPY P A DEMOGRP1 DEMOCPSH

multiple DEMACOPY PROGRA DEMODEVT
DEMACOPY P A DEM 3

DEMAMG10
DEMAMG10

Working with CSD files and CPSM DRs

+ Different interfaces: CEDA or CPSM WUI
* No method for moving from CPSM repository to CSD file

CICSPlex SM
Web user interface

CICSPlex SM

CSD file data repository
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Working with CSD files and CPSM DRs

MSingle user interface
MSeamless across CSD files and CPSM repositories
MCopy resource definitions in either direction

CICS Configuration Manager

CSD file CICSPIex_Sl\/I
data repository
|
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Migrating changes between environments

* How do you systematically promote resource definition changes?
— Collecting sets of definitions
— Tailoring definition attributes (like data set names in Files)
— Identifying and updating target CSD files or CPSM repositories

Development Test
environment environment
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Migrating changes between environments

MGroup changes into a CICS CM change package

MManage the package as a single unit

MSupports Ready, Approve and Backout processing

MAPIs and exit-points for integration to change-control products

Development CICS CM Test

environment change package: environment

e Define

» Package

* Ready
Approve
Migrate

Backout

Install
Newcopy
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Migrating changes between environments

MMigration schemes identify source and target repositories
MDifferent schemes to progressively migrate a change package

Development Test Production

environment environment environment
Change Change
package package
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Migrating changes between environments

MSchemes can intermix CSD files or CPSM repositories
MSupports one or many source/target pairs in any combination

Development Test Production
environment environment environment
&w e H
\ /

- One to one
|
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A Many to many

v

\ 4
\ 4

Migrating changes between environments

MTransformation rules tailor definitions for each target:
v No manual editing — it's automatic
v/ Change Group names, attribute values, or resource definition names
v Value masking is supported (e.g. change File DSNAME *DEVT* to *TEST*)
v/ Qualification criteria may be specified

Development environment Test environment

Group: PAYDEVT Transformation Group: PAYTEST
File: PAYMASTER File: PAYMASTER

DSname: PAY.DEVT.MASTER Rule DSname: PAY.TEST.MASTER




Delegating responsibilities

» Administration bottlenecks for resource definition changes
e CICS support personnel are overworked and scarce
» Complexity and ‘tribal knowledge’ makes delegation risky

CICs

Administration
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Delegating responsibilities

MSecurity controls by repository, Group, type and name
MStandards enforcement for attribute values

MApprove change packages before migration

MAudit trail with easy backout

developer

Junior
__’ CICS Admin '-

Senior
__’ CICS Admin '-
Impact2010
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Delegating responsibilities

Settings Help

Program

DEMACOPY
DEMOG!
PLE:

. COBOL
. NO_
. NO_
NORMAL

OPENAPI

1. Set CEDF(NO) which violates standards, then SAVE.

mpact2010 | - - |
=== ool oMl o/l

Delegating responsibilities

Row 1 to 3 of 3
ol > CSR

XPRA: Create/Update of this rescurce was rejected by a site Exit
details: PGHM_0001-A- 1
XPRA: Attribute CEDF must have value YES

RULE NAME ___ATTRIBUTE CONDITION ACTION
PGM_0001 Q PROGDEF_GROUP EQ DEMOGRP1
PGM_0001 Q PROGDEF_NAME EQM DEMA*

PGM_0001 A PROGDEF CEDF  NE YES REJECT

Standards enforced

Impact2010. . | |
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~ job output,

ailure details are 1c

using a mess

Delegating responsibilities

Autherization failed

uested function.
onfiguration Manager

E RACE PEX CONFIG GROUP _ TYPE NAME
. PERMIT CCV.DEMODEVT.PAYROLL.PROGDEF.*

CLASS(FACILITY)
ID(RJA2) ACC(NONE)

—— Secure definitions by repository, Group, Type and Name

Changes across LPAR boundaries

» Need to distribute resource definition changes
to remote CICS sites across LPAR boundaries




Changes across LPAR boundaries

MExport definitions selectively by Copy or via change package
Migrate

MSamples illustrate automated file transfer to remote sites
MImport definitions with auto-register of change packages

Lo [T
— -
I: Migrate >

| I: Import (all or by package)
Copy (selected definitions)
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Backout

» CICS failures start occurring. What's changed?
» How do you reverse individual changes?

* How can you backout a set of changes?

* No audit trail!

Changes Sy_stem 7
failure! H
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Backout

MAIl changes logged to a journal file
MBackout entire change package

MRecover individual resource definitions
MView resource definition histories on screen

System
failure!

Recover

Henu Settings Help

—> ge CICS Resources

+ PA*

Group Command

¥PA11l0 DELETE
TRANSACTION X i DELETE
TRANSACTION UFDATE
TRANSACTION

Enter t
el the r

Choose what

Choose how

cover to the state after the change
Recover to the state before the change
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Audit Compliance

* Requirement to collect audit data

— Who made changes?

— What did they change?

— When did they make the changes?
— Where did the change occur?

— How did they make the change?

* Are manual records accurate?

» Searching and reporting results is cumbersome and time
consuming

Audit Compliance

MAIl changes logged to a journal file
MOnline histories and journal-event views
MBatch journal audit reporting
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Cleanup and analysis

» Do | have:
— Orphan Groups (Groups unrelated to any Lists)
— Duplicated definitions (Same name, maybe different attribute
values)
— Redundant definitions (Same attribute values, but different
names)

* How do I find ... a needle in a haystack?
— All PAY files using LSRpoollD(1)
— All programs using DatalLocation(BELOW)

mpact20i0 | - | |
——==""__ olo/uiu 7ol

Cleanup and analysis

Settings Help

Multiple Configs
Find

Shared r
Orphan res

Specialized reports for environment clean-up

IMpact2o . . |
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Cleanup and analysis

Henu Settings Hilite Help

Program Search Criteria

End , or Cancel to

(Search all CICS resources)
(Search the 2678 CICS resources already listed)

+

BELOW

Search by attribute values with AND/OR combinations

mpact2010 | - - |
——=""__ oo/l loluiu7io

Cleanup and analysis

File Menu Settings Checksum Search Show Help

arch R urce CVT2! *I1C5 Resources

Name Tupe Group Datalocatio Resident
DFHDBP2S PROGRAM DFHCOMPS BELOW YES
DFHDLG FROGRAM DFHCOMF3 EELOW YES
DFHDLG FROGRAM DFHCOMPFS EELOW YES
DFHDLS FROGRAM DFHCOMF3 EELOW YES
DFHDLS FROGRAM DFHCOMFS EELOW YES
DFHDMP FROGRAM DFHCOMF1 EELOW YES
DFHEDFP FROGRAM DFHEDF EBELOW YES
DFHJICO FROGRAM DFHCOMPS EELOW YES
DFHTACP  PROGRAM BELOW YES

Search results with counts of exclusions

Impact2010. . | |
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Comparisons and exception analysis

Is Group(PAYROLL) the same in TEST and PRODUCTION?
What definitions are missing?

What definitions are different?

Are the FILEs the same, except for DSNAME?

* How can | compare two resource definitions?

PAYROLL group

I
|
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Comparisons and exception analysis

MSide-by-side compare of Lists, Groups or Resources
MCompare across CSDs, CPSM DRs or history views
M‘Checksum’ analysis (hash-value used as a compare
indicator)
v Predefined attribute lists for checksum calculation
v'User selectable attributes for checksum calculation
v'n-Way analysis across 2, 3, 4 or multiple repositories
v ‘Show’ exception analysis to highlight anomalies
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Comparisons and exception analysis

File Menu Settings Checksum Help

Multiple Configuration Rescurces

/ Group p Config
— DEMOGRP1 DEMODEVT [
DEMOGRP1 DEMOTEST

Compare the same Group across two Configurations (CSDs/CPSM DRs)

mpact2010 | - - |
——=""__ oo/l loluiu7io

Comparisons and exception analysis

Row 1 to 14 of 15

11 CSR

Name G 1 C /
DEMACOPY DEMOGRP1 CBDDECCF DEMOGRP1
DEMAMG10O DEMOGRP1 47 *Missing

DEMAMG20 i DEMOGRP1 *Missing

DEMAMG30 i DEMOGRP1 E: DEMOGRP1
DEMAMG4D i DEMOGRP1 57 k DEMOGRP1
DEMAMGS0 DEMOGRP1 7Bt £ DEMOGRP1
DEMAMJINL DEMOGRP 1 FODF30EA DEMOGRP1

M identifies missing definitions —I
C identifies different definitions

Impact2010. . | |
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Comparisons and exception analysis

File Menu Settings Hilite Help

ompa Program

DEMAMGSO

1
;. DEMOTEST . DFHCSD
0 14:05:19
ration - MIGRATE AP >
More: +

: NORMAL
. ¢ NO
: ENARELED
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Cold start analysis

» What will change at the next Cold Start?

CICS region
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Cold start analysis

MImmediate analysis — no need to stop/start CICS regions
MSupports CSD, CPSM, or CSD/CPSM hybrid models
MUnderstands ‘order-sequence’ processing and RASGNDEF

overrides
MProvides filtering for auto-install, dynamic resources, known

conditions Analysis Report
MReports ... v What's new, missing, different

v Duplicate candidates,

> winners & losers
CICS CM v’ Referential-integrity errors
v Uninstallable definitions
v Enabled/disabled states
v Local/remote indicators

Cold start analysis

81 CCVHBOH1 FILE
2 81 CLVHOBEZ FILE

ot ﬁ Different
Loc Fna nlle n

U3CEBDEA CANDIDATES-CSD
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