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How is IT Delivered? 

There are three ways to deliver IT capabilities 

Software, hardware, 

& networking 

Pre-integrated 

systems & appliances 

Provided 

as a service 
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Of enterprises consider security  
the #1 inhibitor to cloud adoptions 

Of enterprises are concerned  

about the reliability of clouds 

Of respondents are concerned with 

cloud interfering with their ability  

to comply with regulations 

Source: Driving Profitable Growth Through Cloud Computing, IBM Study (conducted by Oliver Wyman)  

“I prefer internal cloud to (public) IaaS. 
When the service is kept internally, I am 
more comfortable with the security that it 

offers.”  

“Security is the biggest concern. I don’t 
worry much about the other “-ities” – reliability, 

availability, etc.” 

“How can we be assured that our data will 
not be leaked and  that the vendors have the 
technology and the governance to control its 

employees from stealing data?”  

Security remains the top concern for Cloud Computing 
adoption 

80% 

48% 

33% 
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Some recent challenges in the Cloud 
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There is hope ...  

• “highly secure and 

trusted” cloud services 

will emerge 

• Cloud security to grow to 

US$ 1.5 billion by 2015 

• Security expected to 

become an enabler 

versus an inhibitor 

• IT spending growth on 

cloud is increasing 
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Categories of Cloud Computing Risks 

Compliance 
Complying with SOX, HIPAA  
and other regulations may 

prohibit the use of clouds for 
some applications.  

Reliability 
High availability will be a key concern.  
IT departments will worry about a loss 

of service should outages occur.   

Control 
Many companies and governments 
are uncomfortable with the idea of 
their information being located on 

systems they do not control.  

Security Management 
Even the simplest of tasks may be 

behind layers of abstraction or 
performed by someone else.  

Data  
Migrating workloads to a shared 

network and compute infrastructure 
increases the potential for 
unauthorized exposure.  

Providers must offer a high degree of 
security transparency to help  

put customers at ease 

Authentication and access as well as 
protection along the data life-cycle 
become increasingly important 

Mission-critical applications 
may not run in the cloud 
without strong availability 
guarantees 

Comprehensive auditing 
capabilities are essential 

Providers must supply easy controls to 
manage security settings for application 
and runtime environments 
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? 

We Have Control 

It‟s located at X. 

It‟s stored in server‟s Y, Z. 

We have backups in place. 

Our admins control access. 

Our uptime is sufficient. 

The auditors are happy. 

Our security team is engaged. 

Who Has Control? 

Where is it located? 

Where is it stored? 

Who backs it up? 

Who has access? 

How resilient is it? 

How do auditors observe? 

How does our security 

team engage? 

? 

? 

? 

? 

? 

Today’s Data Center Tomorrow’s Public Cloud 

Balancing Reward with Control and Risk 
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Risk is not a four letter word 

• Successful organizations embrace security as a 

business enabler 

• They do this by taking a risk based approach to security. 

• Successful information security organizations: 

– Understand the current state of information security 

in their organization 

– Implement mitigating controls to reduce risk to an 

acceptable state 

– Understand and accept the residual risk in light of 

their mitigating controls. 

• With their operational risk under control, the business is 

free to innovate and embrace new challenges while 

remaining completely secure. 

• Through out this process, information security plays the 

role of a business enabler by effectively managing 

information security risk for the business. 

 

No risk Large 
risk 

Tolerable 
risk 

Mitigating 
controls 

The only truly secure system 
is one that is powered off, cast 
in a block of concrete and 
sealed in a lead-lined room 
with armed guards. 
- Gene Spafford 

Residual 
Risk 
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The true strength of a security program lies in its structure 
and governance. 

A strong security program begins with the security principals. These strongly 

governed principals are basis of security program, and there should be tracability of 

these principals through out the security program. 

Security principles: 

Value statements that the 

business requires for the 

delivery of security (including 

trust model, asset profile)  

Security processes:  

Activities typically performed 

across multiple organizations 

to implement company 

policies and standards 

Security procedures:  

Specific operational steps 

that individuals must take 

to achieve goals, which are 

often stated in policies 

Security policy:  

The security rules that  

must be followed (including risk 

management, threat/risk analysis)  

Security architecture: 

Details how all the technologies fit 

together (including trust model,  

asset profile)  

Security products:  

Specific products and tools offered by 

the security organization 

Security standards:  

Set of rules for implementation policy;  

standards make specific mention of 

technologies, methodologies, implementation 

procedures and other details factors 

Static  

Dynamic  
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As with other successfully governed programs, an exception process and 
remediation cycle is key for Continuous Improvement 

An effectively governed security program should have an exception process 

with a regular review to ensure the exception is still required. There should also 

be a feedback cycle to consider establishing new standards and to consider 

refining existing standards where exceptions have been created. 

Begin Exception 

Review

Review exception 

and determine 

possible alternates 

based on current 

standards

Are any of the 

alternates feasible ?

Implement 

alternate

Should this 

become a new 

standard?

Review with 

architecture board

Did the 

architecture board 

accept?

Create new 

standard

Create new 

exception

Set review date for 

exception

yes

no yes

yes

no

no

End exception 

Review

Close exception
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Coordinating information security is both the responsibility of the 
provider and the consumer 

Platform-as-a-Service 

Infrastructure-as-a-Service 

Application-as-a-Service 

Business Process-as-a-Service 

Who is responsible for security at the … level? 

Datacenter   Infrastructure   Middleware   Application  Process 

Provider Consumer 

Provider Consumer 

Provider Consumer 

Provider Consumer 
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Database- and application-oriented 

workloads emerge as most appropriate 

 Data mining, text mining, or other analytics 

 Security 

 Data warehouses or data marts 

 Business continuity and disaster recovery 

 Test environment infrastructure 

 Long-term data archiving/preservation 

 Transactional databases 

 Industry-specific applications 

 ERP applications 

Infrastructure workloads 

emerge as most appropriate 

 Audio/video/Web conferencing  

 Service help desk 

 Infrastructure for training and demonstration 

 WAN capacity, VOIP Infrastructure 

 Desktop 

 Test environment infrastructure 

 Storage 

 Data center network capacity 

 Server 

Source: IBM Market Insights, Cloud Computing Research, July 2009. n=1,090 

Top public workloads Top private workloads 

Enterprise 

Data Center 

Private 

Cloud 

Enterprise 

IBM/3rd party  

hosted & 

operated 

Hosted 

Private Cloud 

Enterprise A 
Enterprise B Users  

Public/ Community 

Cloud Services 



Coarse grained Fine grained 

IBM Capabilities & 
Offerings to Help 

Catalogues of products, 
services and solutions 

IBM Cloud 
Security Guidance 

Describes the  
technology landscape 

IBM Security 
Framework 

Describes the business 
landscape of security 

The Conversation on Cloud Security 



Data Segregation 

Data Recovery 

Investigative Support 

Regulatory Compliance 

Data Location 

Privileged User Access 

Disaster Recovery 

Gartner: Assessing the Security Risks of Cloud Computing, June 2008 

…map directly to the IBM Security Framework. 

Gartner’s security risks of cloud computing 

http://www.gartner.com/DisplayDocument?id=685308


IBM Cloud Security Guidance document 

  Based on cross-IBM research and customer 

interaction on cloud security 

Broken into 7 critical infrastructure components: 

• Building a Security Program 

• Confidential Data Protection 

• Implementing Strong Access and Identity 

• Application Provisioning and De-provisioning 

• Governance Audit Management 

• Vulnerability Management 

• Testing and Validation 



IBM security portfolio… solutions to meet your needs 

= Professional Services 

= Products 

= Cloud-based & 
Managed Services   Identity and  

Access Management  

Database Monitoring and 

Protection 

Encryption and Key 

Lifecycle Management 

App Vulnerability Scanning 

Access and Entitlement 

Management 

Web Application Firewall 

Data Loss Prevention 

SOA Security 

Messaging Security 

Data Masking 
E-mail  

Security 

Application Security 

Identity Management 

Data  

Security 

Access Management 

GRC 

Physical Security 

Security Governance, Risk and 

Compliance 
SIEM and Log Management 

Web / URL  

Filtering 

Mainframe Security Audit, 

Admin & Compliance 

Virtual System Security 

Intrusion Prevention System 

Infrastructure 

Security 

   Web/URL 

Filtering 

        Vulnerability 

       Assessment 

Firewall, IDS/IPS,  

MFS Mgmt. 

Security  

Event Mgmt.  

 Threat 

 Analysis Security 

Configuration 
and Patch 

Mgmt 

Endpoint 

Protection 



17 

How Enterprises Can Get Started on Business Analytics* 

Map your BA requirements and IT culture to key Analytics Cloud use cases 

Evaluate and consider scenarios where Analytics on the Cloud may be a right or 

wrong fit for you 

Five Scenarios for Analytics & Cloud 

Elasticity: applications with strong seasonal 

variance in activity. (ex: Retail) 

Co-Existance: on-premises BA complemented with 

Cloud BI (ex: General Ledger vs Sales & Marketing) 

Cloud-Native: BA applications which use cloud-

resident data sources (ex: CRM, Social Media). 

Flexibility: Cloud-based BA workspaces free power 

analysts from typical application constraints 

Intensive Analytic: Extra analytical processing power 

on the cloud 

Cloud – Key Considerations 

• How critical are security, risk, regulatory, 

and privacy considerations? 

• How customizable are your data sources? 

• Where is the project on IT’s priority list? 

• What growth do you anticipate for your 

application and organization? 

• Do you need to convert CAPEX to OPEX? 

• Where is the data? 

• How soon do you go live? 

* Portions adapted from Forrester, “:BI & the Cloud”, 2010 
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IBM Smart Business Development and Test on the IBM 
Cloud 

What is the service? 

• A dynamic virtual development and test infrastructure 
service, designed for the enterprise, on the IBM Cloud  

 

What does it offer?  

• Choice of virtual server configurations  

• Option to add persistent storage charged per usage 

• Network bandwidth charged per usage 

• Choice of pre-configured software images 

–Rational Application Lifecycle Management software 

–Lotus, WebSphere, DB2 and Informix stacks 

• Choice of base operating system – Linux (SUSE , Red 
Hat, Microsoft Windows (expected in Q4‟10) 

 

What payment options are available? 

• Pay-as-you-go option (per VM hour charge)  

• Shared Reserved option  

–6 bundles (small, medium, large for 6 or 12 months) 

–Reserved capacity plus discounted usage rate 

 

What support is available? 

• Web-based forum for users to submit requests 

• Premium support 24X7 * 

* Availability date TBA 

Offering website: 
http://www.ibm.com/cloud/solutions/development 

IBM Cloud portal: http://www.ibm.com/cloud/enterprise 

http://www-935.ibm.com/services/us/igs/cloud-development/pricing.html
http://www.ibm.com/cloud/solutions/development
http://www.ibm.com/cloud/solutions/development
http://www.ibm.com/cloud/enterprise
http://www.ibm.com/cloud/enterprise


Step 1 Click and Choose the 

Service you need
Step 2

Choose the hardware 

and usage 

configuration

Step 3
Application provisioned 

and ready to run

IBM Cognos BI Software on the IBM Compute Cloud 

Cognos BI hosted           
on IBM Compute Cloud

• Bring your own perpetual licenses 

• IBM hosted pre-configured BI image with all pre-

requisite middleware provisioned in minutes 

• Proven practices on Cognos Cloud Deployments 
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Resources Available 

• Introduction – provides some overall 
guidance and considerations (e.g. security, 
data location) 

• Installation and Configuration – a step-
by-step guide to installing Cognos BI to a 
single image 

• Security Best Practices –securing your 
Cognos BI cloud deployment 

• Handling Cloud Topologies – techniques 
to consider when moving from a single 
image to multiple images 

• Scalability and Performance Best 
Practices – planning for scaling and 
ensuring a high performing solution 

• High Availability Best Practices – 
ensuring that your cloud solution is highly 
available 

Other resources include 

• IBM Business Analytics and Cloud 
Computing book 

• Proven Practices whitepaper 

http://www.ibm.com/developerworks/cloud/library/cl-cognosperfscale/ 

Hosted 
private cloud

Enterprise 



Security and resiliency complexities raised by 
virtualization 

•New complexities 

–Dynamic relocation of VMs 

–Increased infrastructure 

layers to manage and 

protect 

–Multiple operating systems 

and applications per server 

–Elimination of physical 

boundaries between 

systems  

–Manually tracking software 

and configurations of VMs  

• 1:1 ratio of 
OSs and 
applications 
per server 

• 1:Many ratio of OSs and 
applications per server 
 

• Additional layer to manage 
and secure 

After Virtualization Before Virtualization 



*Source:  RSA Security Brief: Security Compliance in a Virtual World  
http://www.rsa.com/solutions/technology/secure/wp/10393_VIRT_BRF_0809.pdf 

Configuration and change management  

processes should be extended to encompass the 

virtual infrastructure 

Can add cost and complexity for system administrator to 

continuously reconfigure in a dynamic environment 

Ensure patch management practices extend  

to virtualization 

Maintain separate administrative access control although 

server, network and security infrastructure is now 

consolidated 

Provide virtual machine and virtual network  

security segmentation  

Maintain virtual audit logging 

Best Practices for Security Compliance in a Virtualized 
Environment* 

http://www.rsa.com/solutions/technology/secure/wp/10393_VIRT_BRF_0809.pdf


Cognos Deployment: Options that scale  
Enterprise 

data 
center 

Private cloud

Business Drivers 

• Control over infrastructure and data 

• Simplest  and most common deployment option 
aimed at a small amount of users and business 
units 

• Lower Investment aimed at smaller organizations or 
small number of business units 

• Resources available for administration 

Deployment Model 

• Common gateway for user access 

• Single or limited amount of dispatchers handling 
user requests 

• Dedicated Cognos administrators manage 
application administration 

• Relaxed security policies on objects but some report 
isolation exists 

Security/data Tier 

• Mix of various database schemas with row level 
security and shared data sources 

• Common security repository 

Benefits 

• Reduced hardware requirements 

• Application flexibility due to level of control 

• Less management overhead with common security 
and reporting data sources 



Cognos Deployment: Options that scale  

Business Drivers 

• Control over infrastructure and data 

• Organizations standardizing on a shared reporting 
environment 

• IT department available for administration 

Deployment Model 

• Web server or farm handling  users accessing a 
common portal 

• Multiple virtualized dispatchers/servers shared 
amongst business units 

• Internal IT manages application administration 

• Segregated content leveraging object security 
policies 

Security/data Tier 

• Unique database schemas or data repositories with 
row level security coupled with some common data 
sources 

• Common security repository with segregated 
business organizational units 

Benefits 

• Reduced hardware requirements 

• Application flexibility due to level of control 

• Shared application servers reduces server under 
utilization 

• Less management overhead with common security 
and shared reporting data sources 

Enterprise 
data 

center 

Managed 
private cloud



Cognos Deployment: Options that scale  

Business Drivers 

• Multiple distinct yet related business units sharing a 
common infrastructure 

• „Community‟ Cloud 

Deployment Model 

• Individual business units accessing dedicated 
gateways and security providers 

• Multiple virtualized dispatchers shared amongst 
business units 

• Individual and shared reporting content 

• Central IT manages application administration with 
some delegated admin privileges to business units 

Security/data Tier 

• Unique database schemas and databases with row 
level security 

• Common security repository with segregated 
business organizational units 

• Object security policies segregates content 

Benefits 

• Customized gateways provides consistent „look and 
feel‟ for business units 

• Shared application servers reduces server under 
utilization 

• Centralized environment  reduces capital required 
to build the infrastructure 

Member cloud 
services

A

Enterprise 

B



Cognos Deployment: Options that scale  

Business Drivers 

• Low cost entry point shifts CapEx to OpEx 

• „Outsource‟ responsibilities at cost of control 

• True multi-tenant deployment 

Deployment Model 

• Tenants accessing common gateways 

• Multiple virtualized dispatchers shared amongst 
tenants 

• Multiple dedicated physical servers with virtualized 
partitions as required 

• External IT manages application administration with 
some delegated privileges to tenants 

Shared security/data tier 

• Unique databases with row level security (on or off 
premise) 

• Shared security repository with isolated schemas or 
unique security sources 

• Object security policies segregates and isolates 
content 

Benefits 

• Customized gateways provides consistent „look and 
feel‟ for tenants 

• Flexibility of adding infrastructure as required by a 
tenant 

• Quicker time to ROI 

Public cloud 
services

A

Users

B



Cognos Security Best Practices 
Roadside assistance on the journey towards secure deployments 

Cognos continues to be an industry leader in security  

• Publications 

• Redbooks, Redguides, etc 

• Core documentation – Architecture and Deployment Guide 

• Securing the OS, network, application 

• Proven Practices 

• Virtualization, security 
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Integrate a cloud computing deployment as part of the 
existing IT optimization strategy and roadmap 

Consolidate 

Virtualize 

Standardize 

and automate 

 Reduce infrastructure 

complexity 

 Reduce staffing 

requirements 

 Manage fewer things 

better 

 Lower operational costs 

 Remove physical 

resource boundaries 

 Increase hardware 

utilization 

 Reduce hardware  

costs 

 Simplify deployments 

 Standardize services 

 Reduce deployment 

cycles 

 Enable scalability 

 Flexible delivery 
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Cloud Computing also provides the opportunity to simplify security 
controls and defences 
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Conclusions regarding information security and Cloud 
Computing 

• Cloud Computing provides a 

compelling reason for 

businesses to change their IT 

sourcing strategy 

• Cloud Computing allows the 

business to move significant 

amounts of IT CapEx into 

OpEx 

• The panacea of Cloud 

Computing isn‟t without its 

information security risks but 

can be mitigated 

No risk Large 
risk 

Tolerable 
risk 

Mitigating 
controls 

Residual 
Risk 



Questions? 



www.spss.com/goldcoast 

 

WIN an Apple
®

 iPad 
Please remember to complete your session evaluation online 

at the Communication Station or point your Smart Phone 

browser to: 

For a chance to win an Apple® iPad 
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