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Expert analysis and data sharing on the global threat landscape
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“ The IBM X-Force Mission ™

= Monitor and evaluate the rapidly changing threat landscape
= Research new attack techniques and develop protection for tomorrow’s security challenges
= Educate our customers and the general public

\_ * Integrate and distribute Threat Protection and Intelligence to make IBM solutions smarter J
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Global Technology Services (GTS)

*  MSS Security Operations Centers (SOC)
»  XF Threat Analysis Service (XFTAS)

*  Cyber Index Report

 Emergency Response Services (ERS)

7

Trusteer R&D

Banking and Finance attacks
APT and Advanced Malware
Oday application exploits
Spear-phishing attacks

Data exfiltration

AppScan R&D

Trusteer

an |BM Company

QRadar and other IBM products

* Joint research with Android exploitation
*  App Vulns & Database collaborations

Evaluate IBM Security
Appscan - s °

SIEM collaboration, integrated traffic analysis

Identity & Access — Security Web Gateway
Appliance (with PAM)

IBM PSIRT — vulnerability discovery and
coordination
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InformationWeek guardian

THE WALL STREET JOURNAL.

THE WALL STREET JOURNAL.
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L Industrial espionage,

terrorism, financial crime,
data theft

Dissatisfaction r b )
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Why is this happening?

An increase In sophistication an
motives

Nation-state
actors, APTs
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The Organization

Customer lists, Intellectual property,
Financial filings, Product plans,
Business process data, Administrative credentials

The User

Bank Credentials, Social Logins, Ransom

The Computer
Spam, Click fraud, DDoS, CPU Cycles
\d M AN
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A historical look at security incidents by attack type, time and impact, 2011 to 2013

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

2011

Attack types SAQL injection Spear phishing DDoS

Size of circle estimates relative impact of incident in terms of cost to business

2012 2013

3rd-party Physical Malware Xss
software access

Watering hole Undisclosed

Figure 1. A historical look at security incidents by attack type, tiznze and impact, 2011 to 2013

Source: IBM X-Force® Research and Development




Sampling of 2013
security incidents by country

77.7% <= United States
4.5% Australia
3.9% United Kingdom
3.9% Taiwan an d
3.9% Japan
3.4% Netherlands
2.8% Germany

Figure 3. Sampling of 2013 security incidents by country

irce: IBM X-Force® Re rch and Development

What is the cost of a data breach?

Data breaches have financial impact in terms of For example:

could be looking at more than $1 billion in fines and
other associated costs.

A univers that leaked 40,000 records could be

. A major retailer with millions of leaked credit cards

In 2013, the Ponemon Institute estimated $136
per lost record of data based on real-world data.”
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Sampling of 2013 security incidents by attack type, time and impact

conjecture of relative breach impact is based on publicly d

sed information regarding leaked records and financial lo:

January February March Apr May June Juky o —— September October Meovember December

Attack types SQL injection Spear phishing DOeS Physical access Malware XSS Watering hole Undisclosed

Size of circle estimates relative impact of incident in terms of cost to business.

Most-commonly attacked industries Most-common attack types

28% Computer Services (1)

*5Ss 1%
15% Government (2) Spear phishing 2%
12% Financial Markets (3) Watering hole 5% Physical access 3%
9%  Media & Entertainment (4)
7% Education (5) Malware

5% Healthcare (B), Retail (7), Telecommunications (8)
3% Consumer Products (9)

460/0 — Undisclosed

SQL injection

13%
2% MNon-Profit (10), Automotive (11), Energy & Utilities (12),
Professional Services (13)

1% Industrial Products (14), Travel & Transportation (15),

DDos
Wholesale Distribution & Services (16)

<1% Aerospace & Defense (17), Insurance (18)

Figure 2a. Sampling of 2013 security incidents by attack type, tive and mpact

Source: IBM X-Forcef Research and Development




Sampling of 2013 security incidents by attack type, time and impact

conjecture of relative breach impact i based on publicly disclosed information regarding leaked records and financial losses

January February March BApr May June Julby Augnest Saptemnber Cctober Movember Cecember
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Attack types S0L injection Spear phishing DDos Physical access Malware x5S Watering hole Undisclosed

Size af circle estimates relative impact of incident in terms of cost to business




Mis-configured system or application Vulnerable End-user error Ta
code attack,
exploited
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Java vulnerability disclosures
growth by year, 2010 to 2013

originating in either the core Oracle Java or in IBM Java SDKs

2013 208

2012 68 A significant

increase

2011 65
2010 58

Figure 5. fava vulnerability disclosures growth by year,
2010 to 2013

Source: IBM X-Force® Research and Development



Exploitation of application vulnerabilities

from survey of 1 million Trusteer customers, December 2013

Oracle Java
B Adobe Reader

Browsers
M Others

Figure 4. Exploitation of application viulnerabilities

Source: IBM X-Force® Research and Development
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Most popular in 2013

Creator arrested in October

o, ) St X Vulnerability Browser
N Stress-Test Platform
- low  Settings ~ Sunday, July 7, 2013 19:30:38

Browser & OS statistics

Rising in popularity

Successful in exploiting IE and
Firefox on Windows
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It's just anot

her business model

WTURKOJAN
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BRONZE

s

Bronze Edition

= This product is the improved version of Turkojan 3.0 and it has
some limitations{ebcam - audio streaming and msn sniffer
doesn't work for this version)

1 month replacement warranty if it gets dedected by any antivirus
7i24 online support via e-mail

Suppors only Windows S95/98/MESMTIZ0005P

Realtime Screen viewing{controlling is disabled)

Price : 99% (United State Dollar)

Pt sl
SILVER

=

WTURKODJAN

Sihlver Edition

4 months (maximum 3 times) replacement warranty if it gets
dedected by any antivirus

m 7i24 online support via e-mail and instant messengers

= Supports 95/98/MEMTIZ0004PI /ista

= VWebcam streaming is avaliable with this version

= Realtime Screen viewing{controlling is disabled)

= Notifies changements on clipboard and save them

Price : 179% (United State Dollan

WTURKDJAN
o~
=2
3

Gold Edition

= 6 months {unlimited) or 8 months{maximum 3 times)
replacement warranty if it gets dedected by any antivirus {you can
choose 6 months or 8 months)

7124 online supportvia e-mail and instant messengers
Supports Windows 95/98/ME/NTI2000/2003XPiVista
Remote Shell (Managing with Ms-Dos Commands)
YWebcam - audio streaming and msn sniffer

Controlling remote computer via keyboard and mouse
Motifies changements on clipboard and save them
Technical support after installing software

Viewing pictures without any download{Thumbnail ¥Yiewer)

Price : 249% (United State Dollar)

——————————.on




Effectively targeting end users
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Watering Hole

= Attacker injects malware
on special interest website

= Vulnerable niche users
exploited
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Malvertising

= Attacker injects malware
on ad network

= Malicious ad embedded on
legitimate websites

= Vulnerable users exploited



Vulnerability disclosures growth by year
1996 to 2013

2013

2012

2011

2010

2009

2008

2007

2006

Figure 8

8,241
7.199
8,738
6,776 A significant
7,690 —
6,540

6,927

*. Vulnerability disclosures growth by year, 1996 to 2013

Source: IBM X-Force® Research and Development

Web application vulnerabilites by

attack technique
as percentage of total disclosures, 2009 to 2013

./.\.

Attack types SQL injection Other web File include
applications

Figure 11. Web application vulnerabilities by attack techniqgue,
2009 to 2013

Source: IBM X-Force® Research and Development
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Web application vulnerabilities
as a percentage of all disclosures

10%

2013 33%

2012 43%

Figure 9. Web application vulnerabilities as a percentage
of all disclosures, 2012 to 2013

Source : IBM X-Force® Research and Development

Better job at writing secure web
applications

CMS systems & plugins
maturing as older vulns are
patched

XSS, SQLi exploitation still
observed in high numbers
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Proof-of-concept code

Fully functional programs
capable of attacks are true
exploits

Lowest levels we've seen
In past 5 years

True exploit disclosures
The number continues to drop steadily from
2009 to 2013.

DECREASE
OVER 5 YEARS

Fignre 13. True exploit disclosures, 2009 to 2013




Unpatched vulnerabilities
The total amount of unpatched vulnerabilities recorded
dropped by 15% in 2013.

45%

2010 XX\%\

This is improving 26%

2013

Figure 10. Vendor patch rates of publicly disclosed vulnerabilities,
2009 to 2013

Source: IBM X-Force® Research and Development




Follow us at @ibmsecurity and @ibmxforce

Download X-Force security trend & risk reports
http://www.ibm.com/security/xforce/

X-Force Security Insights blog at http://securityintelligence.com/xforce/
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http://www.twitter.com/
http://www.twitter.com/ibmxforce
http://www.twitter.com/ibmsecurity
http://blogs.iss.net/
http://securityintelligence.com/xforce/
http://www.ibm.com/security/xforce/

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security
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