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Are You On The Crew Of Titanic, Ltd?

i The New Pork Times. | =]

TITANIC SINKS FOUR HOURS AFTER HITTING ICEBERG;
866 RESCUED BY CARPATHIA, PROBARBLY 1250 PERISH;
ISMAY SAFE, MRS. ASTOR MA YBE, NOTED NAMES MISSING
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n 2223 People on the Titanic

- 48
= 20

Lifeboats in the design

Lifeboats actually carried

= 1517 Lost at sea

Titanic had enough
lifeboats to be in

compliance with the law!
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?? Volume of Sensitive Data In Your Databases?
?? Your Data Security and Compliance Plan?
?? How Much of Your Plan is Implemented?

?? Volume of Data Lost in a Breach?

Is being legal enough to
protect your data?

twitter: Follow @ANZ_IM or mention #IIGS




Why Should You Care About Data Security?

smh.com.au
The Sudney Forning Herald

Visa drops card processor after

breach

April 3, 2012

Global Payments Inc

52.41

Global Payments Inc

45.87

Before The Breach

After The Breach

1tpro

Visa International has dropped Global Payments from its list of
approved third party credit card payment processing companies,

following a data breach revealed last week.

Bottom Line?
e 13% Drop in Price
 Trading Halted

[ Dow Jones []S&P 500 [

(NYSE:GPM)

10w All
=994

(NYSE:GPN)

Lpe )

* $4 Billion Wiped
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What Does PCI DSS Require?

Table 14. Percent of relevant organizations in compliance with PCl DSS requirements based on post-breach reviews

conducted by Verizon IR team*
12008 | 2009 |2010|All Orgs |Lrg Orgs

Requirement 1: Install and maintain a firewall configuration to protect data 30% | 35% | 18% | 29% 71%

Build and Maintain a Secure Network

Requirement 2: Do not use vendor-supplied defaults for system passwords and other

security parameters 49% | 30% | 33% @‘ﬁ 86%

Protect Cardholder Data
Requirement 3: Protect Stored Data 11% |30% 21% GB@ 14%

Requirement 4: Encrypt transmission of cardholder data and sensitive information across
public networks

68% | 90% 89%]| 89% 86%

Maintain a Vulnerability Management Program

Requirement 5: Use and regularly update anti-virus software 62% | 53% |47% 226 B86%
Requirement 6: Develop and maintain secure systems and applications 5% |21% |19% @D‘}E 57%
Implement Strong Access Control Measures .

Requirement 7: Restrict access to data by business need-to-know 24% | 30% | 33% | (36 29%
Requirement 8: Assign a unique |D to each person with computer access 19% | 35% | 26% | (20 57%
Requirement 9: Restrict physical access to cardholder data 43% | 58% 65%| 73% 100%

Regularly Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data| 5% |30% | 11% Gl% 43%
6%

Requirement 11: Regularly test security systems and processes 14% | 25% | 19% 33%

Maintain an Information Security Policy

Requirement 12: Maintain a policy that addresses information security 14% | 40% | 16% GG% | 83%

2012 Data Breach Report from Verizon Business RISK Team twitter: Follow @ANZ_IM or mention #11GS

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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Jump Start PClI Compliance

Securing Your Structured
Data Environment for
PCIl Compliance

and PCI Data PCIData? g

Guardium Optim Guardium

Privati Mask Do | Need H . .
i Do Data Security Data Privacy Data Encryption

Encrypt The Audit Database Enforce Access Report on PCI Continually Test Databases Done!
Database Access Control to Database Data Access Security Now The Hard Stuff 4

twitter: Follow @ANZ_IM or mention #IIGS




Step 1 - Find Your Databases | Scsring Your Structured

Data Environment for
PCI Compliance

Guardium Optim Guardium
Data Security Data Privacy Data Encryption

Guardium Database Finder

Simple, Agentless Configuration

Scan Hosts on the Network

Identify All Database Servers
__51!{'-JIEJIEEIEIEI_'I;"'/‘i?.ﬁl@)i:li_i_!!_lmm.'i_lii_l

Guardium eﬂtless

— IBM DB2 & Informix

— Oracle & MySQL
— MS SQLServer & Sybase ’

— Netezza & Teradata

Databases Discovered

Start Date: 2010.08.25 01:35:38 End Date: 2010.08.30 01:35:38
— ...and a host of others... Aisses. . ON
Time Probed Server IP  Server Host Name DB Type Port Port Type
2010-08-27 03:49:13.0 10.10.9.57 10.10.9.57 Oracle 1521 tcp
2010-08-27 03:49:18.0 10.10.9.57 10.10.9.57 MySQL 3306 tcp
» Record and Report on all Found e T

2010-08-27 03:49:22.0 10.10.9.248 g8.ibm.com
2010-08-27 03:49:22 0 10.10.9.57 10.10.9.57

MySQL 3306 tcp
DB2 50001 tep
2010-08-27 19:44:33.0 10.10.9.253 10.10.9.253 MSSQL 1433 tcp

Result: PCl Candidates |dent|f|ed 2010.08-27 19:47:09.0 10.10.9.251 10.10.9.251 MSSQL 1433 tep

2010-08-27 19:47:09.0 10.10.9.251 10.10.9.251 MSSQL 1533 tcp

O Orecords[ 7 Jwiois QO X P HS ARmd o

O G e S G T



Step 1 - Find Your PCI Data mp Wl S Your Stueturec

PCI Compliance

Classification Folicy Builder
Classification Policy Rules ® o ont o
uardium ptim
Cisssfication Policy PCI Classif Pol
" Hame ECI fieatien Faliey Prives Moak Yo Data Security Data Privacy Data Encryption
Cisssification CreditCard
Desaription
Add Ru| Classification Policy Builder

[[I# #1819 Classification Rule #2 For Classification Policy "PCI Classification Policy™ ® Audit Database Access i
2 Actions: Ad| A C mbass ata Accoss

Ruts Nams | PCI Track 1 0ot
Mras) 8
3 Actions: Fol Catzgory PCI

Fa &8 Classification  CredRCard

3 Actions: Pol

Guardium Sensitive Data Finder
Simple, Agentless Configuration

Search Databases for PCIl Data
o ovees e oo 25 Do 125 Y — Object/Column Name
B Vou| ([ oresen (Cioay Seheas — Field Content
csenis] B Commasm 0 S 5 R Configurable Actions on Find
Z5s s — Add Object to Policy Group

— Flag Policy Violation or Alert

® [+ Cl i i 1 PCICI i ion Process [V& PoT PCI Classification Process]
.
o e o Production Ready
— Immediate or Scheduled
— Low Overhead

Description

Continus on Mat] Compliance Automation

RUBTY Audit Process Definition @
Description FCI Data Search
Active [] There is no schedule associated with this process

Archive Results

Receiver Table

twitter: Follow @ANZ_IM or mention #IIGS




Step 2 - De-ldentify What [ et

Data Environment for

PCI Compliance

You Can W .- - =

Data Privacy Data Encryption

Optim Data Privacy

Intelligent, Referentially Intact Masking
— Fictional, Valid Credit Card Numbers
— De-ldentify Names & Addresses
— Random or Algorithm Based T
— Cross Application Referential Integrity

Fully Integrated with Test Data 4536 6382 9894
' w0 12/09
Management Solutions e b BLoces VISA

Want More? Be Back Here at 2:30

Result: PCl Scope Minimised



Ste p 3 - E n C ry pt D at a b ase S B “ Securing Your Structured

Data Environment for

PCI Compliance

[ Guardium
Data Privacy Data Encryption

Authenticated Users

Applications

- Wb » Guardium Data Encryption
DIEINS, SN/l U 50 Certfcates — = File System Encryption & Auditing
' » Totally Transparent

— No Application Changes
— No Database Changes

» Cross Platform
— Mainframe (DB2 & IMS)
— Unix, Linux
— Windows

= Strong Key Management

Active/Active

File System

IBM DE Server.

Key, Policy,
Audit Log Store

Online Files

Result: Compliant - PCI Req 3.4, 3.5, 11.5

twitter: Follow @ANZ_IM or mention #IIGS



Step 4 — Audit all Data

Access

= Guardium Database Activity

Monitoring

» Cross Platform Database Monitoring

= Qut of Box PCI Monitoring Policy
= Configurable Audit Detail Level
» |dentify Application User

= Secure, Tamper Proof Audit Trail

= Real Time Anomaly Detection & Alerting

» Complete Audit Retention Control

11

Securing Your Structured
Data Environment for
PCI Compliance

[ Guardium
Data Privacy Data Encryption

/0% Mainframs

Austrafian Data Cantra i
E Collector

#

&
o, S Collector
oy =58 o

II i T 9
e s G : % Central Policy Manager
" 1 = v & Audit Repositony
P opan - ol .
—— -ll_-ll——_'l
Development, Test o Collector - i e
STAP o M -
& Training L m
LY 0
I
Amarican Data Centra Integration with LOAPIAD,

1AM, Changs Management,
SIEM, Archiving, s

Result: Compliant - PCI Req 10




Ste p 5 — E n fo rC e AC C eSS - Securing Your Structured

Data Environment for

Control to PCl Data e . [Froames

Application
Servers

—_—
—

I Uninterrupted Transactions

Non-
Application o

*' Issue SQL

. 3

= Guardium Data Level Access Control
No Impact on Application Access
Control Privileged Credentials

Network or Local Access

Fine Grained, Cross Platform Policy

"W

Out d i . . .
et @ Check = Alert, Terminate & Quarantine
terminated Policy = Mask Card Numbers in Results

Enforce Change Control

ng! Result: Compliant
Guardium PCl Req 3.3, 6.4, 7.1, 7.2
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Step 6 — Report on all PCI
Data Access

Guardium Database Activity Monitoring

Securing Your Structured
Data Environment for
PCI Compliance

Guardium Optim Guardium
Data Security Data Privacy Data Encryption

10.2.1 - PCl Access to cardholder data

Start Date: 2010-07-01 00:00:00 End Date: 2012-02-01 00:00:00

Out Of BOX 300+ Reports illi::r;seru::em Server IP Database Name Server Type  SQL Verb Count of Object Name Total access

e 10.2.4 - PCI Unathorized Application Access )
. ADMIN Start Date: 2010-07-01 00:00:00 End Date: 2012-02-01 00:00:00
Includes PCI Compliance Reports ] - -
ADMINISTRAT(] Source Program ClientIP ServerIP Server Type Count of Sessions
ADMINISTRAT] DB2ACD 10.10.9.55 10.10.8.56 DB2 16
DE2NST2  |DB2ACD 10.10.9.57 DB Server DB2 152 3
. . DB2nsT2  |pE2BP 1010955 1010956 DB2 9
Fully Configurable Report Creation 010057 o somer 0E2 4
DB2NST2 | pazHMon 10.10.9.55 10.10.8.56 DB2 16
DEZNSTZ | pEapion 10.10.9.57 DB Server DB2 278
DB2INST2 DBZ2JCC_APPLICATION 1010924810 10.9.55 DB2 279
. . DB2INST2 DB2JCC_APPLICATION 10.10.9.2480B Server DB2 2
En rICh Reports Wlth External Data ggﬁ:x:% GuardClassifier 10.10.8.24810.10.9.251 M5 S0L SERVER 1
GuardClg—

JCONNE(
DB2INST2

MICROS!

— Change Control Reconciliation s |0 o

WYsaL s

MYSsaL

Automated & Audited Compliance Workflows |25

SQLCHD|

— Report Creation & Distribution
— Review, Escalation & Signoff Management

— Custom Workflow Processes

13

DB2ZINST2 S Dot 2009-01-22 1500:08  End Defe 20098127 16:00:00

JCONNE! Sever
DB2INSTZ Timestamp fiaki bovn| pricaity descripion  chango id  change i entered

G-z
@ @ recor) e |y Ase0

n
. a
w o W W

Abr SO 192168 8129 192 168 5,128 SELECT 7 trom sl

Aber S0

E ALLEN 182688125 132160 8.2 Aer table s0x_soles_past odd total_reverue flost

AtwsOX

ALLEN 1921685129 192163 8129 Aler inble 30x_sales_coniral add fotsl_revence flod

CRGOODOO0N00042 £ra0ON00N000042 ALLEN 1921658 8129192165 5129 Ater iable 30x_sales_west i tobal_revenue fioad

Aber SOX
CRUDOI00000042 craR0R0DI00,
e vernse nke 8 =

ALLEN 192168 5123 192 165 5129 Al tabls s0x_sabe_inbamational add totsl_revenue ool

Result: Compliant - PCI Req 10



You Are Hers

Step [ - Contlnua"y Test - Securing Your Structured

Data Environment for

PCI Compliance

Security RS - - ==

Data Security Data Privacy Data Encryption

IBM" InfoSphere™ Guardium® (]

Resuls for Security Assessment. & V8 PoT DB2 VA ~ Sekect 2 result —
Assessmant sxecures: 20120126 15:40:32.0
From: 2042-04-27 15:40:32.0
To 20120128 15.40320 Cousiond POV,
Client IP or IF subnet: Any
‘Berver IF or IP subnet: Any

Enforoe Access Report on PG
Control to Databasa. Data Access

Assessment Result History

100%

Tests cazsing 26% 80%
s = mgm
i » Guardium Vulnerability Assessment
Based on the tests performed under this assessment, data acoess of the defined database environments requires improvement. Refer 1o the EH
recommendations of the indivisual 1ests 19 leam how You can address problems Witfin your anvironment and what you should focus upon frst, Once o —
ey
You have begun addressing these problems you shoukd also consider schedulng this assessment 2s an audil task to continuously assess these Eao% —
environments and track improvement. &
20%

viewiy
0 o Detmnce Ut

Ed
u

Automated Security Testing of Databases

Result Summary  Showing 234 of 234 results (0 filrered) Current filtering applied
Critical  Msjor  Minor Caution Info Test Severties: - Show All-
Priviege 12p 35F 52 1p M — — ——1p 1 — = 1= Datssouros Severities: - Show All-
””” - = Datab Patch Level
eror+{ D2 Prv Summary atabase Patc evels
o Start Date: 2010-07-01 00:00:00 End Date: 2012-02-01 00:00:00
socemed PiEzEs:  ON
GRANTEE GRANTEETYPE PRIVILEGETYPE Datasource Name . t
Lot U E3ATMIN u INDEX 10.10.9.240-db2sdmin : DBZ : 10.10.9.240  : sample? : nulisoooo ff M Kn wn V In r b||| | - XF r CIS & STIG
Aeocess| DEZADMIN u TELSRACE 10.10.9.240-db2sdmin : DB2 : 10.10.9.240 : : sample? : null50000 0 uinera es orce,
Teren] JDIFIETRG u TABLE 10.10.5.240-db2sdmin : DEZ : 10.10.9.240 : : sample? : null50000
omprer_ao{ PUBLIC G DATABASE 10.10.9.240-db2sdmin : DBZ : 10.10.9.240 : : sample : null50000
| FusLc & SCHEMA 10.10.9.240-db2sdmin : DB2 : 10.10.9.240 : : sample? : null50000 P HPRLE R d Id f : & R d :
"etrui] SYSROLE_AUTH_DEADM R ROUTINE 10,105 240-dbZadmin : DB2 : 10.10.5.240 1 : sampie? - nulsg000 || M I’IOI’ItISG ent| |Cat|on eme IatIOI"l
Tzemd SYSROLE_ALTH_SCLADH R ROUTINE 10.10.5.240-db2sdmin : DEZ : 10.10.9.240 : : sample? : null50000
=< need SYSROLE_PRIV_AUDIT_LIST_LOGSR ROUTINE 10.10.9.240-db2sdmin : DBZ : 10.10.9.240 : : sample : null50000
] SYSTEM u FACKAGE 10.10.9.240-db2sdmin : DB : 10.10.9.240 : : sample? : null50000 . ,
uopuauc] SYSTEM U TAELE 10.10.9.240-db2admin : DB2 : 10.10.5.240 : : sample? : 50000 §| E | R
Tl DEZADMIN u TRBLE 10.10.9.240-db2sdmin : DEZ : 10.10.9.240 : : sampls2 : null50000 ntit en |ent epOFtIng
sived IDIPIETRO u DATABASE 10.10.9.240-db2sdmin : DBZ : 10.10.9.240 : : sample : null50000
coen oo FUBLIC & FACKAGE 10.10.9.240-db2sdmin : DB : 10.10.9.240 : : sample? : null50000
exseerel BUELIC G TASLE 10.10.5.240-db2admin : DB2 : 10.10.9.240 : : sample? : null50000 s
lePiELY SYSROLE_AUTH_SECADM R ROUTINE 10.10.9.240-db2sdmin : DEZ : 10.10.9.240 : : sample2 : null50000 — Who Has What PerlIege?
| zesend SYSROLE_PRIV_AUDIT_ARCHIVE R ROUTINE 10.10.9.240-db2sdmin : DB2 : 10.10.9.240 : : sample? : null50000
SYSTEM u INDEX 10.10.9.240-db2sdmin : DB2 : 10.10.9.240 : : sample? : null50000 :
SYETEM u SEQUENCE  10.10.9.240-db2admin : DB2 : 10.10.9.240 : : sample2 : null50000 R It. C I t PCI R 6 1
DE2ADMIN u FACHKAGE 10.10.9.240-d625dmin : DEZ : 10.10.9.240 : : ssmpls2 : nulls0000 esulit: on | lant - eq =1y
FUELIC & ROUTINE 10.10.9.240-db2sdmin : DB2 : 10.10.9.240 : : sample? : null50000
S erasboxchiinnzes 6.2, 6.3, 6.6, 11.2
L] ’ L , L] , L]
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A d Th R - Securing Your Structured
ot n e eSt sEE e Data Environment for

PCI Compliance

[ Guardium
Data Privacy Data Encryption

<= Requirement 1 — Use Network Firewalls >
<= Requirement 4 — Encrypt Network Transactions —

<= Requirement 5 — Anti Virus _—> m— wm e - —

<= Requirement 8 — Uniquely Identify Users >

» Requirement 9 — Restrict Physical Access

Security Intelligence.
Think Integrated.

<= Requirement 12 — Implement Security Policy >

twitter: Follow @ANZ_IM or mention #IIGS
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Case Study : PCI for McAfee.com BEEA

» Who: Global security company

» Need: Safeguard millions of PCI transactions
— Maintain strict SLAs with ISP customers (Comcast, COX, etc.)
— Automate PCI controls

» Environment: Guardium deployed in less than 48 hours
— Multiple data centers; clustered databases
— Integrated with ArcSight SIEM
— Expanding coverage to SAP systems for SOX

» Previous Solution: Central database audit repository with native DBMS logs
— Massive data volumes; performance & reliability issues
— Separation of Duties (SOD) issues

* Results:
— “McAfee needed a solution with continuous real-time visibility into all sensitive

cardholder data — in order to quickly spot unauthorized activity and comply with
PCI-DSS - but given our significant transaction volumes, performance and reliabjli

considerations were crucial.”

a  Small pr
aaaaa ducing q
McAfee Online Backup % -=nl

u

twitter: Follow @ANZ_IM or mention #IIGS
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Questions

&
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IBM Data Security & Compliance
Globally Used By...

* 8 of the top 10 Global banks

* 5 of the top 6 Global insurers

* 4 of the top 4 Health care providers

* 8 of the top 10 Telecoms

* 3 of the top 4 Auto makers

* 2 of the top 3 Global retailers

* 3 of the world’s favorite beverage brands

* The World #1 Global Credit Card Brand

* The Worlds Best Recognised Supplier of PCs
* The World #1 Dedicated Security Company

twitter: Follow @ANZ_IM or mention #1IGS
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