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Objective

• Demonstrate the steps needed to customize a 
TKE workstation 

• Show steps needed to load master keys to the 
host

• Walk through the steps to initialization the host 
CKDS and PKDS
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Steps to TKE Workstation Setup

• Crypto Adapter Initialization

• SCUP Application Setup

• CNM Application Setup

• TKE Application Setup



© 2008 IBM Corporation

Crypto Adapter Initialization
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TKE’s IBM Crypto Adapter Initialization

Specify P for Passphrase or S for Smart Card

The default roles and profiles are loaded into 
the 4764 in the workstation for logon.
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SCUP Application Setup
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Initialize and personalize CA smart card

Steps performed by TKE 
Administrators:

1. Insert Smart Card into 
reader

2. At prompt have Admin1 
enter first 6-digit pin 
twice

3. Then have Admin2 enter 
second 6-digit pin twice

4. Enter Zone Description

5. Enter Optional Card 
Description



© 2008 IBM Corporation

Initialize TKE smart card

Steps performed by TKE 
Administrators:

1. Insert CA Smart Card 
into reader 1

2. At prompt have Admin1 
enter first 6-digit pin

3. Then have Admin2 
enter second 6-digit pin

4. Insert TKE card into 
reader 2 at prompt
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Personalize TKE smart card

Steps performed by TKE 
Card User:

1. Insert TKE card into 
reader 2 at prompt

2. Enter the 4-digit PIN twice 
for this TKE smart card

3. Optionally enter a 
description
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Enroll Crypto Adapter

Steps performed by TKE 
Administrators:

1. Insert CA Smart Card 
into reader 1

2. At prompt have Admin1 
enter first 6-digit pin

3. Then have Admin2 
enter second 6-digit pin
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View Crypto Adapter Zone

By viewing the Crypto

Adapter Zone, you can see 

that all three entities have 

the same zone.
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CNM Application Setup
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Verify that Smart Cards are enabled.

The smart card menu option will not 
be displayed unless Smart Card 
Readers have been enabled 
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Generate Crypto Adapter Logon Keys

Generate Crypto Adapter 
Logon Keys for every TKE 
card that is going to logon 
to the TKE application.  

Also generate Crypto 
Adapter Logon Keys for 2 
TKE card to logon to CNM

Steps performed by 
TKE Card User:

1. Insert TKE smart 
card into Smart Card 
Reader 2.

2. Enter 4-digit PIN

3. Enter User ID for the 
smart card

Repeat these steps

for each TKE card 

that needs a Crypto 

Adapter Logon key.
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Create a new Smart Card Profile

Steps performed by 
TKE Card User:

1. Select Access 
Control menu option

2. Select Profiles

3. Select New

4. Select Smart Card, 
press Continue

Repeat these steps

for each TKE smart card 

that will logon to the 
4764.
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Create a new Smart Card Profile cont…

Steps performed by 
TKE Card User:

5. Insert TKE smart 
card into Smart Card 
Reader 2.

6. Enter 4-digit PIN

7. Change expiration 
date

8. Select Role from the 
list

9. Select Load
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TKE Application Setup
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Logon to TKE

Steps performed by the TKE 
Card User:

1. Highlight a Profile ID, 
select OK

2. Insert TKE Smart Card 
into smart card reader 2

3. Enter 4-digit PIN for TKE 
Smart Card
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Create a Host

Steps performed owner of 
the Host ID:

1. Enter Host ID

2. Enter Host description, 
this field is optional.

3. Enter Host Name/IP

4. Enter Port number
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Logon to the Host

Steps performed by the 
owner of the Host ID:

1. Right click on Host ID, 
select Open Host

2. Enter RACF Host user ID 
and Password

If your system uses mixed 
case passwords, select 
the Enable Mixed Case 
Passwords box
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Load authority signature key

Steps performed by the TKE 
Administrator:

1. Select the Functions 
Menu Options

2. Select Load signature 
keys…

3. Select Default Key

4. Verify the authority index 
is 0

5. At the bottom of the 
window Signature key 
loaded will be displayed
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Crypto Coprocessor Notebook

This is a view of the Crypto 
Coprocessor Notebook.  
The user can use the tabs 
across navigate to 
different panels.

From this panel a user can 
also disable a Crypto 
Module.  A disable from 
this panel will make the 
card disabled for all 
LPARS/Domains.
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Crypto Coprocessor Notebook
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Create a Role

Steps performed by the TKE 
Administrator:

1. Select the roles tab

2. Right click and select 
Create Role

3. Enter Role ID

4. Enter Description, this 
field is optional.

5. Select functions to enable

6. Select Domain Access

This role will be able to load 
Symmetric and 
Asymmetric First key part 
to Domains 0, 1, and 2
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Generate an Authority Signature Key

Steps performed by the TKE 
Card User :

1. Select the Authorities tab

2. Right click in the 
authorities window and 
select Generate Signature 
Key

3. Select an Authority Index 
not used

4. Enter Authority Contact 
information

5. Select Location to save 
the signature key to.

6. Insert Smart Card

7. Enter 4-digit pin
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Create an Authority

Steps performed by the TKE 
Card User :

1. Right click in the 
authorities window and 
select Create Authority

2. Select Location to load 
the signature key from 
Smart Card

3. Insert Smart Card into 
Smart Card Reader 2

4. Enter 4-digit pin

5. Select the Role from the 
list and select Send 
updates
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Steps to Load the Master Keys

• Load authority signature key

• Generate Key Parts

• Load key Parts

• Disable PKA Callable Services

• Set Asymmetric Master Key
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Load authority signature key

Steps performed by the TKE 
Card User :

1. Select the Functions 
Menu Options

2. Select Load signature 
keys…

3. Select Smart Card 
Reader as source

4. Insert Smart Card into 
Smart Card Reader

5. Enter 4-digit pin

6. Verify the authority index 
for this smart card

7. At the bottom of the 
window Signature key 
loaded will be displayed
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Generate Key Parts

Steps performed by the TKE 
Card User :

1. Select the Domains tab

2. Right click on a master 
key type

3. Select Smart Card 
Reader as the target

4. Insert Smart Card into 
Smart Card Reader

5. Enter 4-digit pin

6. Enter description for the 
master key part.
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Load Master Key Parts

Steps performed by the TKE 
Card User :

1. Select the Domains tab

2. Right click on a master 
key type

3. Select load, then select 
which part is going to be 
loaded

4. Select Smart Card 
Reader as the source

5. Insert Smart Card into 
Smart Card Reader

6. Enter 4-digit pin

7. Select key part
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Set Asymmetric Master Key
The New Symmetric Master 

Key and the Asymmetric 
Master Key  register are 
full.  We need to set the 
Asymmetric Master Key 
Register 

Steps performed by the TKE 
Card User :

1. Right click on New 
Asymmetric Master Key

2. Select Set
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Keys Completely Loaded

The key value has been moved 
from the New Asymmetric 
Master Key register to the 
Asymmetric Master Key 
register. 

It is now time to go to the ICSF 
panels and complete the 
process
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Steps to Complete the Key Load Process

• Initialize the CKDS

• Initialize the PKDS

• Enable PKA Callable Services

• Verify Coprocessor Hardware Status
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Initialize the CKDS

CSFMKM00 ---------------- ICSF - Master Key Management ------------------------
OPTION ===> 1                                                   

Enter the number of the desired option.                         

1  INIT/REFRESH CKDS - Initialize a Cryptographic Key Data Set or           
activate an updated Cryptographic Key Data Set       

2  SET MK            - Set a DES/symmetric-keys master key                  
3  REENCIPHER CKDS   - Reencipher the CKDS prior to changing the DES        

/symmetric-keys master key                           
4  CHANGE MK         - Change the DES/symmetric-keys master key and         

activate the reenciphered CKDS                       

5  INITIALIZE PKDS   - Initialize or update a PKDS Cryptographic            
Key Data Set header record            

6  REENCIPHER PKDS   - Reencipher the PKA Cryptographic Key Data Set        
7  ACTIVATE PKDS     - Activate the PKDS after it has been reenciphered
8  REFRESH CACHE     - Refresh the PKDS Cache if enabled 

Select option 2 MASTER KEY from ICSF Main Panel

CSFCKD10 -------------- ICSF – Initialize a CKDS ------ Initialization Complete 
COMMAND ===>  1                                                 

Enter the name of the desired option.                           

1  Initialize an empty CKDS (creates the header and system keys)
2  REFRESH – Activate an updated CKDS

Enter the name of the CKDS below.

CKDS ===> 'CSF.NEWCKDS'

This is CKDS is brand 
new empty CKDS.
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Initialize the PKDS
Select option 2 MASTER KEY from ICSF Main Panel

CSFMKM00 ---------------- ICSF - Master Key Management ------------------------
OPTION ===> 5                                                   

Enter the number of the desired option.                         

1  INIT/REFRESH CKDS - Initialize a Cryptographic Key Data Set or           
activate an updated Cryptographic Key Data Set       

2  SET MK            - Set a DES/symmetric-keys master key                  
3  REENCIPHER CKDS   - Reencipher the CKDS prior to changing the DES        

/symmetric-keys master key                           
4  CHANGE MK         - Change the DES/symmetric-keys master key and         

activate the reenciphered CKDS                       

5  INITIALIZE PKDS   - Initialize or update a PKDS Cryptographic            
Key Data Set header record            

6  REENCIPHER PKDS   - Reencipher the PKA Cryptographic Key Data Set        
7  ACTIVATE PKDS     - Activate the PKDS after it has been reenciphered
8  REFRESH CACHE     - Refresh the PKDS Cache if enabled 

CSFCMK30 ---- ICSF – Initialize PKA Cyptographic Key Data Set -----------------
COMMAND ===>                                                    

Enter the name of the PKDS below.                               

PKDS ===> 'CSF.NEWPKDS' This is CKDS is brand 
new empty CKDS.
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Enable PKA Callable Services

CSFACF00 ---------- ICSF - Administrative Control Functions -- Row 1 to 4 of 4 
COMMAND ===>                                                  SCROLL ===> PAGE 

Active CKDS: CSF.CSFCKDS                               
Active PKDS: CSF.CSFPKDS                               
Active TKDS: 

To change the status of a control, enter the appropriate character            
(E - ENABLE, D - DISABLE) and press ENTER.                                    

FUNCTION                                            STATUS  
-------- ------

.   Dynamic CKDS Access                                 ENABLED 
e PKA Callable Services                               DISABLED 
e PKDS Read Access                                    DISABLED 
e PKDS Write, Create, and Delete Access               DISABLED 
******************************* Bottom of data ********************************

CSFACF00 ---------- ICSF - Administrative Control Fun         FUNCTION CHANGED 
COMMAND ===>                                                  SCROLL ===> PAGE 

Active CKDS: CSF.CSFCKDS                               
Active PKDS: CSF.CSFPKDS                               
Active TKDS:                                           

To change the status of a control, enter the appropriate character            
(E - ENABLE, D - DISABLE) and press ENTER.                                    

FUNCTION                                            STATUS  
-------- ------

.   Dynamic CKDS Access                                 ENABLED 

.   PKA Callable Services                               ENABLED 

.   PKDS Read Access                                    ENABLED 

.   PKDS Write, Create, and Delete Access               ENABLED 
******************************* Bottom of data ********************************

• Enable PKA Callable Services
• Enable PKDS Read Access
• Enable PKDS Write, Create, 

and Delete Access

Select option 4 ADMINCNTL 
from the ICSF Main Panel.
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Disable PKA Callable Services
CSFACF00 ---------- ICSF - Administrative Control Functions -- Row 1 to 4 of 4 
COMMAND ===>                                                  SCROLL ===> PAGE 

Active CKDS: CSF.CSFCKDS                               
Active PKDS: CSF.CSFPKDS
Active TKDS:                                           

To change the status of a control, enter the appropriate character            
(E - ENABLE, D - DISABLE) and press ENTER.                                    

FUNCTION                                            STATUS  
-------- ------

.   Dynamic CKDS Access                                 ENABLED 
d PKA Callable Services                               ENABLED  
.   PKDS Read Access                                    ENABLED 
.   PKDS Write, Create, and Delete Access               ENABLED 
******************************* Bottom of data ********************************

PKA callable services must be
disabled before entering the 
ASYM-MK.

Select option 4 ADMINCNTL 
from the ICSF Main Panel.

Note: Disabling PKA Callable  
Services also disables 
PKDS Read Access and 
PKDS Write, Create, and  
Delete Access.

CSFACF00 ---------- ICSF - Administrative Control Fun    PKA SERVICES DISABLED 
COMMAND ===>                                                  SCROLL ===> PAGE 

Active CKDS: CSF.CSFCKDS                               
Active PKDS: CSF.CSFPKDS                               

To change the status of a control, enter the appropriate character            
(E - ENABLE, D - DISABLE) and press ENTER.                                    

FUNCTION                                            STATUS  
-------- ------

.   Dynamic CKDS Access                                 ENABLED 

.   PKA Callable Services                               DISABLED

.   PKDS Read Access                                    DISABLED

.   PKDS Write, Create, and Delete Access               DISABLED
******************************* Bottom of data ********************************
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Coprocessor Hardware Status 

CSFCMP40 ------------ ICSF - Coprocessor Hardware Status --------------
COMMAND ===>                                           SCROLL ===> HALF 

CRYPTO DOMAIN: 1                                                         
More:     > 

REGISTER STATUS                  COPROCESSOR X01       COPROCESSOR E02       

Crypto Serial Number          : 93006015              94006004 
Status                        : ACTIVE ACTIVE
Symmetric-Keys Master Key                                                 

New Master Key register     : EMPTY                 EMPTY
Verification pattern      :                                
Hash pattern              :                                

:                                
Old Master Key register     : EMPTY                 EMPTY

Verification pattern      :       
Hash pattern              :       

:       
Current Master Key register : VALID VALID

Verification pattern      : A996F8A939403A03      A996F8A939403A03
Hash pattern              : AC40DD5EDFE94AB6      AC40DD5EDFE94AB6

: BA52CECE6B2941C9      BA52CECE6B2941C9
Asymmetric-Keys Master Key                                              

New Master Key register     : EMPTY                 EMPTY
Hash pattern              :                                

:                                
Old Master Key register     : EMPTY                 EMPTY

Hash pattern              : 
: 

Current Master Key register : VALID                 VALID
Hash pattern              : F500D695FAE0ADA7      F500D695FAE0ADA7

: A60DB2BDA6F51537      A60DB2BDA6F51537

CSFGCMP0 ----------- ICSF Coprocessor Management ----------- Row 1 to 5 of 5 
COMMAND ===>                                                SCROLL ===> PAGE 

Select the coprocessors to be processed and press ENTER.       
Action characters are: A, D, E, K, R and S. See the help panel for details.   

COPROCESSOR      SERIAL NUMBER   STATUS                     
----------- ------------- ------

.   A00                              ACTIVE                     
s   E02              94006004        ACTIVE
s   E03              94006026        ACTIVE
s   X01              93006015        ACTIVE
**************************** Bottom of data ****************************

Select option 1 COPROCESSOR MGMT from 
the ICSF Main Panel.

The status of the secure coprocessors is now 
ACTIVE and the current master key registers 
are VALID.
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Final Steps

• Record the verification and hash patterns of the keys loaded
• Verification pattern      : A996F8A939403A03           
• Hash pattern               : AC40DD5EDFE94AB6 

: BA52CECE6B2941C9 

• Take note of who loaded the different key parts, and which 
Smart Cards they were loaded from

• Make backups of all Smart Cards and store the Smart Cards 
in a secure location

• Verify that your Disaster Recovery Site has a TKE and 
Smart Cards will be there when they need to be
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Publications

• TKE Manuals –

www-
03.ibm.com/servers/eserver/zseries/zos/bkserv/lookat/

• Trusted Key Entry PCIX Workstation User’s Guide, SA23-2211-02

• Redbooks – www.redbooks.ibm.com

• zSeries Trusted Key Entry (TKE) V4.2 Update, SG24-6499-00
• z9-109 Crypto and TKE V5 Update, SG24-7123-00

http://www.redbooks.ibm.com/

