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- Demonstrate the steps needed to customize a
TKE workstation

« Show steps needed to load master keys to the
host

- Walk through the steps to initialization the host
CKDS and PKDS
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Steps to TKE Workstation Setup SHARE
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Crypto Adapter Initialization
SCUP Application Setup
CNM Application Setup

TKE Application Setup
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TKE’s IBM Crypto Adapter Initialization SHARE
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> csulcni.sh

All modifications to the cryptographic coprocessor will be lost,
Mould you like to continue? <YAMNY [detault=N]

H

Mould you like to prepare your cryptographic coprocessor for Smart Card or Pass
Fhir-aze uze? (5P} [default=F]

P < Specify P for Passphrase or S for Smart Card

The cryptographic coprocesszor will be prepared for Pass Phrase use,

Initialization Output

Cryptographic facility initialized.

Time synchronized withtso
Created 2 DEFAULT
Lreated TKERDM The default roles and profiles are loaded into
Created KEYHANL the 4764 in the workstation for logon.
Created KEYMAM2
Created TKEUSER
Created TEEADH
Created profile EEYMAML
Created profile RKEYMAMZ
Created user profile
Vi Haster key =set,

DES Key Storage initialized using desstore,dat
PkA Key Storage initialized using pkastore.dat
Created user role DEFAULT

Freszs <Enter> to exit,
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Initialize and personalize CA smart card

E Smart Card Utility Program Version 5.2 |:||E||z|
File | it Card | TKE Smart Card  Crypto Adapter Help

Initialize and personalize CA smart card ] Steps performed by TKE

Eackup CA smart card

Change PIN e S Administrators:
Card 1D: Zone |D: .
Card description: Zone description: 1. Insert Smart Card into
PIN status:
= reader

TKE Authority key:
Crypto Adapter Logon key:

2. At prompt have Admin1

K?;p:;se: Description Origin MDC-4 SHA-1 ENC-ZERO Cantrol wector Length enter ﬁrSt 6_d|g|t p|n
= twice
- 3. Then have Admin2 enter
i second 6-digit pin twice
Card type: Zone enroll status: . .
Card 1D: Zone ID: 4. Enter Zone Description
Card description: Zone description:

PIN status: 5. Enter Optional Card

TKE Authority key:

Crypto Adapter Logon Key: Descrlptlon
Key parts:
_-/ Key type Description Qrigin MOC-4 SHA-1 EMC-ZERD Contral wector Length
Main Menu
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Initialize TKE smart card

TKE Smart Card Utility Program Version 5.2

File CASmart CarTg'-

-
Smart card r
Card

Initialize and enroll TKE smart card
—Persomatize HEsmartcar——————
Unblock TKE smart card

=1E

Help

Card v0.3

Card

Key parts:

Change PIN
s

Card description:
PIN status:

TKE Authority key:
Crypto Adapter Logon k...

DACDZ T o7

CA SMART CARD -Zone Crea..

oK

Zone enroll stat.
Zone 1D:

Zone description:

Enrolled
47AADEAD
SHARE Z...

Key vpe

Description

Qrigin

MOC-4 SHA-1

EMC-ZERD

Control wector

Length

¢

1]

Card 1D:

__/ Key parts:

Smart card reader 2
Card type:

Card description:
PIN status:

TKE Authority key:
Crypto Adapter Logon Key:

Zone enroll status:

Zone ID:

Zone description:

Fey type

Diescription

Origin

MOC-4 SHA-1

EMC-ZERD

Contral wectar

Length

4

1]

Main Menu
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Steps performed by TKE
Administrators:

1. Insert CA Smart Card
into reader 1

2. At prompt have Admin1
enter first 6-digit pin

3. Then have Admin2
enter second 6-digit pin

4. Insert TKE card into
reader 2 at prompt



Personalize TKE smart card SHARE
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CEX

TKE Smart Card Utility Program Version 5.2

File CASmart Card | TKE Smart Card| Crypto Adapter Help
Initialize and enroll TKE smart card
SEE [ Personalize TKE smart card Steps performed by TKE
cara| "0t STt Lar Card v0.3 Zone enroll stat.. Enrolled Card User:
Change PIN
Card 'no: TC T oT S Zone 1D: 47AADEAD
Card description: CA SMART CARD -Zone Crea... Zone description: SHARE Z... 1 Insert TKE Card into
PIN status: Ok ’ d 2
TKE Authority key: rea er at prompt
Crypto Adapter Logon K.

Kex s 2. Enter the 4-digit PIN twice
Ky type Description Origin MDC-4 SHA-1 EMC-ZERO Control wector Length for thlS TKE Smart Card

»

L
w

Optionally enter a

= description
Smart card reader 2
Card type: Zone enroll status:
Card 1D: Zone ID:
Card description: Zone description:
PIN status:

TKE Authority kKey:

Crypto Adapter Logon Key:
_/ Key parts:

Fes e Description Qrigin MOC-4 SHA-1 EMC-ZERD Contral wector Length

4]

Main Menu
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Enroll Crypto Adapter SHARE
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TKE Smart Card Utility Program Version 5.2
File CASmart Card TKE Smart Card || 0 Adaptel

Enroll Crypto Adapter

Smart card reader 1

Card type: CASmart Card v0.3 Zone enroll stat.. Enrolled Steps performed by TKE
Card ID: DACE2787S Zone ID: 47AADEAD Administrators.

Card description: CA SMART CARD -Zone Crea. Zone description: SHARE Z...

PIN status: ok 1. Insert CA Smart Card

TKE Authority Key:

Crypto Adapter Logon k... |nto reader 1
Key parts: .
;‘;p?ypz Destription Drigin | MDC4 | SHAL | ENC-ZERD Control vertar Lengih 2. At prompt have Admin1

enter first 6-digit pin

3. Then have Admin2
enter second 6-digit pin

4]

Smart card reader 2

Card type: TKE Smart Card v0.3 Zone enroll status: Enrolled
Card ID: EDOS8BEDS Zone 1D: 47AADEAD
Card description: SHARE TKE CARD Zone description: SHARE ZONE
PIN status: Ok
TKE Authority key: Mot present
Crypto Adapter Logon key: Mot present
__/ Key parts:
Key type Descrigtion Qrigin MODC-4 SHA-1 EMC-ZERQ Caontrol vector Length
Main Menu
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TKE Smart Card Utility Program Version 5.2
File CASmart Card TKESmart Card Crypto Adapter Help

Smart card reader 1 By V|eW|ng the CryptO

Card type: CASmart Card vD.3 Zone enroll stat.. oHed

Card 1D: DACB2787S Zone 1D: Adapter Zone’ you Can See
Card description: CASMART CARD -Zone Crea... Zone description: SHARE Z...

PIN status: Ok

that all three entities have

TKE Authority Key:

¥ Crypto Adapter - View current zone 3 the same zone.

Key pal
Kyt

Card ID: EDOS8EEOS Zone ID: 47AADEAD
Card description: SHARE TKE CARD Zone description: SHARE ZONE
PIN status: Ok
TKE Authority key: Mot present
Crypto Adapter Logon key: Mot present
_-/ Key parts:
Keyv type Description Qrigin MDiC-4 SHA-1 EMC-ZERO Control wector Length
Main Menu
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CCA Node Management Utility
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¢ CCA Node Management Utility |Z||E||z| Steps performed by
File  Cryoto Node  MasterKey  Keys  KeyStorage  Access Control | Smant Card  Help TKE Card User:
E;:Ié?éct:a'lgmpm Adapter Logon Keﬂ 1. Insert TKE smart
Manage Smart Card contents card into Smart Card
Capy Smart Card Reader 2.
2. Enter 4-digit PIN
Generate Crypto Adapter 3. Enter User ID for the
Logon Keys for every TKE smart card

card that is going to logon
to the TKE application.
Repeat these steps

Also generate Crypto for each TKE card

Adapter Logon Keys for 2
TKE card to logon to CNM that needs a Crypto

Adapter Logon key.

© 2008 IBM Corporation



Create a new Smart Card Profile SHARE
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¢ CCA Node Management Utility

] 7 : = Steps performed by
File Crypioblode  Master ey Keys  [eydtorage  Access Contrel  Smart Card Help

TKE Card User:
Existing Profiles \

1 1. Select Access
Control menu option

2. Select Profiles

»¢ Profile Management

Select profile e
_JPassphrase

L igroup
| 3. Select New

Select Smart Card,
press Continue

Continue | Cancel |

Repeat these steps

for each TKE smart card

that will logon to the
4764.

Mew| Ecit| Delere | Refresh| Open..| FeselFC| Cancel| Help|

© 2008 IBM Corporation
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/% CCA Node Management Utility | . St eps p erformed by
File  Cratobloce  MasterKey Keys  KeyStorage Access Control  Sman Card Help TKE Card User:
el FHARE 5. Insert TKE smart
Camment card into Smart Card
Reader 2.

Artivation Date 0206 /2008

6. Enter 4-digit PIN

7. Change expiration
date

Expiration Date 02 062009

DEFALLT
SCTKEADM

Role SCTRELSER

8. Select Role from the
list

Fublic modulus

AF72DDASCO3EEOLCAFF 76495E322F0932E 32FEECR1ECIC28AB94FBICOCARIDET
0BO1D54207788FF 2604 7F BATCOAEC21D308A273F 27BAFODIFAAICAL021F02519
DDFDOABABSAD463FD20093582334E6A19FBC44BADAF SO05OFES35B3BF TFOASAE
ATODDEBAFODESEBFEOBEOTFOEACEEF 14540520 AEACRRT 2405D806EAL1EE2A17 7R

| 9. Select Load

Open...| SavE...| Loa gad Smart Card| ﬂ Cancel| Help
© 2008 IBM Corporation
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Logon to TKE

Steps performed by the TKE

Card User:
——t 1. Highlight a Profile ID,
¢ Crypto Adapter Logon =[O select OK
Profiles suitable for logon
Frofile ID Frofile type Rols 2. Insert TKE Smart Card
SHARE Srart Caril CTRELSE, into smart card reader 2
3. Enter 4-digit PIN for TKE

Smart Card

Cancel

© 2008 IBM Corporation
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Create a Host

Trusted Key Entry B@@
Function Iilities Preferences Help Steps performed owner of

the Host ID:

11 ¥ Create New Host

N - | 1. Enter Host ID
Host 1D |74 |
Host description |29 Machine at Share | 2. Enter Host description,
Host Name / IP [5 99 99 999 | is fi i [
G e this field is optional.
Enter Host Name/IP
floc [l gonce [[ e | 4. Enter Port number
GH Trusted Key Entry = ’
Group 1D | Description |

[»

<]
1]

/

Signature Key NOT loaded

© 2008 IBM Corporation
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Logon to the Host

Trusted Key Entry |:| |E| |Z|

Function Ltilities Preferences Help Steps performed by the

Hosts ERViEs Mnslules owner of the Host ID:
Haost (D Descrintion HostID | CMindex | Status | Description | . .

z8 Z9 Machine at Share |~ = 1. nght click on Host ID,

select Open Host

2. Enter RACF Host user ID
Host ID z9

Host description z9 Machine at Share and Password

Host user ID |UsEID
Password [rreee

*¢ Log on to Host

[ Enable Mixed Case Passwords

Groups

Group D | Ok H Lancel |W  H
P — | If your system uses mixed

case passwords, select
the Enable Mixed Case
Passwords box

‘|
‘]

Help

Signature key NOT loaded

© 2008 IBM Corporation



Load authority signature key

Trusted Key Entry

Function | Utilities Preferences Help

Load signature key...

Crypto Modules

- BX

Define transport key policy..  hijom—F—-__ HostID | CMindex |  Status | Description |
Exit at share = =
— ]
- 1
Groups T
Croup 1D | Description |
¥¢ Select Source
® Smart card
) Binary file ny
J ~
L Ko nraQe

© 2008 IBM Corp

) Default key

| Help

Signature key NOT loaded

Continue

Cancel Help

Trusted ey Entry

Technology - Conmections - Results

Steps performed by the TKE
Administrator:

1. Select the Functions
Menu Options

2. Select Load signature
keys...

Select Default Key

4. Verify the authority index
is O

5. At the bottom of the

window Signature key
loaded will be displayed
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Crypto Coprocessor Notebook

Crypto Coprocessor Crypto Module Administration : z9 / E34 |._||E||'>_(|
Function

l/GeneraI rDetaiIs arIes rAuthnrities | Domains |/Cn—5ign |

GEMERE rPuta MORUIE nedinaticn This is a view of the Crypto
Coprocessor Notebook.
—___The user can use the tabs
across navigate to
different panels.

Descriptiun|

Host ID 29
Host description 29 Machine at Share

Crypto module index E34 .
Crypto module type Crypto Coprocessor From thlS panel a user can

Status Crypto module enabled also disable a Crypto
| Module. A disable from
this panel will make the
card disabled for all
LPARS/Domains.

Send updates H Disable Crypto Mudule‘ﬂ Help ‘

UPDATE MODE

© 2008 IBM Corporation
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Crypto Coprocessor Crypto Module Administration : z9 / E34

Function
f.GeneraI rDetaiIs rRuIes rAuthurities | Domains rCu—Sign |

General Crypto Module Information

Description |

Host ID z9
Host description z9 Machine at Share
Crypto module index E34
Crypto module type Crypto Coprocessor

Status Crypto module enabled

Send updates || Disable Crypto Module H Help |

LUPDATE MODE

© 2008 IBM Corporation



Create a Role

Crypto Coprocessor Crypto Module Administration : 29 / E33

Function

Roles

P——
|| General | Detafls | Roles | Adthorities | Domains | Co-Sign |

i

SHARE
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NE

Steps performed by the TKE
Administrator:

»¢ Create New Role

Role ID MASTIKEY

ALLPOWER.

asymlst

Description 5y 151 Key Part

COSICH

cosign

[ ] Disable crypto card

IMITADM

[] Enable crypto card, issue

[55UE

[_] Enable crypto card, co-sigh

MaET1

~Crypto Module Enable——

rAccess Control

[] Access control, issue
[ ] Access control, co- sign

~New Symmetric Master Key
Load first key part

[] Combine middle key pans

[] Combine final key part

Clear new master key register

rNew Asymmetric Master Key
Load first key part
[l Combine middle key parts <

1. Select the roles tab

2. Right click and select
Create Role

Enter Role ID

4. Enter Description, this
field is optional.

[l Combine final key part
Clear new master key register
[]Set asymmetric master key

[1 Zeroize domain, issue
[[] Zeroize domain, co-sign

rDomain Zeroize———

rDomain Controls

[ ] Domain controls change, co-sign

[ Domain controls change, issue

[] Load first key part
[ Load additional Key part
[l complete Key

[l clear operational key register

rOperational Key———

© 2008 IBM Corporation

rDomain Access— o——

0 il 2 3 4 5 6 7 8 9 10 11 12 13 14 15
P ] e ] e P e = ==
| sendupdates || cancel || Hew |

Trusted Key Entry

Select functions to enable

6. Select Domain Access

—

This role will be able to load
Symmetric and
Asymmetric First key part
to Domains 0, 1, and 2
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Crypto Coprocessor Crypto Module Administration : 29 / E33 |Z||E||Z|
Function Steps performed by the TKE
General | Details | Rolds | Authorities ) Domains | Co-Sign | Card User:
Authorities 1 | h A h o

Indes Marre I Fole Phone E-mail Addr Descrigtion ’ Se eCtt ¢ Ut OrltleS tab

0 INITADM = . . .

g ADMIN COSIGNER |cosign 2. Right click in the

o o o %) authorities window and

i LUl 1 select Generate Signature
99 Lori Authority index | 13 |

Key

Name [Master Key |
Phone [999-9939 |
|
|

3. Select an Authority Index

E-mail |smar‘tcard@us.ibm.c0m

Address [Smart Card Roac] not USGd
Description |Key0n Smart Card | =
4. Enter Authority Contact
: information
Continue || Cancel || Help |
Uil 5. Select Location to save
the signature key to.
j 6. Insert Smart Card

7. Enter 4-digit pin

LIPDIATE MODE
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Create an Authority

Crypto Coprocessor Crypto Module Administration : z9 / E33 |Z||E||z|
Function Steps performed by the TKE
General I’Details arIes [ Authorities | Domains I’Cn—Sign | Card User .

Authorities 1 R h | k . h

Index Mame Fole Fhone E-mail Addr Description | ' Ig t C !C In_t e
: S 7. 2 authorities window and
cosign .

10 T select Create Authority

17 B(E

8 2. Select Location to load

Authority index 1z
Name \Masler Key
Phone [999-3393
E-mail \smantard@us ibrm cam

- the signature key from
Smart Card

Address [smart Card Road

/1

.
Desaiption [Key On Smart Card | 3 Insert Smart Card IntO
Smart Card Reader 2
Signature Key 0..31 959530C18AE345C07BCEEOOAGABES2EIICB1DFE2CBDEBFAFBEADLABF CFCF4AAT 4 E t 4 d' 't 1
32..63 COFFFO414AESFBE2438A1E1014BF 209F85A4CEESACEODEL C580930AE SBFATESC . nter 4- |g| pln

64..95 E101C3F7CZBE245283BAFB40F6 2001022 TASAZFET48ADZ3ACCTI22D7STTF4008
96..127 C16422F45ACFE23750C8R562F39D654 (9584208434 56ETFFC15637152716500F

5. Select the Role from the
Tristed Key Errry list and select Send

-/ updates

Send updates || Cancel || Help |

4]

LPDATE MODE
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Load authority signature key

Generate Key Parts

Load key Parts
Disable PKA Callable Services

Set Asymmetric Master Key

© 2008 IBM Corporation



Load authority signature key SHARE
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Function | Utilities Preferences Help Steps performed by the TKE
Load signature Key... R Card User:

Define transport key policy..  hijom—F—-__ HostID | CMindex |  Status | Description | .

Exit at Share |« B 1. Select the Functions

Menu Options

]

I
N

Select Load signature
keys...

B =g 3. Select Smart Card
Reader as source

Groups
CrouplD | Description | 4. |nsert Smart Card into

Smart Card Reader

¥¢ Select Source

5. Enter 4-digit pin

® Smart card 6. Verify the authority index
y O Binary file ul P for this smart card
. ) Key storage - ~| 7. Atthe bottom of the

() Default key window Signature key

Signature key NOT loaded loaded will be dlsplayed
Continue Cancel Help
© 2008 IBM Corg Trusted Kew Entry
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Generate Key Parts

Crypto Coprocessor Crypto Medule Administration : 29 [ E33

Function
| General |/Details |’ROIes |’Authuriti€s |/Du'mains |/C|J>Sign | Steps performed by the TKE
Index .
SO Lindex. Card User:
1
Status Hash pattern :
: 2 1. Select the Domains tab
MNew Symmetric Master Key Empty 00000000000000000000000000000000 3
Old Symmetric Master Key Empty 00000000000000000000000000000000 4 / . .
Symmetric Master Key Invalid 00000000000000000000000000000000 z 2. R|ght click on a master
New Asymmetric Master Key Empty 00000000000000000000000000000000 6 k
Old Asymmetric Master Key Empty 00000000000000000000000000000000 7 ey type
Asymmetric Master Key Invalid 00000000000000000000000000000000 g

Select key to work with Fey Type 190 /3 Se|eCt Smal't Cal'd

[ew: Smrmetric Master k &
TEw AsyIITELric Master Generate... & L3 Reader as the target
Operational key Load ¥ =

Operational Key - EXR Clear
Operational Key - IMA
Operational Key - [Pl
Operational kKey - OPINENC
Operational Key - PINGEN
Operational Key - PINYER

A\l
=
>

Insert Smart Card into
Smart Card Reader

5. Enter 4-digit pin

Secure key part entry

¢ Select Target

4]

Enter description for the
master key part.

® Smart card in reader 1

*¢ Enter key part description

Y, 1 Binary file UPDATE MODE
| ) Print file

Description [SYM KEY PART 1] |

Continue H Cancel || Help | Continue H Cancel H Help ‘

Trusted Key Enthy Trusted Key Entry
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Load Master Key Parts

Crypto Coprocessor Crypto Medule Administration : 29 [ E37

Function
| General |/Details |’ROIes |’Authuriti€s |/Du'mains |/C|J>Sign | Steps performed by the TKE
Index .
SO Lindex. Card User:
1
Status Hash pattern H
: 2 1. Select the Domains tab
MNew Symmetric Master Key Empty 00000000000000000000000000000000 3
Old Symmetric Master Key Empty 00000000000000000000000000000000 4 . .
Symmetric Master Key Invalid 00000000000000000000000000000000 3 2. R|ght click on a master
New Asymmetric Master Key Empty 00000000000000000000000000000000 6 q
Old Asymmetric Master Key Empty 00000000000000000000000000000000 Z key type
Asymmetric Master Key Invalid 00000000000000000000000000000000 g
9
Select key to work with Fey Type 10 3 Se|eCt |Oad, then Se|eCt
[ew Smrmetric Master Key 1 a . . .
Mew Asymmetric Master ey G_e_nerate... ._\ yYd i; WhICh part IS gO|ng to be
Operational key: Load }| First..
Operational Key - EXPORTER Clear Intermediate... |= E |Oaded
Operational Key - IMPORTER Secure key part ent Last... |
Operational Key - IFINENC cAL 4 5 | —
Operational Key - OPINENC — 4 Se|eCt Smart Card
Operational Key - PINGEN
Operational Key - FINVER Reader as the source
perational Key - IMP-PRA
0 m perational | .
«—— el Key - DATAC - 5. Insert Smart Card into
® Smart card i der 1
~ ma £arg I ra I’; b-74 Select key part from TKE smart card E‘ Smart Card Reader
T i Card ID EDOSSEE0S
) Binary file Zone description SHARE ZONE
| Card descripti ECARD H H H
o Keyhoard | — Card contents 6 Enter 4-dlglt pln
f 1 Key type | Description | arigin | MDC4 [
‘/ ICSF symmetric master key part |SYM KEY PART 1 |Crypta adapter |D1ZAS3059EBSDDBZSEDGSIBBEAETECOO \41CEE

e 7. Select key part

Trusted Key Entry

4] Il I

© 2008 IBM Corporation Lot [ cwnee [ son | —_—
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Set Asymmetric Master Key SHARE
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Crypto Coprocessor Crypto Module Administration : z9 [ E37 |;||E||Z| The New Symmet"c MaSter
Function Key and the Asymmetric
General rDetalls rRuIes rAuthurltles anmalns rCu—Slgn | ; Master Key register are

0 2
Domain Keys = full. We need to set the
1 .
st T . Asymmetric Master Key
New Symmetric Master EA2162E2400A591 ADAEASB9F22 3 Register
Old Symmetric Master Key Empty 00000000 000000000000000000 %4
Symmetric Master Key Invalid 00000000000000000000000000 g Steps performed by the TKE
New Asymmetric Master OF38CD7CFE2FOAE3D3AES2EE429E335C 6 .
Old Asymmetric Master Key Emply 00000000000000000000000000000000 i Card User .
Asymmetric Master Key Invalid 00000000000000000000000000000000 8
9 . .
Select key to work with Koy Type 10 1 ) nght CIICkl on NeW
New Sytnmettic Master Key < 11 Asymmetric Master Key
hew Asyrnmetric Mastge Ko ——
Operational key, Generate... L ——
Operational Key - E| Load b L 13 2. Select Set
Operational Key - M claar 14
Operational Key - I ¢ / 15

Operational Key - O =i
Operational Key - P Secure key part entry
Operational Key - PINVER

Operational key - IMP-PRb,

Operational Key - DATA

Operational Key - DATAC

]

L General LKevs. LCuntruIs
| UPDATE MODE
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Crypto Coprocessor Crypto Module Administration : z9 [ E37 rz E||z|
Function
" General | Details | Roles | Authorities an'mains rCu—Sign |
Index
Domain Keys s | The key value has been moved
y .
St i e > from the New Asymmetric
New Symmetric Master Key Full EA2162E24 0045915296 A2A0AEASBOF22 3 Master Key register to the
Old Symmetric Master Key Empty 00000000000000000000000000000000 4 .
Symmetric Master Key Invalid 00000000000000000000000000000000 5 Asymmet”c Master Key
New Asymmetric Master Key Empty 00000000000000000000000000000000 6 register.
Old Asymmetric Master Key— Empty 00000000000000000000000000000000 7
Asymmetric Masterey Valid 9F38CD7CFE2F9AE3D3IAER2RR429B335C g
9
Select key to work with Key Type 10
Mew Sammetric Master Fey - 11
Mew Asymmetric Master key
. 12
Operational key,
Operational Key - EXPORTER L 13
Operational Key - IMPORTER 14
Operational Key - IPINENC 15 . .
T TR | It is now time to go to the ICSF
Operational Fey - PINGEN
e panels and complete the
Operat?unal ey - IMP-PRA process
Operatiohal Key - DATA al
Operational Key - DATAC -
J
L General LKevs. LCuntruIs
| UPDATE MODE
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Steps to Complete the Key Load Process g uaRE
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Initialize the CKDS

Initialize the PKDS

Enable PKA Callable Services

Verify Coprocessor Hardware Status

© 2008 IBM Corporation
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Initialize the CKDS

Select option 2 MASTER KEY from ICSF Main Panel

CSFMKMOOQ ---------------- ICSF - Master Key Management ---------------—-—---- ttif\\
OPTION ===> 1

Enter the number of the desired option.

1 INIT/REFRESH CKDS Initialize a Cryptographic Key Data Set or

activate an updated Cryptographic Key Data Set

2 SET MK - Set a DES/symmetric-keys master key

3 REENCIPHER CKDS Reencipher the CKDS prior to changing the DES
/symmetric-keys master key

4 CHANGE MK - Change the DES/symmetric-keys master key and

activate the reenciphered CKDS

5 INITIALIZE PKDS - 1Initialize or update a PKDS Cryptographic
Key Data Set header record
6 REENCIPHER PKDS - Reencipher the PKA Cryptographic Key Data Set
7 ACTIVATE PKDS - Activate the PKDS after it has been reenciphered
8 REFRESH CACHE - Refresh the PKDS Cache if enabled

KCSFCKDlo —————————————— JCSF - Initialize a CKDS ------ Initialization Comp'|ete\

COMMAND ===> 1
Enter the name of the desired option.

_/ 1 1Initialize an empty CKDS (creates the header and system keys) ThIS iS CKDS iS brand

2 REFRESH - Activate an updated CKDS
: — new empty CKDS.
Enter the name of the CKDS below.

K CKDS ===> 'CSF.NEWCKDS' J

© 2008 IBM Corporation




Initialize the PKDS
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Select option 2 MASTER KEY from ICSF Main Panel

!

@KMOO ————————————————
OPTION ===> 5

Enter the number of the desired option.

1 INIT/REFRESH CKDS

2 SET MK -
3 REENCIPHER CKDS -

4 CHANGE MK -

5 INITIALIZE PKDS -

6 REENCIPHER PKDS -
7 ACTIVATE PKDS -
8 REFRESH CACHE -

ICSF - Master Key Management ------------------—--- ttif\\

Initialize a Cryptographic Key Data Set or
activate an updated Cryptographic Key Data Set
Set a DES/symmetric-keys master key

Reencipher the CKDS prior to changing the DES
/symmetric-keys master key

Cchange the DES/symmetric-keys master key and
activate the reenciphered CKDS

Initialize or update a PKDS Cryptographic
Key Data Set header record

Reencipher the PKA Cryptographic Key Data Set
Activate the PKDS after it has been reenciphered 4’////

Refresh the PKDS Cache if enabled

/Z;;CMK3O ---- ICSF - Initiﬁﬁ:;e PKA Cyptographic Key Data Set
COMMAND ===>

Enter the name of the PKDS below.

PKDS ===> 'CSF.NEWPKDS'

.

This is CKDS is brand
—  new empty CKDS.
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Enable PKA Callable Services

CSFACFOQ ------—--- ICSF - Administrative Control Functions -- Row 1 to 4 of 4 Select Option 4 ADMINCNTL
COMMAND ===> SCROLL ===> PAGE from the ICSF Main Panel.

Active CKDS: CSF.CSFCKDS
Active PKDS: CSF.CSFPKDS
Active TKDS:

To change the status of a control, enter the appropriate character
(E - ENABLE, D - DISABLE) and press ENTER.

FUNCTION STATUS
. Dynam'ic CKDS Access ENABLED
e PKA Callable Services DISABLED
e PKDS Read Access DISABLED
e PKDS Write, Create, and Delete Access DISABLED

**{i*************************** Bottom of data Fedededede e de e de e de S dedehdede S dehddehdt

i CSFACF00 ---------- ICSF - Administrative Control Fun FUNCTION CHANGED

« Enable PKA Callable Services / SPacro0 ~— SCROLL —=—> PAGE
« Enable PKDS Read Access Active CKDS: CSF.CSFCKDS
Active PKDS: CSF.CSFPKDS

« Enable PKDS Write, Create, Active TKDS:
and Delete Access

To change the status of a control, enter the appropriate character
(E - ENABLE, D - DISABLE) and press ENTER.

FUNCTION STATUS

Dynamic CKDS Access ENABLED
PKA callable Services ENABLED
PKDS Read Access ENABLED
PKDS Write, Create, and Delete Access ENABLED

Fedededededddededededdodde e ddede ek pottom of data dedededede e de e de e de S dedehdede S de e ddehdt
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Disable PKA Callable Services

B3

SHARE
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@aiﬁg():;;; ——————— ICSF - Administrative Control Functions ——Sggglj ::=: gih PKA Ca"able SerVICGS must be
Active CKDS: CSF.CSFCKDS disabled before entering the
active Toss ASYM-MK.

To change the status of a control, enter the appropriate character
(E - ENABLE, D - DISABLE) and press ENTER. P SeleCt Option 4 ADMINCNTL

FUNCTION STATUS
. Dynam'ic CKDS Access ENABLED
d PKA Callable Services ENABLED
. PKDS Read Access ENABLED
. PKDS Write, Create, and Delete Access ENABLED

dededededddededededededodde e ddedede ekt pottom of data dededededededede e de ek d hededhdefdhdhddt

ICSF - Administrative Control Fun PKA SERVICES DISAB

SCROLL

/CSFACFOO

COMMAND ===>
Active CKDS: CSF.CSFCKDS
Active PKDS: CSF.CSFPKDS

To change the status of a control, enter the appropriate character
(E - ENABLE, D - DISABLE) and press ENTER.

FUNCTION STATUS

Dynamic CKDS Access
PKA callable Services
PKDS Read Access

PKDS Write, Create, and Delete Access
Fededededddededhdddhdddhdfdhddhdd Bottom of data Fedhdhdddhddddhd T

NAB D
DISABLED
DISABLED

\*** %*

LED
===> PAGE

from the ICSF Main Panel.

Note: Disabling PKA Callable
Services also disables

.~ PKDS Read Access and

PKDS Write, Create, and

Delete Access.

X3 *f:***s‘c**v‘rs‘c*w
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Coprocessor Hardware Status

The status of the secure coprocessors is now
ACTIVE and the current master key registers
are VALID.

Select option 1 COPROCESSOR MGMT from
the ICSF Main Panel.

CSFGCMPQ ----------~-
COMMAND ===>

Row 1 to 5 of 5
SCROLL ===> PAGE

Select the coprocessors to be processed and press ENTER.
Action characters are: A, D, E, K, R and S. See the help panel for details.

_——llir:_.

Technology -

ARE

Conmections - Results

CSFCMP40 ---------

COMMAND ===>

REGISTER STATUS

--- ICSF - Coprocessor Hardware Status

Crypto Serial Number

Status

symmetric-Keys Master Key

New Master Key
verification
Hash pattern

01d Master Key
verification
Hash pattern

current Master
verification
Hash pattern

register
pattern

register
pattern

Key register :
: A996F8A939403A03
: AC40DD5SEDFE94AB6
: BA52CECE6B2941C9

pattern

Asymmetric-Keys Master Key

New Master Key
Hash pattern

01d Master Key
Hash pattern

Current Master
Hash pattern

COPROCESSOR SERIAL NUMBER  STATUS
. AO0O0 ACTIVE
s EO2 94006004 ACTIVE
[ s EO3 94006026 ACTIVE ~
. s Xx01 93006015 ACTIVE -

dededeh e dededede e dededede e dddededhhk Bottom of data Fekdedededede e hddededede ek dddedhddddn

N /
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register

register

Key register :
: F500D695FAEOADA7
: A60DB2BDA6F51537

COPROCESSOR X01

: 93006015

ACTIVE

: EMPTY

: EMPTY

VALID

: EMPTY

: EMPTY

VALID

SCROLL ===> HALF

CRYPTO DOMAIN: 1
More:

COPROCESSOR EO02

94006004
ACTIVE

EMPTY

EMPTY

VALID

A996F8A939403A03
AC40DD5EDFE94AB6
BA52CECE6B2941C9

EMPTY

EMPTY

VALID
F500D695FAEQADA7
A60DB2BDA6F51537

>
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Final Steps

« Record the verification and hash patterns of the keys loaded

Verification pattern  : A996F8A939403A03
Hash pattern : AC40DD5EDFE94AB6
: BA52CECE6B2941C9

- Take note of who loaded the different key parts, and which
Smart Cards they were loaded from

- Make backups of all Smart Cards and store the Smart Cards
In a secure location

* Verify that your Disaster Recovery Site has a TKE and
Smart Cards will be there when they need to be
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Publications

- TKE Manuals —

WWW-
03.ibm.com/servers/eserver/zseries/zos/bkserv/lookat/
Trusted Key Entry PCIX Workstation User’s Guide, SA23-2211-02

 Redbooks —

zSeries Trusted Key Entry (TKE) V4.2 Update, SG24-6499-00
z9-109 Crypto and TKE V5 Update, SG24-7123-00
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