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Agenda�Introduction to PKI Services�Savings reported by a PKI Services customer –66 millions
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z/OS PKI Services Overview�E
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Benefits of using z/OS PKI Services (1 of 2)�S
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�N
ot a priced product. Licensed w

ith z/O
S

�A
 cost efficient alternative for governm

ent or com
panies 

purchasing certificates
�Leverage existing z/O

S
 skills and resources

�R
un in separate z/O

S
 partitions (integrity of zS

eries®LP
A

R
s)

�S
calable  (S

ysplex
exploitation) 

�T
he C

A
’s

private key can be protected under C
rypto hardw

are
B
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efits o

f u
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g
 z/O

S
 P

K
I S

ervices (2 o
f 2)
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z/OS PKI Services Process Flow –a simplified sample view 1.User contacts PKI Services to request for certifica
te

2.CGI/JSP constructs a web page for user to input inf
ormation

3.CGI/JSP packages all the info and send to the calla
ble 

service4.Callable service calls the daemon to generate the r
equest 

object and put it in the Request objects DB5.Administrator approves the request through the admi
nistrator 

web page6.CGI/JSP calls callable service which in turn calls 
the daemon 

to create the certificate, sign with the CA key in 
the RACF DB

7.Certificate is placed in the Issued Cert List DB8.Certificate is sent to the user9.Certificate is posted to LDAPRequest objects Issued Cert List 1

3

6

5
4

7P
K
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V1R12�Support Elliptic Cryptographic Curve (ECC) keys, in addition to RSA and DSA 

keys

�Support Certificate Management Protocol (CMP) clien

ts to communicate with 

PKI Services�Provide automatic detection and correction on the potential problem causing by 

the used serial number

�Provide utilities to post certificates and Certificate Revocation List (CRL) on 

demand.

�Provide configurable time switches for the housekeeping tasks�Support the creation of custom extensions to certificate�Support the creation of Subject Alternate Name that contains multiple instances 

of each of the General Name forms

�Support the creation of certificates with expiration dates in the far futureRecent enhancements (1 of 2)
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V1R13�Hardware Elliptic Curve Cryptography (ECC) support 
-PKI Services 

can use a hardware ECC certificate as its CA certif
icate.

�Optional Use of DB2 for ObjectStoreand Issued Certi
ficate List 

backends-Allow PKI customers who needs a large numb
er of 

certificates to make use of the scalability and fle
xibility of DB2. Utilities 

to migrate existing PKI data from VSAM to DB2 are p
rovided.

�Enable the Mozilla base browsers on both the Window
s and Linux 

platform to use the smart card to generate certific
ates. SupportPKI 

web pages to run on Internet Explorer version 8. �Support large Certificate Revocation Lists (CRLs) f
or customers 

whose applications only support a small number of C
RL distribution 

points.Recent enhancements (2 of 2)
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V2R1�Create secure key in TKDS during certificate creati
on and returna 

PKCS#12 package containing the secure key to the re
questor

�Create Extended Validation (EV) certificates which 
can raise thelevel 

of trustworthiness on a website since they were iss
ued under stricter 

requirement �Provide granular administration authorization contr
ol on requests and 

certificates based on the domain, action and the te
mplate. A switch is 

provided to turn on this granular check �Allow the creation of certificate with the path len
gth value in the Basic 

Constraints extension to restrict a subordinate CA 
from signing 

another subordinate CA�Enable PKI Services to optionally issue console mes
sage when CRL

processing ends, which can act as a trigger for som
e automation 

processingNew enhancements 
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Using RACF or PKI Services as a CA? You want more supported extensions in the certs

You just need basic extensions in the certs

You want the certsto be checked for revocation status 

You don’t care if the certsare revoked

You want the other parties to retrieve the certsthemselves

You want to manually send the certsto the other parties

You want to get notification on the expiration dates of the certs

You can manually keep track of the expiration dates of the certs

Need to generate a large number of certificates

Just need to generate a handful of certificates

Use PKI Services if

Use RACDCERT if

Note: PKI Services does not have any function to man

age the key ring. Ring management is provided 

by RACF.
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An user experience -saves millions by using z/OS PKI Services Data is provided by Vicente Ranieri Junior who works with Banco do Brasil in deploying PKI Services
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�In 2003, following a market trend, Bancodo Brasiloutsourced its network to two telephone companies in Brazil �Bancodo Brasillost the control over the path security where their critical data are flowing �In order to enhance the network security, the telephone companies had to establish a VPN tunnel for each router pair in the network providing privacy and authentication Banco
do BrasilProblem

www.bb.com.br
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�For Equipments and Applications –routers, internet 
banking

•2007   :         14,000 digital certificates•Near Future:   66,000 digital certificates�For People –employees, bank lawyers•2007:          2,000digitalcertificates•NearFuture:  80,000digital certificatesThe increase in projection number for certificates 
is due the 

‘extended services network’in which pharmacies, lot
tery 

booths need to be authenticated via certificates to
 perform 

small banking services.N
um

ber of C
ertificates needed

at B
anco do B

rasil
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Let’s look at the YEARLY cost
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�Windows Server Certificate Services•P

ro
s
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u

p
p

o
rt a

v
a

ila
b
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•C

o
n

s
:

S
c
a

la
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u

e
�z/OS PKI Services•P
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e
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a
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le
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u
p
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v
a

ila
b
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o
n

s
: S

o
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q
u
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 c
e

rtific
a

te
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s
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n
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 p
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to
c
o

l n
o
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s
u

p
p

o
rte
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e
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S
o
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n
s
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o
n
s
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e
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d
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Bancodo BrasilSolution�Bancodo Brasilsubmitted requirements to IBM to enhance PKI 
Services

�After knowing that the requirements were in plan, Bancodo Brasil
decided to start exploiting z/OS PKI Services to issue its VPN 

digital certificates
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Bancodo BrasilSolution
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Bancodo BrasilSolution�Both telephone companies that outsourced Bancodo Brasilnetwork 
request and receive the VPN digital certificates through PKI Services 

web interface

�The phone companies send the serial numbers of the 
routers that need 

certificates to a manager �They then use the RACF IDs in the Bank’s system to request certificates 
for the routers

�The administrator checks if there’s an email from the manager on the 
routers before the requests are approved

�The certificates are issued with 1 to 2 years’validity period
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Performance–M
easured in a z900 m

odel 2064-104 w
ith 

hardw
are encryption and V

S
A

M
 buffering

–19.2 certificates created per second
–W

ith 1+
 m

illion certificates created, queries 
w

ith a requestor value specified as criteria 
returned in less than 1 second.

–W
ith 1+

 m
illion certificates created and 5%

 
revoked, C

R
L refreshing in LD

A
P

 (using 
3055 C

R
L distribution points) took an 

average of 3 m
inutes.

N
ote: W

ith the new
 hardw

are and 
continuous im

provem
ent on P

K
I, the 

num
bers are m

uch higher.
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Summary�z/OS PKI Services is a complete Certification Authority package running under z/OS. �It provides full certificate life cycle management�Nocostper issueddigital certificate�Itis a verySecure, ScalableandAvailablePKI solution �Banco do Brasil is an IBM customer reference
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References�PKI Services web site: http://www.ibm.com/servers/eserver/zseries/zos/pki�IBM RedbooksSystem z Cryptographic Services and z/OS PKI Servic
es

Implementing PKI Services on z/OS�Cryptographic Server Manual Cryptographic Services PKI Services Guide and Refer
ence

�RFCsRFC2459 -Internet X.509 Public Key Infrastructure C
ertificate and CRL Profile 

RFC5280 -Internet X.509 Public Key Infrastructure C
ertificate and Certificate 

Revocation List (CRL) Profile 



© 2014 IBM Corporation

36IB
M

 eS
erver™

Disclaimer�T
h

e in
fo

rm
atio

n
 co

n
tain

ed
 in

 th
is d

o
cu

m
en

t is d
istrib

u
ted

 o
n

 as "as is" 
b

asis, w
ith

o
u

t an
y w

arran
ty eith

er exp
ress o

r im
p

lied
. T

h
e cu

sto
m

er is 
resp

o
n

sib
le fo

r u
se o

f th
is in

fo
rm

atio
n

 an
d

/o
r im

p
lem

en
tatio

n
 o

f
an

y 
tech

n
iq

u
es m

en
tio

n
ed

. IB
M

 h
as review

ed
 th

e in
fo

rm
atio

n
 fo

r accu
racy, b

u
t 

th
ere is n

o
 g

u
aran

tee th
at a cu

sto
m

er u
sin

g
 th

e in
fo

rm
atio

n
 o

r tech
n

iq
u

es 
w

ill o
b

tain
 th

e sam
e o

r sim
ilar resu

lts in
 its o

w
n

 o
p

eratio
n

al en
viro

n
m

en
t.

�In
 th

is d
o

cu
m

en
t, an

y referen
ces m

ad
e to

 an
 IB

M
 licen

sed
 p

ro
g

ram
are 

n
o

t in
ten

d
ed

 to
 state o

r im
p

ly th
at o

n
ly IB

M
's licen

sed
 p

ro
g

ram
 m

ay b
e 

u
sed

. F
u

n
ctio

n
ally eq

u
ivalen

t p
ro

g
ram

s th
at d

o
 n

o
t in

frin
g

e IB
M

's 
in

tellectu
al p

ro
p

erty rig
h

ts m
ay b

e u
sed

 in
stead

. A
n

y p
erfo

rm
an

ce d
ata 

co
n

tain
ed

 in
 th

is d
o

cu
m

en
t w

as d
eterm

in
ed

 in
 a co

n
tro

lled
 en

viro
n

m
en

t 
an

d
 th

erefo
re, th

e resu
lts w

h
ich

 m
ay b

e o
b

tain
ed

 in
 o

th
er o

p
eratin

g
 

en
viro

n
m

en
ts m

ay vary sig
n

ifican
tly. U

sers o
f th

is d
o

cu
m

en
t sh

o
u

ld
 verify 

th
e ap

p
licab

le d
ata fo

r th
eir sp

ecific en
viro

n
m

en
t.

�It is p
o

ssib
le th

at th
is m

aterial m
ay co

n
tain

 referen
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, o
r in

fo
rm

atio
n

 
ab

o
u

t, IB
M

 p
ro

d
u

cts (m
ach

in
es an

d
 p

ro
g

ram
s), p

ro
g

ram
m

in
g

, o
r services 

th
at are n

o
t an

n
o

u
n

ced
 in
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u

r co
u

n
try. S

u
ch
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rm
atio

n
 

m
u

st n
o

t b
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n
stru

ed
 to
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ean

 th
at IB

M
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d

s to
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n
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u
n

ce su
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M

 
P
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d

u
cts, p

ro
g

ram
m

in
g

 o
r services in

 yo
u

r co
u

n
try.

�IB
M

 retain
s th

e title to
 th

e co
p

yrig
h

t in
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is p
ap

er as w
ell as title to
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e 

co
p

yrig
h

t in
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n
d
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g
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o
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M
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h
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d
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w

o
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d
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u

b
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d

 d
istrib

u
te th
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h
o

m
ever it ch

o
o
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