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Agenda

= 79 z10 Hardware Setup
= 79 z10 ICFS Setup

— Cautions, Recommendations

= 79 z10 Master Key Entry
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What's New for ICSF V1 R10 --- HCR7751

mHCR7751 requires new LIC and some functions are only
available on z10
*210 Driver 76D (Nov 2008)
mSecure AES keys
*New Master Key Register for AES (32-byte master key)
*New callable services to use encrypted AES keys
mKey Store Policy which works in conjuction with CSFKEYS
*New authorization checks
*New SAF general resource classes
*New utility for detection of duplicate tokens
mSupport for CKDS on System z without CEX2C
eCaution - CKDS not uniquely identified from secure CKDS
mSupport of PAN-14, -15, -17, -18
mNew Query services calls to enhance CSFIQF
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Hardware Setup

= Order and install Feature Code 3863 @
— Base code, book 0
» Required for any crypto functions (export control)

= Evaluate need for secure key crypto ‘

— Usually required

* Provides traditional banking, retail, PCI-DSS functions
* Feature Code 0863 on z10-EC, 0870 on z10-BC

= Evaluate need for TKE
— Secure key injection

[k

— Possible PCI requirement - @
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z10 Crypto HW

Crypto

Express?2

FICON
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Crypto Definitions
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TKE Support

IBM System z9 z10
Secure coprocessor is

Crypto Express 2

"}

9672 G5/G6, 2900, z800

Secure coprocessor is
CCF only

7990, z890

Secure coprocessor is
PCIXCC or Crypto
Express 2

= &
TKE vs\ . '

9672 G5/G6, 2900, z800

Secure coprocessor
are CCF and PCICC
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Permit TKE Commands

A https:/19.82.36.83:9950 - SYS: TKE Commands Configuration - Micrusokt Internet Explorer

TKE Commands Configuration

TKE commands are currently permitted by this coprocessar.

Cryptographic number: 0

TKE Commands Configuration

Select this checkbox to permit TKE commands to this coprocessor and then click Ok

VI Permit TKE commands L
Cancel | Help 2
&] bane S @ remet
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System Programmer Tasks

= Install ICSF FMID (HCR7751)
= Add authorizations

= Define Data Sets

= Define ICSF Parameter File

= Add ISPF panels

= Define System Task

= Start ICSF

12 © 2009 IBM Corporation
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System Programmer Tasks...

= Add authorizations
— Add CEE.SCEERUN and CSF.SCSFMODO to LNKLST
— APF authorize CSF.SCSFMODO,

—In IKITSOxx, add CSFDAUTH and CSFDPKDS in the
AUTHPGM and the AUTHTSF parameter lists.

— Add CSFTTKE in the AUTHCMD
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System Programmer Tasks...

= Define Data Sets

— Use SYS1.SAMPLIB members CSFCKDS (symmetric
keys), CSFPKDS (RSA keys), CSFTKDS (PKCS#11
keys)

* Toleration support APAR for backlevel systems for a
larger PKDS LRECL (4096 bit keys)

— SAF protect these datasets. Only backup/archive jobs
need access. Application code does not directly
address/use these files.
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System Programmer Tasks...

= Define ICSF Parameter File

— Suggest placing in a PDS available to Administrators,
other than SYS1.PARMLIB

— Comments via /*  */
— Columns 72-80 ignored
— SYS1.SAMPLIB(CSFPRMO00)

15 © 2009 IBM Corporation

Vanguard Conference 2009

System Programmer Tasks...
= Define ICSF Parameter File
— CKDSN(CSF.CSFCKDS)  /* CKDS NAME*/
— DOMAIN(00) /* IF MORE THAN 1 DOMAIN FOR LPAR*/
— PKDSN(CSF.CSFPKDS) I* PKDS NAME*/
— TKDSN(CSF.CSFTKDS) /* TKDS NAME*/

— COMPAT(NO) I* NO PCF/CUSP SUPPORT*/

— SSM(YES) I* YES FOR CLEAR/MASTER KEY ENTRY?*/

— KEYAUTH(NO) * MAC CHECK EACH KEY AS USED */

— CKTAUTH(NO) *MAC CHECK KEYS STARTUP/REFRESH?*/
— CHECKAUTH(NO) [* SAF CHECK APF AUTHORIZED CALLERS*/
— TRACEENTRY/(1000) /* MAX 10000 FOR IBM DEBUG */

— USERPARM(USERPARM) /* USER PARM IN CCVT IF DESIRED*/
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System Programmer Tasks...

= Define ICSF Parameter File (continued)

REASONCODES(ICSF) /* ICSF RETURN.REASON VERSUS TSS*/
SYSPLEXCKDS(YES,FAIL(NO)) /* CROSS PLEX CKDS COHERENCY?*/
SYSPLEXPKDS(YES,FAIL(NO)) /* PKDS COHERENCY */
SYSPLEXTKDS(YES,FAIL(NO)) /* TKDS COHERENCY */

17 © 2009 IBM Corporation

Vanguard Conference 2009

ICSF Parameter File Hints
= KEYAUTH(NO)
— Extra MACVER call for every reference to a key label in the CKDS
— Encrypt: doubles the calls and path length, input key, function

— PIN Translate: triples the calls and path length — input key, output
key, function

— Key Translate quadruples the calls and path length — input key,
output key, source key, function

= CKTAUTH(NO)

— Extra MACVER when CKDS read into memory
= CHKAUTH(no)

— RACHECK authorized/supervisor state callers
= SYSPLEXCKDS(YES,FAIL(NO))
= SYSPLEXPKDS(YES,FAIL(NO))
Propagate application CKDS/PKDS additions

— Not for KGUP adds

— Not for a KDS REFRESH

18 © 2009 IBM Corporation



Vanguard Conference 2009

System Programmer Tasks...

= Define System Task
— /ICSF PROC M=CSFPRMO00
— /ICSF EXEC PGM=CSFMMAIN,REGION=6M,TIME=1440
— /ICSFLIST DD SYSOUT=A,LRECL=132,BLKSIZE=132
— /ICSFPARM DD DSN=ICSF.PARMLIB(&M),DISP=SHR
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System Programmer Tasks...

= update the RACF Started Procedure Table if you
define a new started task:

— Add the new started task name

— Add a RACF userid to associate with the started task.
This userid requires READ access to the data set to
which the CSFPARM JCL DD statement refers

20 © 2009 IBM Corporation
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System Programmer Tasks...

= Add ISPF panels

— Access the code for the ISPF Primary Option Menu panel
body and perform these steps:

— Under the % OPTION ===>_ZCMD line, add this line: %
<option value> - ICSF Panels

— You can specify either a letter or number for the option
value. Do not use an option value that already exists in the
menu.

— On the &ZSEL= TRANS( &ZQ line, add this information:
<option value>,’PANEL(CSF@PRIMY’
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Administrator Tasks

= Define SAF rules CSFSERV, CSFKEYS
— Optionally XFACLIT XCSFKEY
= Initialize data sets
= Allocate Key Administrators (CEX2C)
— Master Key parts
— Application Key parts
— Backups
- DR

= Enter Master Keys

22 © 2009 IBM Corporation
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Administrator Tasks

= |nitialize Data Sets

— Only done once on a new set of data sets for a first
time install

* CKDS will not allow initialize of an already initialized
CKDS

— CAUTION
+ PKDS used to allow, but should not be used on an active

PKDS (changes hash pattern but does not re-encipher
the keys)

— INITIALIZE is designed to prepare a PLEX for a first
time install ONLY

23 © 2009 IBM Corporation
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CSFMKMOO -----——————————— ICSF - Master Key Management

OPTION ===>

Enter the number of the desired option.

1 INIT/REFRESH/UPDATE CKDS - Initialize a Cryptographic Key Data Set or
activate an updated Cryptographic Key Data Set

SET MK - Set a symmetric (DES or AES) master key
3 REENCIPHER CKDS - Reencipher the CKDS prior to changing a symmetric
master key
4 CHANGE MK - Change a symmetric master key and activate the
reenciphered CKDS
5 INITIALIZE PKDS - Initialize or update a PKDS Cryptographic
Key Data Set header record
REENCIPHER PKDS - Reencipher the PKA Cryptographic Key Data Set
7 REFRESH PKDS - Activate an updated PKA Cryptographic Key Data Set

Press ENTER to go to the selected option.

Press END to exit to the previous menu.
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Administrator Tasks

= Enter Master Keys

— Generate Random Numbers
* Requires valid Master Key or TKE
— Generate checksum for ISPF key entry

— Use PPINIT to then generate random values
* CAUTION:
— One person knows the Master Keys
— One person suspect if a breach

— Use only as a work around to enable random number
generate
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Administrator Tasks...

= Enter Application Keys
- TKE

— Key Generation Utility Program (KGUP)
* No multi-custody of key parts
* Not all key types supported
« Parts flow in the clear over ISPF session
— TECHDOCS PRS189

 Parts flow in the clear over ISPF session

26 © 2009 IBM Corporation
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KEY Deletion, Generation & Encryption

Userid - ICSFEHN
Time - 11:03
Date 08/02/28
Julian - 08.059

Lael =

Enter Key Type ===> [ lor DELETE, CV, CLRDES or CLRAES

Key Part ===>[FEirstt] First or Only

Enter Key Part, Single, Double or Triple Length (Quad for AES Only)

PARITY ADJUST, Y OR N NOCV, Y OR N
- JUS (6] - 0C Ol
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Now, Update the CKDS as Needed . . .

/ ICSF - Master Key Management ——————————————————\

6PT ION ===>

Enter the number of the desired option.

1 INIT/REFRESH/Update CKDS - Initialize a Cryptographic Key Data Set or
activate an updated Cryptographic Key Data Set
2 SET MK - Set a DES/symmetric-keys master key
3 REENCIPHER CKDS - Reencipher the CKDS prior to changing a
symmetric master key
4 CHANGE MK - Change a symmetric master key and
activate the reenciphered CKDS
\rL INITIALIZE PKDS - Initialize or update a PKA Cryptographic j
Kev Data Set header record
ICSF - Initialize a CKDS ————————————— N\

COMMAND ===>
Enter the number of the desired option.

1 Initialize an empty CKDS (creates @er and system keys)

Record authentication required
2 REFRESH - Activate an updated CKDS

@ter the name of the CKDS below. )

CKDS ===>

28 © 2009 IBM Corporation
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ICSF Key Store Policy
Introducing . . ..

mXFACILIT general resource class in SAF (RACF) controls use of
tokens stored in the CKDS and PKDS

mXCSFKEY general resource class in SAF controls who can
export a token using the Symmetric Key Export APl (CSNDSYX)

Support provided in APAR OA24793

m\When this APAR is not installed ICSF checks for the resources
every hour

mlf key store policy checking is active, and a secure symmetric or
asymmetric key token is passed by an application to an ICSF
service,

*|CSF locates all of the label names for tokens in the KDS that match
and then calls the FASTAUTH service to check for a profile that
covers each of the label names in the CSFKEYS class.
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ICSF Key Store Policy - What????
mRACF can also be used to protect the use of key tokens
passed in when calling a service using the Key Store Policy

mKey store policies give users permission to:

euse a secure symmetric or an asymmetric key token with an ICSF
service
esupports a default token access value
mIn addition, there is a key store policy control to prevent
duplicate tokens with different key labels from being stored in
the CKDS or PKDS

mUse the XFACILIT class to define a key store policy that
controls use of key tokens that are stored in the CKDS &
PKDS

*Activate key store checking for CKDS or PKDS

*Define policy control when Sym or Asym key token existing outside
CKDS or PKDS is used

e Activate policy for duplicate keys within CKDS or PKDS

30 © 2009 IBM Corporation
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mKey Store Policy for KDS Label Checking

*CSF.CKDS.TOKEN.CHECK.LABEL.WARN or
CSF.CKDS.TOKEN.CHECK.LABEL.FAIL

*CSF.PKDS.TOKEN.CHECK.LABEL.WARN or
CSF.PKDS.TOKEN.CHECK.LABEL.FAIL

mKey Store Policy options for KDS

*Key Store Policy supports both WARN and FAIL mode via profile
name definition rather than by the SETROPTS setting

fWhen the profile activing keystore policy checking ends with WARN,
ICSF writes an 82 type SMF record containing an indictor that the key
store policy checking is in WARN mode. The application result would
have been success or failure and a list of all the labels that matched the
token the application used is provided. The application is granted
access to use the key token.

fWhen the key store policy checking ends with FAIL, 80 type SMF
records are written by RACF and the application is denied access. The
resource name in the RACF SMF record is the first label that failed the
check.
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ICSF Key Store Policy - XCSFKEY

mThe XCSKEY class profiles expands the protection against
keys being sent outside of system

CSF.XCSFKEY.ENABLE.AES
CSF.XCSFKEY.ENABLE.DES
mCurrently only the CSNBKEX API allowing export of
DES/TDES keys has the capability of SAF protection of use

mXCSFKEY class only protects keys associated with CSNDSY X
API meaning this profile allows protection of AES or DES keys
exported by a RSA public key

mThose users or applications sending AES or DES keys outside
of the system should have the appropriate authority under the
XCSFKEY class appropriate profile

*Applications that use SSL/TLS are examples of those that would
need access to XCSFKEY if defined
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ICSF Key Store Policy - XCSFKEY How ?7?7?

mThe XCSKEY class profiles are

RDEFINE XFACILIT CSF.XCSFKEY.ENABLE.AES
RDEFINE XFACILIT CSF.XCSFKEY.ENABLE.DES
mXCSFKEY class controls who can export a token using the
Symmetric Key Export callable service (CSNDSYX)

mKey policy control profiles in the XFACILIT class do not have
to be active or RACLISTed
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ICSF Key Store Policy - How??7?7?
mKey Store Policy for key tokens not in KDS

*Key tokens that do not have a label due to being stored outside the
KDS' can now have SAF protection

7No profile would exist in CSFKEYS so only CSFSERV would provide
protection for function but not for key value use

rICSF services will look for a DEFAULT.LABEL profile in the CSFKEYS
class to determine application access for key use

mDefine key store policy when a secure symmetric or an
asymmetric key token not in a KDS is used

*CSF.CKDS.TOKEN.CHECK.DEFAULT.LABEL
CSF.PKDS.TOKEN.CHECK.DEFAULT.LABEL

m» E_’ No, Label profile not defined | Is default profile
but key store policy is active = defined?
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ICSF Key Store Policy - How???? . ..
mKey Store Policy for key duplicates

*Key tokens whose key value when in the clear matches any other
key token's key value when in the clear will be determined
7If duplicate key checking active, applications attempting to write keys to
the KDS with a value that exist will be prevented from writing the record

rKey Duplicate checks both the 64-byte label and the control vectors
associated with the key that represent the 8-byte key type for
DES/TDES symmetric keys only (AES and RSA keys have no keytype)

mDefine key store policy profile for key duplicates

*CSF.CKDS.TOKEN.NODUPLICATES
CSF.PKDS.TOKEN.NODUPLICATES

*Applications will be prevented from using ICSF services to write a
key token containing a duplicate key value to the the KDS

*This policy profile denies applications from doing what can be done
via KGUP, ICSF's Key Generation Utility Program, with the "group

label" option
35 © 2009 IBM Corporation
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ICSF Key Store Policy - How???? . ..
mNew Batch Utility - CSFDUTIL to find duplicates

/ISTEP EXEC PGM=CSFDUTIL,PARM=kdsname'
/IDUTIL EXEC PGM=CSFDUTIL
/ISYSOUT DD SYSOUT=A
/ISYSIN DD *
CKDSN(ckds.name)
/*
*May wish to disable dynamic KDS services
mOutput from CSFDUTIL about any duplicates found

CKDS PKDS a
Column | Value Column | Value
1-62 Key label 1-62 Key label
67-74 Key type from KDS record 67-74 Create date
77-84 Create date 77-84 Create time
87-94 Create time 87-94 Last update date
97-104 | Last update date 97-104 | Last update time
107-114 | Last update time
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ICSF Key Store Policy - Enhanced KeyLabel Access

mThis support enables Granular Keylabel Access Control
(GKAC) based on service

mThe profiles that exist in the XFACILIT class for this allow FAIL
or WARN

*CSF.CSFKEYS.AUTHORITY.LEVELS.FAIL

fFFAIL form will perform the CSFKEYS SAF check within a service and
disallow the action if the check fails with 8/16004

*CSF.CSFKEYS.AUTHORITY.LEVELS.WARN

fThe .WARN form will perform the SAF check, but continue if the caller
has at least READ access to the profile

mlf both profiles defined, .FAIL has precedence

mMessage issued at ICSF startup and anytime XFACILIT
profiles are defined, deleted, or the class deactivated

*CSFM6101 GRANULAR KEYLABEL ACCESS CONTROL IS state.
where state is either ENABLED or DISABLED.
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ICSF Key Store Policy - Enhanced KeyLabel Access . ..
mCSFKEYS checking modified as follows with GKAC

Function without GKAC | with GKAC
Read from a label Read Read
Create a label Read Update
Write to a label Read Control
Delete a label Read Conttrol
mServices which create a label and need UPDATE access are:
*CSNBKRC *CSNDKRC

mServices which write to a label and need CONTROL access are:
*CSNBKPI - key id is label *CSNBPKG - write key to PKDS

*CSNBKRW *CSNBPKI -
*CSNDKRC - valid token *CSNDPKG -
*CSNDKRW *CSNDTBC - trusted block id is label

mServices which delete a label and need CONTROL access are:
*CSNBKRD *CSNBRKD
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ICSF Key Store Policy - Enhanced KeyLabel Access . ..

mXFACILIT class must be ACTIVE, but it does not have to be
RACLISTed for granular keylabel access control to take effect.

mFor more details see Chapter 2 in the V1.10 ICSF
Administrator's Guide at URL

http://publibz.boulder.ibm.com/epubs/pdf/csfb3z90.pdf
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Questions

Programming can be fun, so can cryptography;
however they should not be combined.

--Kreitzberg and Shneiderman
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The Pause That Refreshes
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