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The information contained in this document is distributed on as "as is" basis, without any 
warranty either express or implied. The customer is responsible for use of this information 
and/or implementation of any techniques mentioned. IBM has reviewed the information for 
accuracy, but there is no guarantee that a customer using the information or techniques will 
obtain the same or similar results in its own operational environment.

In this document, any references made to an IBM licensed program are not intended to state or 
imply that only IBM's licensed program may be used. Functionally equivalent programs that do 
not infringe IBM's intellectual property rights may be used instead. Any performance data 
contained in this document was determined in a controlled environment and therefore, the 
results which may be obtained in other operating environments may vary significantly. Users 
of this document should verify the applicable data for their specific environment.

It is possible that this material may contain references to, or information about, IBM products 
(machines and programs), programming, or services that are not announced in your country. 
Such references or information must not be construed to mean that IBM intends to announce 
such IBM Products, programming or services in your country.

IBM retains the title to the copyright in this paper as well as title to the copyright in all 
underlying works. IBM retains the right to make derivative works and to republish and 
distribute this paper to whomever it chooses.

Disclaimer



�The following are trademarks or registered trademarks of the 
International Business Machines Corporation:

�RACF
�z/OS

�UNIX is a registered trademark in the United States and other 
countries licensed exclusively through The Open Group. 
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�When accessing MVS data sets and other 
RACF-protected resources:
�8-character MVS user ID (and group names) is 
checked against RACF profile

�When accessing UNIX files and 
directories:
�Numeric UID and GIDs are checked against file 
owner and permissions

�<�6='�&���>

MVS
Data Sets

�*##
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�UNIX invokes RACF through SAF services
�No profiles in RACF database
�Access control by permission bits and access 
control lists (ACLs)
�read, write, execute permissions (non-hierarchical)
�POSIX-compliant 'owner', 'group', 'other' classes
�ACL entries for individual users and groups

�File security info stored with file in file system
�owning UID and GID
�permission bits and ACLs
�audit settings
�extended attributes (APF, program-controlled, etc)



UNIX File Security Packet (FSP)UNIX File Security Packet (FSP)

Write execute

executeWrite

Read

Read

stickyset-gidset-uid

Other rwxGroup 
rwx

Owner rwx

chlabel commandSecurity labelSECLABEL of covering 
dataset

setfacl commandAccess Control Listcontents of parent's
default ACL

extattr commandExtended attributesSHAREAS bit on for
executable files

chaudit –a commandAUDITOR audit optionsno auditing

chaudit commandOwner audit optionsread, write, and 
execute failures

Chmod commandFlagsflags specified by open()

Chmod commandPermission bitsvaries by function
(qualified by umask)

chown or chgrpGroup (GID) ownerparent dir's group

chown commandUser (UID) ownereffective UID
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88'688�888 88�8 : �*#���� �-�:��� @3 ��� ;@ ;333 �����	;���������

8�8��'6�'6 88�8 : � �%��� A��+,�� B;>3 ��� ;@ ;333����
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8�'6�8888� 88�8 : �*#���� D#��#%� B;>3 ��� :: ;333&���:������������

8�'6�86886 8888 ; � �%��� �-�:��� B;>3 ��� :: ;333�����������������
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Physical File System

z/OS UNIX Kernel

Logical File System

UNIX program
fopen("/u/brwells/myfile","rw")

C RunTime Library

SAF

RACF

FSP ACL

IRRSKA00

IRRRKA00

e.g. Hierarchical  File System
HFS
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1) open "/" directory for search (execute) access
2) open "u" directory for search (execute) access
3) open "brwells" directory for search (execute) access
4) open "myfile" file for read and write access

SMF
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eUID=0?
eUID=FSP 

owning 
UID?

eGID/sGID 
= FSP  
GID?

OTHER bits 
allow 

access?

OWNER 
bits allow 
access?

GROUP 
bits allow 
access?

Access granted Access denied

yes

no no no no

yes yes

yes
yes

no

UNIXPRIV 
allow 

access?

yes no

no

�����

yes

ACEE
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Top Secret 
Superbowl Pool

Top Secret 
Superbowl Pool

rwxProgsGroup

rwxExecsGroup

rw-AdminsGroup

---BossUser

r--BobUser



Access Control Lists (Access Control Lists (ACLsACLs) ...) ...
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#file:  MyFile     
#owner: BPXROOT  
#group: SYS1     
user::rw-
group::r--
other::r--
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�Create an access ACL with an entry for 
user bruce and group racf 
�setfacl -m user:bruce:rwx,group:racf:r-x MyFile
�getfacl MyFile

#file:  MyFile     
#owner: BPXROOT  
#group: SYS1     
user::rw-
group::r-x       
other::r--
user:BRUCE:rwx   
group:RACF:r-x      

says modify acl entry, or 
add it if it does not exist 
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�Delete entry for bruce
�setfacl -x user:bruce MyFile

�Replace ACL with specified contents
�setfacl -s user:jim:r-x,u::rwx,g::r-x,o::--- MyFile

�Replace ACL with entries contained within a file
�setfacl -S aclfile  MyFile

�Create ACL from existing ACL
�getfacl thatfile | setfacl -S - thisfile      ("-" denotes stdin)

�Delete the access ACL
�setfacl -D a MyFile

�Apply ACL entries in file 'TeamX' to all directories in a 
subtree

�setfacl -S TeamX  $(find /u/brwells/projectX -type d) 
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eUID=FSP? eUID=ACL 
entry?

eGID/sGID = 
FSP or ACL 

entry?

OWNER bits 
allow 

access?

ACL bits 
allow 

access?

bits allow 
access?

SU.FS. 
ACLOVERRID

E access?

SU.FS. 
ACLOVERRIDE 

defined?

SU.FS allow 
access?

Access granted

Access denied

no no no

yes yes yes

yes

no

no

yes

yes
yes

no

no

�SU.FS = SUPERUSER.FILESYS
�RESTRICT.FS.A is an abbreviation for the new 
profile named RESTRICTED.FILESYS.ACCESS

yes

UID=0?

yes

no

EXECUTE 
access 

requested?

yes

Any 
EXECUTE

bit  on?

no

yes

no

RESTRICTE
D user?

no

OTHER bits 
allow 

access?

RESTRICT.FS.
A access?

yes

RESTRICT.FS.
A defined??

no

yes

no

yes

no
yes

group ACL 
entry match?

no

yes

no

yes
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/

anne george bruce
access

ACL

directory
default

ACL

file
default

ACL

oedit /u/bruce/projectX/status access
ACL

- status

file
default

ACL

access
ACLprojectX

directory
default

ACL
mkdir /u/bruce/projectX
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#file:  MyDir       
#owner: BPXROOT       
#group: SYS1          
default:user:BRUCE:rwx

additional qualifier for 
directory default
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#file:  MyDir       
#owner: BPXROOT       
#group: SYS1          
fdefault:user:BRUCE:rwx

additional qualifier for 
file default
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#file:  MyDir           
#owner: BPXROOT           
#group: SYS1              
user::rwx                 
group::r-x                
other::r-x                
user:JOE:--x              
user:BUCK:rwx             
fdefault:user:ACE:r-x     
fdefault:user:BUCK:rwx    
default:user:DARTH:rwx    
default:group:RACF:--x   

specifies all three acl types
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