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IBM'’s Integrated Identity Management Solutions

Cross-Enterprise,
Federated SSO Services

Enterprise
Provisioning

and User Tagged Data
Manageme (Privacy)
Authorization
D,-’;gﬁf,y Authentication,
Data Authorization and
Web SSO

Synchronization
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Request for

Security Management Process Complexity

Access
o Generated
o %: =
- Elapsed turn-on time: User Change %{ %/%/4
up to 7 days per user :
 Account turn-off _ Users with
performance: 30-60% of / = Accounts
accounts are invalid L J\ () N7 ’
o = '9’:
» FTE User Admin only !@%ﬂ Eﬂ
handles 300-500 users Administrators
Create Accounts
+ 40% of Helpdesk A ;g'l'ecy &
spent on Password -%.‘ l; 5% Examined
Resets

Approval
Routing

© 2002 IBM Corporation



ldentity Management and Compliance

Need: Fulfill Requirements for Sarbanes-Oxley Preparation Audit;
Determine source of customer retention issues

Result:

= Discovered 900 former brokers who still had accounts
active

= Discovered 1 of these brokers had been accessing
customer accounts internally...
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User Provisioning Controls Access Privileges

Know the valid users
Know what users are entitled to access
Control who gets access to what

(FTEEER)
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Enterprise Identity Needs

Identity Access
change policy
evaluated

Approvals Accounts
gathered updated

Accounts on 70 different
types of systems
managed. Plus, In-House
Systems & portals

TIM
mﬂ“ﬂﬁ ~ Operating
L = ) ||||i¥stems
- N m Databases
; >
HR S_ystems/ \
Identity Stores m Applications

Now Network
Identities Too!



Password Management

Reduce costs in the helpdesk

User self-service of passwords across all systems Help Desk costs $20-per-

call for password resets

Gartner Group

Password Rule Checking |
Verifies compliance with target requirements

Add rules across all resources Employees request an
average of 3-4 reset per
Challenge-Response system for forgotten passwords year weta Group
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IBM Software Group | Tivoli software

Self Service Reduces Help Desk Calls

Users may service all of their own attributes (address, title, etc)
Challenge response for password reset

Changes can be reviewed and approved through workflow
Password sync for TIM services

Reverse password sync for Windows and/or Access Manager users

- .

/_:\\ ||||
: WORACLG
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Access Rights Accountability —

Improve security by automatically finding, flagging,
and/or removing invalid accounts
Audit actual user access rights against privilege rules.

Know who has access to what
Know when access rights are violated
Evaluate/Audit changes made by local administrators

Admin Reports

P
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IBM Software Group | Tivoli software

Delegated Administration Reduces Admin Overhead

e-Business “Virtual” Enterprise

“Junior’” administrators can control
people and attributes

Workgroup Workgroup

Administrator -J Administrator
Can restrict internal TIM resources

Services, Provisioning Policies, Reports, etc |T R

Business Partner
Administrator
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Access Request Approval Automation H

Reduce elapsed time to establish and remove accounts.
Decrease administrative burden.

Pain point with large majority of our clients

Automate delegated or centralized approval and decision-making
processes.
Reduce mundane data-entry tasks.
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I
Identity Lifecycle Creation and Management

 rocount
Clock Event - Custom Process @
Calendar Event - s Create
External Sys Event ‘ & @
Human Request ‘ Remove @
Upstream Policy ‘ Change @
D

TIM Transaction Manager
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ldentity Access Privacy

Provisioning Value Pyramid G

Directory Integration

Self-Regulating Extend security automation to
User Adm|n ' EEEEEEEEEEEEEEEEN business partners

1055 Organizatighiy Enforce security policies

User Admin Ceeusuesssso._ proactively, automate based on
Policy Automation roles and rules

EEEEEEEEEEERN Manage distributed sets of users

Distributed Administration

ccess Request Audit Trail ==uwnnnnss Ease support of security audits

Cut elapsed turn-on time, automate

Access Request Approval
9 PP | mEEsEEE routine admin tasks, eliminate errors

and Process Automation

Eliminate backdoors, know who
" has access to what

ccess Rights Accountabilit

Password Management . = » Reduce helpdesk load by up to 40%

Administer web and legacy
environments consistently

tors to Access Controlled

Access Controlled Systems
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IBM Software Group | Tivoli software

TIM Reporting Tools and 3" Party Integration

Default and Custom Reports

Access Control over Report Info

Acrobat Format for Easy Viewing

Crystal/Actuate Reports

ntam:9080; enrole /report.pdf?undefinedtarget =#path =&finalPath=fquitURL =&command =idestin &0 =ig

B‘SJ%“ \“ﬂ’@ﬂ%|ﬂ‘ 44 H]L”||W"|Bnﬂ.|%‘] %

[D&-E-B[5-7 -8

Recon Report

Start Time: Tue May 13 09:03:28 EDT 2003
End Time: Tue May 13 09:03:32 EDT 2003

3 http://timta n:9080/ role /reportpdffundefinedtarget =i =&pal th #finalPath = Squit URL =& Dmm_am:l— lestin .. | __f'___
aa]aan |ua@u@|{ll AP &% [Bhom - m|t3|:!ﬂi§3|f£»]
[O&-|B-80-7 -&-|®-

Request Type Requested By Requested For Subject
Senvice Provision SYSTEM User TAM_Service
State Time Started Time Completed Last Modified
Abortec May T 2003 1.26:13PM  May 7, 2003 1:35:41PM  May 7, 2003 1:26:12 PM
Result Summary
Request Type Requested By Requested For Subject
Service Provisicn SYSTEM Ted TAMUsar TAM_Sarvice
State Time Started Time Completed Last Modified
Abored May 7 2003 126 13PM  May 7. 2003 13541 PM  May 7, 2003 1:26:12 PM
Result Summary
Sarvice Provision SYSTEM Joe TAMUser TAM_Service
State Time Started Time Complated Last Modified
Abarted May 7,2003 12614 PM  May 7, 2003 1:35:41 PM  May 7, 2003 1:26:12 PM
Result Summary
s-mmﬁ?::h- SYSTEM 5 m Avalions TAM_Service
State Time Started Time Completed Last Modified
Aborted May 7.2003 1281950 May 7, 2003 1:35:52PM  May 7, 2003 1:26:18 PM
Result Summary
For
Ml Mpawt  Swewre  Maps
State

Time Started Time Completed Last Modified
May 7.2003 1:37-00PM  May 7, 2003 1:44:31 M May 7, 2003 1:37:07 PM
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IBM and Cisco: Teamed to reduce operating costs
TIM can manage network identities too!

ivali - Applications
HR Systems ww;I'lvoll Identity Manager '

SIEBEL.
»(l:ﬂuwD agram
@\ R —— PeopleSoft.

Identity Databases
Stores ORACLE
: OStm Teradata
," Operatlng
Mobile Systems
DakUp
Cisco Delegation for
Home __ ) Secure ACS Dedicated Admins
Office {1 [ Cisco 7500
Router

Corporate
Network

VPN Cisco I"le

| ._

Cisco
Aironer®
Swiich
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Proven Return on Investment
Prudential @ Financial

Prudential Financial - Serves institutional and individual companies
worldwide with over $590 billion in total assets under management and
administration

Business Initiative:

= Automate the administration of user access rights for 65,000+ users

= Manage security of access privileges across 100’s of systems

= Insure security policy enforced across enterprise in an auditable fashion for
regulation compliance

Exploiting the Power of Identity Management:

= Same staff now manages 3X the user population
= Centralized reporting to insure regulatory compliance

"Our manual system was expensive and cumbersome to maintain. Identity Manager [enRole]
enables us to lower our administrative costs, improve our service levels, and deliver new products
and tools to our customers quickly and securely," Laura Gashlin, Vice President, Information
Systems for the US Consumer Group at Prudential Financial.

B ' Mo i
4 ‘_Ii;:l'@-
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Password sync & self-service
Customizable self-registration

Security policy automation with
Lifecycle Management

Extensive workflow
customizability for custom
provisioning processes

Adhoc reporting kit with third
party reporting tool integration

Extensive, open APIs for
integration and extension

Packaged with Tivoli Directory
Integrator for quick creation of
custom connectors and identity
feeds

Policy enforcement for proactive
regulatory compliance

Translation to nine languages
for international support

Identity Stores

Tivoli Identity Manager — Functional Summary

Identity Federation

Identity Lifecycle Management
Driven Control
Identity Foundation

Accounts
updated

Access
policy
evaluated

Identity
change
requested

Approvals
gathered

Detect and correct local privilege settings

Applications

W,
)

SYBASE

LYY BAS
Operating
Systems

i\ Microsoft
“““ * | Novell.

SIEBEL.
t PeopleSoft.
HR Systems Tivoli Identity Manager w
@ T P ——————— ‘ Databases
\ = T e 9 T ORACLE
g f P (.

Supervisor 2

Manager
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Tivoli Identity Manager

How does it work?
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IBM Software Group | Tivoli software

The TIM components

TIM Server handles most operations

Provisioning, Workflow, Self-Service and Admin Operations
LDAP stores all person and account information
Database mainly stores audit information
Agents (connectors) perform operations on target system

e TIM Server B

Agent(s)
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TIM Connector operations

Reconcile
Add

Allows custom rules

Out-of-the-box checks for duplicate
Change
Attribute change

Group Membership

Password

Suspend
Delete
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IBM Software Group | Tivoli software

TIM Uses Roles for Easy Deployment and Administration

A role is a collection of users with a common responsibility
Roles are defined statically or dynamically

Dynamic roles defined based on LDAP attribute.

Provisioning based on role membership

© 2002 IBM Corporation



IBM Software Group | Tivoli software

The TIM Provisioning Model

Service
(Resource)

Users assigned to roles based on responsibilities
Role members are provisioned to resource(s) via a Provisioning Policy

Provisioning Policies can also define attributes for a user
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System of Record

2} IBM Tivoli Identity Manager - Microsoft Internet Explorer

Bl Edt WYew Favortes Tools Help

dBack + = - () ] A Qearch [sfFavories Pedia F| e b -

Aikress [{€] hitp:/192.166.1.70: 906 0ervoleaccount_lst

Identity Manager

Version 4.5

B - orcovaron

PROVISIONING | SEARCH |

REPORT | CONFIGURATION | HELP |

< ow

g You Are Here: My Drganization > Dean Martin > Account Management

-
b @x‘.‘. | De-P ion | Modify | Suspend | Restore Accounts
AN g
Drganizational -
+ ‘tﬂldentity Manager Home ® userip = Service Name
FIT\Y - Iﬁihm DMartin DivisionService
o + @chicago DMartin ITIM Servics
) ik Division i :
De- | Change Passward |
“' + Brinance I . | N .
 anage B
Urga ns
+ @IT
u + @selfregisterhere
l"_‘""' + @Toronto
o at al t
an
Bus rs

Status
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T mE
UNIX/Linux Account

3 IBM Tivoli ldenh! y Manager - Micrll:llsuﬂ: ln_te_rngr:_Eup!urn_:r
Ele Edt \iew Favortes Tools Hep
woack + =+ - (] 4} | Qsearch [sjFavories Gredis | B W - S

W@mw;m.m&:.?u:mmcb#amm _;] PG
-
Identity Manager
Viersion 4.5

HOME VLT UT RN s G LM PROVISIONING | SEARCH | REPORT | CONFIGURATION | HELP |

s

=

Manage
Drganizational Roles

You Are Here: My Organization > Steve McQueen > Provision a new service
S A T s - R — -

[#] ¥|Add | Modify Account

* “t"ldentity Manager Homea

- ibibm EMPLOYEE INFORMATION  ACCESS INFORMATION  AOMINISTRATION CHOICES
+ @Ehicagn
##Division
o Driciuce Login shell | Minsesh
+ @nr Number days before an inactive account is invalid |

+* GIT

+ @selfregisterhere
+ @annntn

File creation mask [..]
Home directory permissions [...]

Manage
Business Partners

A :
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RACF Account

SRIBH Trvol ideniy Manager - Hicrslt IS e RIS
Fle Gt Vew Favortes Took e
wtack + = - Q[ A} Qsearch gjfavories GPreda F| N I W -

Links 4]1BMHome Page & |1BM Business Transformation Homepage & |IBM Internal Help Homepage ] 1BM Standard Software Installer | VIRUS Computer Emergency Response Team s

Address @ Fikkp: ftirnik am, defnopkg b come SOB0Yenrokef account_Form_manager ﬂ ‘?ﬁ

-
=¥

Manage
Drganizational Roles

%] %|Add | Modify RacfAccount

* 'I'Identity Manager Home : —— . .
iin - ik Tiveli RACF USERACCOUNT  TSO  DFP €IS WORK  LANGUAGE  LOGON RESTRICTIONS
Control + “Internatiunal_SeIf_Registered_U:ers
Accass

+ ‘Self_llngistared_l:ustnmers

“. User 1d . |AAn drevws 1

Mana

Organizations NAME

osoft Internet Explorer

1)

DFLTGRP ’
RS | Found the following matching entry(ies). Connect Entry [...]
i / I -
Manage IE
Business Partne I ADC370 CLAUTH
[T aDccsro [ et
[T ADCCODE
[T ADCLAMGE
[T ADCPLI Dats |
™ ADCYCLE SECLEVEL |
[T ADMIN
[T aDPS SECLAREL |
I~ ADSME CATALDG I
T aer —
PASSWORDEXPIRE |
P 234 36 8 9 10 Next
[Add]| [Baek| [Done| - [[Submit| [Resei] [iEancel|
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Interaction

Email

i Mew Account Information fronn IBM Tivoli Identity Manager - Unicode {(UTF-8)

J File Edit “iew Tools Message Help

By G B X

i ¥ 3l

Reply Reply &l Forward Prink Delete Previous Mexk Addresses
From: dminiEmy co.Ccom
Date: Sunday, Maw 02, 2004 4:53 PM
To: none

Subject:  Rew Account Information from (B Tivoli dentity Manaoer

Identity Manager

Version 4.5
Login |

ITIM notification

The following new Corporate Lan [NT40Profile] account has been created for you:

Owner Name: Anya Gomes
Account ID: agomesl
Password: QMhTBoAD

Time of service provision: May 02, 2004 04:53:05 EDT

1999-2003 IBM. All RIGHTS RESERVED.
TIVOLL IDEMTITY MAMAGER

7

|
il start | |J &)= = |J b - Outlook Express -... “ i-1New Account Informat... |@ T
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IBM Software Group | Tivoli software

Reconciliation Compares “What Is” to “What Should Be”

Service
(Resource)

-

Policy enforced during reconciliation (i.e. permissions on resource)

TIM identifies unauthorized changes made by local admin
Policy determines whether to flag, notify, correct, or suspend account

Reconciliation

Reconciliation identifies orphan accounts
Adopted, suspended, restored or de-provisioned

© 2002 IBM Corporation




IBM Software Group | Tivoli software

IDI Simplifies Integration with Existing Environments

Authoritative Identity Feed ‘

Directory Integrator

Bulk Loading of User Information

Custom Agent G d TIM Srv

Agent(s)

Synchronization of Data n

IDI Included, but not required

© 2002 IBM Corporation




IBM Software Group | Tivoli software

Java API’s Integrate with Existing Systems

Corporate Portals Provisioning front-end
application

Provisioning

~ Account m'gmA requests

Password sync A@
g - g
Approvals

IVR Systems

\ \ ¢+ _ Password resets Ovenina/closi
pening/closing S
of help desk tickets

Help Desk Systems
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Tivoli Identity Manager

How does the RACF integration work?

© 2002 IBM Corporation




IBM Software Group | Tivoli software

ITIM 4.5.1 RACF SSL Agent Overview

m The ITIM 4.5.1 RACF SSL Agent performs the provisioning of RACF
user accounts on your systems running the z/OS operating system

¢ Add, Modify, Delete and Extract user account information

m It communicates with the ITIM 4.5.1 Server using SSL and converts
Directory Access Markup language (DAML) requests from the ITIM
4.5.1 Server into RACF commands

m The ITIM 4.5.1 RACF SSL Agent consists of 3 components:
1. Agent proper
2. Command Executor
3. Reconciliation Processor

© 2003 IBM Corporation




IBM Software Group | Tivoli software

ITIM 4.5.1 RACF SSL Agent Configuration

APPC LU 6.2 protocol

Unix
System
Services

DAML over SSL
ITIM 4.5.1
<1
Server

>

ITIM 4.5.1
RACF SSL
Agent

RACF Commands

ITIM 4.5.1

Command Executor
Reconciliation Processor

RACF
database

z/0OS Host

© 2003 IBM Corporation



IBM Software Group | Tivoli software

ITIM 4.5.1 RACF SSL Agent Overview

¢ Agent proper
4 Runs in Unix System Services
€ Receives and processes requests from the ITIM 4.5.1 Server over SSL
€ Sends the requests to the Command Executor over APPC

€ Receives the results from the Command Executor over APPC and forwards
them to the ITIM 4.5.1 Server over SSL

4 Command Executor
4 Runs in the APPC/MVS environment

& REXX exec that operates as an APPC/MVS transaction triggered from
requests from the Agent proper

¢ Reconciliation Processor
4 Runs in the APPC/MVS environment

& C programs that operate as an APPC/MVS transaction triggered from
requests from the Agent proper - (parses IRRDBUQOO output)

¢ Runs the RACF data base unload utility (IRRDBUOO) or can be provided with

© 2003 IBM Corporation



IBM Software Group | Tivoli software

ITIM RACF SSL Agent Key Install/Configuration steps

® & 6 ¢ O O o o

Install the ITIM RACF SSL Agent code

Configure the ITIM Unix System Services component

Configure the ITIM z/OS and APPC pieces

Install certificate/key for SSL trust

Insure that the ASCH and APPC started tasks are running

Start the ITIM 4.5.1 RACF SSL Agent

Install the ITIM 4.5.1 RACF SSL Agent profile on the ITIM 4.5.1 Server

Configure the ITIM 4.5.1 Server to communicate with the ITIM 4.5.1 RACF
SSL Agent and test the connection

© 2003 IBM Corporation



IBM Software Group | Tivoli software

Create Service for ITIM 4.5.1 RACF SSL Agen

5 1BM Iwnll Idenhry Manager - Mlcrosoft Internet Explorer
Fle Edt Vew Favortes Tooks Help

Sowk e o D A Qe agrentss Geda 3| i -

Addrass IQ’ hittp: [ feptraa 3t ejenraleimy_orgtres

Identity Manager

Viersion 4.5

SEARCH | REPORT | CONFIGURATION | HELP |

HOME | MY ORGANIZATION [ETTIG G001

User ID: ITIM Manager

You Are Here: Provisioning > ACME Corporation > Service Management > Services List

E Ell’" | Madify | Delete Service(s)

+ ‘t‘ldentity Manager Home Service Name &
+BacME Corporation [ ITIM Service
[T Windows NT Agent on gaforghettint

Click on Add to create the service

IBM, ALL RIGHTS RESERVED
1 IDENTITY MANAGER 4.5.1 BUILD 5147

Service Type

ITIM
NT40Profile

2|

© 2003 IBM Corporation




IBM Software Group | Tivoli software

Create Service for ITIM 4.5.1 RACF SSL Agen

3 IBM Ilvnll Idenhh; Manaqer Mlcrosoft lnternet Explorer
File Edit View Favorites Tools Help

Back + = - ) & A | Qoearch [wfFavories Pmeda | Y o B - 5

Address [ ] herp: fcptme31 ejenole jservics_display

Identity Manager

Version 4.5

| MY ORGANIZATION SEARCH | REPORT | CONFIGURATION | HELP |

HOME

Select racf2proflle for the Serwce Type

User ID: ITIM Manager

Manage You Are Here! Provisioning > ACME Corporation > Service Management > Add New Service

@ mhl-d Type of Service

Service Type | racf2profile ¥

Click on Continue

+ ‘t‘ldentitr Manager Home
+ lBacME Corporation

Define
Identity Policies

i

M. ALL RIGHTS RESERVED

MaMaGER 4.5.1 BUILD 5147

2
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IBM Software Group | Tivoli software

Fill in the foIIowing information for the ITIM 4.5.1 RACF SSL Agent: Service Name (optional), URL, User Id,
| Password, RACF ID, CA certificate store location

The URL port, User ID and Password must match what you specified when you configured the RACF SSL Agent
using the agentCfg command. The CA certificate store location is the directory on the ITIM 4.5.1 server where
the a360demo.scr file is located.

- You Are Here: Provisioning > ACME Corperation > Service Management > Add New Service
“a;ge 4] %|add | Modify Service
ITIM Groups
+ \t‘Identity Manager Home _ ;
.13 + BBACME Corporation Service Name IRACF S3L Agent on /05 machine NMP200
Define URL |https:ﬂnmp20[].tir-rlab.raleigh.ibm.com:&ESBD
Provision: ing Policied
/ 1d H
e oy fagere Click on Test to test the
Desig P word [r— =
S e | connection between the
RACF ID under which requests will be processed l
] _ _ = ITIM 4.5 Server and the
5:1:?::‘ .I«'nl:! CA certificate store location |d:\nlnﬂ5\ceﬁ RACF SSL Agent.
;ﬁ Certificate file location |
| |

Identity Policies

E‘efin:: Private key file location I /

i o
Define Dwner | /

Password Policies Clear |
ﬂ“ e

Control

Accass Service Prerequisite |
Claar
A P
Managa Admin

*#

Domains

&) javascript testagent(); U1 B Local intranet 7
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3 18M Tivoli Identity Manager - Microsaft Internet Exglorer

File EdiE ‘“iew Favorkes Toolk Help

bk -+ # - ) A) A Qsearch [alFavorkes @veds B3| N- b W - o

Address | @) hitp:/jcptme31e/envole/formviewer testigent=trus

BT 1dentity Manager

Version 4.5

HOME | My orcanizatioNn QREITIGEGINIT-E SEARCH | REPORT | CONFIGURATION

User ID: ITIM Managi

You Are Here: Provisioning > ACME Corporation > Service Management > Add New Service

- ;
= [#] x| add | Modify Service 1
ITIM G i
+ Identity Manager Home =
4 +ilic e Cormiouiion Service Name |Rﬁ'«CF SSL Agent on z/0S machine NMPZ200
s rz':““ge’ o URL |mps:ﬂnm(.1200.hﬂab.raiquh.lbm.com:lSS&]
o™\ User Id |a‘39‘m
o Password |"*"'“
Wo w
RACF ID under which requests will be processed |
&T
MD}ET . Tu:e CA certificate store location Id:\itimlS\cer‘t
B olices
% Certificate file location |
Defi Private key file location I
Identit es

§IB~'I l'woll ldentlty Manager - Microsoft Inl

Password Policies Test Successiul _Clear

Domains

Submit| [Messt| [Tes|  [iCamcel]
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‘2 1BM Tivoli Ident:
File Edit View Favorktes Tools Help

Manager - Microsoft Internet Explorer

Foxk « = Q] 2} Qearch igravortes Greeds 3| Ly I 5 - o

Addrass I&‘] Hittpe ffcptraes Lejenrole fFormviewer PtestAgent=true

m Identity Manager

Version 4.5

HOME

| MY ORGANIZATION

SEARCH | REPORT | CONFIGURATION | HELP |

User ID: ITIM Managt

raciare 8 You Are Here: Provisioning > ACME Corporation > Service Management > Add New Service
— g E Add | Modify Service
ITim
+ ¢‘Identity Manager Home
all sibacme Corporation -
ne .-IR-L
Prc ning Policies]
W User Id
D Password
Workflow
s RACF ID under which requests will be processed
Defin CA certificate store location

Certificate file location

WU | Click on Submit to create the service

Service Prerequisite

Manage Admin
Domains

IRACF SSL Agent on 2/0S machine NMP200

|https:fa"rrmp200.t'wlab.faleigh.ibm.com:45580

[agent

|m

d NitirmdShcent
|

I

Searh |

© 2003 IBM Corporation
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3 1BM Tivoli Identity Manager - Microsoft Internet Explorer

mmmmsm

doack + 5 Q] )| Qewch ifruvrtes Greds 3 e 9 5 ]

Address Iﬁ http: ffcptmes Lejenrale fFormealidatord

Identity Manager

Version 4.5

SEARCH | REPORT | CONFIGURATION | HELP |

HOME CVR-LTTT TR s G PROVISIONING

User ID: ITIM Manager

You Are Here: Provisioning > ACME Corporation > Service Management > Services List

E E Add | Madify | Delete Service(s)

+ ¢‘Identity Manager Home service Name &
sibacme Corporation [T ITIM Service

[T RACF SSL Agent on z/05 machine NMP200

[T Windows NT Agent on gaforghettint

Password

AN

RACF SSL Agent Service created

St
Manage Admin

IBM, ALL RIGHTS RESERVELD.
TITY MaracER 4.5.1 BUILD 5147

2
Service Type
ITIM
racfZprofile
NT40Profile

© 2003 IBM Corporation
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Once installation and configuration of the
ITIM Agent is complete, you are almost done.

But, before creating or deleting users, you must first:

v Create a provisioning policy
v" Perform a reconciliation.

© 2003 IBM Corporation
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ZR1BM Tivol Identity Manager - Microsoft Intermet Explorer

| File Edt ‘tiew Favorites Toos Help

| back » 5 - Q) | Qsewch igravortes Preda J| 5N S~ |
e |

| Addvess |€) hitp:jcptme e raleigh. bm.comjervole forovisioning_policy lst

m Identity Manager

Yersion 4.5

SEARCH | REPORT | CONFIGURATION | HELP |

HOME | MY ORGANIZATION

User ID: ITIM Manager

You Are Here: ACME Corporation > Provisioning Policies

1] X|Add | Modify | Delete Provisioning Policies 2
* ¢-'Identity Manager Home Policy Name 5 Caption = Status = Policy Priority :5
IﬁHCME Corporation T pefault provisioning policy for ITIM ITIM account policy Enabled 10000000
[T Provisioning Policy for RACF Accounts RACF Account Policy Enabled i

Add |

Delete

| Refresh

Defin:
Ldentity P
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Perform a reconciliation

J 1BM Tivoli Identity Manager - Microsoft Internet Explorer

| File Edit ‘iew Favorites Tools Help

| tak - 5 < D ] A | Osearch aFovorkes Peda J| D S

[th- I?é:l hittp:jicpkme31 e, raleigh, ibm, comfenralejmy_orgtres

m Identity Manager

Version 4.5

HOME | My ORGANIZATION WGV SEARCH | REPORT | CONFIGURATION | HELP |

User ID: ITIM Manager

‘poration > Service Management > Services List

i You Are Here: P ing > ACME C

#] x| Add | Modify | Delete Service(s)

+ \tldentity Manager Home Service Name
+iBacME Corporation [T ITIM Service

Agent on z/0S machine NMP200D

[ |RACE $5L

2

Service Type
ITIM

racfZprofile

[T | [ tntemet 4
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Perform a reconciliation

=3 IBM Tivoli Identity Manager - Microsoft Internet Explorer

| Fle Edt Vew Favortes Tods Hep

| btadk - o - D [ Q| Osearch aFavortes Pheda J| D S

| address [ €] htp:jcptmeate. raleigh. bm. comjervoleservice_submen.

m Identity Manager

Version 4.5

HOME | My orRGANIZATION QTGS SEARCH | REPORT | CONFIGURATION

User ID: ITIM Manager

ation > Service Management > Service Submenu

i You Are Here: P ing > ACME C

%] X|Select an option

* \tldentity Manager Home

+iBacME Corporation RACF SSL Agent on z/08 machine NMP200 Menu

Detailed Information

Rec ywCihation
Act%l Ints
Orphan Accounts
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User ID: ITIM Manager

You Are Here: Home > C leted ts = R t Details

Request Header

GENERAL  DATA

Regquest Id
Requestor
Requestee
Subject
Process Type
Description
Time Submitted
Time Scheduled
Last Modified

AUDIT LOG

1746333137430432630

Systern Administrator

RACF S5L Agent on 2/05 machine NMP200
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Reconcilistion process

Mar 29, 2004 3:07:54 PM
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Success
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A 1BM Tivoli Identity Manager - Microsoft Internet Explorer
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User ID: ITIM Manager

You Are Here: Provisiening > Account Management

1#] x| Provision | De-Provision | Modify | Suspend | Restore Accounts 2|
+ ¢‘Identity Manager Home & wsermn Owner status =
+iBacME Corporation r ASCR1 Active
e ASSR1 Active
- BL Active
n BUSHICK Active
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n GARYF fActive
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L r LAUFMAN Active
s rC MOLLY Active
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Create a new account (user ID)
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Create a new account

1M Tivoli Identity Manager - Microsoft Internet Explorer
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User ID: ITIM Manager
You Are Here: My Drganization > Gary Forghetti > Account Management
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Create a new account

2 1BM Tivoli Identity Manager - Microsoft Internet Explorer
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Create a new account

| Fle Edt View Favortes Took Help

3 1BM Tivoli Identity Manager - Microsoft Internet Explorer
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You Are Here: My Drganization > Gary Forghetti > Provision a new service

+ ‘t‘ldentity Manager Home

+ibacME Corporation

[#] x|mdd | Modify Account

RACF
ACCOUNT  RESTRICTIONS

LOGON o0 cics  omvs

WORK
ATTRIBUTES

Cuass
DCE  aym  NETVIEW  KERE

User Id |gior§met
Name |Gary Farghetti

| Search |
Default Group I T

| Clear |

Search |
Ouwner [svst

| Clear |

Business Pariners Connect Groups [.--1
Installation Data |
Creation Date |3 'IIQQ '} 2004 vr
Last logon time 13 =29 =]2004 =|j15:00 =]
Last password change date I3 1-"29 vi 2004 .I
P d change int ‘ I_
System Special? -
System Auditor? L]
System Operations? L
Protected? rC
Restricted? -
Full User Auditing? i
Group Access for new resource profiles? r
[Cancat |
|
]t b @ e
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Gary nhow has a RACF account

3 1BM Tivoli Identity Manager - Microsoft Internet Explorer

| Fle Edt Vew Favorkes Took Help
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A LTTINFIS Gl  PROVISIONING | SEARCH | REPORT | CONFIGURATION | HELP |

Manage your own accounts and persanal 'nfumml

You Are Here: My Drgamization > Gary Forghetti > Account Management

] X|Provision | De-Provision | Modify | Suspend | Restore Accounts

* \t‘ldentity Manager Home Y® userm®

Service Name
+ IﬁACME Corporation

O gforghet RACF S5L Agent on z/03 machine NMP200
r GForghetti ITIM Service

[Wew] [Suspand’| [Wastors| [DaProvision| [ChingsPassword| |Makvash| [Eancel]

Status E
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The new account can be verified on RACF

=1 Session B - [43 x 80] .‘Iﬂiﬂ
File Edit View Communication Actions ‘Window Help
B B s @ e b 2 o el
READY
1lu gforghet
USEER=GFORGHET HAME=GARY FORGHETTI OWHNER=5%Y¥S1 CREATED=04 .089
DEFAULT-GROUP=0MVE PAESDATE=00.000 PASS-INTERVAL= 30
ATTRIBUTESE=NONE
REVOKE DATE=NONE RESUME DATE=NONE
LASET-ACCEEE=04 .089/15:24:21
CLASE AUTHORIZATIONS=NONE
HNO-INETALLATION-DATA
NO-MODEL-NAME
LOGON ALLOWED (DAYS) (TIME)
ANY DAY ANYTIME
GROUP=0MVE AUTH=USE CONNECT -OWNER=8Y¥ 351 CONNECT-DATE=04 .089
CONNECTS= 00 UACC=NONE LASET-CONNECT =UNKNOWN
CONNECT ATTRIBUTES=NONE
REVOKE DATE=NONE RESUME DATE=NONE

SECURITY-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION

NONE SPECIFIED
EECURITY-LABEL=NONE SPECIFIED
READY

Verify that the RACF user ID has been created. Logon to TSO and
issue the RACF LU command for the new RACF user ID to verify
that it was created — LU user /D
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Etc., etc., etc.

- You can now:
v Delete users
v Modify users
v Modify or add segments
v Incorporate HR feeds that trigger such actions
v Incorporate Workflows for approval processing

v Etc.
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Important manuals

- For complete install and configuration details refer to the IBM Tivoli
Identity Manager RACF SSL Agent Installation and Configuration
Guide (SC32-1490-06)

* Refer to the 0S/390 V1R2.0 MVS Planning: APPC/MVS Management
(GC28-1807-01) manual for more info on APPC/MVS
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A Few Thoughts in Closing

IBM can help you protect, store, retain and comply to
regulations, while at the same time helps you run your
business more effectively

. Helps comply with government & business regulations,
including Sarbanes-Oxley

. Automate IT processes and enhance the risk management

program
. Retention and preservation of key business data
. Helps establish a compliance framework to address existing

and potential new regulations

We deliver an end-to-end identity management approach to
help you address compliance issues, while delivering
business value through process automation
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