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Secure Connections

U A secure connection requires all data sent between a client
and server to be encrypted

O This is accomplished by using a transport-level
cryptographic security layer
QSecure Sockets Layer (SSL)
A Transport Layer Security (TLS)

U Before data is written to or after read from a sockst, it is

ansrvrtnd ar dasecratead i thea @81 |owesr
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Secure Connections
We must discuss the security layer in conjunction with X.509 v3 certificates.

The certificate is a way to deliver the Public Key that is used in the SSL negotiation (called
the SSL handshake) prior to the sending of encrypted data.

For more on SSL and TLS, see links in appendix.



O Ciphers — Algorithms for encrypting data
U Keys — (Large) Numbers used in the ciphers

L Symmetric Keys — The same key is used for
encrypting and decrypting

U Asymmetric Keys — One key is usad for
encrypting and another key for decrypting

U Digital Signature — Encoded { signed hash of a
certificate body

5 © 2017 I8 Corporation

Digital Cryptography
These are some of the terms we will use in the rest of this presentation.
Ciphers include some like DES, 3DES, etc.

Keys are the numbers used by the algorithms in the different ciphers.

The keys have varied lengths (the larger the more secure).

The Symmetric Keys are the ones used to do the real encrypting and decrypting of data in a
secure connection.

The Asymmetric Keys are part of the Public-Key Infrastructure.
In PKI used by SSL/TLS, the asymmetric keys are pairs:

A Public Key (part of the certificate) and a Private Key — kept secret by the certificate
owner.

Digital Signature is created by ‘hashing’ the certificate body to a fixed message digest
length and then encoding this hash or checksum with the private key of the signing
certificate.



Whatis an X.509 Certificate?

U Signed data structure that binds some
information to a public key

U Atrusted entity asserts the validity of information
in the certificate

1 The information is usually a personal identity or
a server name

 Think of it as an electronic 1D card

Bt mm m 2 A LR L R
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Digital certificates

Certificates provide a way of authenticating users. Instead of requiring each participant in
an application to authenticate every user, third-party authentication relies on the use of
digital certificates.



O A certificate has two main purposes:
O Establishes the identity of the owner of the certificate
U Distributes the owner's public key

U Creates means for Authentication and Validation
0 CAiis trusted to adequately authenticate users before issuing certificates
U The application only needs to validate the digital signature of the certificate

wad

2017 1BM Corporation

A digital certificate is equivalent to an electronic ID card. The certificate serves two
purposes:

=  Establishes the identity of the owner of the certificate
= Distributes the owner's public key

Certificates are issued by trusted parties, called certificate authorities (CAs). These
authorities can be commercial ventures ($3$) or they can be local entities, depending on the
requirements of your application. Regardless, the CA is trusted to adequately authenticate
users before issuing certificates. A CA issues certificates with digital signatures. When a
user presents a certificate, the recipient of the certificate validates it by using the digital
signature. If the digital signature validates the certificate, the certificate is recognized as
intact and authentic. Participants in an application need to validate certificates only; they do
not need to authenticate users. The fact that a user can present a valid certificate proves that
the CA has authenticated the user. The descriptor, trusted third-party, indicates that the
system relies on the trustworthiness of the CAs.



X.509 Certificates

QCreation of an X.509 certificate consists of:
UAuthentication of requester
UCreation of a public/private key pair
QThese are @alléd Asymmetric Key Pairs

O Private key decrypts and signs

Q Public key encrypts and validates
W Certificates are of 2 types

0 Persenal (End-user}

(] ]l ﬂwmﬂ hw Lamssre o § linrmts
Sl f et Tl VWEFI 3d Wl SFIINFN ) NS

1 Certificate Authority (CA)
O Used for signing other cerfificates

& £ 317 [BM Compordicn

A Root CA is self-signed, while an Intermediate CA is signed by another CA.



Whatis in an X.509 Certificate?

Version

Serial Number

Signature Algorithm
Subject Name
Period of Validity
»  Not Before Date
= Not After Date

Issuer Name
Subject’s Public Key
Extensions
Signature

[

& 2017 B Corpevation

The Certificate body encompasses all parts of the certificate except for the Signature.



Whatis in these different sections?

USignature
U Not really part of the certificate — Appended to it
M How to generate/sign:
U Make a hash of certificate

Q Sign hash with Private Key of signing certificate
via Signing Algorithm
U Validation is performed with Public Key of signing
certificate by decoding the signature and comparing
to calculated hash

10 & 2097 IBM Corparalivn

Signature Validation is done by the RECEIVING side of a certificate — not by the
SENDING side.

10



How SSL uses certificates

LClients always authenticate servers using the server’s
certificate chain — ServerAuth connections

WOptionally, Servers can authenticate clients via
ClientServerAuth connections

UCertificate Signatures are validated using the Signing
CA’s public key

QThe client uses the server's public key to encrypt the

i wpn B dogedeyrs € mmpend?® doo pvovrrd o dbaes sompisme T kie S0 mepmead? e
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used to generate the symmeliic keys used fo
encryptidecrypt data.
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There are 2 symmetric keys created in the process — one for server data encrypt/decrypt
and one for client data encrypt/decrypt.

They are first tested during the SSL. handshake in the FINISHED message sent by the
client and the FINISHED message sent by the server.



The SSL Handshake

WExchange Protocol versions
O SSLV3is old; TLS V1.2 is the most current
L Select a cipher that both sides know
O DES, TDES, etc
1 Authenticate the identity of each side
O Verify the validity of each cerlificate chain
U Generate temporary session keys to encrypt the data

U These are the symmetric keys for the session

12 2077 IBM Corporatizn

The certificate chain / hierarchy is a structure of certificates that allows individuals to
verify the validity of a certificate's issuer.

The chain begins with an End User / End Entity Certificate , and is followed by his
signing certificate, and so on, until the Self-Signed Root is reached.



Client Server

HelloRequest*

ClientHello
ServerHello

Certificate
ServerKeyExchange*
CertificateRequest*
ServerHelloDone

ClientKeyExchange
Certificate*
CertificateVerify*
ChangeCipherSpec
[Begin new CipherSpec]
Finished

(* indicates Optional)

ChangeCipherSpec
[Begin new CipherSpec]
Finished

|

13 © 2017 [BM Corgoration

This charts shows the different communication elements that are transferred between a
client and a server when setting up an SSL connection.

During the handshake, the client initiates the handshake by sending a hello message
(ClientHello) containing the authentication/encryption ciphers it supports.

The server then sends the authentication/encryption cipher to be used (ServerHello)
followed by its identity/certificate (Certificate) to the client.

After the Server has finished sending any optional messages, Server then sends
ServerHelloDone.

The client will validate the server’s certificate chain and look for its root CA cert on the
client’s “certificate repository” (keyring / kdb / etc).

(Alternately, it could find a “Trust Anchor” instead of the root. This is rarely used and we
will not talk about it.)

This is where errors occur most often.

Once the cert is validated, the client generates "key material" (called the ‘pre-master
secret’), encrypts it with the server's public key, and sends it to the server
(ClientKeyExchange).



Client uses “key material” to generate both session keys and notifies Server it is ready to
switch to symmetric encryption of data (ChangeCipherSpec).

The first message the client sends using its session key and the agreed upon cipher is the
Finished message.

Server decrypts the "key material" using its private key, and also uses it to generate the same
session keys.

Upon receiving the Finished message from client, and correctly decrypting it using the
generated client session key, the server sends its own ChangeCipherSpec and Finished
messages.

If the client correctly decrypts the Finished message from the server using the generated
server session key, the handshake is complete.

Application data is now encrypted for this connection using symmetric encryption (via client
and server session keys).

Handshake messages can be "stacked". “Stacked" means multiple messages can be sent in a
single message to the partner application.

13



How do | obtain a Certificate?

WdYou may manage, create and sign with z/OS tools
QRACF — RACDCERT command
USystem SSL — gskkyman OMVS executable
QJava — keytool - Shell executable

O platform, ikeyman is available for UNIX and Windows
environments

dOr you can call a vendor: Verisign, GoDaddy, eic.

14 © 2017 [BM Corporation

For the purposes of this presentation, we will only be showing RACF-related examples.

14



Example 1 — Using RACF:
Create your own Server Certificate
and its signing CA

15 © 2017 IBM Corporation
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Example1 using RACF (cont)

UCreate a CA (Certificate Authority) certificate
RACDCERT CERTAUTH GENCERT

SUBJECTSDN(CN("WAS CertAuth for Security Domain’)
OU(‘WebSphere for z/OS’) WITHLABEL('WebSphereCA')
TRUST NOTAFTER(DATE(2020/12/31)

UCreate the Server certificate

RACDCERT ID(SERV1) GENCERT
SUBJECTSDN(CN('SERV1') O('IBM') OU('WebSphere for
2/0S')) WITHLABEL('DefaultWASCert.Serv1')
SIGNWITH(CERTAUTH LABEL('WebSphereCA'))
NOTAFTER(DATE(2017/12/31))

18 © 2017 1BM Corporation

Red text represents the CA.
Green text represents the End Entity.



Example1 using RACF (cont)

UCreate a keyring
RACDCERT ID(SERV1) ADDRING(WASKeyring)

UConnect the Server Certificate to the keyring
RACDCERT ID(SERV1) CONNECT
(LABEL('DefaultWASCert.Serv1') RING(WASKeyring)
DEFAULT)

U Connect WAS CA Certificate to Server keyring
RACDCERT ID(SERV1) CONNECT (RING(WASKeyring)

ADCI /MMATAL lhmw~™ A\ NACDTALITLIN
LI'\DI:L\ VVUUOPIIGIGUI‘\} VENIAUITM)

17 € 2017 |BM Corporation
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Example1 using RACF (cont)

QClients will need the CA certificate to perform Server
Authentication

QUExport the ‘WebSphereCA'’ certificate to an MVS file
RACDCERT CERTAUTH

EXPORT (LABEL('WebSphereCA))

DSN(‘hlg. WSCA.B64’)

AFTP the exported dataset using the ASCII option or use
cut/paste to move the file to the target location

18 & 2017 1B Corporation

The default FORMAT value is Base 64 encoding. If this default is overridden, you may
have to FTP the file in BINARY mode.

18



Ex2: Receiving cert issued by CA

HITzCCA ] eglmTREy TI( by duBBo g Tl Y JRo 2 Lhiv e HAJEFBORAW Y Tl 2B S Y
BRYTALVTHEEWDYDVQQTEhOE Koy Bl ya sEVNDMGER L DEBRNMUIGS 122 he BRVweZ L1
Mgt VR EWE Ik bz AR BgHVEAS TR INSc 3R b BT hey TEVE Z0sgl i EcMBus
AIUEA=MYD3 246V IFNTTCRMEN Z L U Ay TENRMBL X DT A I MDMaETE 1] k1OVeXDTAS
M NTELM] i OVoul DELMAGR L UEBh BOTWERETAVBgUV BRy TCES Ldy BEL 3 I 2Bl
ExYUUiiEsaiItnea Gt L X Bea il DDEERgHVERo TR0 L OT TELMELER L UECsHMSUE L
AEYE TEET TCEMERE L LD BplBa P o DV DRe 2 a¥zs s R L TRAbhbeR 1 BEwey 2 BeDOET
KnElwolaOEEBGRADGT (AN TG IAGEREMmN ) Tt -+q36E wCT ] QndinE jo=Blpgwhs
o Bog TIRGHT Byl ruBRE PLHEpRENSK) dabRieM g DvkIpapeg 26T YA  EQME0DT
gfEabibPzfTRT 7dAFL iR Tvkpe fryH el pua W TXIBE2 LIMRESADeB T2B0u /Y ARy
tkFbpzl SRgMEARGE o] DelME4GALUAEQOUMEHDE IdhbnR LbEx 372 Ial ibS5 b2 dw
HOYDYROOBBYETWZ 24 6 c0¥goy54R2T 2 GopvBYmECYHAAGA 1 BIDWmER/ wiEAw [ ERDAE
BREVHEMEGTRARGBRN GmE F S LB+ B 1 E e P ARG kgl 59w OBRIIFBADC
AQEAGZgUgRyEz 30 THqUHHFSOFTka Sy T 2403z {gX SYORRC e aBwy cnl b EGoVIN
aMEE Bkvh//wegCThmll/ ¥is fazg TPz B FewyFnu/d/ 4Ca 8+ 0hE2dBE I E reVHgGh
tOBorYpolelagir TR EERGEDR2 2ZEXAI SETog I LEML woTEEIa jAVES ZjpshinPis
T Ferz ek i ShER B S T e MG Tl 3 o | Revmdterk b Thes | BB LT v 100,
TBERBCA T i pEARGO TR RO TEE e ] coz Dol THpliC 1G4 8F | s 1 SkpR TRoTSH
T SsETImoo JALAPCapPathDdg==

~~~~~~ END CERTIFICATE~—r——

18

This is a certificate file in Base64 format.

£ 2017 1BM Corporation
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Example 2 — Using RACF:
Create your own Server/End Entity
Certificate using an external CA

20 © 2017 1BM Corporation
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Example2 using RACF

QTo have an external CA sign your certificate, create a
CSR (Certificate Signing Request) in RACF by using the

DAMPMTEDT MERIDE s v s ~l
N LA Lol | SA L PN TS S0 LD T 1SN A

First create a selfsigned certificate

RACDCERT ID(WEBS) GENCERT

WITHLABEL('HTTP Cert')
SUBJECTSDN(CN('www.raleigh.ibm.com')
OU(‘WebSphere for z/OS') O('IBM') L('Raleigh') SP('NC")
C{us")

21 © 2017 IBM Corperation

Green text represents the End Entity.



Example2 using RACF

UNow create the CSR from the certificate just
created

RACDCERT ID(WEBS) GENREQ(LABEL(HTTP
Cert')) DSN(‘CERTREQ.B64’)

dThe CSR s in a PKCS#10 format and is now
forwarded to the CA (eq, Verisign) by their
instructions

22 £ 2017 |BM Corporation

22



Example2 using RACF

UThe PKCS#10 certificate request as Base64
encoded data. Must be handled as text/ASCII

————— REGIN NEW CERTIFICATE REQUEST-———-—-—

HMITELzCB & BADAROMOIw Y DV IEw I ZENO T TCEn 28 B kah k1 S SwliBAYE
FAADR]QBwa T hCyYERIqydgRThE T+ kefbg¥yse TXpa RO Ve O 1 23 T DL
FaEkevE+idk 7w/ photeGtglzlesgrmEaRKi Rspdl e Y f A xewiDgdeWardvd
i AHESTNLIRgsd fjg¥dII0uphn sbRRy L1 Toy 7 TudH5 0T EBRRGy ITIAFDCAl
BHNESxVETUPECAwEARA BwMC4GC8gE8 ThIDOEID | EhMEAwHO Y DVROOEREYEFFE
BooysyCLEgHNFFG OpoCn PomBMR 0G0 Sqes Th 3DNERBOUARA SRANY RoRLwET
AyYPummME BIgMOARMeY rral? Sre 7 LEsgs S L Ppbkue Sonnlxa s e BOONK
GaVkARemn e 740/ Ppl T/ g Lp R EORe T ¥ e Ta0er L ENHIQR Y8 Ine G121
YESB2RCLLTyeBL3 L 5ustBMCTAS xS PatuzhRyg i x kB Svl

————— WD HEW CERTIFICATE REQUEST-————

23
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Ex2: Receiving cert issued by CA

QFollow CA's instructions for retrieving issued cert
WDownload from web page, save to file, FTP to host
OBe aware of data type (ASCI vs Binary} when
transferring to host

UYou may need to download the vendor's signing

certificate chain and add them to RACF, using following

command:
RACDCERT CERTAUTH ADD(‘cacert.b64’) WITHLABEL(‘new ca’)

UThis adds them to the CERTAUTH common repository

24 & 2017 |BM Corporation
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Ex2: Receiving cert issued by CA

UNext, add newly signed cert to the same user-id (RACF
will find the original label and overlay the changed parts)

DAAMNACDT INAAT NOV\ARNMN/ACDTNRAAN
RALUDULUERI IU\VVCDO)F\UU\\JEKI D04)

UNOTE: Do *not* delete the original! (in z/OS 2.1, RACF
now refuses to delete a cert that has an outstanding CSR.
Msg IRRD198] s issued.)

LAl of these certs can then be added into a keyring as in
earlier Example1

25 © 2017 |BM Corporation
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RACF Keyrings and Private Keys:
Some of the rules about Keyrings, plus
profiles to grant the necessary access

26 © 2017 IBM Corporation
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Rules about Keyrings

Managed through the RACF RACDCERT Command.
Accessed via the R_datalib SAF callable services.
Keyring must be owned or accessible by application userid.

Server/client certificates must be owned by the application userid
(See caveat on next page)

Server/client certificates must be Connected with Usage of
"personal" in order to use the Private Key.

O This certificate must be marked “default” if no label is specified by
the application.

Its entire certificate chain must be Connected to the ring.

All certificates in the chain must be marked as TRUST.

The remote side’s root CA cert must also be on the ring.

O O0oC0do

(M Ny W

27 © 2017 [BM Comporation

System SSL usage of RACF keyrings is through the SAF interfaces (R_datalib). This
allows System SSL to work with any external security manager that supports the SAF
calls.



U Traditionally, the server/client certificate on a keyring
must be owned by the application userid

U This was due to how RACF granted access to the
certificate’s private key

O With the addition of the RDATALIB Class, the
application has a chance to access the private key of a
cert belonging to another userid

28 © 2017 [BM Corporation

* Note: Certificates that are not owned by a userid do not usually have their private key
associated with them. This means they cannot be used as client/server certificates; they can
only be used in the certificate validation process.

Access to a private key was limited to just your own, or to one loaded into SITE or
CERTAUTH (with additional permissions).

Now, the new RDATALIB Class protection allows access to another user’s private
key. This protection is very specific via the keyring; it is not a global access like the
FACILITY Class profiles.

28



Securing RACF Keyrings - FACILITY

Q “Old school” method

U Must have read access to the IRR.DIGTCERT.LISTRING profile to
read certificates connected to your own keyring

~L L NP AT | [Tals 'y

Must have update access to the IRR.DIGTCERT.LISTRING profile
to read a keyring owned by another userid

O For server/client certificates to be shared (aka, use a common
private key), they must be created with OWNER of “SITE" and
applications need control access to the IRR.DIGTCERT.GENCERT
profile

EJ

O Mote: Thers is no way to use / share a Private Key not owned by

@l e gsﬁﬁﬂ@ ancther u&;@nw; wia FACILITY J@Wﬂ =]

% @ 2017 [BM Corporation

OLD WAY

To obtain the private key of a SITE or CERTAUTH certificate, the user must CONNECT
the SITE certificate with USAGE PERSONAL and the user must have CONTROL on
IRR.DIGTCERT.GENCERT .

Only certificates marked as TRUST will be returned on the IRRSDLOO (R_DataLib)
interface.



Security Examples - FACILITY

Q/* Define profiles */
RDEFINE FACILITY IRR.DIGTCERT.LISTRING UACC(NONE)

DNCCINE CANITITV IDD NINTACDT MENACDT LIAANN/NINNIEN
NULTIND TAVUILIT T IRNNLUIOTUENL.OCINUVENT UAUVUINUVINLD)

Q/* Permit Server access to keyrings */

lts own: PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY)
ID(SERV1) ACC(READ)

Others: PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY)
ID(SERV1) ACC(UPDATE)

Q /* Permit Server access to the private key */

SITE/CA: PERMIT IRR.DIGTCERT.GENCERT C
ID(SERV1) ACC(CONTROL)

ASS(FACILITY)

el ANDAI\ T AT H e

30 € 2017 B Corporation

OLD WAY

These are all of the defined FACILITY CLASS resources used to grant access to all the
RACDCERT subcommands:

RDEFINE FACILITY IRR.DIGTCERT.ADD UACC(NONE)



RDEFINE FACILITY IRR.DIGTCERT.ADDRING UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.DELRING UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.LISTRING UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.CONNECT UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.REMOVE UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.LIST UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.ALTER UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.DELETE UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.GENCERT UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.GENREQ UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.EXPORT UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.EXPORTKEY UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.MAP UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.ALTMAP UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.DELMAP UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.LISTMAP UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.REKEY UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.ROLLOVER UACC(NONE)

30



Securing RACF Keyrings — RDATALIB

U “New school” method (z/OS 1.13)

O Must have read access to the ringowner.ring.LST profile
to read certificates connected to the keyring, no matter
the owner

To access another user's private key, you must have
update access to the ringowner.ring.LST profile

U To share a “SITE” certificate (aka, use a common
private key), an application needs control access to the
ringowner.ring.LST profile

#1 © 2017 |BM Conporation

NEW WAY

To obtain the private key of another user’s certificate, the user must have UPDATE on
ringowner.ring.LST .

To obtain the private key of a SITE or CERTAUTH certificate, the user must CONNECT
the SITE or CERTAUTH certificate with USAGE PERSONAL and the user must
have CONTROL on ringowner.ring.LST .

Only certificates marked as TRUST will be returned on the IRRSDLOO (R_DataLib)
interface.

31



Security Examples - RDATALIB

Q/* Protect access to a keyring */
RDEFINE RDATALIB ringowner.ring.LST UACC(NONE)

Q/* Permit Server access to the keyring */

PERMIT ringowner.ring.LST CLASS(RDATALIB) ID(SERV1)
ACC(READ)

Q/* Permit Server access to the private key */

Its own: PERMIT ringowner.ring.LST CLASS(RDATALIB)
ID(SERV1) ACC(READ)

Others: PERMIT ringowner.ring.LST CLASS(RDATALIB)
ID(SERV1) ACC(UPDATE)

A\ =N e S

SITE/CA: PERMIT ringowner.ring.LST CLASS(RDATALIB)
ID(SERV1) ACC(CONTROL)

32 © 2017 1BM Corporation

NEW WAY - the RDATALIB Class
RDEFINE RDATALIB user.ring. LST UACC(NONE)



There are other functions for R_datalib that use:
RDEFINE RDATALIB user.ring. UPD UACC(NONE)

32



When in doubt...

Q To list the certificates within a dataset:
RACDCERT CHECKCERT(‘dataset’)

If a pkcs#12 package, add: PASSWORD(‘pswd’)
Q4 To confirm you have a complete chain on a ring:
RACDCERT ID(user) LISTRING(myring)
RACDCERT ID(user) LISTCHAIN( LABEL(‘my cert’))
where ‘my cert’ denotes the Server/Client certificate.

33 © 2017 IBM Corporation
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Examples:
Diagnosing without & with SSL Ctrace

34 © 2017 IBM Corporation
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Diagnosis Without Trace data

*  Get the Error Code or msg# from the App and look them up.
= Find the userid/keyring/certiabal of the App fro

o
may be echoed in its log).

« Llger RACDCERT LISTCHAIN to confirm the whale chain
axists and is on the ring.

*  [ake sure the partner has the Root CA,

» Determine the partner's Root CA and confirm it is on your
keyring.
* RLIST the appropriate FACILITY and RDATALIB profiles.

35 € 2017 1BM Corperation

If RDATALIB and FACILITY profiles both exist, the RDATALIB profiles take precedence.



Application Error

EZD12861 TTLS Error GRPID: 0000000B ENVID: 0000001D CONNID: 00005BDC
LOCAL: ::FFFF:123.45.67.890..0123 REMOTE: ::FFFF:234.567.89.12..6789
JOBNAME: abcdabcd USERID: mystc RULE: some-rule RC: 6 Initial

Handshake 0000000000000000 0000005011421A30 0000000000000000 00000000

EZD12871 TTLS Error RC: 428 Initial Handshake 986
LOCAL: 10.123.45.67..12345
REMOTE: 123.456.78.901..1234
JOBMAME: abodabed RULE: some-nile

I TSRS s vz €5 R0 T SFWORNGST CREATS- SO T OIRIBNIT SRS A TR
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§

IMWG802E SSL Handshake failed: return code 428 (Key entry does not contain a private key).
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Diagnosis with SSL Ctrace

QThere are two methods.
UMethod 1 — using ENVARS via the application;

ik A AL H Faltslrdsln Wik

UMethod 2 — using the GSKSRVR instructions.
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Diagnosis with SSL Ctrace — GSKSRVR Setup

{ICEF needs {o be started).

§ GSKSRVR

Restart the failing application {(optional for maximum data).

Update GSKWTR PROC to add a dataset to hold the trace.

TRACE CTWTRSTART=GSIKWTR

TRACE CTONCOMP=GEKSRYR

R nJOBMAME={3syv},OPTIONS=(L EVEL=255) WTR=-GSKWTR, END
- where yyy is the narme offhe faling [obrams, s TORIF 8T when ATTLE.
Recranle the faling scansiis.

TRACE CT,OFF,COMP=GSKSRVR

TRACE CTWTRSTOP=GSKWTR

Terse/FTP the dataset from GSKWTR PROC.
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**DO NOT SPECIFY GSKSRVR IN THE JOBNAME= PARM!**
Chapters 11 and 12 in the System SSL Programming book describe how to get the trace.
Here is the URL to the System SSL book:

(z/OS 2.2)

Chapter 11 describes the configuring the SSL started task, GSK Server. When you get to
chapter 12, start with the section called "Capturing Component Trace Data".
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Diagnosis with SSL Ctrace — Error codes

* There are several ways an SSL failure can be surfaced:
< Status Codes
« Function Return Codes

= An Alert is a standard value SSL reports to the partner
to describe a failure. Some common ones we see are:
40, 42, 48, 80.

» Alerts are documented in the RFCs {see appendix).

+  On the peer, a received Alert is converted 1o an SSL
Function Retum Code to be passed back to caller.

» Codes are doc'd in the Z/OS System SSL
Programming Guide.
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SSL Ctrace Msgs - #1

PLPSC MESSAGE 00000004 17:24:16.821683 SSL_ERROR
Job EZAO7  Process 0300004B Thread 00000001 gsk_get_local_certificates
Record ‘My RSA Cert from 2016' does not have a private key

PLPSC MESSAGE 00000004 17:24:16.821703 SSL_ERROR
Job EZAO7  Process 0300004B Thread 00000001 send_v3_server_messages
Unable to obtain server certificates: Error 428

PLPSC MESSAGE 00000004 17:24:16.821716 SSL_ERROR
Job EZAO7  Process 0300004B Thread 00000001 send_v3_alert
Sent SSL V3 alert 80 to 123.45.67.89.1234.

PLPSC MESSAGE 00000008 17:24:16.821729 SSL_INFO
Job EZAO7  Process 0300004B Thread 00000001 gsk_write_v3_record
Calling write routine for 7 bytes
PLPSC MESSAGE 00000008 17:24:16.821799 SSL_INFO
Job EZAD7  Process 0300004B Thread 00000001 gsk_write_v3_record
7 byles written
PLPSC MESSAGE 00000004 17:24:16.821818 SSL_ERROR
Job EZAO7  Process 03000048 Thread 00000001 gsk secure_socket init
1 S8SL V3 server handshake failed with 123.45.67.88.1234
PLPSC MESSAGE 00000002 17:24:16.821833 SSL_EXIT

Job EZAO7  Process 0300004B Thread 00000001 gsk_secure_socket_init
Exit status 000001AC (428)
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The situation:

The Server is starting, has sent its SERVER_HELLO and is now trying to read its own
certificate. Whether it was explicitly listed in the app’s config file, or obtained as the
default on the ring/kdb,

it appears that the private key was not given to SSL upon retrieval.

The error is 428 (GSK_ERR_NO_PRIVATE_KEY). It becomes Alert 80
(INTERNAL_ERROR) which is sent to the peer (Client).



How to resolve this issue

RACDCERT ID(userid) LIST(LABEL('My RSA Cert from 2016'))
* Does the task’s assigned userid own the cert?

< Does cert contai
RACDCERT ID(userid) LISTCHAIN(LABEL('My RSA Cert from 2016'))
RACDCERT USER(ringowner) LISTRING(ring}

*  Which keyring are they all on? s the cert marked PERSONAL, etc?
RLIST RDATALIB ringowner.ring.LST AUTH

RLIST FACILITY IRR.DIGTCERT.GENCERT AUTH

RLIST FACILITY IRR.DIGTCERT.LIST AUTH

RLIST FACILITY IRR.DIGTCERT.LISTRING AUTH

* Does the task’s userid have appr%)rﬁate access?

3
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SSL Ctrace Msgs - #2

PLPSC MESSAGE 00000004 13:16:23.050006 SSL_ERROR
Job EZAO7  Process 0300004B Thread 00000001 read_v3_alert
SSL V3 alert 48 received from 123.45.67.89.1234.

PLPSC MESSAGE 00000004 13:16:23.050022 SSL_ERROR
Jub EZAOT  Process 03000048 Thread 00000001 gsk secure socket init
S8L V3 server handshake falled with 123.45,67.89.1234.

PLPSC MESSAGE 00000002 13:18:23.050034 S&L_EXIT
Job EZAD7 Process 03000C4B Thread 00000001 gsk_secure_socket_init
Exit status 000001B3 (435)
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The situation:
Here, the Server sent its SERVER_HELLO with the Server’s Certificate Chain.
It immediately receives Alert 48 (UNKNOWN_CA).
This is turned into Return Code 435 (GSK_ERR_UNKNOWN_CA).
They both mean: Unknown CA.

The Client could not validate the Server’s certificate down to a root (or trusted base).
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SSL Ctrace Msgs - #2.1 (Backing Up)

PLPSC MESSAGE 00000008 13:16:22.382649 SSL_INFO
Job EZAO7  Process 0300004B Thread 00000001 gsk_get_local_certificates
Using subject record ‘My RSA Cert from 2016'

PLPSC MESSAGE 00000001 13:16:22.382671 SSL_ENTRY
Job EZAOT  Process 03000048 Thread 00000001 gsk get record_by id
Handle 4811522380, 102

PLPEC MESSAGE 00000002 13:18:22.382694 SEL_EXIT
Job EZAO7  Process 03000C4B Thread 00000001 gsk_get_record_by_id
Exit status 00000000 (0)
Label 'Symantec Class3 Sec Ser CA - G4'

PLPSC MESSAGE 00000001 13:16:22.382709 SSL_ENTRY
Joby EZADT  Procsss G3000048 Thread G0000CD1 gek_get mecord_by_id
Handle 4811522380, 1D 1

PLPEC MESSAGE 00000002 1311822382730 88L EXT
Job EZA0T  Prosess 0300004B Tiwesd COOO0NDT ook _get record by i

Exit status 00000000 (0) T
Label 'Verisign Class 3 Primary CA - G5'
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The situation continued:

Earlier in the Server Ctrace, we can see the certs that were pulled together to be sent in the
SERVER_HELLO.

Compile this list of names and review associated cert data in RACF. In fact, later in the
trace (not shown), one can also find the actual certs in DER format, which can be used to
derive DN information such as Subject and Issuer.
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How to resolve this issue

Getl concurrent trace from client.

lea timostarmn of Alart nm corver tn nriant vnnreal
Pl 0D sl Wslﬂl\lwm!ﬂly HBEL & BI%0 e REL ] A@ %Sl WhH RS RSN %S IG Tl

Back up o ses where the cerificate validation falled.

FReview certificales on client keyring to verify necessary root and
intermediates exist.

44 & 2617 |BM Carporation

44



Summary

We've reviewed what a certificate is an how SSL
uses them in a handshake

LY.V ol el ek luvesr o s endben % s i'ES’ Pt m T s P |
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&
add them fo keyrings in RACF

We examined a couple failure scenarios and
showed how to diagnose them with and without an
SSL Cirace.

We showed all the RACF commands you would

nead along the wav

el el wwwuuw LI L !ﬂ%g
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Appendix

=Additional reference materials
= System SSL Programming

= The SSL Protocol - Version 3.0 (Netscape)
E (obsolete)

= RFC 2246 The TLS Protocol Version 1.0

RFC 4346 The TLS Protocol Version 1.1

= RFC5246 The TLS Protocol Version 1.2

D ASOR Taiaenab Y ENG Dk Iats et e _—
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Profile

= FIPS 186 Digital Signature Standard
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Appendix — Cont.

= |ntroduction to Public-Key Cryptography
= http://www.rsasecurity.com/rsalabs/node.asp?id=2165
PKCS #7 Standard Message Syntax

= PKCS#12

= |CSF Application Programmer's Guide
= Hardware Crypto callable services
RACF Command Language Reference — RACDCERT

= RACEF Callable Services — R_datalib

RACF Security Administration Guide — using a SITE cert
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