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Agenda

= Discussion on digital certificate set up for
secure communication

= Overview of certificate / key ring utilities,
Certificate Authority available on z/OS
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First encounter with digital certificate

= Do you know you come across it every day?

= Do you ever take a look at it?

© 2017 IBM Corporation
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Details | Certification Path General | Details | Certification Path

Show [ <all> Show | <All>

Field Value Field Value

[=|version V3 [=] version V3

[=] serial number 7e 49 95 45 90 9b 4c 62 ... [=] serial number 7e 4996 4590 9b 4c 62 ...
[=] Signature algorithm sha256RSA [-] signature algorithm sha256RSA

[=] signature hash algorithm sha256 [=] signature hash algorithm sha256

Issuer Symantec Class 3 Secure... [E| Issuer Symantec Class 3 Secure...
(=] valid from Tuesday, May 17, 2016 7... [=] valid from Tuesday, May 17, 2016 7...

[ valid to Friday, December 30, 20... [-]valid to Friday, December 30, 20...
Subject WL amazon.com, Amaz...

[E| subject WWW.2Mazon. com, Amaz...

CN = Symantec Class 3 Secure Server CA - G4
0 = Amazon.com, Inc. 0OU = Symantec Trust Network

L = Seattle 0 = Symantec Corporation

S = Washington C=Us

C=Uus

CH = www.amazon.com

Edit Properties... ‘ | Copy to File... Edit Properties... | | Copy to File...

Learn more about certificate details Learn more about certificate details
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.m - p—

General | Details | Certification Path | General | Details | Certification Path

Certification path

& Ls] Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

VeriSign Class 3 Public Primary Certification
Authority - G5

VeriSign Class 3 Public Primary Certification
View Certificate Authority - G5

11/ 7f 2006 to 7/ 16/ 2036
Certificate status:

This certificate is OK.

| Issuer Statement |

Learn more about certification paths Learn more about certificates

|
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What’s inside a Certificate?

| General | Details | certification Path

This is the hash/encrypt
algorithm used in the
signature, eg. sha256RSA

Show [<All>

The certificate binds
a public key to a subject

Field Value

[=]serial number 1d 4a bd aa 78 d0 9afe ...
[=] signature algorithm sha256RSA

[=] signature hash algorithm sha256

Issuer Symantec Class 3 Secure...
Valid from Sunday, October 30, 201...
Valid to Sunday, December 31, 2...
Subject WWW.BMazZon.com, Amaz...
[ RSA (2048 Bits)

CA signs the above cert info by

encrypting the hash
with its private key

30 82 01 0a 02 82 01 01 00 c2 5a 28 67 75 9f f38
1f 1o de 74 d9 8f fd 78 c0 23 cB 8f 28 S5c 39 Se
72 b4 46 50 0d bb 5f bS5 68 bl 3b 14 &% 1b 64 a5
93 61 88 d6 9%c ed 11 Za 68 24 19 9 63 8 5a 33
96 0d 58 36 03 le bd 35 01 O0b £3 02 ac 2c 37 2o
f9 bl 72 2b ca d9 08 11 62 3d d8 3a 26 29 bb f1
40 a3 £2 d2 6d 19 ba 3f 4c cd ab d9 6f 6b 7 6f
47 5b 5b 05 25 db 25 =7 =6 79 5f 1lc 94 9f 98 3d
13 4b 75 05 35 ad4 33 Sc 4c 45 9% 52 9 fe Ze dS

™~

a2 62 c4 07 £3 bd 3a d7 o9 dl 54 97 &7 36 £3 3b
1d dl 7e 4 £2 27 09 a7 =0 Oc 42 0b b9 c6 46 49

—

Edit Properties... | | Copy to File...

Learn more about certificate details

The private key is NOT in the

AN
4
e % certificate. It is kept in a key store

You can NOT change ANY of the certificate information!

© 2017 IBM Corporation
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Certificate Formats

= X.509 certificates can be packaged differently
— Single certificate

— PKCS#7 certificate package
« Contains end entity certificate and its issuer(s)
— PKCS#12 certificate package

- Similar to PKCS#7, but also contains the private key associated with the end-
entity certificate.

- Packaged protected by a password

= Package can be in binary or Base64 encoded format (containing Aa-
Zz,0-9,/,+ (= is for padding) for easy cut and paste)

----- BEGIN CERTIFICATE-----
1o i bi R e SR e
x g o c30x g c c2Vs zaWdu W
= Transfer the file in binary or text e T S i NI AT E AN o A SN im0y BUR0S BV
MAsGA1UEChMEVGVzdDEZMBCcGALUEAwWWQVGVzdF 9zZWxmX3NpZ251ZDCBnzANBgkqg
hkiGO9wOBAQEFAAOBjQAwgYkCgYEA9tKOv5gLaceozMfMeVd891£CjBVoR+dpzhwK
- R2B/QcQYBGLfgS4YM/wGSh6YrmVygOOVxocriySbcxRuBayw3pE4/3JI2my INmLp
I PFIdPCngk/gqvEFK+1N+nrEnBK9y1ls7NmxDIuQQtFsX/o/DpoxwxzwXf+JbWDwirQR
aCCOr Ing y NyLiTGMCAwWEARaNSMFAWHQYDVROOBBYEFAWDELjOUCRA62BVs 3 jVyHewuOWEMBAG
AlUdIwWQYMBaAFAWDFLJOUCRa62BVs3jVyHewuOWEMA4GAIUJDWER/wWQEAWIESDAN
BgkghkiGI9wOBAQUFAAOBGQACS5sW1£3EdEOk9zc8wKNt 1sczWkQBrVy4Rdrl 7TERGN
D20fkBJQuXiNwN18pF6WPWEYG8O0MNwhP40JSVePnzE1h4Wzi2wl/zI8rINSW/px3
w161z+8JEI84q/NOqOtoPTAtEb6fIzwikLtctt30F+IjunvE5QoRsXRILDTMD/EG

Jw=

----- END CERTIFICATE-—--

= B64 format certificate helps the distribution of internal CA
certificates

8 © 2017 IBM Corporation
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Behind the scene - handshake process
= You visit the amazon site to buy something

= https in the URL indicates you are communicating
under a secure protocol - your browser sends a set of
proposed algorithms that needs for encrypting the
subsequent communication

= Two parties are involved:

— Amazon server (server)

- send a certificate to identify itself to your browser — the certificate’s
subject name matches that in the URL you entered
(www.amazon.com)

- send a set of algorithms that are matching with the proposed list
— Your browser (client)

- validate amazon’s certificate and decides whether to trust it — more
details in the next slide
* generate a session key using the chosen algorithm

- this key is wrapped by making use of the amazon’s certificate and
send to the server — more details in the following slides

) © 2017 IBM Corporation
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Behind the scene - handshake prOCesS

= These steps are referred as the handshake process
in the SSL/TLS (Secure Sockets Layer / Transport
Layer Security) protocol

= Once the secure session is established, all the

information you entered, like your credit card number,
will be encrypted using the session key before
sending to amazon

= This is an example of SSL/TLS server

authentication (one way) — only the server needs to
identify itself for the client to verify

© 2017 IBM Corporation
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Behind the scene - certificate verification

= Which side performs checking?
— Client (your browser)

= Validation checks

— Check the certificate’s integrity by veri’f&/i.ng the signature on the
certificate — is it really issued by the CA it claims?

— Check if the certificate is expired by verifying the expiration
date on the certificate

— Check if the certificate has been revoked —the issuer provides
the revocation status through Certificate Revocation List(CRL)
or Online Certificate Status Protocol(OCSP)

Note: The validation checks apply to the issuer certificate(s) too.
All the certificates have to pass these checks

= Trust check - check if the root CA certificate is
trusted

— Is the root CA certificate of the Amazon certificate in the Trust
Root Certification Authorities in your browser?

© 2017 IBM Corporation



IBM z Systems™

Intended purpose:

Certificate Authorities

ceriicnres SN s

’ <All=

%

Trusted Root Certification Authorities |Trusted Fublishers | Untrusted Puhlisher5|

ol

Issued To

[Slverisign Class 1...
[Slverisign Class 2...
Elverisign Class 3...
[Slverisign Class 3...
[Slverisign Class 3...
[Slverisign Comm...
[SlveriSign Trust ...
[SlveriSign Univers...
[Slvisa eCommerc...

[=IVisa Information...

Issued By

VeriSign Class 1 P...
VeriSign Class 2 P...
VeriSign Class 3 P...
VeriSign Class 3 P...
VeriSign Class 3 P...
VeriSign Commer...
VeriSign Trust Met...
VeriSign Universal...
Visa eCommerce ...

Visa Tnformation D ..

Expiration Date
7/16/2036
7/16/2036
7/16/2036
1/18/2038
7/16/2036
1/7/2004
8/1/2028
12/1/2037
6/23/2022
6/29/2025

Friendly Name £
VeriSign

VeriSign

VeriSign

VeriSign Clas...
VeriSign

VeriSign

VeriSign

VeriSign Univ... E

Visa eComme...

Visa Tnformati... i

I Import... H Export... H Femove

Certificate intended purposes

Learn more about certificates

View

Close

Browser’s certificate store -Trusted Root

© 2017 IBM Corporation
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rust or not?

= Who makes the decision to put a CA certificate
in the browser’s trusted root store

1) The application owner of your browser — Microsoft, Firefox,
Google...

* The browser preloads a set of ‘well known’ CA certs when you
first install it

* You may check to see what are the processes involved before
the company decided to accept a CA in its trust store

« Each browser company may have different sets of rules to accept
the CAs

- Some CAs charge a lot to issue a certificate, some are free.

+ Usually the CA that charges more performs more thorough
background check and validation on the requestor and provides
warranty coverage on damage caused by the CA’'s negligence

— DV certificate — Domain validation, just need to prove you are the
owner of a domain. Usually free.

— OV certificate — Organization validation, simple vetting through
customer contact using reliable third party data. Less expensive.

— EV certificate — Extended validation, extensive vetting using
government registries. More expensive

* You trust the company to make the decision for you

13 © 2017 IBM Corporation
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How about an internal CA?

= Who makes the decision to put a CA certificate

in the browser’s trusted root store

2) Yourself

* You may put a CA that you know in the trust store if you know

you will be contacting the server whose certificate was issued by
that CA

* ltis the server’s responsibility to tell you what the root CA it used
in the issuer(s)’ chain for its server certificate (The server can
skip this step if it chose a well known CA)

« It is your responsibility to decide if you want to trust that root CA
(The client can skip this step if the server’s root CA is a well
known CA since the browser decided for you)

© 2017 IBM Corporation
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Certificate issued by an internal root CA

General | Details| Certification Path |

Certification path

'] 5] Demo Customer Design Centre Certificate Authority
-] Sharb01 ca

Details | Certification Path
Show |<All> -]
|
Field Value o
\.-'ersic-n V3
[=] serial number 01

sha256RSA
sha256

| | | [Z]signature algarithm
| [=] signature hash algorithm

[=] 1ssuer Sharb01 CA, Test, The S...
[=|valid from Tuesday, October 04

[=] valid to Wednesday, October

5| Subject firstreq, Class 1 Inter

CH = firstreq

OU = Class 1 Internet Certificate CA
0 = The Sharb01 Firm
C=UuUs

Edit Properties... ]

Learn more about certificate details

15

View Certificate

ertificate status:

This certificate is OK.

Learn more about cerfification paths

© 2017 IBM Corporation



How to distribute the internal root
certificate?
Let’'s see how the government do it...

© 2017 IBM Corporation



IBM z Systems™

\§ Committee on National Sec...
BU Guidance - Security - C.. 'sfi successfactors () IBM Connactions ‘?IBM (IO Business Transfor.. iIBM Standard Software In.. lT Help Central || 18M VIRUS Computer Eme... :EIBM Softwara RFE Commu.

LOGIN

ABOUT LIBRARY HELP YOUR ALcoUT

v | 34 C20
] 3 Q‘ L] Login Help
7 0 6 Certificates 1
\ Al
l 7 4 6 Y0 ¢ Certificate Errors ' °““i LSEQ*

0 Terms of Use

SEARCH 0

LOOKING FOR

SOMETHING ELSE? -z
S stem Prote p =
Search the Library (|

A=
Site Map

69744 6‘?652052I5
rAl Keommittee

National Securlty

© 2017 IBM Corporation




IBM z Systems™

o :
&[5 e x (2 Accessing Protected Web Si...

>

ﬁ BU Guidance - Security - C... El successfactors IBM Connections IBM CIO Business Transfor... IBM Standard Software In... IT Help Central IBM VIRUS Computer Eme... IBM Software RFE Commu...

~

ARE YOU GETTING SITE CERTIFICATE ACCESS ERRORS?

Note: The IAD.Gov website uses TLS 1.2, supported by a Department of Defense (DoD) PKI certificate, to ensure

confidentiality and integrity for all users. IAD.Gov website users will need to have the current DoD Root and

Intermediate Certificate Authorities (CA) loaded into their browsers to avoid receiving untrusted web site notifications.

Instructions for these processes are provided on this page.

Portions of this web site use SSL protection to help secure our content. Access to these areas require that a site security

certificate is loaded into your browser. Other areas can only be accessed if you have a Public Key Infrastructure (PKI),

Personal Identity Verification (PIV) or Common Access Cards (CAC) correctly installed in your browser. Access to this site

requires both your personal certificate and site security certificate. There are two ways to avoid site certificate error

messages:

1. Import a DoD Root CA Certificate (preferred).
2. Add an exception for the web site (Mozilla Firefox only) or create a Trusted Site (IE only).

While adding an exception is the faster, easier process, you might have to repeat the process for multiple protected DoD

web sites. Importing the DoD Root CA Certificate will take a few minutes, but it is the more thorough solution. You

should only have to import it once per browser.

You may see some other messages, usually alerts, rather than error messages, even when everything is installed

correctly.
3. Other common error messages.

1. Import a DoD Root CA Certificate A

Web site users will need to have the current DoD Root ermediate Certificate Authorities CA) loaded into their

browsers to avoid receiving untrusted web site notifi

Please visit the Information Assurance Support Environment (IASE) Tools page to download the DoD Root and
Intermediate CA Certificates. Select the "Trust Store" tab; you will find the InstallRoot 4.1: NIPR Windows Installer in
this section. A user guide for InstallRoot 4.1 is available on the same page.

If you have any questions, please contact the IAD Client Contact Center at 410-854-4200 or IAD_CCC@nsa.gov.

18 © 2017 IBM Corporation



IBM z Systems™

rQ @ Accessing Protected Web Si... %
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2. Add Exception/Create Trusted Site g
+ Add an Exception (Mozilla Firefox only)

If you receive a Secure Connection Failed message in Mozilla Firefox, you have the option of simply adding an
Exception, thereby making it a Trusted Site. To do so, complete the following steps:

1. On the error window, click Or you can add an exception; the page reloads.

2. Click Add Exception; the Add Security Exception window opens.

3. Click Get Certificate; the window reloads.

4. Check the Permanently store this exception box; then click Confirm Security Exception.

+ Create a Trusted Site (IE only)
In IE, you may receive an error message stating that there is a problem with this website's security certificate. You
have the option of making it this site a Trusted Site. To do so, complete the following steps:

. Go to Tools > Internet Options.

. Select the Security tab.

. Click Trusted Sites.

. To create a Trusted Site, click Sites; the Trusted Sites window opens.

. Enter the URL of the desired site.

. Click Add. The site is listed in the Trusted Sites box.

. Check Require server verification (https:) for all sites in this zone.

Ny B N

3. Other Common Error Messages

¢ Switching from HTTP to HTTPS Pages with IE
If you enter the site URL starting with http, instead of https, or if the page you're coming from had a URL starting with
http and the link to the secure site was coded with a relative link, |you may see a security warning. Select Yes|to
proceed.

19 © 2017 IBM Corporation
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IASE e Al Sites

Home | Cybersecurity Training ¥ | TopicMap ¥ | STIGS ¥ | Tools ¥ | News | Help [ RSS Feeds

Home = PKI-PKE > Tools

PKI and PKE Tools

*PKI = DoD PKI Certificate Required

Domain Management
Description

Password Hash Refresh Script *PKI

The DoD PKE Password Hash Refresh script can be used to periodically change passwords (and by extension, their associated
hashes) for smart card-enforced accounts within specific OU containers and Groups in Microsoft Active Directory (AD). (ZIP
Download) Size: 2 KB

Password Hash Refresh Script: User Guide *PKI

This guide provides step-by-step instructions for using the DoD PKE Password Hash Refresh script to periodically change

passwords (and by extension, their associated hashes) for smart card enforced accounts. (PDF Download) Date: 02/11/2014 | Size:

686 KB

Smart Card Logon (SCL) Troubleshooting Tool 1.0 *PKI

The SCL troubleshooting Tool is designed to identify and diagnose SCL problems that are present on an Active Directory domain
controller. The following operating systems are supported: Windows Server 2008, 2008 R2, 2012, and 2012 R2 . (MSI Download)
Date: 02/26/2016 | Size: 14,161 KB

Smart Card Logon (SCL) Troubleshooting Tool 1.0 User Guide *PKI

This quide provides usage instructions for the Smart Card Logon (SCL) Troubleshooting Tool. (PDF Download) Date: 02/26/2016 |
Size: 605 KB

Certificate Tools

20

PKI-PKE Home
Getting Started
End Users

PKEA-Z

For Administrators, Integrators &
Developers

Tools
SIPRNet PKI

Mobile Devices

Interoperability
For RAs, LRAs, KRAs & TAs

Newsletters

External Certification Authorities
(ECA) Customer Support

Policies

SHA-256 Coordination
Conferences
Initiatives

About

Contact Us

17 IBM Corporation
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Date: 07/09/2015 | Size: 333 KB

IBM VIRUS Computer Eme... || IBM Software |

NSSdb CertLoader for Windows *PKI

This script facilitates population of trusted Certification Authority (CA) certificates in an NSS database on Windows operating
systems. The script extracts all certificates from a specified PKCS#7 file, converts them to PEM format as necessary, then loads
them into a specified NSS database. (ZIP Download) Size: 2 KB

NSSdb CertLoader for Windows User Manual *PKI

This guide provides installation and usage instructions for the NSSdb CertLoader script for Windows environments. (PDF
Download) Date: 07/09/2015 | Size: 331 KB

PKI CA Certificate Bundles: PEM Self-Extracting ZIP

These signed self-extracting zip files contain all the Certification Authority (CA) certificates for the specified PKI in PEM format.
Instructions for verifying the digital signatures on the files can be found in the Verifying Digital Signatures on DoD PKE Tools guide.
Designed to be run on Microsoft Windows

+ For DoD PKI Only - Version 5.0 - (EXE Download) Size: 190 KB

+ For ECA PKI Only - Version 5.0.1 - (EXE Download) Size: 175 KB

+ For JITC PKI Only - Version 5.0.1 - (EXE Download) Size: 204 KB

+ For SIPR PKI Only - Version 5.0.1 *Download available on SIPRNet Only

PKI CA Certificate Bundles: PKCS#7

These zip files contain three PKCS#7 files that contain all the Certification Authority (CA) certificates for the specified PKI in different
formats. One PKCS#T file contains the certificates in DER format, another in PEM, and the last also in PEM but with a signature
applied to the PKCS#7 file. Instructions for verifying the integrity of all three files using OpenSSL are included in the README

+ For DoD PKI Only - Version 5.0 - (ZIP Down 4 KB
+ For ECA PKI Only - Version 5.0.1 - (ZIP Download) Size: 83 K
+ For JITC PKI Only - Version 5.0.1 - (ZIP Download) Size: 346 KB

+ For SIPR PKI Only - Version 5.0.1 *Download available on SIPRNet Only

Home Prvacy Policy Accessibility Policy and Guidance Cybersecunty Related Links  Cybersecurity Acronyms =~ Help Desk =~ About IASE
IASE is sponsored by Defense Information Systems Agency (DISA) .

Page Last Revised: 3/28/2016 2:41 PM
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Content of the download package:

README.txt

LoD Root CA 4 0x01_ DoD Root CA_d.cer

DoD Root CA_ 3 0x01_ DoD Root CA_3.cer

LoD Root CA 2 0x05_ DoD Root CA_2.cer

DoD_PKE_CA_chain.pem

Certificates_PKC57_v5.0ul_DoD_0SX_CAsOnly.der.p/b
Certificates_PKCS7_v5.0ul_DoD_DoDRootCA4 withCAs_FirefoxChromeO5S.der.p7b
Certificates_PKC57_v5.0ul_DoD_DoDRootCA3_withCAs_FirefoxChromeOS.der.p/b
Certificates_PKC57_v5.0ul_DoD_DoDRootCAZ2_withCAs_FirefoxChromeQ5.der.p7b
Certificates_ PKCS7 v5.0ul_DoD.sha256

Certificates_PKC57_v5.0ul_DoD.pem.p/b

Certificates_PKCS7_v5.0ul_DoD.derp/b

29 © 2017 IBM Corporation
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README.TXT

Verify the following output:

subject=/C=U5/0=0U.5. Government/0OU=DoD/0OU=PKI/CN=DoD Root CA 2
issuer= /C=US/0=U.S. Government/OU=DoD/OU=FKI/CN=DcD Root CA 2
SHA]1l Fingerprint=
BC:94:1B:34:EA:1E:AG:ED:SA:EZ2:BC:54:CF:68:72:52:B4:C9:B5:¢61

Confirm ocutput and wverify the DoD Root CA 2 SHA]l Fingerprint by
calling the DoD PEI at (844) 347-2457 or DSN 850-0032.

General | Details | certification Path

=]

show [<all>

Field Value

=] valid to Wednesday, December O...
Subje-ct Dol Root CA 2, FKI, DoD,...
Public key RSA (2048 Bits)

5| Subject Key Identifier 49 74 bb 0Oc 5e ba 7a fe 0...
5| Key Usage Digital Signature, Certific...
li=| Basic Constraints Subject Type=Ca, Path L...
[=| Thumbprint algorithm shal

Thumbprint 8c 94 1b 34 ea 1e a6 ed ... —

d= 94 1b 34 =a 1= ab =ed Ya =<2 bo 54 =t 62 V2 52 b4
=9 bt &1

Edit Properties... | [ Copy to File...

Learn more about certificate details

23 © 2017 IBM Corporation
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A better approach

= |f your server needs to be accessed by internet

— Starts with a server using a certificate issued by a well known CA

— Put your CA certificate(s) on that server site, together with their

thumb prints values

= |f you server only communicates with a known set of clients

— Put your private CA certificate(s) together with their thumb prints
values separately on the existing communicating channels, eg.

mails, emails...

Mail / Email 1:

SHA1 thumb print of the ROOT CA:
8C:94:1B:34:EA:1E:A6:ED:9A:E2:BC:54:CF:68:72:52:B4:C9:B5:61

Mail / Email 2:

ROOT CA certificate in B64 format:

----- BEGIN CERTIFICATE-----

MIICPTCCAaagAwIBAgIIR49S4QANLVEWDQYJKoZ IhveNAQEFBQAWNZELMAKGALUE
BhMCVVMxDTALBgNVBAOTBFR1c3Q0xGTAXBgNVBAMMEFR1c3Rfc2VsZ19zaWduZWQw
HhcNMDgwMTE 3MTMwN §OxWhcNMDk wMTE 2MTMwN §OxW jA3MOswCQYDVOQGEWJIVUZEN
MAsGA1UEChMEVGVzdDEZMBcGALUEAwWWQVGVzdF 9zZWxmX3NpZ251ZDCBnzANBgkqg
hkiGO9wOBAQEFAAOBjQAwgYKkCgYEA9tKOv5gLaceozMfMeVd891£CiBVoR+dpzhwK
R2B/QcQYBGLfgS4YM/wGSh6YrmVygOOVxocriySbcxRuBayw3pE4/3JI2my INmLp
PFIdPCngk/gqvEFK+1N+nrEnBK9y1ls7NmxDIuQQtFsX/o/DpoxwxzwXf+JbWDwirQR
NyLiTGMCAWEAAaNSMFAwWHQYDVROOBBYEFAWDFLJjOUCRa62BVs3jVyHewuOWEMBEG
AlUdIWQYMBaAFAWDFLJOUCRa62BVs3jVyHewuOWEMA4GAIUJDWER/wQEAWIESDAN
BgkghkiGI9wOBAQUFAAOBGQACS5sW1£3EdEOk9zc8wKNt 1sczWkQBrVy4Rdrl 7TERgGN
D20fkBJQuUXiNwN18pF6WPWEYG8OMNwhP40JSVePnzE1h4Wzi2wl/zI8rINSW/px3
w161z+8JEI84q/NOqOtoPTAtEb6fIzwikLtctt30F+IjunvE5QoRsXRILDTMD/EG
Jw=

----- END CERTIFICATE---—

© 2017 IBM Corporation



A server wants to establish a secure
session with a client using server
authentication.

What are the steps?

1) Get a certificate

2) Set up a certificate store / key ring and
put the certificate there
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Step 1: Get a certificate

= The server needs to obtain a certificate to identify itself.

There are different options:

a) Use utilities from z/OS or other platforms — RACF
RACDCERT or System SSL gskkyman, openSSL

— simple, but they do not provide any revocation status on the
certificate

0) Buy one from some commercial CAs
— costs money

c) Get afree one from free CAs
— May not be accepted by some clients

> Especially client on z/OS — don’t want to open up the
communication with numerous servers that were issued without
going through some identity checking

d) Request one from some internal CA, eg. z/OS PKI Services

— needs set up. But if a large number of certificates are needed, it
pays back.

— control what certificates to be issued
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Key pair ->CSR->certificate

= Need to have a public private key pair first for the server

— The key pair is generated in the process of generating the
certificate signing request (CSR)

— The public key is put on the CSR, which also contains identifying
information for the server

— CSR is signed by the server’s corresponding private key

— The private key put in a safe place!!!
= The CSR is sent to the CA @

CA T —»

= After the CA validates the CSR, it returns a certificate with

— the public key and the identifying information from the CSR

— other content that the CA decides

— the signature created by the private key of the CA

Note: Secure the private key associated with the certificate,
especially the CA’s. Compromise of the CA’s private key

Request Signature

certificate

Certificate Info

version

serial number
signature algorithm ID
issuer's name

validity period
subject’'s name
subject’s public key
extensions

Certificate Signature

invalidates ALL the certificates it has issued!!!

27
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Step 2: Set up a certificate store

Certificate must be placed in a certificate store /
key ring/ key database before it can be used by an
application to perform identification and validation

The server set up a certificate store /key ring / key
database with these certificates (assuming the CA
is a root cert):

— the server certificate
— the CA certificate

The server sends the CA certificate to the client

The client sets up a key ring / key database /
certificate store with this certificate:

— the CA certificate

Note: If the certificate store is managed by RACF, need not to
create a real key ring to store the CA certificate, use a virtual key
ring under certificate authority’s predefined ID,ie CERTAUTH

Server certificate store

* FTP Server cert .
 CA cert that signed FTP server cert

*CA cert that signed FTP server cert

Client certificate store

© 2017 IBM Corporation
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If there are intermediate CAs in the

Root CA

— Intermediate CA1

* Intermediate CA2
— Server

Putting the intermediate CA in the
client’s store may cause validation
failure if the intermediate CA has
changed

chain...

Server certificate store

*FTP Server cert

*Intermediate CA2
*Intermediate CA1
*Root CA of the server

*Root CA of the server

Client certificate store
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Why intermediate CA reissued

= SHA1 -> SHA2
= 1024 ->2048
(steps shown later)

Server certificate store before
intermediate CAs change

*FTP Server cert
*Intermediate CA2
*Intermediate CA1
*Root CA

/ «Intermediate CA2 /~Root CA
*Intermediate CA1
*Root CA

Client certificate store

30

Server certificate store after

intermediate CAs change

*FTP Server cert’
sIntermediate CA2’
sIntermediate CA1’
*Root CA

pd

*Root CA

*Intermediate CA2
*Intermediate CA1

*Root CA

Client certificate store
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Detalls on these 2 steps
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Generate certificates and create key rings

using z/OS utilities

= RACF RACDCERT

>

>
>
>

A\

create request, create certificate including self-signed one
manage certificates stored in a RACF key ring
specified with <ring owner>/<ring name>, eg. FTPID/ftpRing

key ring can be created before or after the certificates have
been obtained

key rings are protected by RACF resource profiles in
FACILITY or RDATALIB class

» RDATALIB class provides granular control on individual
key ring access

© 2017 IBM Corporation
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Generate certificates and create key rings

using z/OS utilities

= System SSL gskkyman

>

A\

a Unix based utility shipped as part of the System SSL
product in the z/OS Cryptographic Services Element

create request, create only self-signed certificate
manage certificates stored in a key database file

specified with /<full directory path>/<db file name>, eg
/etc/certStore/ftp.kdb

key database must be created before the operation on
certificates

protected by the file system’s permission bits and password
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Eg - Renewing a CA and server Certificate with a
new key Pair with SHA2 signing algorithm

Steps:

1) Create a new certificate based on the original certificate:
RACDCERT CERTAUTH REKEY (LABEL (' original CA
cert’))WITHLABEL (‘new cert’)SIZE.. NOTAFTER..

2) Generate a request based on the new certificate and put in a

dataset ‘req_dsn’

RACDCERT CERTAUTH GENREQ (LABEL (‘new CA cert’))
DSN (reqg_dsn)
3) Send the request to the original certificate CA

4) The CA signed the new certificate with SHA256RSA signing
algorithm

5) After receive the new certificate and save it in a dataset ‘cert_dsn’,
add it back under the same ID:

RACDCERT CERTAUTH ADD (cert_dsn)

34
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Eg - Renewing a CA Certificate with a new
key Pair with SHA2 signing algorithm

Steps:

6) Perform step 1- 5 on the server certificate, replace the CERTAUTH
in the command with the server ID

7) When ready, start to use this new CA certificate and new server
certificate

RACDCERT CERTAUTH ROLLOVER (LABEL ("original CA
cert’ ) )NEWLABEL ( ‘new CA cert’)

RACDCERT 1ID (<server ID>) ROLLOVER (LABEL (’original
server cert’))NEWLABEL ( ‘new server cert’)

8) Restart the server!!!

35
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Missing an important CA function

= RACDCERT and gskkyman do not have all the functions of a real
Certificate Authority

= No revocation status not provided
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Certificate Authority on z/OS

= 7/OS PKI Services provides full certificate life cycle management
> Included in z/OS base - ‘free’

> Request, create, renew, revoke certificate

» Provide certificate status through Certificate Revocation List(CRL)
and Online Certificate Status Protocol (OCSP)

» Generation and administration of certificates via customizable web
pages

» Support Simple Certificate Enroliment Protocol (SCEP) for routers to
request certificates automatically

» Automatic notification or renewal of expiring certificates
= (Cannot generate its own certificate to start
» Use RACDCERT to generate or buy externally

= (Cannot generate key ring / certificate store
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Using z/OS PKI Services web pages

Cryptographic Services PKI Services Guide and Reference
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User requests server certificate

PKI Services Certificate Generation Application

Install the CA certificate to enable SSI sessions for PKI Services H
>

Choose one of the following:

-« Request a new certificate using a model

Select the certificate template to use as a model | 5-Year PKI SSL Server Certificate v
1-Year PKI SSL Browser Certificate
( Request Certificate ] 1-Year PKI S/MIME Browser Certificate

2-Year PKI Windows Logon Certificate
-Year PKI Browser Cerificate For Authenticating To z/OS

« Pick up a previously requested certificat:

5-Year PKIIPSEC Server (Firewall) Certificate
Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate
\ 2-Year PKI Authenticode - Code Signing Certificate
: 5-Year SCEP Certificate - Preregistration
Select the certificate retum type | PKI Browsel; o o pi) Generated Key Certificate

n-Year PKI Certificate for Extensions Demonstration

[ Pick up Certificate ]

« Renew or revoke a previously issued browser certificate

| Renew or Revoke Certificate |

- Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was requested

|

Enter the same pass phrase as on the request form
[ ] [ Recover Certificate ]

« Administrators click here

| Go to Administration Page |
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Here's your Certificate. Cut and paste it to a file

----- BEGIN CERTIFICATE-—-=--- [\
MIIGhwYJKoZIhveNAQeCoIIGeDCCBnQCAQEXADALBgkghkiGOwOBBwGggyZecMIID
STCCA16gAWIBAgIBED ANBgkghkiGOSwOBAQUF AD AyMQOswCQYDVQQGEWIJVUZEMMAOG
A1UEChMDSUJNMRUWEwWYDVQQLEwXxIULBDZXJOIEF 1dGgwHhcNMDOxMDAZ MD AwMD Aw
WheNMDRxMDAOMIN1O0TUSWIBOQMQswCQYDVQQGEwWIJVUZERMASGAIUECBMI TV IF 1v
crsXFTATBgNVBAOTDES 1dyBZb3Jr IFJVRZEXMBUGA1UEAXMOULVHIFALYiBTZXJ2
ZXIwgZ8wDQYJKoZIhveNAQEBBQADGYOANIGI AoGBAJQLEDRIAALhnFYyQE/ MOZ9S
eF+8zLv4AD6MYN1IP/ Tr+I3i3T6CcOMNYUB7fUgSpAIfnPt8W6KWLROML3 1HVUYYLE
0GaQ/FprecnHEkvPSQhOrvhxfqoZnrA1N4kGisGiBgvbevZ1fLAHpOJNLAaJEfC2/ h
EbBOsdQ4RLESVCLzrSoZBAgMBAAGIggH7MIIBES zApBgNVHREEI j AghhhodHRwO1i8wv
d3d3LnJ1Z3N1lcnZleiSjb22HBAL7LUNwDgYDVROPAQH/ BAQDAGWgMBHMGA 1 UdJQQOM
MAoGCCsGAQUFBwHNEMIIBYwYDVROLfBIIBWICCAVYwSaBHoEWkQzBBMQswCQYDVQQG
DAJVUzZEMMAOGALIUECgwDSUJNMRUWEwWYDVQQLDAXIULIBDZXJOIEF 1dGygxDTALBgNV
BAMMBENSTDEwXaBboFnGVZxkYXA6LySSLiUZLIUOLIEzMDozODkvQO49Q1IMMS P
VT1IUiUyMEN1lcnQlMiBBAXROLESSSUJNLEMOVVH/ Y2V ydG lmalNhdGVI ZXZvYZFO
all9uTGlzdDBxoG+gbYZrbGRheDovL2 15b3ROZEISZGFweZ2VydiVyLmlSY29teGFu
e55ib206MzgSLONOPUNSTDEsST1USSFILINIBDZXJ0OITIwQXVO0aCxPPULCTSXDPVVT
PZ2N1lcnRpZml jYXR1UnVZbhbZNhdGlvbkxpe3QuiN6A1o0DOGHWhOAHAGLY9S3d3cubXl ]
b2 1wYWSSLmNvh390301TZXJZLZNhYZVydHIVvQ1JIMHESS jemwwHQYDVROOBEYEFFp6
TKC8zJOGNU/ 1vjmjgx/SZ+NHMBSGA1UAIwQYMEaAFLAu6pMUISyIBAPXMeK3zulZ
M+arMAOGCSgGS Ib3DQEBBQUAA4AGBADpj6b10eBL+2z2GOmd2EQGXyPSzrPYoALIJS
LP3ugJdSsI1RSSmtNsSUm358JzYwt T/ 46uP6zmDnn3hx At 6cwHiWYHNpKz IQHEX+02
15L/ £X/ Su8QCFhREBE7a18Z+Aeppco0i 6/ YxHEH1+5gIcMvS/ oekbH26foxSNwlRb
n/ tKilemMIICXzCCAcigAwIBAGIBADANEBgkghkiGIOwOBAQUF AD AyMOswCQYDVQQG
EwJVUzEMMAOGALUEChNDSUJNHRUWEWYDVQOLEwX IULBDZXJDIEF 1dGgwHhcNMDOX
MDAOMDQuUMDAWWheNMI AwHTAYMDM1O0TUSW ] AyHQswCQYDVQQGEWIVUZEMMAOGALIUE
ChMDSUIJNMRUWEwWYDVQQLEwXIULiBDZXJOIEF 1dGgwgZ8wDQYJKoZIhveclNAQEBBQAD
gYOAMIGJAOGBALALZJIJIN/ FEW/ VDi+nRoud zpwK16V4ATgNHzt juEMbdz13rtcIpaR
OgIh6latRRsddACuH4vkxalxg/ WHOdzFp/ kknDHrh1lEwl IWRLCEfU3LAiBg8URO
QiPhuwV61cQUHS TH+uxnXJgS60KQAO04weiFr+GRm6ISa3il/ Yt4oIe IDAGMBAAG]
gYQUgYEWPWYJYIZIAYLAQgENBDITHEALbnVyYXR1ZCBieSB0aGUgU2VidXJpdHky
U2VydnVyIGZveiB6LO9TIChSQUNGKTAOBYNVHOSBALSEBANCAQYwDwYDVROTAQH/
BAUwWAWEB/ zAdBgNVHQEEFgQUL2 7ggkxQj2 AgEA9cx2r £O07?VkzSgswDQYJKo Z ThvelN
AQEFBQADGYEAQWTNhDcEf?7GUAWW?hBRkSXWhODsSTSN/ A/ PZrVFs7mSpdpT3 I1dbE+I
Ipf4kRFruoN6bIFDwOyFnCp?1BbWHSAF/OnMwBGMsSFEhLrF6Fjwl2ovObWWgCiAE

e

email: webmaster{@your-company.com
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User requests browser certificate

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services ﬂ
S

Choose one of the following:

« Regquest a new certificate using a model

Select the certificate template to use as 2 model | 5-Year PKI SSL Server Certificate N
[[1-Year PKI SSL Browser Certificate |
I Request Certificate ] 1-Year PKI S/MIME Browser Certificate

2-Year PKI Windows Logon Certificate
ear P er Certi e For Authenticating To z/OS

« Pick up a previously requested certificate |

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

[ 2-Year PKI Authenticode - Code Signing Certificate
) 5-Year SCEP Certificate - Preregistration

Select the certificate retum type | PKIBrowsd § vo o pi) Generated Key Certificate

n-Year PKI Certificate for Extensions Demonstration

[ Pickup Cerificate |

- Renew or revoke a previously issued browser certificate

| Renew or Revoke Certificate |

- Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was requested

Enter the same pass phrase as on the request form
[ |[___Recover Certtificate |

« Administrators click here

| Go to Administration Page |
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Retrieve Your

1-Year PKI SSL Browser Certificate

Please bookmark this page

Since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when you return to this bookmark, the browser will display

your transaction ID. This is the

Enter the

easiest way to check your status.

d transaction ID

1ldZ0dPXy4lw2Te+++++++++

If you specified a pass phrase when submi

i popp = —— - — - ¢ - —— [ = \

l Retrieve and Install Certificate ]

email: webmaster{@your-company.com

I} Your personal certificate has been installed. You should keep a backup copy of this certificate.

File Edit View History Bcokmarks Icols Help

/ 3 Options

©) Firefox | aboutpreferencestadvanced

¢ | Q search

& Advanced

Advanced

General Data Choices Network Update Certificates

Requests
When a server requests my personal certificate:
Select one automatically

®  Askme every time
v Query OCSP responder servers to confirm the current validity of certificates

View Certificates Security Devices

Certificate Manager
P ——

Your Certiﬁcate}lfpeopm | Servers | Authorities | Others |

You have certificates from these organizations that identify you:

Certificate Name

Security Device

Serial Number Expires On

abozo

bozo

4aIBM
octl9
Ozzy Osbourne
Fred Jones
Joe Smith
aug8p

nov20a

Software Security Dev...

Software Security Dev...
Software Security Dev...
Software Security Dev...
Software Security Dev...
Software Security Dev...
Software Security Dev...

00 Sunday, October ...

Wednesday, Oct...
Thursday, Septe...
Thursday, Septe...
Wednesday, Sept...
0c Monday, August ...

03 Friday, Novembe... ™

View... | | Backup... | lBacl_cupAII...l l Impaort... l ‘ Delete... ‘
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® IBM PKI Redbooks
Managing Digital Certificates across the Enterprise

z/OS PKI Services: Quick Set-up for Multiple CAs

Youtube on PKI web page usages

P etbooks o Rebooks
Managing Digital z/0S PKI Services
Certificates across the Quick Set-up for Multiple CAs

Enterprise
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Some suggestion on debugging certificate
problem

= Very first question - Which side are you looking at — server or
client?

= Find out where the key ring used by the application is specified,
eg:
— FTP server, IPSEC: AT-TLS policy
— TN3270 Server: Telnet profile
— HTTP server: httpd.conf / vhost.conf

= List the certificates in the key ring and record their labels
(RACDCERT LISTRING)

— Server ring — server certificate (usually marked as default), issuer CA,
root CA

— Client ring — root CA, same as that in server ring

= List the chain of the server certificate using its label to make sure
the ring contains the right ones (RACDCERT LISTCHAIN)

© 2017 IBM Corporation



45

IBM z Systems™

Some suggestion on debugging certificate
problem

= All the certificates in the key ring serve a purpose, for
identification or for validation. If you can't tell why it is there,
probably it is not needed.

= The more certificates in the ring, the longer the processing time,
the harder to debug which one is causing the problem
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Questions ?
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