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October 4 - IBM Security Announcements

Major acquisition in 
Security Intelligence

IBM Global Services & Security 
Product Announcements:

• IBM Security zSecure suite V1.13
• Tivoli Identity Manager V5.1 Role                 
and Policy Manager
• Tivoli Federated Identity Manager

New IBM Security 
Systems division
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Security zSecure Suite 1.13.0

New releases for z/OS products
IBM Security zSecure Admin 1.13.0

IBM Security zSecure Audit 1.13.0

IBM Security zSecure Visual 1.13.0

IBM Security zSecure Alert 1.13.0

IBM Security zSecure CICS Toolkit 1.13.0

IBM Security zSecure Command Verifier 1.13.0

IBM Tivoli Compliance Insight Manager Enabler 

for z/OS 1.13.0
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Summary:  zSecure Suite 1.13

• CICS and IMS usability enhancements:   
automate adding resource class and name 
knowledge, UI improvements, and more

• Access Monitor extensions
• TCP/IP security extensions
• Interface & ease of use improvements
• Expanded SMF support 
• Currency with z/OS, RACF, ACF2, Top Secret, 

CICS and more…
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Manage risk, security, and compliance
IBM Security zSecure 1.13

� Reduce complexity, cut cost, and increase 
productivity for consolidated mainframe 
applications, virtual systems and cloud security

� Improve security intelligence and automate 
security event auditing, reporting and monitoring  
to demonstrate compliance, pass audits and 
improve system availability 

� Extend application security integration with 
enhanced CICS and IMS auditing

Learn more http://www-01.ibm.com/software/tivoli/products/zsecure/

Announcement letter at: http://www.ibm.com/common/ssi/ShowDoc.jsp?docURL=/common/ssi/rep_ca/2/897/ENUS211-432/index.html&lang=en

Up to 70% in security audit savings
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Thank you!

For more information, please contact: 

Glinda Cummings at: Glinda@us.ibm.com
Anne Lescher at :  lescher@us.ibm.com



© 2011 IBM Corporation

RACF 35 th Anniversary – September 24, 1976
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Whats new - zSecure V1.13 

• Automate adding resource class and name knowledge for CICS and IMS, and 
usability enhancements around resource names  

• Determine classes and transaction names in actual use by CICS
• IMS resource and class data collection and report
• Report on protection adequacy of (more) sensitive resources – also site data 

classification
• DB2 class data collection and reporting

• Access Monitor extensions
• Identify job name, port of entry, and OPERATIONS use

• Expand Integration with Tivoli & IBM SW portfolio
• Additional integration with Communications Server (resolver settings, DVIPA 

authority, SMF 119 updates)
• Additional synergy with RACF
• Additional TCP/IP auditing 

• Interface improvements and ease of use features
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What’s new - zSecure V1.13

• Leverage currency with RACF & OS's
• z/OS V1R13 - RACF support: RRSF over TCP/IP, new 

classes, KERB and ICSF updates 
• z/OS V1R13 – support for large disk volumes, large 

VVDS, type V catalog records, RMODE 64, and zFS
sysplex mode; new dynamic exits, audit function codes, 
etc. 

• CICS Transaction Server V4R2 support
• ACF2 r14 and r15 toleration 
• Top Secret r12, r14, and r15 support

• Ensure internal compliance and usage of best practices



Improve Auditing and Monitoring

•DB2

– New reports show:

– Region information

– Region name, region userid, classes used, subsys id, etc.

– zSecure Audit and Alert already process SMF records 
from DB2 (type 102)

– DB2 external security events can be captured with SMF 
record type 80 or 230
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Improve Auditing and Monitoring

•CICS and IMS

–New reports show:

• Region info for - Region name, appl, default userid, 
SAF options, e.g., classes, attributes, etc.

–Transaction definitions

– Program definitions

– Audit concern and priority for unprotected 
critical transactions

–Flexibility to add your own “sensitive”
transactions
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Policy enforcement solution 
that enforces compliance to 
company and regulatory 
policies by preventing 
erroneous commands

Real-time mainframe threat 
monitoring allowing you to 
monitor intruders and 
identify mis-configurations 
that could hamper your 
compliance efforts

Compliance and audit solution that 
enables you to automatically 
analyze and report on security 
events and detect security 
exposures

Enables more efficient and 
effective RACF 
administration, using 
significantly less resources

Reduces the need for scarce, 
RACF-trained expertise 
through a Microsoft 
Windows–based GUI for 
RACF administration

Allows you to perform 
mainframe administrative 
tasks from a CICS 
environment, freeing up 
native-RACF resources 

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.

Combined audit and 
administration for RACF in 
the VM environment

IBM Security zSecure suite


