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DISCLAIMER…
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This presentation discusses potential IBM deliverables. Statements regarding IBM future direction 

and intent are subject to change or withdrawal, and represent goals and objectives only.
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Agenda
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 ATT Team Introduction

 Cool Demos!

– Cloud Data Access

– PGP

 Future
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Z Systems Advanced Technology Team

Let’s Innovate!!!
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Z Systems Advanced technical Team

 Mission: A highly innovative team composed of cross-product software engineers working together to explore 
and discover new technology innovations through incubator projects for z Systems

 Working close as an Agile team to investigate and assess new 

innovations for the z platform using new and future 

technologies

 Creating demonstrations to show the huge opportunity and 

value of the z Platform

 Working closely with stakeholders (internal and external) to 

gather feedback and direction on incubator projects

 Collecting new ideas from both external customers and internal 

thought leaders on ways to utilize newer technologies on z
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z/OS Cloud Data Access
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Big Data is being stored in 

the Cloud at record 

amounts…

How do we use that data 

in conjunction with z/OS? 
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z/OS - Cloud Data Access (CDA)
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Cloud Data Access: Allow z/OS applications to perform all of their cloud data 

through one simple interface - the ability to store and access big data on the cloud; 

allow big data to be consumed by cloud connector applications; provide a vehicle to 

back up data offline from z/OS

Use Cases

There are many use cases for the need to access cloud data (objects) from z/OS.  

Some of them are list here: 

• Use Case 1 : Existing z/OS apps need to store large data at a lower 

cost.

• Use Case 2: Existing Cloud deployed data from any platform will be 

accessible to z/OS.

• Use Case 3: z/OS operating system will leverage cloud storage 

capability.

• Use Case 4: Auto propagation of z/OS data to any cloud connected 

platform.
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Parts of z/OS CDA 
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CDA Cloud Data APIs
–CDAREAD, CDAWRITE, CDALIST, CDADEL, CDAGETP

CDA Key Access APIs
–Add Key, Delete Key, GetResources, Key Search

Extensible Cloud Framework
–JSON markup language for cloud providers
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z/OS - Cloud Data Access
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DEMO…time for fun!!!
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Security - What is PGP?



© 2017 IBM Corporation

IBM z Systems

PGP Certificates
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PGP Flow - Encrypt
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PGP Flow - Decrypt
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State of EndPoint Security – Present 
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Best of Both Worlds
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Enterprise Security 
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Introducing… Enterprise PGP
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Conclusion 

 EnterprisePGP is pretty cool, let’s get the hype train rolling.

 Availability, deployment, service, how do we get this out to customers quickly and easily?

 Open to all feedback and suggestions, thanks!
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Enterprise Security Stack

WAS Liberty/ Crypto 
API Service

jCCA Framework

RACF/ICSF

WAS Liberty

Hosts RESTful Crypto Service API’s

jCCA Framework

Provides native Java interface to crypto 

services

RACF

Authentication and access control to 

crypto services and sensitive key material

ICSF

Interface to zOS crypto services and 

hardware
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Z Systems ATT – Contact Info

 Interested in being a stakeholder or working closely with our team on projects?

 Send email to: zidea@us.ibm.com

 Have an idea or technology you would like to see utilized for z?

 Send email to: zidea@us.ibm.com

 General questions: contact Maura Schoonmaker: mkt@us.ibm.com

mailto:zidea@us.ibm.com
mailto:zidea@us.ibm.com
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Backup
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