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Restructured, reorganized, and parts rewritten by Jim Mock
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Restructured, reorganized, and parts rewritten by Jim Matie sysinstall walkthrough, screenshots, and general
copy by Randy Pratt.
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T AR AE R 2 MERERR - B F] LU L (BT 0 BB B 3 FreeBSDy 1 [ % 4¢FreeBSDIVIHE » W/HZE
MER 1B B FreeBSDE A - & 1 5 %1 18 AT LR i A F R - B8 - sl Birr) o #I B (E L E
BENST AL -

IR A 5E T HERR BT AR E 8 - A1 AL R (8 AR IR SE RGP LAY T A (R /£DOS or Windows
Hofdisk ) 2K f# i — 1 7 #1453 FreeBSDH] °

WRA SRR EIE - WA LMERE - BEMRT - SRR B T EE s HIE -

FreeBSOR/NEZ4EFFE 47100 MB RS » (H2E R & FH/hZ8) ’AzﬁxIJTz/'v\FaEuiﬁﬁﬁzf’raEEG
FER - BHEAEL NS BRA ) /N Z 88247250 MB » 503% &350 MB £ A (B & EEAH) - B EZHEH
M B EES - BPEE 5 B 5 2 PURE R ZSfH] o

faeT LU I 7 3£ IR 1R 2 PartitionMagic® B %% B i T RAR ZGParted SR EHTHAE - HIE 21 » K

4 FreeBSDAIZE[H » FreeBSDYGHE ~ FTP Lfiftools H #kE & MIMERENI T E » thal LUZAEE T

Y8 » W4 © FIPS JPResizere 8% T B RS 7] DIERME H $% A5 - FIPS ~ PResizer
FlPartitionMagic 7] L E ##i #EMS-DOS £lWindows ME fT{# F IFAT16 K FAT32 43 &|l@ K/ - BRI %0
A FEMNTFS 43 %] [% [/ PartitionMagic J2GParted i2 Wi & T 225 - GPartedE#T £ Linux distributions
fiiLive CD & EH24L » {22 SystemRescueCD (http://www.sysresccd.org/)

F Al 2 #1Microsoft Vista &1 HUE TR/ NG A RTE - M ER DB ER » FERLE T2 20 Vista Wik
JERRLLE — o LA - SREVERT MBI AERE - DU BIE Bk D -

BENEMFEAELETR - ARG MERATARER LR - EERELET AEMER IO A I i ER

#pi2-1. fF HBA R 7 HI 15

B H A —{f4 GB HIRERE » T B 2482 T Windows » $R1% 1515 BERHAE 2 5 i G058 © ¢ &D: » &1
K/INE2GB o C: # LT 1GBRIE KL » TD: # LT 0.5 GBRUE K} -

TEFORERE LA MRS E I - S EUERCSERE SR - B LUERTEED: KER - B HEIC: - E
SRL S T2 T B8 T LU FreeBSDfEA]

Hip2-2. HERBIA H o F 1

BERERA—E4 GBRERE » M H.E &% T Windowse 7 Z #WindowsH#{ll4 GB#R%4AC: 18 » i HHREDRK
FT71.5GBZM » MRAEHEE 22 GB 4 FreeBSDffF ] ©

QA —2K » % T 4FreeBSDe {RUAZEAE LN M 3 0% — -

1. fE{yWindows &k} » Sk 1% EHEWindows it 7F 22 #EWindowsiF 442 GB 14 E2Sfi] o
2. fFH Lt T B, - 5 &PartitionMagic » 2K E#HR #WindowsFIT A 1) 43 B[ /)
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2. Z'#FreeBSD

2.3.3.2. Alpha ZEA& O RSAC B

fEAIpha L » /A i —BERERERR 4G FreeBSDy 128 ML TE R RERE R BRI MIESE R AL o ORFRITLE
fAIphatfss » HIRERR AT U2 SCSIEUIDE iRk » N EEAIHR AR 7] DUEIE LERE B s aT L o

% Digital / Compagfitt Fi Tt o4 HE B - frA SRM Bl A RIS KB £RR « 8 : SRMA/NEH
Bl e

(R TR 2 T LT P98 + T LAZESRM consold s T £ FiSHOW DEVICETS :

>>>SHOW DEVICE

dka0.0.0.4.0 DKAO TOSHIBA CD-ROM XM-57 3476
dkc0.0.0.1009.0 DKCO RZ1BB-BS 0658
dkc100.1.0.1009.0 DKC100 SEAGATE ST34501W 0015
dva0.0.0.0.1 DVAO

ewa0.0.0.3.0 EWAO 00-00-F8-75-6D-01
pkc0.7.0.1009.0 PKCO SCSI Bus ID 7 5.27
pga0.0.0.4.0 PQAO PCI EIDE
pgb0.0.1.4.0 PQBO PCI EIDE

i+ 1% 2% s Digital Personal Workstation 433auilf; H 57s H B RS 8482 — (R REase% o 55—
F=CDROM * TY{fDKAO ; 75N ZRERERE > 43BN fH © DKCO K DKC100°

TR 44 T8 5 DK FRERYE SCSIFFERE 4 : DKAL100 £ 2 SCSIf#E » HSCSIID A1 » fifEsE—
fEISCSIREFLHE(A) : MDKC300 7/~ =SCSIERE » HSCSIID %53 » L5 ={HSCSIFERE(C) - #£E 4%
FEPKx R A SCSIE SR o H_LiltSHOW DEVICEIASRE 2K » SCSISERERE #1572 & SCSITERERT —FE o

& £ |DE RS » 2R EHDQx T - MIPQx AIFRAHE EHYIDE MERES: Hl 45 -

2.3.4. BRI A RS E R

IR AE B B AR ( FTP 25 EUNFSYZ % FreeBSDy ARE L HFITE THIAHHEEUE © 72 L FreeBSDIYIHAE Hi%
IR B EEN - DUEASE R SERAR -

2.3.4.1. f£H Zi(%%%(lzthemet) B{Cable/DSL itk 49
EAFH LKA - SR ZHE M Cable/DSLEUEHE R4 - BIEE AL EYER T EAOE A -

1. IPfizhk

2. % GatewayffliE) FIIP A7k
3. Hostnamelf 25 4 %)

4. DNSAAlfRas HIIP Azt

5. Subnet Mask

HANFIEE L E A T LI R AR B SR ISP R o MR BEE SE L B & FHDHCP H i
IR 5 ANRAEERRAAS - RERLAE BT LT -
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2. Z'#FreeBSD

2.3.4.2. fFFHEEEE - 49
A EIE RIS LA o IR LIZ #EFreeBSD H @ &7 AR RAURERT -
b JEFNIE

1. BEHERISP 1 EAE SRS
2. BRI 2 EE R ECOM 17 -
3. R RISP i I HIBRIRER 0

2.3.5. E[FreeBSD Bk (Errata)

HERT TR (155 (H FreeBSDEATIMUAEARIEE » (H2 BT RN R AR & HERR - ERERFER
B » ELshit G S R - HETEYHRHEBIER - S ElMII7E FreeBSDERR
F(Errata) (http://www.FreeBSD.org/releases/9.1R/eckaml) o 7£ /4% 4EFreeBSDRI » EZ /e B & HRRk+
AIRA M EMEG BRI -

BTN PTG BATRR AR RO B AR (B 3G IR ER) » 7 LAFEFreeBSDAYM (../../..1../index.htmlf) 1T 15 (release
information) (../../..I..Ireleases/index.htrfi)z!] -

2.3.6. BT FreeBSD ZHERE %R
FreeBSDA] LLiE 8 F H (LT —FE 285 o YR 47 285

Local Media

- CDROM 5{DVD

- BIAIDOS 4 &

- SCSIE(QIC 7 °

- BRRSERLE A

Network

- FTP Ul ~ I #EPassvies A AIFTP i (& IR ETENAT ) ~ EEZEHTTP proxy#LHa] A

- NFSfAlflR#s

- B H(dedicatedyparallelziserial#45

# 4 H FreeBSDIICD ZKDVD » [HIER A B CRERIHEAEE - A0S EHE T —Hi(uU 2.3.767)

#15H FreeBSDEHEH )% » AVERESLE LU 2. 1361 S E /MR EERT R B LR R IET IR
1R - WA DR T — U 2.4 ©

2.3.7. BRI BRI

FreeBSDZEiiE & Z A BHLBANER > i A\FreeBSDZL 4 H T —— M AR 1E HAMMER RS EHITRR - —
fR A - BRIEHR A A AE R _E R IR SE R AR ARBANS » -t m] LU BRAKHL Fr ACBAR 5 et - BIERZ BEENSHT
A LAEERRBA I
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2. Z'#FreeBSD

R R4 H FreeBSD UCDROM 5k DVD (-2 F B IR A al-E B CgEsk) - BRI EAS ] SC 3% Bt ke
1% > GBHE7EBIOS & H “Boot Order” EFHLFEIE) » AR L AT LABKIE /N o [ A FreeBSD CDROM
sy DVD #B ] LI AR BE

AR TE BN A ER - DURERARE A

1.

HUSBAHE A AR B 15 (images)

BT F RO BLMEAE (images)B F & UTE LI A L ifloppies/  H &k » MR LIEGE FHFTP 35
fIfloppies H % T

& : ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ <ar ch>/ <ver si on>-RELEASE/floppies/

s Tarchy ~ Tversiont B ST R RGN ~ OSHRAS - filn « AHERY

f&:FreeBSD/i386 9.1-RELEASE H[bJEEa] L)

F| (ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RELEASE/floppies/)F & °

MG (imagesfuFfi i Z & & flp  ° Mifloppies/  H 8RN & — LR [E & AOBEAE (images) 2 BUR
IR E S FreeBSDRAR ~ 753K ~ TERRHCH A o 8% 24 (ARLERE » i

& bootflp  ~kemnlflp ~kern2flp  ~kern3.flp  ° EALEMAVEE - FEEIBIE—HEET
FIREADME. TXTSCHERE » DABR AR B S £ B 2 IH o

HE: EEAFTP N - WA A binary #7017 (3 - 7 LRITE R THEE Dltext (BRASCIN) A (Eil &
ko B LUE 2o AR T A G T OB - VAR

idialy ey

R G ER T B —5RIGF - Sl HAE R (E B ERAVRE R - BB ARRIR T el g B S ilE il
EFTE AL (format) T ZEAHE BB iy © A UILAVEE A - Windows A fformat FERS UL » S AN & 3
IR - A& EEGE MR A EASPE DT E - toh > B SRR A E
AP BRI -

HE: FHE% 4 FreeBSD KB T H A ER - EHRATEOE LM EROBE SR » HuZ RN B A2
TERYE o 5 EL AL SR ER R AE F R -

{54 (image sy A ZIRE A

fip  FEIE—AE SR - ANEREEFEEERIE - FE LR BIRM A A AR

T (image)e &R » NEEAIE BRI R b > /B AR IR TR AEmEGEEES
Bt L o

# B FIMS-DOS/WindowsK /%4 (5 » AREER] DA Hifdimage T BRGNS » BRI A £ -
1B & FreeBSDYEREIIEE (REBOLEER IR AE: » IREFEHATELI T ETES ¢

E:\> tools\fdimage floppies\boot.flp A:

HEH AR EAER Ap  BMENE > EE LRRTE GOS E BRI A) - BIRILMERE TR 0 B
TEW I — R AR A IR » 3RS - TR A AR R E B R AR VR » Fp MR
FEBEARFHTT - 38 BATIEM bifife % o #2132 A FreeBSDYERERYEE » AT LLEIFTP L AYtools B $&
(ftp://ftp.FreeBSD.org/pub/FreeBSD/toolsN&i fdimage 1 f °
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2. % #FreeBSD
IR EFHUNIX R (LA EAD & FreeBSDEa%) ACRIERIRE A #UEE » AT LA dd(1) 352 AGE IR IE B 3%
BAEf A L o ¥EFreeBSDERUEE » AT LAFTHEML R EAVFES :
# dd if=boot.flp of=/dev/fd0

TEFreeBSDH > /devifdo  BEETEEE — A HEELE (R —MMS-DOS/Windows L UA: #EREA) 5 Ti/devifdl
f5B: MRS - HARAUMILAEME - TREMAIUNIX 2T RS ARG - SR 2 &Mz 250
SUBASUHET o

BIAEH » 3FTAT LLBA 1A % 46 FreeBS DI |

2.4, BIthZ 5

HE: FHRMBILT - LRI & S SR T TR - BRAFEEF N HAgEE
Last Chance: Are you SURE you want continue the installation ?

If you're running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before pdotge

We can take no responsibility for lost disk contents!

TR BB R E S AU T - AR AT DABE R BERE 2 3Re sUTT A & 8 R RERR » AN REHBVE (E(THUE SRR © 12
RF A R] LUEL AR SRR B T N B UL 55 o

2.4.1. FABE BT

2.4.1.1.i386™ & HIBAME TR

1. fE—Bath - RISFEIRGH BRI P -

2. FIBHEERSEEVRBARE - MIBHIAMIRHE » TEZ S HNEN RGP EREBIOS i E » A1
H : F2,F10, Del SiAlt+S o (B IKIB EISIE IR E) Nin 2 E I EE » 5 EEABIOSK EE
H - AREEM g R —EEEER » EE ML SWEsc S B M ER Em » LIFEEREME
BRI ERE -

3. HHALIEE TEIMEIET (Boot Order) HUEEIE » i % 3% B TH S 71| H — LR (s E 3 52 » 140 : Floppy ,
CDROWFirst Hard Disk 5% o

ARARE KR4S - FEREE floppy disk 2251 & BRI 058 —{F 5 5 Z el 4 » 515 CDROM 25
FoBARRNEFPHEE — 18 - K TR AL ERISER - 2 E A ~ TR T -

FEFSEN MR - RAMERZ S =L -
4. FHBFBTEE  FHIEIEL0 2.3 78 —f P EUYELF fboot fip  FRIREHERE A BB S — BB+ -
AR HE - BRI IR A1 FreeBSDYLRR A LERIE A
AR FERRIRANEE R — R TTR A RO ERRRE - SRR
1. AN BOCEOR M TS5 K IR © a08G% » SBf e MmN » SRR EHF -
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2. Z'#FreeBSD

2. BIOSEENH U T REFRUE » iHEHTMABIOS HIRE °
3. B EAEBIOS ISR TRBA
ILHF > FreeBSDELFRIARED T o AN ZIETCRRBANE - & REHRIL A= i (RAFR o 2 ) -

Booting from CD-Rom...
CD Loader 1.2

Building the boot loader arguments

Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX

Starting the BTX loader

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard

BIOS CD is cdO

BIOS drive C: is diskO

BIOS drive D: is diskl

BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\

AR EAERBRBAE - & & FIRRL T A (RS A i) -
Booting from Floppy...

Uncompressing ... done

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard

BIOS drive A: is disk0

BIOS drive C: is diskl

BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/kernel text=0x277391 data=0x3268c+0x332a8 |

Insert disk labelled "Kernel floppy 1" and press any key...

AR A bootflp  BEREUHY o i Aken1fp  ETRWLA 0 ARRIZENter #E o M2 0 MATFRE
—REL A AR SRR - EOAHBRRG BN A] o

B ICHREOLRRBE - % 1 2K & 1 AFreeBSD boot loade B & i :
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2. ¥ FreeBSD

B 2-1. FreeBSD Boot Loaders #.

Welcome to FreeBSD!

. Boot FreeBSD [defaultl

. Boot FreeBSD with ACPI disabled

. Boot FreeBSD in Safe Mode

. Boot FreeBSD in single user mode
. Boot FreeBSD with verbose logging
. Escape to loader prompt

. Reboot

1
2
3
4
5
[
?

Select option, [Enter] for default
or [Spacel to pause timer 10

AT LLERF10FD o B2 I%Enter # o

2.4.1.2. Alpha F& B IRE

1. fE—Bats - RIEFEIRGH BRI P -
2. TTPASEREERIRFHRE - AR EPHEE M i -

3. HEMWIF S FHIEAENU 2.3. 78 —Fih Bk fboot fip  FRSRALHER A BEE— AEEE S - A
& » 3T T IR AAERE AR EEIE T FERRAR LIRS R VR BB O BCRR AR SR

>>>BOOT DVAO -FLAGS " -FILE "

R » AT R LR R ORI - SRIRIT T IR S ARAELRRBE R GBIE T FI LRt CsR
AR VR BB IE I ERRIR IR -

>>>BOOT DKAO -FLAGS " -FILE ”

4. FEFreeBSDRAREA LG FLA T » H 2 HEKERBATEAVEE - B EEEILLTAE
Insert disk labelled "Kernel floppy 1" and press any key...
TR 0 Eilbootflp  F o Biltkernlflp  F o AARIZENter o

5. ERICHERESOCEBIN - L EEE P HEEGELE

Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [kernel] in 9 seconds... _

AT LA RF10 8D > B F4Enter $# o 2 N 2KE & 1 Akernel configuration® &

2.4.1.3. Sparc64® F-& KBTI

K% BIHSparc64® s THAL S B BITETEREEA% o K E 45 FreeBSDHYUES » FIlFE Z 1 APROM(OpenFirmware)
FE A B BEBERE A T o
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2. Z'#FreeBSD

FEOCEBIN c ARBREHEDBRHE BB o B B IR ER AR AR » (A S G
?@Jmﬁk :

Sun Blade 100 (UltraSPARC-Ile), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.

Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

i TS AR HIRE & S FH R RS - FPEETE ZHEL1+A S Stop+A B35 &iE fserial console £ #E 2 Mitip(1)
micu(1) NE BE~# BUELAA) 2 H BREAKFE £ 2K 1 APROM prompte A& {2~ :

ok O

ok {0} O

0 EeEARREE—-CPURIIESS -

0 EAEHNRSMPI%R » B 9218 B BirE - rICPU T -
i

ICRFRE R 2 LM ETAR A > SRR FEPROM promp#Thoot cdrom  RIF] ©

rml

2.4.2. FREL G BB I BE AR A0 5 R e 2
SERITERRE DTN BR B E TS P75 77 B (buffer) L8R -

LB E R > 551%Scroll Lock # > 1B @IS TEE = HIhEE o RERBLAT AEE A 7 > 55

FPageUp~ PageDowrﬁﬁ?fii:?ﬁﬂﬂﬂ F4%—kScroll Lock # > B & {F 1L BHIEE) o

BEREREE - BB — T RIS RE T - (REZ e BB 2-2(EH - EIEEEFKIRNE
BT A FTRE o

-

& 2-2. A R B O 1+

avail memory = 253050880 (247120K bytes)
Preloaded elf kernel "kernel" at Oxc0817000.
Preloaded mfs_root "/mfsroot" at Oxc0817084.
mdO: Preloaded image </mfsroot> 4423680 bytes at Oxc03ddcd 4

md1: Malloc disk

Using $PIR table, 4 entries at Oxc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface

pcib0: <Host to PCI bridge> on motherboard
pciO: <PCIl bus> on pcib0

pcibl:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> a t device 1.0 on pci0
pcil: <PCIl bus> on pcibl
pcil: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1

isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pciO

isa0: <iSA bus> on isab0

atapciO: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at Ox1f0 irg 14 on atapciO

atal: at 0x170 irg 15 on atapciO

uhci0 <VIA 83C572 USB controller> port 0xe400-Oxe41f irq 10 at device 7.2 on pci

19



0

usb0: <VIA 83572 USB controller> on uhciO

usb0: USB revision 1.0

uhubO: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addrl
uhubO: 2 ports with 2 removable, self powered

pciO: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3
dcO: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem O0x
g 11 at device 8.0 on pci0

dcO: Ethernet address: 00:04:5a:74:6b:b5

miibus0: <MIl bus> on dcO

ukphyO: <Generic IEEE 802.3u media interface> on miibusO
ukphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX,
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port Oxec00-Oxec
0 on pci0

ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa0: too many dependant configs (8)

isa0: unexpected small tag 14

orm0: <Option ROM> at iomem 0xc0000-0xc7fff on isa0

fdcO: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d
fdcO: FIFO enabled, 8 bytes threshold

fd0: <1440-KB 3.5" drive> on fdcO drive 0

atkbdcO: <Keyboard controller (i8042)> at port 0x60,0x64 o
atkbdO: <AT Keyboard> flags Ox1 irgl on atkbdcO

kbdO at atkbdO

psmO0: <PS/2 Mouse> irq 12 on atkbdcO

psmO: model Generic PS/@ mouse, device ID 0

vgal: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0
sc0: <System console> at flags 0x100 on isa0

sc0: VGA <16 virtual consoles, flags=0x300>

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0

sio0: type 16550A

siol at port 0x2f8-0x2ff irg 3 on isa0

siol: type 16550A

ppc0: <Parallel port> at port 0x378-0x37f irg 7 on isa0
pppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIB
ppcO: FIFO with 16/16/15 bytes threshold

plip0: <PLIP network interface> on ppbus0

ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste
acdO: CD-RW <LITE-ON LTR-1210B> at atal-slave PlIO4
Mounting root from ufs:/dev/mdOc

/stand/sysinstall running as init on vtyO

2. Z'#FreeBSD

db000000-0xeb0003Hff ir

auto
1f irg 9 at device 10.

rq2 on isa0

n isa0

xbffff on isa0

LE mode

r UDMA33

BT S IERIA R - DU E FreeBSDE IEMEEI G IERRES o ZIR RIS > BPEmPAE
AT o BiTkernelm] LLEEA N [ JH A TE X FIGENERICKernel T A S 12 HOTERE » QR SRR 2 4E -

M FreeBSD 6. LR » 7EMEHIERS 2 & E 2B R 2-3 35 A7 M EHERRAE B ~ shImeiiidl - Rz
FZEnter S S ERUEARE B - SR ETE oAb o BRER - B/ sysinstall FE5 0 tRFGE o
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2. ¥ FreeBSD

I 2-3. 32452 B B

Please choose a country, region, or group.
Select an item using [SPACE] or [ENTERI.

nited States

United States Minor Outlying Islands
Uruguay

Uzbekistan

Vanuatu

Holy See (Vatican City State)
Venezuela

Viet Nam

Uirgin Islands, British
Virgin Islands, U.3.

Wallis and Futuna

Western Sahara

Yemen

Zambia

MMNNNNNMNMNMNNMNMNDN

OMIEE  Cencel

B & 2-4. B BH Sysinstall F2 2

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

| Usage| Quick start - How to use this menu system|
3

Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type

ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

SO0

3elect [X Exit Installl

75 #EEFEX Install » #E T AREZ G LB THE ¢

User Confirmation Requested
Are you sure you wish to exit? The system will reboot
(be sure to remove any floppies/CDs/DVDs from the drives).

[ Yes ] No

T Yes ] 21& » AIE THEIEBGR HAKAVEE - ANESE T ERIKIR N UK e 24T -
& o P A BEARAOEES - AREE AR 2 A - AR TR Hibootfip  FIE o

21



2. ¥ FreeBSD

2.5. /T &3 Sysinstall

sysinstall 2 FreeBSDr T #|fTi@ A L HRIEN - B2 PISCFEABRET R E > MG RE - B - D
T 2ge -

sysinstall;# 5 3= EL 77 [a]§# ~ Enter ~ Tab ~ Spaceld & H A i # 2 ET TH/E » fEsysinstall = Z H [ Usage
NGB LA R E AN o

LEMELH - FEIFES SlUsage © A1RiE[Select] © ERMRETHEZ G RIGEF2-5 HEFILEnter
o o

BT & MBI R AR - BRESE 214 Enter LIBkEFHH -

[/ 2-5. )2 #E Sysinstall EEH K FUsagetR# i)

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

| Usage| Quick start - How to use this menu system|
3

Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type

ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration

Glossary of functions

SO0

[ Select 1 X Exit Install

2.5.1. 4% FDocumentation( B {) ) EE
TE T S 7 A $EEEDoc » SR1BFLEnter # o
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2. ¥ FreeBSD

[ 72-6.1%# TDocumentation@i B #F)1 2

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type

ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

TE R H B SRR E o

8% 2-7. SysinstallfJ&t A 34 (Documentation g B

If you are at all unsure about the configuration of your hardware

or are looking to build a system specifically for FreeBSD, read the
Harduware guide! HNew users should also read the Install document for

a step-by-step tutorial on installing FreeBSD. For general information,
consult the README file.

Exit this menu (returning to previous)

A general description of FreeBSD. Read thist?
Late-breaking, post-release neus.

The FreeB3D survival guide for PC hardware.

The FreeB3D Copyright notices.

The release notes for this version of FreeBSD.
Creating shortcuts to sysinstall.

Go to the HTML documentation menu (post-install).

1
2
3
4
5
b
?

OMIEE Concel

PREIE LR SR E 2

TR SCERES » 38 F 7 SR BCE BB SO SRR AZ Enter # © 3H5E1% - F % —IREnter #pl & [MI2]5 ]
SCAFEE T

EEE EEE - A7 FSEREEX /12T NEnter SEEIA

2.5.2. B THBEHE) #E

WS B U SR ) B AR FETE B BLE R Keymap A1 IZEnter #ATTT o — BB T &R ER
BRIAEIR A BOsBEA E — iR e A e g -
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& &£ 2-8. Sysinstall3= &

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select_keyboard type

ViewSet various installation optioms
Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing systen

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

fenr LU A B SRR B I ARG DS EEE E T 3 - AR1R IR T Spacef LUENE 3 F 14— T Spaced# i LLEX
THIEHL - BESERiz - 5% OK ] AARIZEnter FEHTH] -

T35 8 = T B FRE T —/ NGB gy + 3 B I THER S R S 7 S RS W] DUM Tab 215G Cancel | &
¢§</jﬁié$151[:lfiifggtﬁi °

[E & 2-9. Sysinstall§ i %} g2 5

The default system console driver for FreeBSD (syscons) defaults
to a standard "fimerican” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
which is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

elgian Bolgian IS0 keynap
Brazil CP850 keymap
Brazil IS0 keymap (accent keys)
Brazil IS0 keymap
Bulgarian BDS keymap
Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian ISD keymap
Czech IS0 keymap (accent keys)

[ Ok ]| Cancel

5.3. ZHRHN B E EH

iHiEOptions RZILEnter # -
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& £ 2-10. SysinstallF & &

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing systen

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

B f2-11. SysinstaliRIEZ &

Options Editor|

Name
Browser Exec susrrslocalsbinslinks
Media Tupe <not yet set>
Media Timeout 300
Package Temp suarstmnp
Neufs fArgs -b 16384 -f 2048
Fixit Console  serial

ND Re-scan Devices <{=>

1] Use Defaults [RESET?1

ND

ftp

susrsbincee

high

8.1-RELEASE

/

Brouwser package links

ze SPACE to selectrtoggle an option, arrow keys to moue,
? or F1 for more help. When you’re done, type Q to Quit.

F3 server talks only on a secure port

S > A E RS AR ERALLT - AR EREM - fiRelease Nam#H 77 HI R BT S S MR AT A
FARFR o

1M H ATFTRIAIEE - §EEE N7 UERATERHM - T8 - K8 &igrEHEZUse Defaults(fE
FATHRCE) » 23R DURE H It IE S P A D3R e i IR R TR

T8 » ATLUEFL SRR AR IH A3 o
TM#%Q #HIE Al LL[EI 2 = o

2.5.4. BIIAEITIE RE LA 35

Standard (FF7%) 22 4558 F i BB LERNERUNIX 5 FreeBSDINE & © 5 a8 % E Standard A& ¥4 Enter ##E[
] Gt A AR HE *‘ °
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e 2-12. IR E TR 2 48

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
E Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type
ViewsSet various installation optioms
Repair mode with CDROM/DVUD-floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functions

SO0

[ Select 1 X Exit Install

2.6. BERR %S A 3B

TR0 5 — BB e B E 1 BiL 4 FreeBSDHI N EER =S [H] ~ label» LA{Esysinstall B /R fUrH B HE#E 1
It - RibZE e FreeBSD/E AN AEFB AR VI AE A RS -

2.6.1. BIOS B S 558
TLHE ~ B EFreeBSDZ I » FREEN—ENEER » THE KB L R RHE -

TEPCELHE » & EHIEMS-DOSEiMicrosoft WindowsiEfE FRBIOS #% EAHRIAUTE S R 4% » BIOS HRE AT LI %
IEHBOHRERRIESY » SR E/EE R TR EBIOS el - EEMFHEARN—CIEEEHEN “primary
mastet TFEREGEE o B ABHHEE - FEMNHEDRFA T EFEE —FH IR » Rz EH
] Ghost® BiXCOPY LU ERIE 55— FERF i 82 55 — JERARE D25 o Frid » &5 —FERRREE 7 (T 8E
TR R B IR EE R o BT USRI B BIOS FHAVBIARIET o T B 5 SRR o B ERAT R
PRBE > 1055 — MERERER 5 — S (E P jumper B RIBERORR. » ZRIEhE © REPRERL -

Ak » F8EH LI ERISCSIF R4 » B H A5t 7HBIOS HIZHRE A FESCSIE5% i (5 22 7] 217 1) iZ B R L nic
JEFHIThEE ©

B _Eatiy A0 AR AT BE S RE ERT - [N ATEFreeBSDH I AERII » FreeBSDINE 2% BIOS #% 7 E(H »
T HABANEEEH “logical BIOS drive mapping #% /€ © 18 & NEVEREERK » BRARLE —BAREeE » mE&E
BT 2 —FEEELE K » & RAEPHER AR IR A o

{5 i FreeBSDHUFRHZ » 5514 BIOS H AR RS GV A 38 Bl R A IE H OIET » 3 VR AN EREBUERE © W
T BB RIE T 1S - A8 AR 7 =X BTN » $ljumper SR HEARRIT] o
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— BN : Bill K Fred MZ 45 R
e (Bill) 4755 257 4 Fred Y B AOWintel K4 2 iFreeBSD- fi/E—JESCSITERE(ID £0)4% - FreeBSD-

TR 5 IR IR A BT A FreeBSDARAR 5 [H2i 14K - MhEH EHSCSIBMRE LI L/ NE - 21&
B ER EL A R B AR 5 o

WWELRE R » LRI E R R RO E T » B iR m B R ROmERE “WUoRE” NEH—FE—#
—BERORERE - i HAS B F surfaceff B % » B EBEEHGR A - Wik - ELEETEID #5424
B EEF Y EAEEES - 3 His ERMEREREC L EIREREA o IRFEFIFRESELT T > 1 A B GE V) IE
W BT LR AIRTEEZ AT LIBIEHE T o A2 EISCSI BIOSH X ESCSI ID 44550 - FfiiEs &
FiBt%% > FreeBSD—JMISRIER]

BRIV EAR T A% » URIRGEIV Y E BACBUHY : M Tk FreeBSDE ° LLHTAFID O HORERE
bR (5 P EL A IR o T IR BRAOBERER © A R RSB0 BI bR BFTP
4 SE TR |3 T SO FreeBSD: B A YRR -

B TR A R B AR 1 TR SRS DA BT HAE 8 A0 T BRI
T © e > BFUEHHD 4 FISCSITBEGRFE BULEE R AT HRLB AR BLHT E R JomountiA¢ » 5T
BFULEID 4 HUBERE L » MLARTHOFTA AT A T |

AHE - EHEIAREIE L T ?

UK » ERILATAID O BERRATEDRFIRLEND 4 BERRAORFI% » 1D 4 BUAAL “FHOMEL R (new clone) © 7
F8SCSI BIOSHEID 4 A BRTE - EAALEHID 4 B » S BHLE PRI E DR T » WA KEH
VR34 T LUFE HI3HBIOS BUE LABCR BRRIFT - (L2 FreeBSDATEE MR IFFFIZ B E H Rt » K
e > 5B FreeBSDRR (LB IAREAID O BEREBHLH - FF2 L - FVA 0 BRI AR AE AU k) HO AR
Bl » TR AE AR FAOID 4 BET -

S PVRBIBUE R LE IS » TS RORARRTE - FPHT BR LR ROBID O BEREIUIE SR, 651
(T EL WA R T O R, -

HEIR I E A0 12 F SCSIRERK » (B2 AR A&t 7T LIZE R 7£IDE iR L -

2.6.2. LAFDisk 2% 3L 43 #I [5 (Slices)

HE: fEER R P A AR AN G R IER AR T o RVREBE T - BEEARAEE - 7T DR B
Pisysinstall - B2&#%U #2Undo([B118) FTARCE © IR IRFREL T T HANEIE EEHER - IR 7] LUE 31 B S IR
AR

TEsysinstall = AR AR ELHR > BZEEE TEME :

Message
In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
all disk space to FreeBSD (overwriting anything else that mi ght be on
the disk(s) selected) then use the (A)ll command to select th e default
partitioning scheme followed by a (Q)uit. If you wish to allo cate only
free space to FreeBSD, move to a partition marked "unused" an d use the
(C)reate command.

[ OK ]

27



2. ¥ FreeBSD

[ Press enter or space ]

TERFEEIKEE S > fZEnter # - RREE R —HF15E - L &5 Frd £ (=R B BTt B A0 R
B o B2 2-13 i B A2 $ 2 Wi IDE BRIV TE - @ Wi Rk 2 B % - ado Bdad2 -

& 72 2-13. 38R FDisk 2 5> HI R

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to mouve to it
and press [SPACE] or [ENTER]. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

L1} dORgade)

[1a adZ

OMIEE  Cencel

IRFTREE & > Ryfladl RFAEEH B EE AR TIE?

VAR o AR W BEIDE RS - —{FZprimary master — 1 /&secondary master iz & & A4 (BRI 2 41
FFreeBSDIK RN A R fth a4 - HLATE S fado FAZadl RERLA & B A # -

B2 HEMBER T o MREHEEEprimary slavelll 3858 = FERERE » A0S FE R St & fadl > 2
i R A fad1 &8 aad2 o B e s ST ERIEVE ? R AR ER 2 (1R Ladlsla ) 2 K SHERA
By > R AT RE G SR » U R RS RS E R BUR » BB FreeBSDIE (fetclfstab )4
A LLIERERUR ©

By T B E IR e Ekernel R AT DABR I IDE RERR AT E RO AL B KA 4% » T AEMRIBHBIRINEF - (6 5
77 2UHIEE » fEsecondary mastéi]IDE BE L A #E Zad2 » BIE R G H G Hado Badl B E

FH A I 25 FreeBSD kernefHE 5% € » gt A (] Ll BT R BRado Kad2 Z# o EH _LIE G Ha8 0w R iE
B2 7 Bl £ 7E primary DL & secondargff 4% _F fimaster 35 i #H#14 A £ Eslave L o

AR AR FreeBSDITRERE » A% T OK ] » #EE L EBHIGFDIsk » A& FIBE T 2-1409FE W -
FDisk {87~ H 70 2 — {8 FE5 -

B EEE & EITRIRIMAT > EEE RN B A PTE R 0 B B FreeBSDIV AT ~ iE
fEgeometry: TEIEHA R o

g R H BT FTR AR AW Lslice LL K & slice FIFER LB ~ FT{h A & ~ FreeBSDAHE ~ fifilish
A ~ FHER(sub-type)e {7 F 7 BR H A 2 (B /NIt B A F i slice » 382 BIPCHTEREAR S 28 B 7
o thAh > A —{E KAIFAT slice( i &£MS-DOS / WindowsH 1IC: ) » DK — {8 1E i i 5 351

[ (TEMS-DOS / WindowsiAl ) E A iR L5%)

% =4 R ¥ RFDisk Al FAYTES -
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[ & 2-14. ER ) AR HiE B FIFdisk 32 (Partition)

[Disk name: ad 0| [FDISK Partition Editor
ISK Geometry: 16383 cyls-16 heads~/63 sectors = 16514064 sectors (8063MB)

3ize(3T) End Name PType Desc Subtype Flags

4] 63 62 -
4193217 4193279 adosl

4193280 1008 4194287 -
4194288 12319776 16514063 ad0sZ

unused 0]
fat 14 >
unused 0] >
extended 15 >

6
4
6
4

The following commands are supported (in wupper or lower case):
Use Entire Disk set Drive Geometry C = Create Slice F ‘DD’ mode|

Delete Slice Toggle Size Units 3 = Set Bootable 1 Uizard m.
Change Type Undo All Changes ) = Finish

F1 or 7 to get more help, arrow keys to select.

BT AREMAE - IREEEE D FIERAR

# ZiEFreeBSDf A BIEIEIR (R 00 L4 & B 2R Lsysinstal SRAEE L4 - S ERZEA LE
KE) > HREEL AT LIIZA $#( Use Entire Disk) » LAMER BT & BEA7RUslice » B S 2 & — B/ NI AR R
Bsunused (FIEERY » 3B th /2 PCHEREZERE T 5)Hslice » DL —1{F K\IFreeBSD slice 2 1% » &5 J5 A $4T
JHERS 2% FreeBSD slice SX1% %S # LU I slice 12 5 B Kslice o IS v 2 T FE 228 (U B FE2-15 - #57F

& : ffFlags MAOIAYA [HFRZslice /& itactive & H i slice 2K B -

5 E MR E A slice LA H S M4 FreeBSDIE A » 1] LAEEHERS B EMIFRAslice B 1%4D # » AR FFI%C #
UV B EEAE » FHE A ZEHTE Bslice R NA ] - B A\ A K/ N2 1 7 Enter SBED AT o ZTERLE K vl AL
2RI AAE » AT DL SR al i R 2 FC B SR SRR /N o

OB SR A FreeBSDI S M 0B @ AE Y PartitionMagic 2 JEAY T H) » BREEA] LUII%ZC ## LLFiYslice o [FIE
e EEFEENT o R EFE N slice KN Ay fif o

& & 2-15. Fdisk P& F B SEREREAE 4351 [& (Partition)

[Disk name: ad 0| [FDISK Partition Editor
ISK Geometry: 16383 cyls-16 heads~/63 sectors = 16514064 sectors (8063MB)

3ize(3T) End Name PType Desc Subtype Flags

0 63 62 = 6 unused 0]
63 16514001 16514063 adosl 3 freebsd 165 cA

The following commands are supported (in wupper or lower case):

Use Entire Disk set Drive Geometry C = Create Slice F ‘DD’ mode|
Delete Slice Toggle Size Units 3 = Set Bootable 1 Uizard m.
Change Type Undo All Changes ) = Finish

F1 or 7 to get more help, arrow keys to select.
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o AR B - AT A 7 Rsysinstall (6 » (B ELIE B A B R -

2.6.3. Z#Boot Manager
BUAE A LLEERE 5 E 4¢boot manager — i1 & B E N IIE LA & 7 Z4Eboot manager

- BH—E L AORERE - i FreeBSDIf JE 45 75 55 — (AR I o
- [Al—FERERE L FR T A #EFreeBSDZ /b » IRAE R HAMAEERY - FrATF E/EFSELEREE A AEEER

o

¥ H 4 FreeBSD i H &35 7E 55— JEAERE » H0E%EStandard B 7] %5 24876 F HfffJboot manager] B
1 AFreeBSDIN/E:E#None [T o

R IR E B FR KRB IR R > SRR T4 Enter $# -

8% 2-16. Sysinstallf¥JBoot Manager 1% &

FreeBSD comes with a boot selector that allows you to easily

select between FreeB3D and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot

from the second one, the boot selector will also make it possible

to do so (limitations in the PC BIDS usually prevent this otheruwise).
If you do not want a boot selector, or wish to replace an existing
one, select "standard”. If you would prefer your Master Boot

Record to remain untouched then select "None".

NOTE: PC-DOS users will almost certainly require "None"?

B Install the FreeBSD Boot Manager
Install a standard MBR (no boot manager)
N Leave the Master Boot Record untouched

[ Ok ] Cancel

HFL & A AR RSN - A AEB R MR IR -

2.6.4. T£ HAWBERR b3 57 7 %k [% (Slices)

A —E DL ERRERR - BLBEAE%5Eboot manager 12 & B 2R BMERRAIE H - 35 ZILFreeBSDAETE £ (I IE
R b > BIJEE AT DAAE 385 LA REAR - I B4 6 FIFDisk 2 izslice °

HE AEFEERA Z 5 FreeBSD 1S » RS —FHRL 24T 4 FreeBSD boot manager 7 A LA o
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BE2-17. BEFE TR FHE

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to move to it
and press [SPACE] or [ENTER]1. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

EY E IO

[1a adZ

(MIEE  Cencel

Tab ##7] DUTE R (2 B3R A0RERE LU [ OK | ~ [ Cancel | 2 4T H# »
Jei%—IkTab G52 OK ] » SRIE FHHZEnter $f LA %4 -

2.6.5. LADisklabel A% 7 43 # [ (Partitions)

B LR AL S i ) slice BB — e pEI 8  FETER « B0 FEACITEEa Flh > HSbo ~ ¢~ dEH Z
kA& - NZbER ) -

A LR AT DUE R R IR o #1007 UM S B AP AORCR - TEH & 81 B2 70 B A R RE R b HRRF 0 » (L
B — K 4EFreeBSD: BT LG AR MANGRZ AN 0 BIRERREA 4 » S HAVE » 4ifFreeBSDIR1Z S
WERZ © H¥FreeBSDE —EREMIE 2% » W] LIKER B 4¢FreeBSD: 2 8 /1 HIRI T

A P o ) R — A —(E R swapZ ] 0 | Hih =8 2 HEERLR -

FeAK2-2. 5 —FERERRHY 7 F1 18 (Partition) Bt &

S &I ERERR KN N4

a / 128 MB I AR H $1 % R 4 (root filesystem)y HAlHIIE R A& H &
HEERESRZ T » 128 MBI MIE R RAUKSLEAHE &
HEAR/DN » WAE EEEAFHKLZ R M7EFreeBSD
52 1% & FHE440 MB AOIR B 8RZ5 1 o TR 192 2 A
R BhAMIERZ B TEE — s - R HZ
FreeBSDHA ] BB & 75 2 5 2 1/ (TR H #%) =5 ©

31



2. Z'#FreeBSD

43 HRARS KN I
b N/A RAM H2~3  R#HIswapZSfl 2 ifEb 70 #1 & o A REE & 1swapss
& IR/ R —FIEERT o —BOKE » swapZ HIfEZ 2 LB

B (RAM) K/N2 53 75 © LA » swapZE /b FHF %64 MB »
LAERAM /Nit32 MB HUEE » FiTEswap K/ Ve 7564 MB ©
8 — M DL AORERE » B AT DAAE B8 AR AR AT BT B swap S

i o FreeBSD& 3% F AERFERE L swapZSfH » anit—2(E
e A SR mswapf i Re - B IEBEEBEN LR M
FE ) swapdE A/ NELED © 128 MB) » SRR ER DL &30 R R
BE(than « W RHRERS) o BRSO A5 R 2 B A L
FrRBLE W swap K/ » TEEEFIF 7 » AR R =

Z swapZi ] #564 MB e

e Ivar 256 MB var  HERFIHERAMREHE » R 2log =L HAMRIR
MEBEESR - 5 LERAH T H EFreeBSDRE HEEFTE
A B - LESERAINEIFFIER R G RIvar ) JIAT
DA R ME L SR AP » T NSRS B At H SRR I -

f Jusr FIBRARERE S T A MR EE g7 usr RETFHERA o
Eil

21 FreeBSDHEAE Z(AfERR L » AOEL/AEEATECE ) H thslice LFrg o HIE - AT - BLEE
HERERE L EIE - —Afswapz i - H—EAIZHER AL -

[Er

F2-3. HARBERRA 7 F [ (Partition) AL &

g5 % 1 HRAR RN A
b N/A A2 A RN B A TR » swapZs & F] DLES &R - Rl

R A Ha &l - BEE LRES
e swapzs & Asb 57 #) & -

e /diskn Tl i ) T R 2 R HY =S R — R KR B - S B AL
152 2 HE Rya EE > A Ze 578
[ o AT » B1E ba HHIEERBHIRE
PR )FTEERR B A —E EEE Y
1& » {Hsysinstall £ 5 & » AR ERRARTT
ERIR LR INE R ~ B - KA DIEE
LURE R A TN AL T T - AR 2
e disk n B #% > HAHn AL
F o RIS RERERINE P 1A BT (B
e B AT LR E M E T o

SERA EEACE 2 12 el LU sysinstall 8 &7 7 o SEEF A NEA

Message
Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount o f disk
space (200MB or more) and don't have any special requirement s, simply
use the (A)uto command to allocate space automatically. If y ou have
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more specific needs or just don’'t care for the layout chosen b y
(A)uto, press F1 for more information on manual layout.

[ OK ]

[ Press enter or space |
s f#Enter #LLE A FreeBSD/ & [E4wHE 25 » T fiDisklabel ©
[ ¥ 2-18 B/~ 58 — I BT Disklabel B » 35 3 AT [ 5 A — ([ -
A AT VR & IETE SRR A AETR » LUK B BT IEAE S LAY slice AL MR 43 1 [ | - (TR » Disklabel & {#
HiPartition name (&4 H) > M AEslice 4 78) o &t & H/R H Hislice 2 H £ /SR - #ih)
AR AL F AR E 0 R AY 2 AR 2E H o
FEEE - ABRCEILDEIE - B0 H EIER AR LR ~ Fris R DE—528 -
TERME T » RIB/RDisklabel 7] F %8 o

[E % 2-18. Sysinstallf] Disklabel 4w 25

[FreeBSD Disklabel Editor
Digk: ad® Partition name: ad0sl Free: 16514001 blocks (BO63MB)

Size Neufs Part Mount Size Neufs

following commands are valid here (upper or lower case):
= Create D = Delete M = Hount pt.

Neufs Opts Q = Finish 3 = Toggle SoftUpdates 2

Toggle Newfs U = Undo fi = fAuto Defaults R

Custom Newfs
Delete+Mergye

F1 or 7 to get more help, arrow keys to select.

Disklabel 7 [ 814 411 » S F R AN » HA BIAT E 85k - @ BB E T 2-10 T - 7
i > BB R AR — o BF LS BRI AR —E & REE » R — 13 R
INFTILL -

I TERESmp HERERBL D HIE - TR 28 o antb—2¢ » ARG S —HERRIT SR 280
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[Elf#2-19. SysinstallfI Disklabel 4wt 25 — {3 Fi B B 5 AL

FreeBSD Disklabel Editor

Disk: ado Partition name: addsl Free: O blocks (OME)

Mount Size Newfs Part Hount Size Neuwfs

42ZMB UF3Z ¥
321MB SUAP
710MB UFSZ+3 Y
J??MB UF32+3 ¥
bZ3ZMB UFSZ+5 ¥

following commands are valid here (upper or lower case):
= Create D = Delete M = Mount pt.

Hewfs Opts = Finish 3 = Toggle SoftUpdates 2

Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

AR AE L 1 B S S T A B B AT B T R —(E IS - 0% D MR - EE
B FIMBRETA 5 I -

AT R —ARE ) - HEERE R TR RIS SRR (slicef 4% FC - BT
S BB - SR A B EE A NN 2-20 51 %) o iEE 0] LUE B A\ lblock A BLf » st
ELIMMB) & BA7 ~ B\ G(GB) A BT » B LAC(lifE: » cylinders) &y BLfir »

7: HFreeBSD 5.X # » HIAT {5 fiCustom Newfs #EIEZFUFS2 (fiéFreeBSD 5.1 L » LRI A THRA(E) - &2
FlAuto Defaults — HEITEZAIEN T » HIF LI FH Custom Newfs 2IH » BiEfE R ASETEE-0 2 28R
Al o #HCustom Newfs EIHAVES » HIBIE T 20 E-u 2% A SoftUpdates ThiE |

£ 2-20. 4% H ki 25 i 20

[FreeBSD Disklabel Editor
Digk: ad® Partition name: ad0sl Free: 16514001 blocks (BO63MB)

Size Neufs Part Mount Size Neufs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (8063MB) are free.

116511001

following commands are valid here (upper or lower case):

= Create D = Delete M = Hount pt.
Neufs Opts 0 = Finish 3 = Toggle SoftUpdates £ = Custom Neuwfs
Toggle Newfs U = Undo fi = fAuto Defaults R = Delete+Merge

F1 or 7 to get more help, arrow keys to select.
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BEERTHR BRI AN - & B ffslice FUFTA ] 35 BRI STHl (5B /4R HI & o K/)s » Hil#%Backspace
PPV FRIELO T o M AP E128M 0 QIETE2-21 R o HEETL T OK ] ©

& 2-21 B HUR H $kiY =S [ 7B

[FreeBSD Disklabel Editor

Digk: ad® Partition name: ad0sl Free: 16514001 blocks (BO63MB)

Size Neufs Part Mount Size Neufs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (8063MB) are free.

lS 12M

The following commands are valid here (upper or lower case):
= Create D = Delete M = Hount pt.
Neufs Opts 0 = Finish = Toggle SoftUpdates 2 = Custom Neuwfs
Toggle Newfs U = Undo fi = fAuto Defaults R = Delete+Merge

F1 or 7 to get more help, arrow keys to select.

TR Z 1% 8 [ P B3 5L R AE 3 R B (file systemliE @ swapZs it » W@ 2-22 R o S—{EiEE A ER
RE 0 FTLLEIEFS 23% FEnter o

I fE2 2-22. 38 2 7 1 B R R Y

FreeBSD Disklabel Editor
Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

If you want to use this partition for swap space, select Swap.
If you want to put a filesystem on it, choose FS.

B A file system

3 A swap partition.

[ Ok ] Cancel

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Hewfs Opts = Finish 3 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

Bz R BRI ERRERS » fr AL ZE & 3RDisklabel Z4 HIE = MR o WEF2-23 7 o L H #kiE
EAMAE R K > FrLGEEA - R1EHZ T Enter -
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& /% 2-23. EERAR H SR E EE

FreeBSD Disklabel Editor
Disk: ado Partition name: addosl Free: 16514001 blocks (8063MB)

Size Newfs Part Hount Size Neuwfs

Please specify a mount point for the partitiom

|

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Hewfs Opts = Finish 3 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or 7 to get more help, arrow keys to select.

M pr SR o E | B e BUR R b - A DU Bt B R A S H b oy [ o SR T 72 SLswap 7 F1 & R -
ARG R R RS - ] ByswapZS 2 AN RRINEELEY o HAMERE S BRSO E Busr B 0 ATLDLE R
PR » gl @iZslice BIBRAVFTA 2 M o

1% FreeBSD I f)DiskLabel 4 a5 & 1 & A DL B £ 2-24 - HERE T AR HERIFT A FrAFE o 5515 T Q Al
A] SER F AR o

[E & 2-24. Sysinstall Disklabe ki #%

FreeBSD Disklabel Editor
Disk: ado Partition name: addsl Free: O blocks (OME)
Mount i Neufs  Part Hount Size Neuwfs

512MB

51ZMB

Z56MB UFSZ+S Y
6783MB UF32+3 ¥

following commands are valid here (upper or lower case):

= Create D = Delete M = Mount pt.
Hewfs Opts ) = Finish = Toggle SoftUpdates 2 = Custom Newfs
Toggle Newfs U = Undo A = Auto Defaults R = Delete+Merge

F1 or 7 to get more help, arrow keys to select.
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2.7. BN

2.7.1. BB EZ N EMEE (Distribution Set)

B R > FEERNZ AR S A MRS T E o THEREN » (RN SR
H o ZHEUNIX BiFreeBSDHF » il BEHBHE > —JI0] o 17 B B4 sl 478 &80 AZH °
HEPRES B R RIEMET A 0 FFIRFL# - B B%Enter g ERRIA OEGEZEER o
EEBEGUI /M TE » ARATINEX FTEAAHB B - ERX serverflsk & K B W —E ) S EE B » M/E
TEFreeBSDEENT 2 124 HEIETT © X serversk ELRENE i 2 MuU 5 % -

THEL 22X 11 iU s Xorg ©

%%EE%Tkernel’ BREETE 12 E & source cod@ I o EHN AT B iTkernel XAHRIATET - 35
BuU 8 E o

TREAREM » EERERRNH IR E R EREME T « RIS R » 55 U7 A SR E 2 2-25 B T HIAIEIH » %
NEnter BIA] » FERERRZE A - FEIRE SR RBRLE - EREZETRR - B2 1 URFRE AL
B o

-

T
W

[ /& 2-25. EER B 4 ) E 448 (Distributions)

fis a convenience, we provide several “cammed"” distribution sets.

These select what we consider to be the most reasonable defaults for the
tupe of system in question. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a camned distribution set and then fine-tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER1. When finished, choose the
Exit item or move to the DK button with [TABI.

Exit this mewu (returning to previous)

All system sources and binaries
Reset selected distribution list to nothing

Full sources, binaries and doc but no games
Full binaries and doc, kernel sources only
Average user - binaries and doc only

The smallest configuration possible

Specify your own distribution set

A
R
4
5
[i]
A
B

bl bl e

[_OK ] Cancel

2.7.2. %#Ports Collection

FREZEEY 1% BEEGE T ESFreeBSD PortE 1 o PortsE 7] DL IR §2 4048 & Tl FLAVERES »
BARG WA FRLCER BE A R GRHE - T — S B8 N E -~ 45:F ~ Zdthird-party U BEAOTE 5

& o pU 4 Z G40 fportse

THRBRIM AN EME S TH S M lports treer FT LU SEiER A R4S - HEiFreeBSD 9.1

A FreeBSD Ports Collectiork 475 2500 MB FYZ3[H] o Rl » ] DU B BT AR ) FreeBSDE 75 2 £ 1943 ]

Aok

User Confirmation Requested
Would you like to install the FreeBSD ports collection?
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This will give you ready access to over 24,000 ported softwar e packages,
at a cost of around 500 MB of disk space when "clean" and possib ly much
more than that if a lot of the distribution tarballs are loade d

(unless you have the extra CDs from a FreeBSD CD/DVD distribu tion
available and can mount it on /cdrom, in which case this is far less

of a problem).

The Ports Collection is a very valuable resource and well wor th having
on your /usr partition, so it is advisable to say Yes to this op tion.
For more information on the Ports Collection & the latest por ts,

visit:

http://www.FreeBSD.org/ports
[ Yes ] No

F 77 118828 ] Yes | 5t & #£Ports Collectiorr 75 HIIGE#E] No | LAS I  SBIFZT4Enter 448 - KB & FHR[EE) %
BEENER -

e 2-26 HERB R LRI B R

fis a convenience, we provide several “cammed"” distribution sets.

These select what we consider to be the most reasonable defaults for the
tupe of system in question. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a camned distribution set and then fine-tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER1. When finished, choose the
Exit item or move to the DK button with [TABI.

Exit this mewu (returning to previous)

All system sources and binaries

Reset selected distribution list to nothing
[X1 Full sources, binaries and doc but no games
[X1 Full binaries and doc, kernel sources only

Average user - binaries and doc only

The smallest configuration possible

Specify your own distribution set

[_OK ] Cancel

R RATE B MR HRERYES o wh LAY M SR EXit B H R OK | A E| » SR12T%| Enter 445 -

R LR AR
FELECDROM BDVD %8 » 5 [a) #1122l Install from a FreeBSD CD/DVD » 3l ff 2% OK ] 214
NEnter SEHIGEET -
e B FH A T R HEREE - FEEREE LR » R R R R T ST o
FeF1 v] DUBURET B L ET o (8RR FOAR L EHER o 32— NEnter St [EE] TEEBLZHFEAIR) FIBHE T o
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I 2-27 IR L AR

FreeB3D can be installed from a variety of different installatiom
nedia, ranging from floppies to an Internet FTIP seruver. If you're
installing FreeBSD from a supported CD/DUD drive then this is generally
the best media to use if you have no overriding reason for using other
nedia.

Install from a FreeBSD CD.-DUD|

Install from an FTP server

Install from an FIP server through a firewall
Install from an FIP seruver through a http proxy
Install from a DOS partition

Install over NF3

Install from an existing filesysten

Install from a floppy disk set

Install from a USB drive

Go to the Options screen

KOOI AW

[ Ok ]| Cancel

FTP L& (FAFTP L4055 » Ao = « FH)(active)FTP ~ # 8=\ (passive) FTP S :&iEBHTTP
proxy server °

FEIFFTP : 7€FTP server %4

RZIRHEIES “Active” HRFEFTP FEIENE - B EIEZEM G - BT AAERLES 7 - AR EE
HXAIFTP i o FHFTP EAE FEFER A WERRN) » BEd R EBHHEAEE |

WENZUFTP « B8 EH K » fEFTP server %24

iR fsysinstall A “Passive(#EI)" AGEITFTP E4R » gir] LAZE @ R AT & E TCP port
TH BB K o

Y

FBIBHTTP proxy HIFTP : i#&ifhttp proxy KIEFTP 3% 4

ZIRIE G #sysinstall AUFTP H4R » JEBIHTTP 17 € (L1548 B B 2% — %) # 2l proxy server » Tfjproxy
server EHEEBRIREE K » RIZHEELFTP server « B A LLZEE R AFFHTTP BARME R £ FFFTP JEARAY
b5 Kot o (HECASEER 2 IR > WJHTEE proxy server FYfzLE o
$fproxy FTP server [ 5 » B BB A ARG BET - Ik “@” M35 EEE A fserver &g - 4R
% » proxy server gi& “fakes(f&%5)” BHEAIserver BT o B{EFT » ZEFftp.FreeBSD.org K4 - {HARE
iEproxy FTP server 3 foo.example.com  ifi H{# Fport 1234 -

TEMAEDLT » 7] LI%options 5L » #$FTP username X A ftp@ftp.FreeBSD.org > BRI A H O emalil 17
F o LEERPFER S HMEAFTP (Sproxy A &GS » 5t A passive FTP) » TMURL Al
Hftp:/ifoo.example.com:1234/pub/FreeBSD o

[K| £sftp.FreeBSD.org HJ/pub/FreeBSD & #iporxy £lfoo.example.com  » FTLAGL AT LifiEfoo.example.com 154
HEAR(IE & & 1itftp.FreeBSD.org  HIURE [BI2R4A 1) Z28& -
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2.9. PRt EIT %S
F A1k ATLABHMREITEEE T o B R AR B R A R R AR o

User Confirmation Requested
Last Chance! Are you SURE you want to continue the installati on?

If you're running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before pdaugle

We can take no responsibility for lost disk contents!
[ Yes ] No

JEEE] Yes | Wit% T Enter DURERR LAY ZFR IR0

27 58 P 5 IR ] IR 4R P iR 2 3R ) B B2 (dlistribution) ~ 288 AR DUN BB LT B P AN © 7R 23R IR AR
o §H B RN HRTR SR -

EHEED THRAEFRRERELHETERT ¢
Message

Congratulations! You now have FreeBSD installed on your sys tem.

We will now move on to the final configuration questions.
For any option you do not wish to configure, simply select No.

If you wish to re-enter this utility after the system is up, yo u may
do so by typing: /usr/shin/sysinstall.

[ OK ]
[ Press enter or space ]

STEEnter JAGEAT BN RAERGE -
HISHLER ] No ] 3% FEnter # » JUBEE R EE A GBE (R A RH) o 555 FHRUTH
B :

AN

Message
Installation complete with some errors. You may wish to scro Il
through the debugging messages on VTY1 with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have fail ed.

[ OK ]

T8 BGIVE o2 I R H R BRAL TR PG 2 40 > 554 Enter DIBK[EI = #E
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2.10. 1B L%

BRI Z 1% » Al AT i3SI FreeBSDE Bt 2 B » aiE & FH 12 % ifisysinstall  (FreeBSD 5.22
ﬁJHﬁZIKEUE/stand/sysmstall ) SR 1% %8 4£ Configure JRIELLETRER T -

2.10.1. X E K%

AR Z A SO I PPPIEAREIRFTP 4248 » HREEE (8 ks A & B 5 IR BRI FTRitny » ] LR
HMER -

HRALAN B FreeBSDH & Aygatewayairouterss 22 B (i F T 75 B A e P 8 A (O =287 o

User Confirmation Requested
Would you like to configure any Ethernet or SLIP/PPP network devices?

[ Yes ] No

WA E B F » GEEE Yes | RRIZENter - HHIGE [ No | LAEE -

B 2-28. 8 K+

If you are using PPP over a serial device, as opposed to a direct
ethernet commection, then you may first need to dial your Internet
Service Provider using the ppp utility we provide for that purpose.
If you’re using SLIP over a serial device then the expectation is
that you have a HARDWIRED connectiom.

You can also install over a parallel port using a special "laplink”
cable to another machine rumming FreeBSD.

-0} ovell NE1000,2000; 3C503; NEZ000-compatible PCMCIA
p

Parallel Port IP (PLIP) peer commection

ONIEE  Cencel

FAT5 SRR B R RIS - SRR T4 Enter

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No ]

TEFAN BRI AR S AO1B T - A B B A Internett? 7€ (IPVARE BT A » FTLLEE %[ No | Rk EIPV6 @ #X1%
HEnter °

2B HRA servenE EIFE A 1IIPVe BRIT » HREEHLEE| Yes | A i%Enter » 2R RASIL RV LHEERA
servere

User Confirmation Requested
Do you want to try DHCP configuration of the interface?
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Yes [ No ]

BT » HAFEDHCP (Dynamic Host Configuration Protocaf)®[ No | ifi#%Enter °

B[ Yes | HURE » Al #itTdhclient » ZRCHEFNP - QIE & B 8E FHBIRIRERE - MIfiiE2
BlpU 27 587 °

I TH] A B R I RS AT A [ (LAN) T > A2 28 3 Sygatewayy 77 =
& 2-29. B RE ed0 & TRAF B T HI A B UE

Network Configuration
Host : Domain:

kb-Z .exanple .comn ] exanple.con |
IPu4 Gateway: Name server:

| 208.163.10.2 |

Configuration for Interface ed®
IPv4 fiddress: Netmask:

192.168.0.1 ] 255.255.255.0 ]

Extra options to ifconfig (usually empty):

|
CANCEL |

|

"] i Tab ##7E S HALRITEDIH » I 3H Bl ARy ER

Host (a5 42 78)

TERAIMR AR AN o IR B k6-2.example.com  ©
Domain @)

Bk as T B A R - (51 a0 4545 B example.com e

IPv4 Gateway

TEFEEE N A GatewaylJIP Atk - H o] & B 1§ & ELRR R o HA R gateway s 7 3% A8 B H i
Bhz —WF o AEE o B iEbe A S B R ITAE B gatewayi 5 o FFRIF A A H o A 5 8
H IPv4 Gatewayth & #7570 % & default gateway default route>

Name server(Name serve{DNS server)

2R BT I AIDNS serverZ IP o A1 Rz i ae T EE R A S B DNS » HUHE B2 ZISP A2 (HAUDNS
server £08.163.10.2 ) °

IPv4 address
The IP address to be used for this interface 1&%168.0.1

42



2. Z'#FreeBSD

Netmask

The address block being used for this local area network isss@ block {92.168.0.0 - 192.168.0.255 ).
The default netmask is for a Class C netwark5.255.255.0 ).

Extra options to ifconfig
Any interface-specific options itconfigy ~ you would like to add. There were none in this case.

UseTab to selecf OK ] when finished and pre&nter.

User Confirmation Requested
Would you like to Bring Up the edO interface right now?

[ Yes ] No

Choosind Yes ] and pressingnter will bring the machine up on the network and be ready for usavéver, this
does not accomplish much during installation, since thelmimacstill needs to be rebooted.

2.10.2. Configure Gateway

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes ] No

If the machine will be acting as the gateway for a local ardwork and forwarding packets between other machines
then selecf Yes ] and pres&nter. If the machine is a node on a network then selédb ] and pres&nter to
continue.

2.10.3. Configure Internet Services

User Confirmation Requested
Do you want to configure inetd and the network services that i t provides?

Yes [ No ]

If [ No ] is selected, various services suemetd will not be enabled. This means that remote users will notihe a
to telnet into this machine. Local users will still be able to accessate machines witkelnet.

These services can be enabled after installation by ed#éintnetd.conf with your favorite text editor. See
pU 27.2.1£f for more information.

Select Yes ] if you wish to configure these services during install. Anitiddal confirmation will display:

User Confirmation Requested

The Internet Super Server (inetd) allows a number of simple | nternet
services to be enabled, including finger, ftp and telnetd. E nabling
these services may increase risk of security problems by inc reasing

the exposure of your system.

With this in mind, do you wish to enable inetd?
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[ Yes ] No
Select Yes ] to continue.

User Confirmation Requested

inetd(8) relies on its configuration file, /etc/inetd.con f, to determine
which of its Internet services will be available. The defaul t FreeBSD
inetd.conf(5) leaves all services disabled by default, so t hey must be
specifically enabled in the configuration file before they will

function, even once inetd(8) is enabled. Note that services for

IPv6 must be separately enabled from IPv4 services.

Select [Yes] now to invoke an editor on /etc/inetd.conf, or [ No] to
use the current settings.

[ Yes ] No

Selecting Yes ] will allow adding services by deleting theat the beginning of a line.

& & 2-30. Editing inetd.conf

(escape) menu search prompt delete line p prev li g preu page
o ascii code search “1 undelete line “n mext 1i  “v next page
end of file begin of line delete word b back 1 char
“f
“z

s
S
~

t top of text end of line restore word forward 1 char
conmnand delete char j undelete char next word

=line 1 col O lines from top 1

FreeB3D: srcsetcsinetd.conf,v 1.73.10.2.4.1 2010.06-14 02:09:06 kensnith Exp

Internet server configuration database

t Define =both= IPu4 and IPub entries for dual-stack support.
t To disable a service, comment it out by prefixing the line with "#°.
t To enable a service, remove the '#° at the beginning of the line.

stream tcp nowait root ~usr/libexec.ftpd ftpd -1
stream tcpb nowait root susr/libexec/ftpd fipd -1
stream tcp nowait root ~usr/shinssshd sshd -1 -4
stream tcpb nowait root ~usr/shinssshd sshd -1 -6
stream tcp nowait root susr/libexecstelnetd telnetd
stream tcpb nowait root ~usr/libexec telnetd telnetd
stream tcp nowait root susr/libexec/rshd rshd
stream tcpb nowait root ~usr/libexec rshd rshd
stream tcp nowait root ~usr/libexec/rlogind rlogind

u stream tcpb nowait root susr/libexecsrlogind rlogind

file "retcsinetd.conf"”, 118 lines

After adding the desired services, presditsgwill display a menu which will allow exiting and saving theartges.

2.10.4. JEHSSH & A

User Confirmation Requested
Would you like to enable SSH login?
Yes [ No ]

AOpenSSHEE 2 MU 14. 116 B4 BB
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2.10.5. Anonymous FTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No ]

2.10.5.1. Deny Anonymous FTP

Selecting the defaultNo ] and pressingnter will still allow users who have accounts with passwords te ESP to
access the machine.

2.10.5.2. Allow Anonymous FTP

Anyone can access your machine if you elect to allow anongkdlP connections. The security implications
should be considered before enabling this option. For mceration about security sed] 14 .

To allow anonymous FTP, use the arrow keys to sgl&es ] and pres&nter. The following screen (or similar) will
display:

&/ 2-31. Default Anonymous FTP Configuration

finonymous FTP Configuration

Comment :

] fAinonymous FTP Admin ]

Path Configuration
FTP Root Directory:

svar/fip

Upload Subdirectory:

incoming ]

11,4 | CANCEL |

Pressindg=1 will display the help:

This screen allows you to configure the anonymous FTP user.
The following configuration values are editable:

ulD: The user ID you wish to assign to the anonymous FTP user.
All files uploaded will be owned by this ID.

Group: Which group you wish the anonymous FTP user to be in.

Comment: String describing this user in /etc/passwd
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FTP Root Directory:

Where files available for anonymous FTP will be kept.
Upload subdirectory:

Where files uploaded by anonymous FTP users will go.

The ftp root directory will be putimvar by default. If you do not have enough room there for the goaigid FTP
needs, theéusr directory could be used by setting the FTP Root Directorysoftp

When you are satisfied with the values, prEsser to continue.

User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes ] No

If you select] Yes ] and pres&nter, an editor will automatically start allowing you to edit thessage.

& 2-32. Edit the FTP Welcome Message

(escape) menu "y search prompt "k delete line p prev line “g prev page
o ascii code “x search “1 undelete line “n next line “u next page

end of file “a begin of line “w delete word “b back char "z next word

begin of file “e end of line r restore word “f forward char

conmand "d delete char Jj undelete char E3SC-Enter: exit

~
~
~

Your welcome message here.

file "rvarsftpsetcsftpmotd”, 1 lines, read only

This is a text editor callede. Use the instructions to change the message or change tisagedater using a text
editor of your choice. Note the file name/location at the dootbf the editor screen.

Press€Escand a pop-up menu will default &) leave editor. Pres€Enter to exit and continue. Pre&nter again to
save changes if you made any.

2.10.6. Configure Network File System

Network File System (NFS) allows sharing of files across avngk. A machine can be configured as a server, a
client, or both. Refer ta,U 27.3fi for a more information.
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2.10.6.1. NFS Server

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No ]

If there is no need for a Network File System server, s¢léld | and pres&nter.

If [ Yes ]is chosen, a message will pop-up indicating thatettports ~ file must be created.

Message
Operating as an NFS server means that you must first configur e an
/etc/exports file to indicate which hosts are allowed certa in kinds of

access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports
[ OK ]

PressEnter to continue. A text editor will start allowing thexports ~ file to be created and edited.

& & 2-33. Editing exports

[*[ (escape) menu
0 ascii code

y search prompt delete line p prev li g prev page
x search “1 undelete line “n next 1li  “u next page
u end of file a begin of line delete word b back 1 char

t begin of file “e end of line restore word “f forward 1 char

c command “d delete char j undelete char "z next word

A
A
A

s
-
~

The following examples export -susr to 3 machines named after ducks,
t-usr/src and susr/ports read-only to machines named after trouble makers
t-home and all directories under it to machines named after dead rock stars
tand, ~a to a network of privileged machines allowed to write on it as root.
it usr huey lowie dewie
it /usr/src +usrsobj —-ro calvin hobbes

-alldirs Jjanice jimmy frank
-maproot=0 -network 10.0.1.0 -mask £55.255.248.0

t You should replace these lines with your actual exported filesystems.
t Note that BSD’s export syntax is "host-centric’ vs. Sun’s 'F3-centric’ one.

file "setcroexports”, 12 lines

Use the instructions to add the actual exported filesystawson later using a text editor of your choice. Note the
file name/location at the bottom of the editor screen.

Press€Escand a pop-up menu will default &) leave editor. Pres€Enter to exit and continue.

2.10.6.2. NFS Client

The NFS client allows your machine to access NFS servers.

User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No ]
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With the arrow keys, selegtyes ] or [ No ] as appropriate and preBster.

2.10.7. System Console Settings

There are several options available to customize the sysbasole.

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes] No

To view and configure the options, selgdfes | and pres&nter.

[& 2 2-34. System Console Configuration Options

The default system console driver for FreeBSD (syscons) has a
number of configuration options which may be set according to
your preference.

When you are done setting configuration options, select Cancel.

Exit this menu (returning to previous)
Choose an alternate screen font
Choose an alternate keyboard map

Set the rate at which keys repeat
Choose an alternate screenmap

Choose console terminal type

OMIEE  Cencel

A commonly used option is the screen saver. Use the arrowtkesedectSaver and then presBnter.
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& J&22-35. Screen Saver Options

By default, the console driver will not attempt to do anything

special with your screen when it's idle. If you expect to leave your
nonitor switched on and idle for long periods of time them you should
probably enable one of these screem savers to prevent phosphor burn-in.

Simply blank the screen

"BSD Daemon” animated screen saver (text)
Fade out effect screen saver

"Green" power saving mode (if supported by monitor)
"BSD Daemon” animated screen saver (graphics)
Rain drops screen sauver

Draw a FreeBSD "snake" on your screen

A "twinkling stars" effect

A "stars warping” effect

Dragon screensaver (graphics)

Set the screen saver timeout interval

1
2
3
[ Fire|
5
6
?
8
9
U
D
T

OMIEE  Cencel

Select the desired screen saver using the arrow keys angithesiEnter. The System Console Configuration menu
will redisplay.

The default time interval is 300 seconds. To change the tirtegval, selecBaver again. At the Screen Saver
Options menu, seledtimeout using the arrow keys and preSater. A pop-up menu will appear:

B 2-36. Screen Saver Timeout

By default, the console driver will not attempt to do anything

special with your screen when it's idle. If you expect to leave your
nonitor switched on and idle for long periods of time them you should
probably enable one of these screen savers to prevent phosphor burn-in.

Simply blank the screen
"BSD Daemon” animated screen saver (text)

Enter time-out period in seconds for screen saver

1300

[ Ok ]| Cancel

EHE W] MO LN e

Dragon screensaver (graphics)

ineoutSet the screen saver timeout interval

[_OK ]| Cancel

The value can be changed, then seJg@K | and pres&nter to return to the System Console Configuration menu.
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& J&22-37. System Console Configuration Exit

The default system console driver for FreeBSD (syscons) has a
number of configuration options which may be set according to
your preference.

When you are done setting configuration options, select Cancel.

Exit this menu (returning to previous)

Choose an alternate screen font
Choose an alternate keyboard map
Set the rate at which keys repeat
Configure the screen saver

Choose an alternate screenmap
Choose console terminal type

2
3
4
]
6
?

OMIEE  Cencel

Selectingexit and pressindgnter will continue with the post-installation configurations.

2.10.8. Setting the Time Zone

Setting the time zone for your machine will allow it to autdroally correct for any regional time changes and
perform other time zone related functions properly.

The example shown is for a machine located in the Easternzime of the United States. Your selections will vary
according to your geographical location.

User Confirmation Requested
Would you like to set this machine’s time zone now?

[ Yes ] No
Select Yes ] and pres&nter to set the time zone.

User Confirmation Requested
Is this machine’s CMOS clock set to UTC? If it is set to local ti me
or you don’'t know, please choose NO here!
Yes [ No ]

Select Yes ] or[ No ] according to how the machine’s clock is configured and pEessr.
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& &£ 2-38. Select Your Region

Select a region

Africa
Antarctica
firctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Dcean
Pacific Ocean

SO0 A Ol

OMIEE  Cencel

The appropriate region is selected using the arrow keysterdgressindgnter.

B 2-39. Select Your Country

3elect a country

Panama

Paraguay

Peru

Puerto Rico

Saint Kitts and Nevis
Saint Lucia

Saint Vincent and the Grenadines
8t. Pierre and Migquelon
Sur iname

Trinidad and Tobago
Turks and Caicos Islands
Uruguay

Uenezuela

Virgin Islands (British)
Virgin Islands (U.5.)

3
3
3
3
3
3
4
4
4
4
4
4
4
4
4

[_OK ]| Cancel

Select the appropriate country using the arrow keys and ga®r.
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B % 2-40. Select Your Time Zone

|
Select a zone which observes the same time as your locality.

Eastern Timel

Eastern Time
Eastern Time
Eastern Time
Eastern Time
Eastern Time
Eastern Time
Eastern Time
Central Time
Central Time - Indiawa - Daviess, Dubois, Knox, Martin, Perry & Pula
Central Time - Indiana — Pike County

Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Count

Michigan - nost locations
Kentucky - Louisville area
Kentucky - Wayne County
Indiana - most locations
Indiana — Crawford County
Indiana - Starke County
Indiana — Switzerland County

Central Time - North Dakota - Oliver County

Central Time - North Dakota - Morton County (except Mandan area)
Mountain Time

Mountain Time - south Idaho & east Oregon

ol Y == B =y R FE R L] |

[_OK ]| Cancel
|

The appropriate time zone is selected using the arrow keypaassing=nter.

Confirmation
Does the abbreviation 'EDT’ look reasonable?

[ Yes ] No

Confirm the abbreviation for the time zone is correct. If itks okay, presEnter to continue with the
post-installation configuration.

2.10.9. Linux Compatibility

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes ] No

Selecting Yes ] and pressindnter will allow running Linux software on FreeBSD. The installllkadd the
appropriate packages for Linux compatibility.

If installing by FTP, the machine will need to be connectethi®Internet. Sometimes a remote ftp site will not have
all the distributions like the Linux binary compatibilityhis can be installed later if necessary.

2.10.10. Mouse Settings

This option will allow you to cut and paste text in the consahel user programs with a 3-button mouse. If using a
2-button mouse, refer to manual page, moused(8), afteliatbn for details on emulating the 3-button style. This
example depicts a non-USB mouse configuration (such as adPSRM port mouse):

User Confirmation Requested
Does this system have a PS/2, serial, or bus mouse?
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[ Yes ] No

Select Yes ] for a PS/2, serial, or bus mouse,[d¥o ] for a USB mouse and preEster.

[ fZ2-41. Select Mouse Protocol Type

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol tupe of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you’ve enabled the mouse daemon, you can specify “~deuvssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menul.

Exit this menu (returning to previous)
Test and run the mouse daemon

Select mouse port

Set additional flags

Dizable the mouse daemon

OMIEE  Concel

Use the arrow keys to seletgpe and pres&nter.

B % 2-42. Set Mouse Protocol

If your mouse is attached to the PS/2 mouse port or the bus mouse port,
you should always choose "futo”, regardless of the model and the brand

of the mouse. All other protocol types are for serial mice and should
not be used with the P32 port mouse or the bus mouse. If you have

a serial mouse and are not sure about its protocol, you should also try
"Auto". It may not work for the serial mouse if the mouse does not
support the PnP standard. But, it won’t hurt. Many 2-button serial mice
are compatible with "Microsoft” or “"MouseMan". 3-button serial mice

may be compatible with “"MouseSystems" or "MouseMan". If the serial

mouse has a wheel, it may be compatible with "IntelliMouse”.

ALPS GlidePoint pad (serial)

Hitachi tablet (serial)

Hicrosoft IntelliMouse (serial)
Logitech protocol (old models) (serial)
Hicrosoft protocol (serial)

[=al 4y B R AR R o N

[0k ]| Cancel

The mouse used in this example is a PS/2 type, so the défataltwas appropriate. To change protocol, use the
arrow keys to select another option. Ensure ffaK ] is highlighted and predsnter to exit this menu.
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& &£ 2-43. Configure Mouse Port

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menu).

Exit this memu (returning to previous)
Test and run the mouse daemon

Select mouse protocol type

Set additional flags

Disable the mouse daemon

[ Ok ] Cancel

Use the arrow keys to seleebrt and pres&nter.

& &£ 2-44. Setting the Mouse Port

The built-in pointing device of laptopsnotebook computers is usually
a P32 style device.

PS-2 style mouse (rdeurpsm0)

Serial mouse on COM1 (rdeu/cuad0)
Serial mouse on COMZ (rdevrscuadl)
Serial mouse on COM3 (rdevrscuadz)
Serial mouse on COM4 (rdevrcuad3)
Logitech, ATI or M3 bus mouse (rdeu nsed)

[_OK ]| Cancel

This system had a PS/2 mouse, so the defa8IR was appropriate. To change the port, use the arrow keys and th
pressEnter.
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& f£2-45. Enable the Mouse Daemon

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your mouse device and "SysMouse" or "MouseSystems" as mouse
protocol when rumning the X configuration utility (see Configuration
menu).

Exit this menu (returning to previous)

X
Test and run the mouse daemon|

Select mouse protocol type
Select mouse port

Set additional flags
Disable the mouse daemon

[ Ok ] Cancel

Last, use the arrow keys to selé&table, and pres&nter to enable and test the mouse daemon.

B 7 2-46. Test the Mouse Daemon

You can cut and paste text in the text console by rumming the mouse
daemon. 3Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify “~devrssysmouse"
as your

protocol MNow move the mouse and see if it works.

menu ). (Note that buttons don’t have any effect for now.)

Is the nouse cursor mouving?

[ tes 1] Ho

[ Ok ] Cancel

Move the mouse around the screen and verify the cursor shesponds properly. If it does, seldctes ] and press
Enter. If not, the mouse has not been configured correetielec] No ] and try using different configuration
options.

SelectExit with the arrow keys and pre&nter to return to continue with the post-installation configioat

2.10.11. Install Packages

Packages are pre-compiled binaries and are a convenierbvirastall software.

Installation of one package is shown for purposes of ilatgin. Additional packages can also be added at this time
if desired. After installatiosysinstall can be used to add additional packages.
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User Confirmation Requested
The FreeBSD package collection is a collection of hundreds o f
ready-to-run applications, from text editors to games to WE B servers
and more. Would you like to browse the collection now?

[ Yes ] No

Selecting Yes ] and pressingnter will be followed by the Package Selection screens:

[ 2-47. Select Package Category

To mark a package, move to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a *D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. HNOTE: The fAll category selection creates a very large
submenut If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported software for Arab countries.

Utilities for archiving and unarchiving data.
fApplications related to astronony.

Audio utilities — most require a supported sound card.
Utilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported software for the Chinese market.
Communications utilities.

Oﬂnc‘u‘ﬂlﬂ/ﬂlﬂlﬂlﬂlg

(LOK]] Install

Only packages on the current installation media are aJaifa installation at any given time.

All packages available will be displayedAll is selected or you can select a particular category. Highligur
selection with the arrow keys and prdaster.

A menu will display showing all the packages available fa& fielection made:

& &£ 2-48. Select Packages

All available packages in all categories.

[ usr ports-ftp
[ usr- ports-gra
[ usr ports uuw
[ usr ports-net
[ usr ports/gra
[ usr- ports-con
ash-Z.05a
[ usr ports x11
[ usr portssmis
[ usr ports/mai
[ usr ports-net
[ usr- ports-sys

U‘U"U"U"U"IU"U"U"U"U‘Q

fidded bash-2.05% to selection list
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Thebashshell is shown selected. Select as many as desired by Higihlipthe package and pressing Bacekey.
A short description of each package will appear in the lowérdorner of the screen.

Pressing th&ab key will toggle between the last selected packqgeK ], and[ Cancel ].

When you have finished marking the packages for installaicessTab once to toggle to thfOK ] and press
Enter to return to the Package Selection menu.

The left and right arrow keys will also toggle betwge@K ] and[ Cancel ]. This method can also be used to select
[ OK ] and pres&nter to return to the Package Selection menu.

& &£ 2-49. Install Packages

To mark a package, move to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a *D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. HNOTE: The All category selection creates a very large
submenu? If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported software for Arab countries.

Utilities for archiving and unarchiving data.
Applications related to astromomy.

Audio utilities — most require a supported sound card.
Utilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported softuare for the Chinese market.
Communications utilities.

ﬁnnu‘c‘ﬂﬂlﬂlﬂlﬂlﬂlg

0K [Installl

Use theTab and arrow keys to selefinstall ] and pres&nter. You will then need to confirm that you want to
install the packages:

& 7 2-50. Confirm Package Installation

These are the packages you’ve selected for extraction.

If you're sure of these choices, select OK.
If not, select Cancel to go back to the package selection menu.

[ ash-2.05a[ susr/ports-/shells bashZ]

OMIEE  Cencel

The GNU Bourne Again Shell

57



F2. %' #FreeBSD
Selecting OK ] and pressingnter will start the package installation. Installing messagésappear until
completed. Make note if there are any error messages.

The final configuration continues after packages are irstalf you end up not selecting any packages, and wish to
return to the final configuration, seldosstall anyways.

2.10.12. Add Users/Groups

You should add at least one user during the installation abyttu can use the system without being logged in as
root . The root partition is generally small and running applmas asoot can quickly fill it. A bigger danger is
noted below:

User Confirmation Requested

Would you like to add any initial user accounts to the system? Adding
at least one account for yourself at this stage is suggested s ince
working as the "root" user is dangerous (it is easy to do thing s which

adversely affect the entire system).
[ Yes ] No

Select Yes ] and pres&nter to continue with adding a user.

B 2-51. Select User

The submenus here allow to manipulate user groups and
login accounts.

Exit this menu (returning to previous)

Add a new user to the systen.

fidd a new user group to the system.

OMIEE  Cencel

SelectUser with the arrow keys and pregter.
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B 2-52. Add User Information

User and Group Management

Add a new user
Login ID: UID: Group:
rpratt ] 1001 ] ]
Password: Confirm Password:
e e
Full name: Menber groups:
Randy Pratt ] wheel ]
Home directory: Login shell:
hone-rpratt ] ~usr/local- bin/bash ]
([OK]] | CANCEL |

The following descriptions will appear in the lower part bétscreen as the items are selected Wéth to assist with
entering the required information:

Login ID

The login name of the new user (mandatory).

uiD

The numerical ID for this user (leave blank for automaticichp
Group

The login group name for this user (leave blank for autontdtmice).
Password

The password for this user (enter this field with care!).
Full name

The user’s full name (comment).

Member groups

The groups this user belongs to (i.e. gets access rights for)

Home directory

The user’'s home directory (leave blank for default).

Login shell
The user’s login shell (leave blank for default, gign/sh ).

The login shell was changed froftsin/sh  to /usr/local/bin/bash to use thebashshell that was previously
installed as a package. Do not try to use a shell that doexisttoz you will not be able to login. The most common
shell used in the BSD-world is the C shell, which can be ingidagbin/tcsh
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The user was also added to thieeel group to be able to become a superuser with privileges.

When you are satisfied, prels®K ] and the User and Group Management menu will redisplay:

& J&22-53. Exit User and Group Management

The submenus here allow to manipulate user groups and
login accounts.

Exit this menu (returning to previous)
u

fidd a new user to the systen.
G fidd a new user group to the system.

OMIEE  Cencel

Groups can also be added at this time if specific needs arerkr@thierwise, this may be accessed through using
sysinstall (/stand/sysinstall in FreeBSD versions older than 5.2) after installation isipteted.

When you are finished adding users, seledt with the arrow keys and pregnter to continue the installation.

2.10.13. Set the root Password
Message
Now you must set the system manager's password.
This is the password you'll use to log in as "root".
[ OK ]

[ Press enter or space ]

PressEnter to set thaoot password.

The password will need to be typed in twice correctly. Negslte say, make sure you have a way of finding the
password if you forget. Notice that the password you typs imat echoed, nor are asterisks displayed.

New password :
Retype new password :

The installation will continue after the password is sustdfy entered.
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2.10.14. Exiting Install

If you need to configuradditional network devicesr any other configuration, you can do it at this point or after
installation withsysinstall (/stand/sysinstall in FreeBSD versions older than 5.2).

User Confirmation Requested
Visit the general configuration menu for a chance to set any | ast
options?

Yes [ No ]

Select No ] with the arrow keys and pregnter to return to the Main Installation Menu.

[ 2-54. Exit Install

Welcome to the FreeBSD installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system
Begin a guick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type
View Set various installation options
Repair mode with CDROM-DUD.floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functioms

=]

= =N

Select [X Exit Installl

Select{X Exit Install] with the arrow keys and pre&nter. You will be asked to confirm exiting the installation:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot (be sure t o
remove any floppies/CDs/DVDs from the drives).

[ Yes ] No

Select Yes ] and remove the floppy if booting from the floppy. The CDROM diis locked until the machine starts
to reboot. The CDROM drive is then unlocked and the disk carebrved from drive (quickly).

The system will reboot so watch for any error messages thpiappear, sepU 2.10.16f details.

2.10.15. Configure Additional Network Services
Contributed by Tom Rhodes.

Configuring network services can be a daunting task for nersusthey lack previous knowledge in this area.
Networking, including the Internet, is critical to all mateoperating systems including FreeBSD; as a result, it is

61



2. Z'#FreeBSD

very useful to have some understanding FreeBSD’s extensiveorking capabilities. Doing this during the
installation will ensure users have some understandinigeofarious services available to them.

Network services are programs that accept input from anyevbie the network. Every effort is made to make sure
these programs will not do anythingharmful’ . Unfortunately, programmers are not perfect and througk ti
there have been cases where bugs in network services havexmeited by attackers to do bad things. Itis
important that you only enable the network services you ktiatyou need. If in doubt it is best if you do not
enable a network service until you find out that you do neexbit. can always enable it later by re-running
sysinstallor by using the features provided by tteec/rc.conf file.

Selecting théNetworking option will display a menu similar to the one below:

& 2 2-55. Network Configuration Upper-level

You may have already configured one network device (and the other
various hostnamesgateway-name server parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

Exit this menu (returning to previous)
[1

Configure additional network interfaces
Thizs machine wants to run the auto-mounter service

1

X1 Set flags to AMD service (if enabled)

1 This machine wishes to allow anonymous FTP.

1 This machine will route packets between interfaces
1 This machine wants to run the inet daemon

1 This machine wants to run a Mail Transfer Agent

1 This machine will be an NF3 client

1 This machine will be an NF3 server

1 Select a clock-synchronization server

1 Run authentication server for clients with PC-NF3.

[
[
[
[
[
[
[
[
[
[

[0k ]| Cancel

The first option)nterfaces, was previously covered during thé] 2.10.1£, thus this option can safely be ignored.

Selecting theAMD option adds support for the BSD automatic mount utility.sTisiusually used in conjunction with
the NFS protocol (see below) for automatically mountinge&rfile systems. No special configuration is required
here.

Next in line is theAMD Flags option. When selected, a menu will pop up for you to enterifige&MD flags. The
menu already contains a set of default options:

-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.ma p

The-a option sets the default mount location which is specifieél@af.amd_mnt . The-I option specifies the
defaultlog file; however, whemyslogd is used all log activity will be sent to the system log daenidre/host

directory is used to mount an exported file system from a rerost, whilenet directory is used to mount an
exported file system from an IP address. Téte/lamd.map file defines the default options for AMD exports.

TheAnon FTP option permits anonymous FTP connections. Select thi®opt make this machine an anonymous
FTP server. Be aware of the security risks involved with tgon. Another menu will be displayed to explain the
security risks and configuration in depth.

The Gateway configuration menu will set the machine up to be a gateway plsigred previously. This can be used
to unset th&ateway option if you accidentally selected it during the instaflatprocess.
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Thelnetd option can be used to configure or completely disable thel{8gtlaemon as discussed above.

TheMail option is used to configure the system’s default MTA or Madfsfer Agent. Selecting this option will
bring up the following menu:

[ 7 2-56. Select a default MTA

You can choose which Mail Transfer Agent (MTA) you wish to install and run.
Selecting Sendmail local disables sendmail’s network socket for

incoming mail, but still enables sendmail for local and outbound mail.

The Postfix option will install the Postfix MTA from the ports

collection. The Exim option will install the Exim MTA from the ports
collection. To return to the previous menu, select Exit.

Use sendmail, but do not listen on the network
Use the Postfix MTA

Use the Exim MTA

Do not install an MTA

Exit this menu (returning to previous)

XZHWME
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Here you are offered a choice as to which MTA to install andasehe default. An MTA is nothing more than a mail
server which delivers email to users on the system or therlate

SelectingSendmail will install the popularsendmail server which is the FreeBSD default. TBendmail local
option will setsendmailto be the default MTA, but disable its ability to receive intiag email from the Internet.
The other options her@ostfix andExim act similar toSendmail. They both deliver email; however, some users
prefer these alternatives to tkendmailMTA.

After selecting an MTA, or choosing not to select an MTA, tlework configuration menu will appear with the next
option beingNFS client.

TheNFS client option will configure the system to communicate with a sewi@iNFS. An NFS server makes file
systems available to other machines on the network via tie pdBtocol. If this is a stand-alone machine, this option
can remain unselected. The system may require more cortiigutater; see.U 27.3fi for more information about
client and server configuration.

Below that option is th&lFS server option, permitting you to set the system up as an NFS sertés.adds the
required information to start up the RPC remote procedutservices. RPC is used to coordinate connections
between hosts and programs.

Next in line is theNtpdate option, which deals with time synchronization. When sa&dcta menu like the one below
shows up:
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& £ 2-57. Ntpdate Configuration

There are a number of time synchronization servers available
for public use around the Internet. Please select one reasonably
close to you to have your system time synchronized accordingly.

Select a site not on this list
pool .ntp.org

asia.pool.ntp.org

europe.pool .ntp.org
oceania.pool .ntp.org
north-america.pool .ntp.org
tick.nap.com.ar
time.sinectis.com.ar
tock.nap.com.ar

au.pool .ntp.org
augean.eleceng.adelaide.edu.au
ntp.adelaide.edu.au

:b:b:b:b:b:bzam:bEDE
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From this menu, select the server which is the closest to lpoation. Selecting a close one will make the time
synchronization more accurate as a server further from lpmation may have more connection latency.

The next option is the PCNFSD selection. This option wiltatishenet/pcnfsd  package from the Ports
Collection. This is a useful utility which provides NFS aeitttication services for systems which are unable to
provide their own, such as Microsoft's MS-DOS operatingsys

Now you must scroll down a bit to see the other options:

[E £ 2-58. Network Configuration Lower-level

You may have already configured one netuwork device (and the other
various hostnamesgatewvay-name seruver parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

This machine wants to run a Mail Transfer Agent
This machine will be an NFS client

This machine will be an NF3 server

Select a clock-synchronization server

RPC port mapping daemon (formerly portmapper)
NFS status monitoring daemon

NFS file locking daemon

Select routing daemon (default: routed)

This machine wants to run the rwuho daemon
This machine wants to run the ssh daemon
Allow RFC1323 and RFC1644 TCP extensions?

— e — -
—

A —, -

o
A R S U
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The rpcbind(8), rpc.statd(8), and rpc.lockd(8) utilitees all used for Remote Procedure Calls (RPC). rphkind
utility manages communication between NFS servers anatsliand is required for NFS servers to operate
correctly. Therpc.statd daemon interacts with thgc.statd daemon on other hosts to provide status monitoring.
The reported status is usually held in ther/db/statd.status file. The next option listed here is thpc.lockd
option, which, when selected, will provide file locking sieas. This is usually used witipc.statd to monitor what
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hosts are requesting locks and how frequently they regoest.tWhile these last two options are marvelous for
debugging, they are not required for NFS servers and clierdperate correctly.

As you progress down the list the next item herRauted, which is the routing daemon. The routed(8) utility
manages network routing tables, discovers multicast repg®d supplies a copy of the routing tables to any
physically connected host on the network upon request.i$mminly used for machines which act as a gateway for
the local network. When selected, a menu will be presenigaesting the default location of the utility. The default
location is already defined for you and can be selected wilkitter key. You will then be presented with yet
another menu, this time asking for the flags you wish to page mvuted. The default isq and it should already
appear on the screen.

Next in line is theRwhod option which, when selected, will start the rwhod(8) daerdoring system initialization.
Therwhod utility broadcasts system messages across the netwoddjeily, or collects them when in
“consumer mode. More information can be found in the ruptime(1) anda{@h manual pages.

The next to the last option in the list is for the sshd(8) daeniis is the secure shell server fopenSSHand it is
highly recommended over the standéebhet and FTP servers. Treshdserver is used to create a secure connection
from one host to another by using encrypted connections.

Finally there is thefCP Extensions option. This enables the TCP Extensions defined in RFC 13@R&C 1644.
While on many hosts this can speed up connections, it carcalsse some connections to be dropped. It is not
recommended for servers, but may be beneficial for stancat@achines.

Now that you have configured the network services, you caollagu to the very top item which iX Exit and
continue on to the next configuration item or simply exisinstallin selectingX Exit twice then[X Exit Install].

2.10.16. FreeBSD BT E

2.10.16.1. FreeBSD/i386 HIBHH& 7R

If everything went well, you will see messages scroll off #teeen and you will arrive at a login prompt. You can
view the content of the messages by presSomll-Lock and usingPgUp andPgDn. Pressingscroll-Lock again
will return to the prompt.

The entire message may not display (buffer limitation) batin be viewed from the command line after logging in
by typingdmesg at the prompt.

Login using the username/password you set during indtall@tpratt , in this example). Avoid logging in asot
except when necessary.

Typical boot messages (version information omitted):

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.

Timecounter "i8254" frequency 1193182 Hz

CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)
Origin = "AuthenticAMD" Id = 0x580 Stepping = 0
Features=0x8001bf<FPU,VME,DE,PSE, TSC,MSR,MCE,CX8,MM  X>
AMD Features=0x80000800<SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)

config> di snO
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config> di IncO

config> di le0

config> di ie0

config> di feO

config> di csO

config> di btO

config> di aicO

config> di aha0

config> di advO

config> q

avail memory = 256311296 (250304K bytes)
Preloaded elf kernel "kernel" at 0xc0491000.
Preloaded userconfig_script "/boot/kernel.conf* at 0xcO 49109c.
md0: Malloc disk

Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface

pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0

pcibl: <VIA 82C598MVP (Apollo MVP3) PCI-PCl (AGP) bridge> a t device 1.0 on pci0
pcil: <PCIl bus> on pcibl
pcil: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1

isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pciO

isa0: <ISA bus> on isab0

atapciO: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irg 14 on atapciO

atal: at 0x170 irg 15 on atapciO

uhciO: <VIA 83C572 USB controller> port 0xe400-Oxe4lf irq 1 0 at device 7.2 on pci0
usb0: <VIA 83C572 USB controller> on uhciO

usb0: USB revision 1.0

uhubO: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1

uhub0: 2 ports with 2 removable, self powered

chipl: <VIA 82C586B ACPI interface> at device 7.3 on pciO

ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xe800-Oxe8 1f irg 9 at
device 10.0 on pci0

edO: address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa0: too many dependant configs (8)

isa0: unexpected small tag 14

fdcO: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d rq 2 on isa0
fdcO: FIFO enabled, 8 bytes threshold

fd0: <1440-KB 3.5" drive> on fdcO drive 0

atkbdcO: <keyboard controller (i8042)> at port 0x60-0x64 o n isa0

atkbdO: <AT Keyboard> flags 0x1 irg 1 on atkbdcO

kbdO at atkbdO

psmO0: <PS/2 Mouse> irq 12 on atkbdcO

psmO: model Generic PS/2 mouse, device ID 0

vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
sc0: <System console> at flags 0x1 on isa0

sc0: VGA <16 virtual consoles, flags=0x300>

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0

sio0: type 16550A

siol at port 0x2f8-0x2ff irq 3 on isa0

siol: type 16550A
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ppc0: <Parallel port> at port 0x378-Ox37f irg 7 on isa0

ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL

ppcO: FIFO with 16/16/15 bytes threshold

ppbusO: IEEE1284 device found /NIBBLE

Probing for PnP devices on ppbusO:

plip0: <PLIP network interface> on ppbusO

Ipt0: <Printer> on ppbus0

IptO: Interrupt-driven port

ppi0: <Parallel 1/0> on ppbusO

ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste
ad2: 8063MB <IBM-DHEA-38451> [16383/16/63] at atal-maste

2. Z'#FreeBSD

E mode

r using UDMA33
r using UDMA33

acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ataO-slave u  sing PlO4

Mounting root from ufs:/dev/adOsla

swapon: adding /dev/adOslb as swap device

Automatic boot in progress...

/dev/adOsla: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/adOsla: clean, 48752 free (552 frags, 6025 blocks, 0.9
/dev/ad0slf: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1f: clean, 128997 free (21 frags, 16122 blocks, O.
/dev/adOslg: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1g: clean, 3036299 free (43175 frags, 374073 bloc
/dev/adOsle: filesystem CLEAN; SKIPPING CHECKS
/dev/adOsle: clean, 128193 free (17 frags, 16022 blocks, O.
Doing initial network setup: hostname.

% fragmentation)
0% fragmentation)
ks, 1.3% fragmentation)

0% fragmentation)

ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500
inet 192.168.0.1 netmask Oxffffff00 broadcast 192.168.0. 255

inet6 fe80::5054::5ff::fede:731b%ed0 prefixlen 64 tenta

ether 52:54:05:de:73:1b

100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163

inet6 fe80::1%Ilo0 prefixlen 64 scopeid 0x8

ineté ::1 prefixlen 128

inet 127.0.0.1 netmask 0xff000000
Additional routing options: IP gateway=YES TCP keepalive=
routing daemons:..
additional daemons: syslogd.
Doing additional network setup:.
Starting final network daemons: creating ssh RSA host key
Generating public/private rsal key pair.
Your identification has been saved in /etc/ssh/ssh_host_k
Your public key has been saved in /etc/ssh/ssh_host_key.pu
The key fingerprint is:
€d:76:89:16:69:0e:d0:6e:f8:66:d0:07:26:3c:7e:2d root
creating ssh DSA host key
Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh_host d
Your public key has been saved in /etc/ssh/ssh_host_dsa_ke
The key fingerprint is:
f9:al:a9:47:c4:ad:f9:8d:52:b8:b8:f:8c:ad:2d:e6 root
setting ELF Idconfig path: /usr/lib /usr/lib/compat /usr/
Jusr/local/lib
a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout
starting standard daemons: inetd cron sshd usbd sendmail.
Initial rc.i386 initialization:.

tive scopeid 0x1

84

YES

@k6-2.example.com
sa_key.
y.pub.

@k6-2.example.com.
X11R6/lib

Jusr/X11R6/lib/aout
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rc.i386 configuring syscons: blank_time screensaver mous ed.
Additional ABI support: linux.

Local package initialization:.

Additional TCP options:.

FreeBSD/i386 (k6-2.example.com) (ttyvO)

login: rpratt
Password:

Generating the RSA and DSA keys may take some time on slowehimes. This happens only on the initial
boot-up of a new installation. Subsequent boots will beefast

If the X server has been configured and a Default Desktop chitsgan be started by typinglartx  at the
command line.

2.10.16.2. FreeBSD/alpha BAIH AR

Once the install procedure has finished, you will be abledd §reeBSD by typing something like this to the SRM
prompt:

>>>BOOT DKCO

This instructs the firmware to boot the specified disk. To nfale®BSD boot automatically in the future, use these
commands:

>>> SET BOOT_OSFLAGS A
>>> SET BOOT_FILE ”

>>> SET BOOTDEF_DEV DKCO
>>> SET AUTO_ACTION BOOT

The boot messages will be similar (but not identical) to ¢hpoduced by FreeBSD booting on the i386.

2.10.17. FreeBSD Shutdown

It is important to properly shutdown the operating system.niot just turn off power. First, become a superuser by
typingsu at the command line and entering thwet password. This will work only if the user is a member of the
wheel group. Otherwise, login asot and useshutdown -h now .

The operating system has halted.
Please press any key to reboot.

It is safe to turn off the power after the shutdown commanddess issued and the messagPlease press any key
to reboot appears. If any key is pressed instead of turning off the pswiich, the system will reboot.

You could also use th€trl +Alt +Del key combination to reboot the system, however this is naimsnended
during normal operation.
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2.11. WHR A BEHEREAE MR IR

The following section covers basic installation troublesting, such as common problems people have reported.
There are also a few questions and answers for people wishihgal-boot FreeBSD with MS-DOS or Windows.

2.11.1. What to Do If Something Goes Wrong

Due to various limitations of the PC architecture, it is irmpible for probing to be 100% reliable, however, there are
a few things you can do if it fails.

Check the Hardware Notes (http://www.FreeBSD.org/reds@sdex.html) document for your version of FreeBSD
to make sure your hardware is supported.

RS A TESCIRTE LA - (B FIGENERICKernel {34 IR » BFEERL AT BEFR 2 H T kernel> LUINAE SCHRAYRE

f#% ° The kernel on the boot disks is configured assuming that naosiware devices are in their factory default
configuration in terms of IRQs, 10 addresses, and DMA chanmieyour hardware has been reconfigured, you will
most likely need to edit the kernel configuration and recderpitell FreeBSD where to find things.

Itis also possible that a probe for a device not present willse a later probe for another device that is present to
fail. In that case, the probes for the conflicting driver{g)wd be disabled.

7£: Some installation problems can be avoided or alleviated by updating the firmware on various hardware
components, most notably the motherboard. The motherboard firmware may also be referred to as BIOS and
most of the motherboard or computer manufactures have a website where the upgrades and upgrade information
may be located.

Most manufacturers strongly advise against upgrading the motherboard BIOS unless there is a good reason for
doing so, which could possibly be a critical update of sorts. The upgrade process can go wrong, causing
permanent damage to the BIOS chip.

2.11.2. Using MS-DOS® and Windows® File Systems

At this time, FreeBSD does not support file systems compdesith theDouble Spacé™ application. Therefore
the file system will need to be uncompressed before FreeBS8Razess the data. This can be done by running the
Compression Agentlocated in theStart> Programs > System Tools menu.

FreeBSD can support MS-DOS based file systems(FAT16 andBATAis requires you use the mount_msdosfs(8)
command with the required parameters. The utility most comosage is:

# mount -t msdosfs /dev/adOsl /mnt

In this example, the MS-DOS file system is located on the fastifion of the primary hard disk. Your situation may
be different, check the output from tdemesg, andmount commands. They should produce enough information to
give an idea of the partition layout.

¥ Extended MS-DOS file systems are usually mapped after the FreeBSD partitions. In other words, the slice
number may be higher than the ones FreeBSD is using. For instance, the first MS-DOS partition may be
/dev/ad0s1 , the FreeBSD partition may be /dev/ad0s2 , with the extended MS-DOS partition being located on
/dev/ad0s3 . To some, this can be confusing at first.
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NTFS partitions can also be mounted in a similar manner usiagnount_ntfs(8) command.

2.11.3. Troubleshooting Questions and Answers

1. My system hangs while probing hardware during boot, or itdvels strangely during install, or the floppy drive
isn’'t probed.

FreeBSD 5.0 and above makes extensive use of the system AGRieson the i386, amd64 and ia64 platforms to
aid in system configuration if it's detected during boot. bhtdinately, some bugs still exist in both the ACPI driver
and within system motherboards and BIOS. The use of ACPI eatidabled by setting the

hint.acpi.0.disabled hint in the third stage boot loader:

set hint.acpi.O.disabled="1"

This is reset each time the system is booted, so it is negetssaddhint.acpi.0.disabled="1" to the file
/boot/loader.conf . More information about the boot loader can be foundih12.1£f.

2.1 go to boot from the hard disk for the first time after instadjiFreeBSD, the kernel loads and probes my
hardware, but stops with messages like:

changing root device to adlsla panic: cannot mount root

What is wrong? What can | do?

What is thisbios_drive:interface(unit,partition)kernel_name thing that is displayed with the boot
help?

There is a longstanding problem in the case where the bdotgli®t the first disk in the system. The BIOS uses a
different numbering scheme to FreeBSD, and working out twhiembers correspond to which is difficult to get
right.

In the case where the boot disk is not the first disk in the syskgeeBSD can need some help finding it. There are
two common situations here, and in both of these cases, yeditodell FreeBSD where the root filesystem is. You
do this by specifying the BIOS disk number, the disk type dedRreeBSD disk number for that type.

The first situation is where you have two IDE disks, each coméid as the master on their respective IDE busses,
and wish to boot FreeBSD from the second disk. The BIOS sesg ths disk 0 and disk 1, while FreeBSD sees them
asad0 andad2.

FreeBSD is on BIOS disk 1, of typel and the FreeBSD disk number is 2, so you would say:
1l:ad(2,a)kernel

Note that if you have a slave on the primary bus, the abovetis@messary (and is effectively wrong).

The second situation involves booting from a SCSI disk whamlyave one or more IDE disks in the system. In this
case, the FreeBSD disk number is lower than the BIOS disk euriftyou have two IDE disks as well as the SCSI
disk, the SCSI disk is BIOS disk 2, typa and FreeBSD disk number 0, so you would say:

2:da(0,a)kernel
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To tell FreeBSD that you want to boot from BIOS disk 2, whiclthis first SCSI disk in the system. If you only had
one IDE disk, you would use '1:’ instead.

Once you have determined the correct values to use, you ¢ahggcommand exactly as you would have typed it in
the/boot.config file using a standard text editor. Unless instructed otherwkreeBSD will use the contents of
this file as the default response to thwt: prompt.

3.1 go to boot from the hard disk for the first time after instadliFreeBSD, but the Boot Manager prompt just prints
F? at the boot menu each time but the boot won’t go any further.

The hard disk geometry was set incorrectly in the Partitiditoe when you installed FreeBSD. Go back into the
partition editor and specify the actual geometry of youddisk. You must reinstall FreeBSD again from the
beginning with the correct geometry.

If you are failing entirely in figuring out the correct geometor your machine, here’s a tip: Install a small DOS
partition at the beginning of the disk and install FreeBSi@that. The install program will see the DOS partition
and try to infer the correct geometry from it, which usuallyris.

The following tip is no longer recommended, but is left hevereference:

If you are setting up a truly dedicated FreeBSD server or station where you don't care for (future) compatibility kvit
DOS, Linux or another operating system, you've also got {iteoa to use the entire disk (‘A' in the partition editor),
selecting the non-standard option where FreeBSD occupégesritire disk from the very first to the very last sector. Wils
leave all geometry considerations aside, but is somewindtiig unless you're never going to run anything other than
FreeBSD on a disk.

4. The system finds my ed(4) network card, but | keep gettingagettmeout errors.

Your card is probably on a different IRQ from what is specifiethe/boot/device.hints file. The ed driver
does not use the ‘soft’ configuration by default (values erdt@ising EZSETUP in DOS), but it will use the software
configuration if you specifyl in the hints for the interface.

Either move the jumper on the card to a hard configuratiomsgtaltering the kernel settings if necessary), or
specify the IRQ asl by setting the hint “hint.ed.0.irg="-1" This will tell the kernel to use the soft configuration.

Another possibility is that your card is at IRQ 9, which is thby IRQ 2 and frequently a cause of problems
(especially when you have a VGA card using IRQ 2!). You shadtluse IRQ 2 or 9 if at all possible.

2.12. RS ZHEFE

Contributed by Valentino Vaschetto.

This section describes how to install FreeBSD in excepticases.

2.12.1. Installing FreeBSD on a System without a Monitor or K eyboard

This type of installation is called a‘headless install , because the machine that you are trying to install FreeBSD
on either does not have a monitor attached to it, or does ot leave a VGA output. How is this possible you ask?
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Using a serial console. A serial console is basically usmaftzer machine to act as the main display and keyboard
for a system. To do this, just follow the steps to create Iftan floppies, explained ipU 2.3. 7.

To modify these floppies to boot into a serial console, folthese steps:

1.

Enabling the Boot Floppies to Boot into a Serial Console

If you were to boot into the floppies that you just made, Fré@B®uld boot into its normal install mode. We
want FreeBSD to boot into a serial console for our installdddhis, you have to mount thwot.flp  floppy
onto your FreeBSD system using the mount(8) command.

# mount /dev/fd0 /mnt
Now that you have the floppy mounted, you must change inténthe directory:
# cd /mnt

Here is where you must set the floppy to boot into a serial den¥ou have to make a file callégbot.config
containing/boot/loader -h . All this does is pass a flag to the bootloader to boot into imlsewnsole.

# echo "/boot/loader -h" > boot.config

Now that you have your floppy configured correctly, you mushoant the floppy using the umount(8)
command:

# cd /
# umount /mnt

Now you can remove the floppy from the floppy drive.
Connecting Your Null-modem Cable

You now need to connectraull-modem cabléetween the two machines. Just connect the cable to thé seria
ports of the 2 machine# normal serial cable will not work hergrou need a null-modem cable because it has
some of the wires inside crossed over.

Booting Up for the Install

It is now time to go ahead and start the install. Putdbet.flp  floppy in the floppy drive of the machine you
are doing the headless install on, and power on the machine.

Connecting to Your Headless Machine

Now you have to connect to that machine with cu(1):
# cu -l /dev/cuadO

{EFreeBSD 5.X° 352 fl/devicuaa0 T IF/devicuad0  °

That's it! You should now be able to control the headless rimectinrough youcu session. It will ask you to put in
thekernl.flp , and then it will come up with a selection of what kind of tenalito use. Select the FreeBSD color
console and proceed with your install!

2.13. BUEL R

AR EES - P FTIREIA TFreeBSD Yl - 7EiEEIRAVE BATHE 5 ol B 17/E8%A FreeBSD
CDROM E{DVD °
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There may be some situations in which you need to create yonFoeeBSD installation media and/or source. This
might be physical media, such as a tape, or a sourceylsatstallcan use to retrieve the files, such as a local FTP
site, or an MS-DOS patrtition.

For example:

- You have many machines connected to your local network, ard-0eeBSD disc. You want to create a local FTP
site using the contents of the FreeBSD disc, and then havewyachines use this local FTP site instead of

needing to connect to the Internet.

- You have a FreeBSD disc, and FreeBSD does not recognize yoib\MD drive, but MS-DOS/Windows does.
You want to copy the FreeBSD installation files to a DOS partibn the same computer, and then install

FreeBSD using those files.

- The computer you want to install on does not have a CD/DVDedoiva network card, but you can connect a
“Laplink-style’ serial or parallel cable to a computer that does.

- You want to create a tape that can be used to install FreeBSD.

2.13.1. Creating an Installation CDROM

As part of each release, the FreeBSD project makes avadaltdast twvo CDROM images (ISO images ) per
supported architecture. These images can be writtéougned ) to CDs if you have a CD writer, and then used to
install FreeBSD. If you have a CD writer, and bandwidth isaghehen this is the easiest way to install FreeBSD.

1.

Download the Correct ISO Images

The ISO images for each release can be downloaded from

ftp://ftp.FreeBSD.org/pub/FreeBSD/ISO-IMAGES-
ar ch andver si on as appropriate.

ar ch/ ver si on or the closest mirror. Substitute

That directory will normally contain the following images:

FH#%2-4. FreeBSD 5¢ and 6 X ISO Image Names and Meanings

i

e

M A-RELEASE- Z4/%-bootonly.iso

/K 7-RELEASE- Z¢##%-discl.iso

/K 7-RELEASE- Z¢##%-disc2.iso

R 7A-RELEASE- Z¢/#-docs.iso

Everything you need to boot into a FreeBSD kernel

and start the installation interface. The installable files

have to be pulled over FTP or some other supported

source.

Everything you need to install FreeBSD and4ive

filesystemi , which is used in conjunction with the
“Repaif’ facility in sysinstall

FreeBSDX {f:(FreeBSD 6.27 RilfY) » LAKFF

Zthird-party packages

FreeBSD3Lff(FreeBSD 6.2, 2 /%) e

You mustdownload one of either the bootonly ISO image (if availajpde)the image of disc one. Do not
download both of them, since the disc one image containythiag that the bootonly ISO image contains.
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Use the bootonly ISO if Internet access is cheap for you.lltletiyou install FreeBSD, and you can then install
third-party packages by downloading them using the patd{pges system (sgé] 4 %) as necessary.

Use the image of disc one if you want to install a FreeBSD s&leand want a reasonable selection of third-party
packages on the disc as well.

The additional disc images are useful, but not essentipga@ally if you have high-speed access to the Internet.
Write the CDs

You must then write the CD images to disc. If you will be doihgston another FreeBSD system then see
1 U 18.6i for more information (in particulag U 18.6.387 andpU 18.6.487).

If you will be doing this on another platform then you will ree® use whatever utilities exist to control your CD
writer on that platform. The images provided are in the staaddSO format, which many CD writing
applications support.

7E: If you are interested in building a customized release of FreeBSD, please see the Release Engineering
Article (../..1..I../doc/zh_TW.Big5/articles/releng).

2.13.2. Creating a Local FTP Site with a FreeBSD Disc

FreeBSD discs are laid out in the same way as the FTP sitenTdkiss it very easy for you to create a local FTP site
that can be used by other machines on your network whenlingt&reeBSD.

1.

3.

On the FreeBSD computer that will host the FTP site, ensiatethe CDROM is in the drive, and mounted on
/cdrom .

# mount /cdrom

Create an account for anonymous FTRein/passwd . Do this by editingetc/passwd  using vipw(8) and
adding this line:

ftp:  %:99:99::0:0:FTP:/cdrom:/nonexistent

Ensure that the FTP service is enabletit/inetd.conf

Anyone with network connectivity to your machine can nowsda media type of FTP and typefip://  your
machi ne after picking “Other’ in the FTP sites menu during the install.

7E: If the boot media (floppy disks, usually) for your FTP clients is not precisely the same version as that provided
by the local FTP site, then sysinstall will not let you complete the installation. If the versions are not similar and
you want to override this, you must go into the Options menu and change distribution name to any.

&5 This approach is OK for a machine that is on your local network, and that is protected by your firewall.
Offering up FTP services to other machines over the Internet (and not your local network) exposes your
computer to the attention of crackers and other undesirables. We strongly recommend that you follow good
security practices if you do this.
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2.13.3. E T ZHEHWE

TSR Fr 2 AR (HEPR I M AN EE R ) » i R AR R A SR B B B AE B R T = &
HRAJH e — Lt DA 2

fih Fr 2 /01521.44 MB At a minimum, you will need as many 1.44 MB floppies askes to hold all the files in the
base (base distribution) directory. If you are preparing the figs from DOS, then themustbe formatted using the
MS-DOSFORMATommand. If you are using Windows, use Explorer to formatlikks (right-click on thex: drive,
and select “Format’ ).

Do nottrust factory pre-formatted floppies. Format them agairrgeld, just to be sure. Many problems reported by
our users in the past have resulted from the use of improfmmyatted media, which is why we are making a point
of it now.

If you are creating the floppies on another FreeBSD machifegnaat is still not a bad idea, though you do not need
to put a DOS filesystem on each floppy. You can usealisiéabel  andnewfs commands to put a UFS filesystem
on them instead, as the following sequence of commands @d"dl.44 MB floppy) illustrates:

# fdformat -f 1440 fd0.1440
# bsdlabel -w fd0.1440 floppy3
# newfs -t 2 -u 18 -I 1 -i 65536 /dev/fdO

Then you can mount and write to them like any other filesystem.

After you have formatted the floppies, you will need to copy fites to them. The distribution files are split into
chunks conveniently sized so that five of them will fit on a camional 1.44 MB floppy. Go through all your
floppies, packing as many files as will fit on each one, until lpave all of the distributions you want packed up in
this fashion. Each distribution should go into a subdiractm the floppy, e.ga:\base\base.aa

a:\base\base.ab ,and so on.

HEZ: The base.inf file also needs to go on the first floppy of the base set since it is read by the installation
program in order to figure out how many additional pieces to look for when fetching and concatenating the
distribution.

Once you come to the Media screen during the install prosess;tFloppy and you will be prompted for the rest.

2.13.4. #MS-DOS 43 & [ % 4

FUEFEIEMS-DOSH #IEMEITZ 4 » FRIE A R R B E R H 8k AW freebsd  HEk o [b
Wl : c\freebsd o I H BRESHELHBEDEREEFTP AR B $R4A5HE— 2 R & ZIELR B S - Bl
FIDOSHIxcopy 8% ° it » ZtHEFreeBSDE/ NELHE IR IS

C\> md c:\freebsd

C:\> xcopy e:\bin c:\freebsd\bin\ /s
C:\> xcopy e:\manpages c:\freebsd\manpages\ /s

B C: WA L2 » 7T LLFreeBSDE4EHY 5 E: I CRERE LSS o
FHR B CEERE » 7] LLFftp.FreeBSD.org (ftp://ftp.FreeBSD.org/pub/FreeBRi¥ases/i386/9.1-RELEASES

BN - BEZEENEE A ERN HEL » thilbaseZI7E9.1/base/
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386RELEASE/base/jH #k A °
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A B RN B (B RS ) EIMS-DOS il Hc:\freebsd  #— K Ry EBIN B E LR
BETRmE -

2.13.5. BIVEL 5 BOfGHy

TRy bR R R AT 3 LAFTPEOCER SR TR - AR sUBG oA 1 S0 & R A e R Y
b o RIS BRI LR 2 1% - AL TS 1E e MBS L

# cd /freebsd/distdir
# tar cvf /dev/rwtO distl ... dist2

H B o RS HERR R IR A AN SR - DUGE R SR AR A7 2= ) (FT LL B AT B R B R H %) ]
DABH AR 22 S8R5 0 2 A0ME 58 o FRRNRETE A B S N RERERE A B > R AR R JER ARG A=/ -

HE: e 2R A R 2 B TR — R BORTARE R R A > 5 A (R RE BRI 7T RE o VA (R B R % -

2.13.6. Before Installing over a Network

B =FEEKZHE T Ethernet (F#Etherneti /) ~ Serial port(SLIPEKPPP)~ Parallel port (PLIP (laplink
cable))°

B RAERR R R TR BhE# F Ethernetf i £ | FreeBSDY 1% K Z 8% RAIEthernetdig £ 5 Fre X
BRI (N H T R EE) BVE 15 & iU H Free BSDIA A Hardware Noteht B SCiE: A 51 L o 4 e FH R 2
B RIIPCMCIA 5 » sESLTERINS 2 57 > etz R4E L - KA FreeBSDIYZHEEFE - HATIEAR
FHEPCMCIA FROBIE -

IbAh > TR TFEAERZ PP ALk DL AR FEffnetmasky il » LUK AERS 27 o & AP EPPPEAR » T HR
BREEIP > BIHEL - HAKBRISPE HESECIP 45175 o BN E L4 AT E » 1] LGSR R
MEEE - ARSI LA A FEAUMEER - T IEE R HIPALIE £ > IREEEGR TR ZDNS
JgatewaytI ik (# )2 PPPEAR » gateway( ikl &SP Fr 7 BLASREUIP frdk) o ZAEZEIBHTTP proxy?k
fEAFTP L4 » ARV JE HE proxy HIATHE R AT o 25 1% FalkFrff Eafln & T/ » INEEELE 25 &l
MR SE L ISP -

SLIP IS IRAHE R 4G - if H £ EZ RN ERS 2 M EBEARE (hard-wired) » Lm0 A FE S B 2 ih BB A 2 [
fMserial4f o 2 Fir A5 LARE ISR DL B BRAR B H 4G » )2 HFASLIP 245 H Bl A SRR ThRE - PPPA AR {
FBEHEEThEE » AT UGE @ T RRB e R A PPPITESLIP

LB M BRI (modemyR Z24¢ - FEPPPHS T- 2 fAnE— 248 o FELIEMIFISP TR ity &kl » AL
KZHGRE -

#+f# F PAP B CHAP ZH 2 ISP A5 3t » & EWindows ] LIANE script ik 7] LLEAR 2 ISP) » B8 A E T
TEppp $RRFTSE N Adial  FERIATEETS o AHI SN EAITE I DL EEEREATER R AT 847 HGE
F1SP > R & PPPIEFHIETUE TR HHEH 15 H N A m B EE 27 (terminal emulatorfi € © 5% 2:BiHandbook
Huser-pppe i LUK FAQ (../..1..]../doc/zh_TW.Big5/books/faq/ppp.htrlif i BITE H & H #iE FAOSERT » AT
LLFTset log local ... 8% MEfEE R E BRI R

# ] B #% Dlhard-wired /7 #UCiE 2| 7 /M FreeBSD(2.0-R 2 %) 1#42% » FREE R LAF EBE R “laplink” F{T3E4E
IRALHE o SPATIRAEHH R LT 5 IR =R 2 (5 = rEZFFP50 kbytes/sec) A AL E & HR—L8 -
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2.13.6.1. Before Installing via NFS

NFSZ 477 SAHE fI (5 » KT 15 FreeBSDEAHME AT IEI I S NFS servert » A& TR E f HiE ENFS1E
Py YRR

FiizserverH fLFF “privileged port (%15 & Sun TAERSHITHEAE) » AVELEZ4E 2 B > W ZHSEH|Options 12
B EIEENFS Secure FE(H °

AR R RDEAR A E A E - I BEREFE—INFS Slow € °

o T ENFS ZASRENEN 2 AL » NFS AN /EZ AT LS+ H #kAY#M E (mount)» 1411 : FreeBSD 9.174¢ H

$RETE © ziggy:/usr/archive/stuff/FreeBSD » FRfEEziggy AJE FOEF B TR
1 lusr/archive/stuff/FreeBSD > AR usr B8 /usr/archive/stuff o

TEFreeBSDH/etc/exports 1% » L iltINEE & H-alldirs  EIAFTE o HAMAINFS serverm] GEE A A [AIF
BESTT o #E Flpermission denied  FHARANE 0 RIFRIRAIREH AR A K F B R IE IS ALY ©
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Rewritten by Chris Shumway.

3.1. itk

BT RHE — A 2 FreeBSDIER R MMIVEATE L LINEE  REMDAIABTEUNIX-like 1E3E ARG HHEAM
IBHY © AR AEE LA E PRIV » AT UL BBk o R iEFreeBSDy AN —E BAFAIRIREEE
ﬁ o

I

13

= 5 7

EEiEE o T

m
I

ol

- Qe[ Fi FreeBSD#Y “virtual consoles ©

- UNIX 1 ZRERLEIER T 2Ll K FreeBSDH A 22 1 flags e
- THEIFreeBSDIE R AL E -

- FreeBSDIf A o

- QAR (mount) ~ ETEL (umount)E R R4

- fH/8-Zprocesses daemonsl fsignals °

- ftJEEEshell » LKty 48 B IR TEER A B NIRER ©
- R P AR SO i 2 o

- ftJEEZdevicesflidevice nodes’

- FreeBSD M it i fbinary #& =X °

- fnfT R manual pages\ 1S B L AU o

3.2. Virtual Consoles Fll&& i

HIRZ I IE AT LI EFreeBSD » Ho o — MR &L F#Im% LITF o ANt f# H FreeBSDRI AT EE 5 RS &
FIUNIX TEEAFRIBCN AN o B —E e “mik” M “consolé » LUK AT LI fEFreeBSD
FEAER

3.2.1. The Console

AR B H5 FreeBSDEE BUBHIRT B BNE A BN » RIAEEEEscript 58 2 RBURE AR
FF% o i E R B RS ERAI R Y

Additional ABI support:.

Local package initialization:.
Additional TCP options:.

Fri Sep 20 13:01:06 EEST 2002

FreeBSD/i386 (pc3.example.org) (ttyv0)
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login:
EEAEALHARR LEHEFFRAR - E2BZEE LA - RfREEBN SRR MIT » RIEM
(F-&

FreeBSD/i386 (pc3.example.org) (ttyvO)

ETESTHIBERFREN o BF BT Intel BUMHZ B HE 25 10x86 2848 F#UTH) “FreeBSD
ficonsolé ° JE &1 as 4 F (B 6 UNIX Has#ia —184% F)Z&pc3.example.org  » TEHAEE FIZER
F4ficonsole—ttyv0  #&uigik o

RIRH—1TIERZE &2 -

login:
ERAEZEA\ER IRIRARET AT o N —/ NS ER AN T A\ FreeBSD-

3.2.2. B AFreeBSD

FreeBSD/&—fliimultiuser~ multiprocessing) & 47 © 18— EXNA 2 - TR0 & 78 B —ikas b n] DRI
ARINGER > (EFRER T DA TR 2 R R4

BHELHFAERGRAFEITUSPAR “FHE" BI51% o £FreeBSD PLK T ERIUNIX-like 1EZ R 47)
o TR AE EBUTRER 2 BIRZESE "B RH - BEMEHEEE —HBERIRSE S
F( “usernamé ) K ETE( “password ) o FreeBSDE a5 F & T RE 20 B & 5T R 33 W () o

£ FreeBSDHM& I B 52 A B i script 2 122 » "B & B H $ 7R 7 o0 2SR A A\ IERERD MRS 44 7
login:

FEIEMEEE G » HMIBEERIIRIE Zjohn © FEFUR T ITEEI Ajohn 3% NEnter - HEEZEEE T —
AR TFIoT R “EE

login:  john
Password:

i Ajohn HYHHS » F1% NEnter  BIARVEWS ANEH R H L o BATFERLEC  ERHER T X2
FHYRTE -
AR N T IERERV RS > BB D AE AFreeBSDe BIfERi Al VBT A A HRUHEL T ©

T IEZ g EFIMOTD (14 HE#LE ~ Messages Of The Day){& H## i 1~ F ot (—f#.$, Bl2%FT) ©
ERFREC LRI B AFreeBSDT ©

3.2.3. ZEConsole

£ —{FlConsole F#ITUNIX &R ZRERE » IR iFreeBSDE A] LARIRFBATR Z A © B FreeBSDiE
Al DAFIRE AT — RHERE R E 2 R 4% » R —{Hconsoler] LU ATES B B IEE - K “virtual
console$ FHEEISAIE LA -

A Lg% A€ i FreeBSDRIFF A 1R Zvirtual console: F #8128 A AH & 5t v] L —{Evirtual consoldbtE 5l
fvirtual console > & —flilconsolefi A E B A aYHE HAEE - E7EH—{Fvirtual consolelJ#L 2] T~ — [ g ¢
12 » FreeBSDS H Bl iR HH g A i A\ M 28 Bl i -
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FreeBSDiR B T 5 Bl iUz 4H & 2k Ul #iconsole®  #3m] LLAAIt-F1 ~ Alt-F2 ~ 2l|Alt-F8 2R VI #iFreeBSDIY A

[f]console°

“""’J"“‘ﬁTlconsoletMﬁQT EFIRR#HE » FreeBSDE iR BRAS Felii H AU EE 7 X BI1E - B9t "8 B1R
% R PR > W DUESER ATE S BIFreeBSDET © 1EF—{Econsole BT IR AN & K A
Wiﬂﬂﬂﬁ@consoleﬁﬁf?iiﬂﬁ > P21 55 —{EconsoleR » B & HEHIT -

3.2.4. letcittys  F&

FreeBSDFE Y i #tconsoledd A8 [ » (Eig I AERETEHE » Al ISFR 3 E 18 L i #Econsole B & 1R, -
B & i consolel Ar SR IR 5% B B Fletcittys  TBIERNEE ©

AL leteittys  FHEZRKER EFreeBSDi i fconsoles H RN B TIEFEM L F(GZATHEIR B4 B TF) &%
TE 4 ImMEEY R fiEconsolee FreeBSDFE A9 1 fitconsolelH H AL Eh8 M/ » thih-Z LN Llityy  BASEAITIR 44T

B o
# name getty type status comments
#

ttyvO  "/usr/libexec/getty Pc" cons25 on secure

# Virtual terminals

ttyvl  "/usr/libexec/getty Pc" cons25 on secure

ttyv2  "/usr/libexec/getty Pc" cons25 on secure

ttyv3  "/usr/libexec/getty Pc" cons25 on secure

ttyvd  "lusr/libexec/getty Pc" cons25 on secure

ttyv5  "/usr/libexec/getty Pc" cons25 on secure

ttyv6  "/usr/libexec/getty Pc" cons25 on secure

ttyv7  "lusr/libexec/getty Pc" cons25 on secure

ttyv8  "/usr/X11R6/bin/xdm -nodaemon” xterm off secure

A B BALABUE DU H iR IE - 55 2 Blttys(5) #il

3.2.5. Single User #&x#IConsole

B “single usefEt” AINMARTELU 12.6. 261 iEB G RN 4E - 1Esingle usesiss » GE4{# A fficonsole
HAE—{# - it E#consoler] H ° TMisingle used&E=CAHRARL E(E AT LA lete/ttys  FEMEFHEE - T H
chonsole BHEERUART » B2 T -

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.

console none unknown off secure

1 fEconsole  FRATHITAAEE A HRE] » 7] LIIEAN T Hsecure M &insecure  » TIIL—2K » Rl ffiFreeBSD i
Asingle user B3 o {Jy& BORAH Aroot  FURTS ©

FEEEL R A i nsecur e ° [RUBE—Etoot FHEATEE - 758 Asingle user g A LLfiiE T - (R
BAEHMTRATLIEA > ([HER3FreeBSD BIEIRFIIAT S @ SiEHEBTE -
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3.2.6. B console HJEE~EH

FreeBSD consol@E & B A /INA] LLFE 3 5 1024x768 1280x102485 H i FE 1~ Bl 2% 22 S B AR AT K
/N o BB R AN - EEE HidmiEkernel ST T HHE WIERKE -

options VESA
options SC_PIXEL_MODE

— Hkernel®& I\ 12 W TE M B #iSmE 5 8 » it LAA vidcontrol(1) 2R H B BT S SR A IRLL o 3
BRI > ATLAT ¢

# vidcontrol -i mode

AR G BRI T S B BRI E B - SR1Z AT LTEroot  console/A % ifvidcontrol(1)F84 » 2K 5 i
R

# vidcontrol MODE_279

BB R B AFERAEE - 7] LUAE ete/re.conf HEZ » LERIRERS RS BB AR - D EEER
WAt > Wi

allscreens_flags="MODE_279"

3.3. HEFR

FreeBSDIF H iABSD UNIX » 47K T 44 | ZEAJUNIX #E5 » BB &I - B2 —Fmulti-userfE¥ A5 -
TR UFARREEZ AL T - AERUER > ZHEE TR 5 &0 (7 & S E ~ Hig s - B kCPU

RO ZSK o

WE A RREEM I L FHE » FTLLRARE BN —DIEE REFR A B 5 AT LUEE ~ BASHITEIR - 154

RERR 7 B A =40 GEM BT RE 7 - —HREERNTEE » —HRRERMBEIEAE - ik 4R

REEMFTE AN - FRiEEEFHH RN T:

. TR H SRR
0 AT AR, AT

1 AL AR, AT X

2 AT, TR, AT -W-

3 AL ATRA, ATEAT WX

4 AT, AR, AAHAT r--

5 AT, RATRA, AT r-x

6 AT, AR, A AT rw-

7 AT, AR, ATERT WX

fEMIs(1) FEHF » ATLUIN E-1 280 AR B eiE B - RPN EM LS EREraE -
R A NRIPERR © FEE—AHERIR TEITIs -1 - BRI TR R

% Is -l
total 530
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-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt

B S T ERZ IS s - B WE TR E:
“rW-r--T--

F—E(EE) BT TR F RIS R RV B - BRIFEREZ DAL > WA H 8k ~ FFIRF T3 E (Special
character device) Socket} oA HFik i FE 2245 & (Special pseudo-file device)fE MGl & o » - FoREZIHE A
—(EEHEIRE S o EIGIREE N AR ZMEFICH  w- REFTEEBHEREAE MR o« BN R =[5

JC 0 r- RIREBAASEZEE IR - SR =T > - RIGRHE M A EHE R 1REIR o BHr9%(-)
FRIR B RERR > FF B AR RAREIR - R AFFITE EE - BAESE o B DU A N\ E R EBUE

2% o ARl AR o I FEMERRAORE R AT LUGE Fl 644 AR FR - BAHEITF 4 B FE 200 = FEMERR -

BRI » ERGRZ I H 4 BAOREIR ? PR - FreeBSDE R Z AURERRAE ERian FHE SR » 120
A LABERE ~ BRI RS AN ERHIN— B R - 15 LKA 4SS B AE 2 (Special device filefff# 17 ft/dev  HEk o

Hekth FIAHE S - A I BALBITROREIR - (BAEPUTHEIR EEERGBENER - & HERIUER %
ATEATI o AR AT LMER “ed” (ERCH Bf) EAGZH Bk o thICRAESIFICELL B B2 TR SR 2 AR
F(ER - RV HCOHIER)

JUH - EREFSIH B B - WJHEER B BRAREBUERR o T E 2R O AN 44 rOR I - U EER R
P e H BREYEIN LUK SUTHITERR o

TRE —LORERR o (HE L RER R B R B L A Wsetuid binariesk sticky directories 415 78R AR A1E
Z e FRER &R 74 55H5 2 B chmod(L)giRA ST

3.3.1. HERRFT%

Contributed by Tom Rhodes.

ERRAF SR P REMMAT SRR - (77T SO U P BB A B e M 2R 2 Bk R RR © 779 s UK
FF R (G N)(BD1E)(HERR) - w] (5 AR AF S840 T

HHE ¥ =€

(FN) u A&

(FN) g M A=
(FN) 0 Hith

€N a AE( “world” )
(B1E) + IR
(EE) - FEFRMERR
(E1E) = B AE MERR
(PEPR) r AEE

(PEPR) W BA

(PERR) X BT

(PERR) t Sticky bit
(PEPR) s Set UIDE{GID
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N5 B [E 5 F chmod (L & 23R8 » {BAE I S BUR B EE T T » il » ] IER 318 & 25 1 F HoAib fif
& FEUE %R LE:

% chmod go= FILE

& A P DL B AORF SRR T LAGE A IESR(,) G o BN - ToTEH S RREEE M A A BT ZRF LE FIRA
ERR » i 2ERA( “world” V¥ 3ZHE A BUTIER -

% chmod go-w,a+x FILE

3.3.2. FreeBSD &R EE (Flag)
Contributed by Tom Rhodes.

BR T RTHEHR AR RAERSL - FreeBSDSUIR M “"HRIUE" o BEEEIN TR RO T & E M -
[EEN=gEE

PRGN T E B » RECRAE R L8R Rroot  NE RSN RIB LSRR -

1B Zflag EF B YA 5 5 1N E K chflags(1) T B o il » #R R AREE - A A
Ffilel - FHTIHES :

# chflags sunlink filel

RSP AR EE L MERABEHE - AFEM B Esunlink  FIIIE “no” - 40 :

# chflags nosunlink filel
ERIs(1) 2 8-lo  FIRRRME SR H BT HIREAR -

# Is -lo filel

o HH AR AN R

-rw-r--r-- 1 trhodes trhodes sunink O Mar 1 05:54 filel

ZHITEREERE Hroot (¥ A E AR /REVEERR » TS0 TEAE v] AR BT & 30E RS RS E HE AR
i chflags(1)) chflags(2) AF LB A AH B 4 & -

3.4. HEkEEHE

ARiHiFreeBSDAY H BREME » BUAT B R AUE NS A B TR EEAR o e EAVEOAFEE B BRAOMR E 8% 0 SR 7
Hek - 3% H ek G EFI R i ot i (mount) - #E & A FHAT & A 2| L AES - 1AL - AR B BB A kA
HERARIHERARBOE

FEMEEL ) PR BRI R AL » e LERERASIGERE e TIRE & BERS) MWE -
T U 3581 RS I A AN AR o A BE IR Tiusr ~ var ~ ftmp > /mnt LUK /cdrom o 1EEEH
PRIE T Sl Bk letc/istab  FXUERE © letc/istab R RCERATE R AL MAHBE MR FAL o KERS
TEletclistab  HELEKAIER AR » T 7ERIIRR FHre(8) scriptZk H B » BRIEE M A% Enoauto HEIH - H
4T AT 2 10 3.6.167 ©
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A RIS R AR GO SC BRI W] 2 Bihier(7) - BIAEDE - SRRMIREUL— B H LAY H sa mRLeng -

EE:S A

/ ERAGIRE &

Ibin/ single-user multi-userp FE = & a] {5 R E AR T
Ao

Iboot/ TEE R TR RE S AR - BEE -

/boot/defaults/ TR B B ROER - #EERE 2 Bloader.conf(5)

Idev/ Device nodes #¥1&#H 2 Mintro(4) °

letc/ I ENE J—scripthE o

/etc/defaults/

R RSSO » #EfE 2 Mre(8)

Jetc/mail/ MTA(Mail Transport AgentfHBE R EHE » 14
s=sendmail(8y
letc/namedb/ named 5 EME » #E1ERE 2 Blnamed(8y

/etc/periodic/

B H ~ & ~ 5 HiERcron(8); BUTHIE HAHE
Fscript® #1%7E 2 Bperiodic(8)e

letc/ppp/ ppp EXERE » #ETHE 2 M ppp(8)°

/mnt/ AREHEE T E R RS B %

Iproc/ Process& E #2471 » #1578 2 Biprocfs(5)
JKmount_procfs(8)y

Irescue/ B ARUR A& —Lstatically linkedfE3t - #H1EES
frescue(8y

Iroot/ root MRIFAIZK H % ©

/sbin/ ftsingle-user® multi-user 15 # F A0 R AR &
HTH-

Jtmp/ ERRFRE S - — MRS > EREZZimp WHVRPEE
BB R o 038 % & ¥ memory-basediE & A ST
fErmp b o iE LB AE EtmpmfstH R Hre.conf(5)
IRREEEOR B TR o (FETEletc/istab  AIHEL
E 0 FIEFE 2 Bmdmfs(8)° )

Just/ FEEMAEFZENTEER - ERERER
o

Just/bin/ WHITHE - FZETH - RS -

fusrfinclude/ IEHEC includefIAH BiheadedE 8 & o

Just/lib/ BB BUE ©

/usr/libdata/
/usr/libexec/

Foltrg T B ERHE -
Fifidaemonslt R4k T AR (E E i 2 ACH
)«
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H#k A

Jusr/local/ R BT LHERNBITHE ~ N ESE o [FR
& FreeBSD port$ i THER 2245 H
#% ° fusr/local NH H SRZERE RS B usr  AHIF »
E1HE 2 Mhier(7)#HH o (Hman B &G15 - TFfE&
B lusr/local JEF o T
dE/usr/local/share » T ports flr £ 44 1 BH S 4
Hi|ffshare/doc/ port °

Jusr/obj/ TEfmaZlusrisre B BRI A 1UAH B 22 M object i
=

lusr/ports FreeBSD Ports Collection (optional)

Jusr/sbin/ A#idaemonk A4E T B (BB H M HEHIT)

lusr/share/ BHEMEHIBEIES

Jusr/src/ BSD 7 & FJR 1G5 (2 B 17818 AY) -

Just/X11R6/ X11R6 HHEI B HIEITHE ~ B zUE %5 (optional)°

Ivar/ R TE R log 18 ~ BRIFECET AR ~ §1 DB

1) spoolti % - HHRF%E » memory-baseti & R 5D
FHE Eivar o 15 HEHE A BvarmfsH R
frc.conf(5)IRIEE HUK HEN FE AL, © (Bl

1£ letc/fstab NIELRE » AHBA AR TS 2
Bmdmfs(8)° )

Ivarflog/ FIHRBEL PR log FESE -

Ivar/mail/ A% A& mailbox & 2 ©

Ivar/spool/ EFEENENS ~ #4 R4 AYspool H #% °

Ivar/tmp/ ERRIE R - BUERTEEMABZEENERE - R
dEvar 2B memory-basedl & 247 °

Ivarlyp S0EENIS mapse

3.5. TETHEAH 4%

FreeBSDH R S iERAV R/ N B IERAATE T - ERNLTEE K/NEZ 5 0 Arldireadme.txt
FIREADME.TX T M NEHIRE SR o FreeBSDIi ANE I RIRE A (txt ) 2RHBIE R —EREHE ~ U g el 2 H
HFERFRE S -

PR H peE - — {0 H gk B A TSR R RER A A EESR - Bk Pl DIE S Hhr)
Hdk s G0nr DU AL PR 0HY B kDL Rt B -

TR B H SRAVE R RE AR E AU SR H B 8 - SRR I L IERRATIR( ) - 2R ARFHR I EH A B 3%
R o INARAE —{E H #koo > A (8 H kM (Fbar - E{H H 8k XEE T —{freadme.txt  AIIE
% AR AR 24 o SCE SR B5 5 i foo/bar/readme. txt

Hik MERFBFEREARZT - BEEZ ARG A ——EH& LEHH % > MR 5 #root directory)
SRRAEE AR B 8% T A B8 HARR H i -
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B HBTR LB AL BRI ER R AL o BEAELEAN—HRAMITEE T » FlAIMS-DOSH\ &
PR H 8k 2 BRI FRATIR > TiMac OS®HIIZE: FF5% °

FreeBSD AR HR 3l 17 A 5 ARGV SR el M pOmARE 2 f8 o (Rl » AN w] DIfE A
4 c:ffoolbar/readme.txt BRETHIERATHE -

TS » fEFreeBSDRM T H —EME R AFHHRE R RFEAA - RIERRRIOR B ERE FOR o RRHEA
WIS R AR A mount) ERER AR Z T - BB AN IFreeBSDAK LA £V HER » B— W H#E
ARG RAE R — AR L -

R EE = (EERARA > 7 HIMIEA ~ B XC o BEERRGE QS MEH &% > AL ~ A2 (I
$B1~B2 C1~C2) °

WA BT EZMEEASR  MREMs BLERMABWAE - BEEIWMET B8 - AL KA2» AHFTR

— AR AR H B EN A —EER AR L - B - Bscifss #hEtaL 2 & - HiB iR H#k
BUE A T AL » TIFEB Z N AT B BRAT RS thbE 2 Bo:

7EB1 B(B2 H #kHAUEMIE R LA HEIS/ALBL BUALB2 AREEES] o FrAFRARTEAL FRITESREERH
PR - BEIB#E 2 (unmounted) 127 & FBAE 2K -

B HhEEA2 2 b o HIE AL -

FEAIEER S B AIA2IBL  fIA2IB2 o

WERAFR A B EEMER AR AR L - EZATIFIT - CHEEAR A U ERH R RSB 1IB1 HEk
Z b mEpTR
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B C BN A AL HikZ ¢

IR EAEMS-DOSHIER » iEMjoin  FELARSRBLEEIRAEARR]) -

— MBI N BT EE OB LR o BRAFEE G AORITE - NRE W A% S FreeBSDRFEE L IFIE R R
FAGTRE b EH A MR 2 R T RS T -

f5E 4 A LU F B — 0 — (B KR IE 2R R 4 (root file system)T AN AR R - EREE I REEH

L -

PR 2 IR R R AT

- RFIIHR R 1O IR RT UG TR R A0 S0 - IS, » BRI DU 5 R R o
0 LUBS S MO IR B S B B RER o 46 FF 2 7T 50 A RORESE R (WA ome ) 18t Ac 1 7 L8
1P FRinosuidity 2 B, » IHBIE T LAEAE i AR S 0o 91 T suidlguid bits 26 2¢ » 37 AT LU R 47
HL L o

. FreeBSDE B B R HEE RAEHIME 7 A BERE 73t - I —(HARE/ MR - 5%
NI R U S AR R R R E 2R B - BE A E—— A KIER R
G0 SRR T -

. FreeBSDHINER RGTE S BRIRRLFERE « AT » e XL BmBRIR RS0 & R RS AR
W o MBI S IEHEE R R R G T REEA E R 58 o DU e B RO R ) 2R
A -

EHE R AR R

R R NEEERY o 5% 5 745 reeBSDIRHEIEZ @4 —(HA/D » 1 REAE TR & InES
BN - AR R RREE R § CL AR R R T A GREN A/ - AGEEHE
AR -

EZ: FreeBSD Hgrowfs(8) i< AT LAZSH I BR i B 56 8 B MR SR AR AR A D
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MREAROETESHIEAEME - FFreeBSDATEUNIX 448 » 3585810 /- H1 A1 — AR B2 1 431 [ ({51
AIMS-DOS 7l 18) A[F] o &1 0 F & i — SR (F ) F0R - Ea Blh o BE D FE A E S —(EEER
B o BlER TR E RE AR AR FE RS ER AR EE RGN > BT DU & a0 H AR R -

FreeBSDth & SRR ZS 2K & swap space Swap spacé’ FreeBSDE & @ 1572 o 18RRI BRI 5
HHEBE LR o B FreeBSDRUELIEAE FI 2 HUREE » B &L —L HENR A FIH &R 5 swap space
IR AE B RIS (8] 2% (RIIRE A% &R 1393 FA 21 AY)

Feeo R A E IR R TR

SR B i

a 1L S AR 2 R 4 (root file system)

b 1 &swap space

c I E N Eslice FIA/N—FK » 43— Log A2 # fslice iy T AR aniE LS AR & T
H) AR o — AR ERIEZ NS IEE R RS TS 5 B -

d SEIERd BREERERFHREE  (HECEANHEMA o FrLBLEd BUANH M —MBi) 5 F1 1%
HRT -

A S AR AT D &2 FEFTERslice 1 © FreeBSDfslice Wit 151 H TR £ 701
& (partition) FY SR P o [ » & IEkE TRt 2 K RsFreeBSDAJUNIX T3 © Tislice 2 A S5%HY » 11 5%
AE4 5 o

slice SRS IR TR B MR » Sl —(EF s » RBREL FEFAEMH T % « Fitk “dasl” #tEiEHE—{ESCSI
TR SR —(Fslice o —{EMLRE L KB E U E F S slice » (HETEEBERslice 7 75 AT L ZE 18 08 B JE A () 7
fEslice o & L iEH Hslice Sm%1E5 BA » FTLL “ad®ss’ 25 —{HIDE fEfE A HE (A it {#Hslice - HERL
TE 45 E (device) it & 7F—ffslice 2 H »

Slices~ “dangerously dedicatéd # =R B RS R » DU HAR L& 72 27/E(partition) AU ERAS 2 LU £Fa
Flln FSRIRACE T o SRS0EHE R B AREARER > Fitk “da” Z#iikHda FAYE—{E “dangerously
dedicated X2 &I T “adls®” HilE5E —FHIDE fERE -5 = {Eslice iy 1L 7 & -

iz > BT DR B ERGERER I H AR T o —ERERRA & & A — 8 S KR E (R R 3
B BT RoriE W —ErEE o 25 slice BERIRARTFIE0 BIIEA—1E o H RAVCRE AT LA
SHRHE3-1 e

EEZ R0 EEAIR % - FreeBSDE Z A — i A\ 55070 5 B ATslice MR Z M ; BEESR—
flélslice AURF 1z » 07 il A0 5 1E [Eslice NI A4 18 o BJREIE 2 B 5T 580 M REREAA R > MR %%s N Eslice
MR o B FEE A F R REASE o #ifFn] IS E Hif3-1

#if3-2 7l T — AR RIR A > AR EH G LED) -

A HEFreeBSDy ML /E L BERERE A slice » 2 1 slice N B4 FreeBSDA M4 BB » HIZ1EIE L5 El
5 Hh 3 ST R R R A (Bliswap spacedfi TR E B iE LOE 32 R AN A R o

FAR3-1. HABRAR ST

5% nE
ad ATAPI(IDE) iR
da SCSI B #7 BUHE 5%
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(% BE

acd ATAPI(IDE) R
cd SCSIE R
fd R

Hi3-1. RERE ~ slice K431 1% iy 42 &5l

e B

I

1 DOS or
First slice, 8 |
| Windows ]
called ad0s1 1
(C:in DOS)
Partition a,
mounted as /,
| called ad0s2a
Partition b,
used as swap,
J called ad0s2b
Second slice, 1
Partition e,
called ad0s2

(not to scale)

3.6. HHEEHIER AR

HERARE RS o/ BURERIR > Tidev - Jusr

mounted as /var,
called ad0s2e

Partition f,
mounted as /usr,
called ad0s2f

Partition c,
not mounted,
called ad0s2c

3. UNIX Z B0

4
Tt

—

|

[%(a) °
[[E(e) °

g
T}

EAMEAAER4GB WHAET
% 58 T MEHIZ4E T FreeBSDe 7R i

e Eivar T AERusr B EREE

DUR HAAERR B 8% N B B Skl (R 2R > E LR
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T DGREA 9 0 5 Z usr/local £

R R LR - FFI &S — L A # o BIE R R R AR L o Wvar B& T AIREE MK
flog/  spool/ %5 H LIRS NSRRIV » IEARE R AREEN L ABEANEEF EE » FrAH s
B E R Evar 18 PRI o

Bl REE L HEBEARFEZEASK LAHEHE  EUEEEARFEN TS B L - B
AR R4 (Network File Systemi & YRR o

3.6.1. fstab f&

fEletclistab  HEABCEHIE R A G AR HIBEE T B B S (PRIFZE R A A BN _Enoauto 2
%) -

Jetc/fstab RN T -

devi ce / mount - poi nt  fstype options dunpfreq passno

device

HREAMEERBLHENTET) « FEEH2 M0 18.28.

mount-point

TER A EHEE R B 8k H B L ZHERITE) ©

fstype
HRAGER > B2 EEEmount(8)INZEL - FreeBSDIERIIE R R Eufs

options
A ERMER ARG Hw - TR R R GRE Mo > REHFEZR AT DUINHARRIE - 5 7 AEE
filnoauto & FITE N ELHABAHEIRAR b 1 B HOSMIHO R R R4 - HMIRIE AT 2 Mimount(8)3LH -

dumpfreq
dump(8)H Itk IE H IR E AR LR 2 R R T EAMEED o ARE S HRILLE R THRAE -

passno

EEEBREEZARMENIET - HNEPLAMENEZRAR > Effpassno HEHAHE - REZR
F & passno (EEH A —(RRFELFTAEHEMRZLME) » MHEHMAER R passno HEZZE
BAFE—K - BHE ZAEZ ALK EEMFEpassno {H » Hilfsck(8) & it A7 (A 5 AT BERUEE) M &5

HZ B etc/tstab  FEZEAETLRIERY &S 2 Bifstab(5)d 3L -

3.6.2. mount 8%
mount(8)f8 4 & E ARSI EE R A AT -
HARHERERR ST

# mount devi ce nount poi nt

90



FEmount(8)H i A FE 2| — RHERTRIH » A& H HREEEL -

BHHOETH

-a

fflletchistab  HEE BTSRRI WO WA “noautd T ELIE M HEMRHORER AL

-d
HATHTE BIEE » (R EA R A system calb 38 E2EM-v FEHL E A HImount(8)# BT
JEEVERAR LT
f
g/i;gﬁﬁKﬁZ?%E@ﬁ%%%ﬁ(fiﬁﬁ) » B AR 3R U B 55 AR (T A8 28 2R SR R REAE T A7 B L,
r
PR U R R AL - E(HEIEME-0 EIEFEEro0 (TEFreeBSD 5.2 HIHIRAZ Frdonly )
SR —ERR -
‘t fstype
gfﬁ%ﬁ%ﬁ%%%ﬁﬂﬁﬁ(fstype)iﬁﬁﬁﬁ%ﬁ%*ﬁ%%%ﬁ s BORTE A -a JRIER A S ETEE R RBIER R
TERIERARE “ufs” -
-u
FBTHE SR A AR -
v
PRGN E RN -
-w

PURI B A SR SR R AR
-0 JBIHIR T & #E LLESR IR 28 - filan

noexec

AR A R A LT TR R —(E A IR 4%TE -

nosuid

NEHTIEZE R _E R setuidelsetgid AR » & & — A EH MR % 2%0E -
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3.6.3. umount 8%
umount(8YE 4 2 B AT LIZH# #i 2 (mountpoint): 25 B4R » Dl J-a Bi2-A FIRIE -

fnE-t ATCUSRAEBIENE - p_b-v AR EBUREREA RN o EEERE B SRR R SREIE
BERASE G SRR ER - BRI RARARER -

-a M-A S AZREEATA CEERERAN > AIMERT UMt 25 E REER SRR R R4 - 2
ERRE-A A S E AR E R R

3.7. BF

FreeBSDZ— % THIMERE R » plEH0rE R — el A Al DA R — (A2 o & —(E eI B RO AR
M2/ processy & T B ETE S H Z D EHE—E#ET - A LERFREFE —BEAEMLMESFR
SUIEHEERY -

B—ARFEE —EA BB F M ilprocess ID> B APID » 1 LG ER—& » B EEFHEHE
HNEEAE o YEA E RRARR TR A 2R AT R SR uk S B R T (AR T T AR RS B (R T A R B i 2
R) o KD RIFEFEE LI - LRBFEFEEEREFIRERT - Bl : Z¥shellfiig AT54 » shell & & g
—(EREF » TESITHIE S R - B—EAEHEE T R PR FE £shell o B —{EEE B IR
7Y init(8) A MEFIAN « init  KiEREE —ERTF » FrLMbBAIPID —EA & /21 o 7£FreeBSDEA % AURH init
T BB gikernel B -

HEAFPITHIRT - AWEHEESHOTESTTH © ps(1) Ll Ktop(1) * ps 1542 2SI H IEfE#IT 2 12
7 MHAUFEMHPID » AT 28 - SUTHITIRS 2 LR SERHEESE - op 18AEH
TITE EAESITRIRES » 3 BB T —IK o BRI n] LB SR A0 G0 RIS EAE M2 -

FEFHAIEIL T » ps 8L RGN AT - Filn :

% ps
PID TT STAT TIME COMMAND
298 p0 Ss 0:01.10 tcsh
7078 p0 S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)
37393 pO0 | 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 p0 S 2:50.89 /ust/local/lib/netscape-linux/naviga tor-linux-4.77.bi
48730 pO0 W 0:00.00 (dns helper) (navigator-linux-)
72210 p0 R+ 0:00.00 ps
390 pl s 0:01.14 tcsh

7059 p2 Is+ 1:36.18 /usr/local/bin/mutt -y
6688 p3 IWs 0:00.00 tcsh
10735 p4 IWs 0:00.00 tcsh
20256 p5 IWs 0:00.00 tcsh
262 v0 IWs 0:00.00 -tcsh (tcsh)
270 vO0 W+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 VvO W+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 vO W 0:00.00 /bin/sh /home/nik/.xinitrc
285 vO S 0:38.45 /usr/X11R6/bin/sawfish

TE3E 8 #6 FIE AT LAE £ ps (1) AU H 7 B $(ERAL - PID HUE R A 528 Hprocess 1D PID A AL 2 1E L
P —E 2199999 AN A SEHIEE X & SR [EI K EBHBA IR 0 BL (& ZPID B4 T - HIPID A&
fic) o TT M ALE TEE AR b Etty _E3AT - EEHE A LUC AR AE o STATZAEFNAYIREE » Al DUBAE
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B o TIME &2 (A= ECPU L #UTHIR R — 158 W AN SRR AL R R » HAEERBHITEREZ » X
F IR ECPU LT RT & 5ot A DRI o iR © COMMANBETiE a2 51 o

ps(1) A M AR HEERE & W] LU 2 H R AR B » Hop— (i S AR & auxww © a 7] LUEURFT
HIEEHRNEFES  AREEHCH © u RIZBREFRIA & 28 LU G RRIE M AED o x ATLL
EdaemoniZ /5 J7R 2K - Tiww F] #ps(1)BUR H B IR T S BRI A Z - TIAZUES R ISR A T -

top(1) LA SR H - —RAITEILE B iER -

% top

last pid: 72257; load averages: 0.13, 0.09, 0.03 up 0+13:38: 33 22:39:10
47 processes: 1 running, 46 sleeping

CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interru pt, 79.7% idle
Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf , 408K Free

Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU COMMAND

72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top

7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% xemacs-21. 1.14
281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% XF86_SVGA
296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% xterm

48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% navigator- linu
175 root 2 0 924K 252K select 1:41 0.00% 0.00% syslogd

7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt

i H B L P E S o BREE(AT L4T) 5 H ol —(EREFPRIPID ~ RA-FHEE(RHE Z TR
FAHIBAASI ] (18 _E O ERASAAE) DUMRAERIIR S5 o 75 FSEAER [ 0 H A B F 0 R 7 A £ D187 T
AT (EARN T 547) ~ B Z/DEIEEE fswap spac# T A TLE RGBT Z /DT FRICPU
N

FENARAE A 2 I A (E AL A R - Flps(L) i A &R » ghanFI AT - 0] LB FIPID ~ & 4
T ~ CPUTEBR IR LU IEFEBITRITE S © top(V) ZETRRAVIE I MR G &3 R8T A T 200t =
M o FESEB & Al - — (48 & (total size)> 75— & EF A & (resident size)- 48 F & & F5: (&
BAFENLEEZM > MEEARIERER LR R AR - EEEFFHEEm & E
FINetscape®% T #-F%|30 MB #JRAM - {H2& LG FHZEI9 MB -

top(1) @2 PO & H B IR N » 7] s EIE RSO IR ] o

3.8. Daemon ~ fE5E MK IHEF

EAEPIT I E AR - SR URE ZHEAE - MW EREBUE RS ER o /] LUEHME R A f
IEPUELIIEE - R B MR SR — (A5 Terminal) Z T o A SR A& SGE TR — BRI A
BRI AR > BT VB — B BIT R IE A R R ETRE T o BIanai - 495 R iRkas B KA [ B A H T
EHYEK » Bl N 2 A ETR © 750 GELERE—Euh EX R A —WEubries - t&EmE
TR ERRE K -

HMeEEE A Edaemore Daemon (B ~ ~FREM) E& A MG A B o PR A R P slORS RE e
B BTHEN/PEE - REUEARGUFIBL TR NJEM— G AR S » IRS KAV H MR SoE B
MREFARAR o EHHLE R ATBSD HUT FEY) » RHADURHR & — & ZE 3 W10 f 53 = R Ry TR 88 NE IR A
K deamonfE 21 & FiR HA & N—(AF A “d” - BIND &Berkeley Internet Name Domaify 4 & (1H
HIE EBUTHVRE 4 T &named) ~ Apached B fAlflR a5 FIFE R 2 Ehttpd  ~ EDFRIEIRFBSFE U ZIpd -~ fRIVEH
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o EREEAE W AEERE  FlaSendmail 212 {5 daemon I fisendmail i A~ fEmaild
REAE B A -

A LRI T ZLERL (F daemont2 /518 » 18 Lo /B A 3B /5 F signal PR E4R 7% daemonte /7 (22
HAMEIT P RIFEFF) o FHEHER > 0T LU —{Hdaemon B2 (I — 18 AR RV F) HHE - [FRARE
HE—HLERERE - ALAEE hEAREAOEE o BRERAHRM SO & S SRR s an i fifH
H9RH o MABAEIRA TR IR - 2kill(1) Zikil(2) FIE TR BIARTEF &R AFTFHT o AN root
A ICPRS] > ] LU E SRR AR -

FreeBSDA S 7E FE L &L F9R A TE AR o (A EEAEXEHBEMN - Rz B EFRE A ZH
B RS AR » FreeBSD& 1% — 1l Segmentation Violatiofi 5% (SIGSEGY) s (AFEF o XA —{EE
HE3UH T alarm(3)fsystem calB sk RT7E iR — B 2 i fth— T » BFREE] T BIRHER SIS
FE(SIGALRM) BEE#EH T » HMAMK AR -

SIGTERMandSIGKILL = MEE5% A LR (HFEF - FISIGTERMAE AR T & WA B T = » %R
& A #E(catch) EMREESEM 7 A2 AR - HE TR T EIET 3 2Bk E BT - SRIRTER
RRT 2 RIS P TR0 TIE - EREEN TP A W RE T EER E RSIGTERM RITE IETEM—LEREE
BTHO T/ERYES -

SIGKILL LR AHHESRET Z0E T - @R "HEIREERN » BHARGHE T 1ER - aRuE
TSIGKILL {F3E4EEEY » FreeBSDIF &L E(EH" -

B R H M A RE S E R FHIEYE © SIGHUP» SIGUSRL® LU SIGUSR2 © J5 L4258 FIHI(E5E » 2t MR
FIRME RS A AR RE o

TR B T R H R R A B3 S — A B I A A iR A 5 B GSUE (H » 5F] AR PR B
Hinttpd - (E 0 R 1 A R R R AR ES — BURR ] - B R TR BEA AT o KR Iy daemonf F Ak
&L EIEsIGHUP B EIE[EFEIR2Z - EME XEHENE CRUBUEH o KA LLAESIGHUPE IR
BB E B - R R B IR EAE R E A0 (] (BB E L5558 > ARIIdaemond] BEEE NFIEITR » FrIA%E
R R So iR UL Bl B deamont B SCAF

F98E&HkKill(1) 82 £ HAY » EFIFTR

EERAEF
I8 B A R E AN Al 26— (8 {5 984G inetd(8) » inetd  FUEL ERE & /etc/inetd.conf > Tinetd & T7EHL

FSIGHUP PR} B HT 3 BUE EE% EfE o

1. ARSI ILARFRIID o 458 A Fps(1) L K grep(1)iE MMATE S © grep(L)2 M A 7E G H i
Zo WHEREHNTE - BETES S H—WEHEHIT » Minetd(8)&Hroot #AT » AT LATESE FHps(1)
FEFREENN Fax JRIE -

% ps -ax | grep inetd
198 ?? IWs 0:00.00 inetd -wW

IRt AT Hlinetd (8) AUPID 45198 » 7E L8157 Farep inetd BB Bt & HBIERH A - E2H
Fps(L) Jh 2 AT BT IR P RO 7 20 R o
2. FKill(1) ZEEYE o XA Ainetd(8) & Hroot  FUTHY » AN JEFHsu(1) P akroot 5L »

% su
Password:
# /bin/kill -s HUP 198

—MRIB UL R ZBUNIX 1895 » Ekill(1) $UTRZIR A S LR o Rk or—EE AR
AN AR » B gz 25 [MEEEIUE « kil:  PID: Operation not permitted
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MAREFTEEPID U5 > I FILETEAERIVIET  ERTREERKE » Nl RIEH S8R5 > 7]
Aelll ot A 2R ER AL —EIEE AT EIPID - IR A & EHkl:  PID: No such process T °

B BE FH bin/kill ?: R Zshell BRERMAEAKII 52 o WELEFHEEshell § HEEEETR > TAER
T Ioin/kill o B T FEHDIREEM - (B2 A FEMIshell &8 NRIREEKIEEEHRNLHE - HEERE
EE M E e - AN AnEk B A A B A bin/kil R

FOAHA R ESRAEE 2 AR F L - R FH EICIE S PAUTERMERKILL ErffsiElI AT

HE: FEEI @A OREFARICAPIE AN EFER o £ &Zinit(8) » process ID 1 > —{HIFH R IR
JF o BT /binkill -s KILL 1 FO%E RS R AR ZIBA o HIEESHZ T Return ZLEUTKIINL).Z A7 0 38 —EEL
PEREDRE T2 -

3.9. Shells

fEFreeBSDH > 1R % H H ) TAEZAE—1E Y fishell {0 F AT FR 5 A o Shell 5932 2 T /E L2 Heli A Al
i W HITEM - FFLshelltB BB —LHBIHE TENTES  GREREH - FEELE - G474
i~ TR ERLUIRFEEEE - FreeBSDE NI T % {Eshell> 4&sh » Bourne Shelb DL fitesh » B RAR
fiIC-shell> 3&7H & £ HAth At shell 7] LI#EFreeBSD Ports Collectiof BUf5 » 15 /2zsh L Mbash % °

A Eshell Vg ? HE S E AR EHAA KK o REE—EC ARG - ALE A BZtesh 18
TEC-like fyshell AT BE & S AHE Mtk o WRAGRTELinux BEEZEAYT » SE BO& —EUNIX 3T - IMEhrg
18 E fbash ZEESCF I » B—(Eshell A B CEFF 2R > EFNELFRIBE N FERC & R LIRS 2 3P
e AEEshell VEE T -

14 BB gl RAshell DhEE o B ATE 2 BRI EF & - BEREER BT EE T Tab # »
BN Kshellgi g H 81T FE % B E M8 Z 4 TRIERIIE D T o BREEE W AR 2 55 Bl {Efoobar

Jtoo.bar o BITEE M $Hfoo.bar  » FFJEERT LUEG A : rm fo[ Tab].[ Tab]

Shell ZETHIEE : rm foo[ ME].bar

[ME] ZconsoldM2s » EMEN—EEshel E SR TR B HHE T2 HEIMEES » RAEANR—HE4
&t - foobar  Flfoo.bar  #iZfo FAEHAIMEA » NRE R/ LI Slfoo  AIREREZmTA. R2H
H#Tab —X > Hishell B EESZ AR T N UM ZIEW T ©

Shell #1575 —TEFFE (A T IR - IRESEUE DUB BUEL(E (variable/key U ERA R FEF 1A shell
BRIBZSH A o (LA i shell BT EE A= RORR AR W] LLERUL 2SR » RIEE S M T T 2B FaR EHRE - 78
IR b —{ AR A B R A 51 3%

Ll AN B

USER EEIEEYN Ol R

PATH LUESE (o) FRBIRYE 83158 » H LIS HITIEAR
8 o

DISPLAY FAAEE AR » HCEX11 EAS BRI
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L AR

SHELL H A& fHshell -

TERM 1%#@%%%%%%5@%?@ » BEE Ik BCH B A Y
HES °

TERMCAP Database entry of the terminal escape codes to perform
various terminal functions.

OSTYPE VEZE AR HHOTESE » 40 © FreeBSDe

MACHTYPE H Al R 4T HHICPUZERE -

EDITOR 8 F 38 R A A S - AR B8

PAGER B REFISCFE D Hen (text paged o

MANPATH DLESR (o) FRBHRY H$%75& > H DI & manual pages
BRI -

HEARFEFIshell IE T 3E BRIBEE T A A[E o BFIREL » fEC-StylefJshell IE T » . Ztcsh Flcsh »
YRNJE(E Fsetenv R EFRIEEE o (HXEBourne shelldie T » §4&sh Flbash > /REIWAZEE Hexport ik
FE VR A BRI - FRERE ) ok B € B2 1B EDITORIE MERIEEEL » fEcsh Blitesh F&EX
FEEDITOR JE {fER 3% 5 B fs/usr/local/bin/emacs HIFEL A2 -

% setenv EDITOR /usr/local/bin/emacs

1E£Bourne shellsFHI & :

% export EDITOR="/usr/local/bin/emacs"
RZ B shell SR A FE L2 Filss FIUBrE B 8 Al » LBUSIREEBAIE o B2 - echo
$TERME HH R HHSTERMAYRE(E » 152 K Fsshell UG T STERMIYRCEE » 3lfi% H (Hfecho BRI

Shell 78 L7 B0 FT0 2 A FORFFARRTE R » BT H S {Emeta-characters H A & # i HY 2+ 7T » it
RETHEATOERTIT - BLERAT T IR AR (filename globbing | » B2 » #i Aecho
» FHENIs BRI FHFIMGR - E2F Hshell @A R &+ FITRIERMER w25 L » Hlecho B
NI ©

BT S shel HIREIE LSRRI » T ) DATE LS B 50 AT I — IR ST AHAR( ) S TE A MBI (escape)
shell {138 « B[S » echo STERMEEN i % H T3 EHIASRIERA R » echo \STERM HIf ELHEE HSTERM
EH (AT -

3.9.1. BFE/RAYShell

8 S shell i i BLAY T VAR 2 B ifichsh #74 o $dTchsh 1§ &I ERIGE B FEDITOR 15 HI S FARiH a5 © A1
RIGHBE » AIFHRGRi © FBIKIRFREBE “Shell” (O

PR ET LUE chsh BI28-s » 38 7] DL E B8 E MR shell T A 75 B0% @ S F4miggs o Flan » BERAEInAr
FiRshell i Bsbash » 7] LB E N HA T -

% chsh -s /usr/local/bin/bash

I URpr i Bshell 2472 Fl 1R fetcishells 158 #1152 HiPorts Collection K #Eshell » FRE(EHBROALTEH T ©
HHERFEZEHET —@shell » FEPLLE K ZHERIshell EITHUE °

ERGIARE » FHFEIZHE T bash A5 T B i usrlocal/bin &R RIRTS -
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# echo "/usr/local/bin/bash" >> /etc/shells

R EEFEITchsh ©

3.10. M F4ntE 2y

fEFreeBSDH A #T £ i R W JHIB AR R U FHE STk » I - FH BERE U S a2 P NIREY © FreeBSD
A5 (fhbase system Wifff A &M 4T - AL > IR A LUZIEPorts Collectionsid 27 4& H fth i 30 4 E
%% o

B 8 B 5 B U SRR RS 1 filee s 3R T H 4 easy editor EEAIAF Heer WHEE A L#iAee
filename > JEEHUFi | ename BRI ELIRIEIIE R 4T o BFI2KE > Z 4R /etc/rc.conf e NG
Jetc/rc.conf o i fEee MIRIENTE T » FrA HntEas 1D e LI ER & BURTE R IE 17 o« HAFpUii AT
BR(MICFEREER EAICH 3 FTllre BEZERHACH] +e » B 4EReer 3514 NEscif » %1% Z eave editofifl
Al o SRFANRAZE R A ETOM - SREE AT T ERIE IR 2 R EAAE o

Ib4h » FreeBSDH A B T 24 (F 4 F A0 S F4mtiEes » 15 Zbase systerfiivi X FreeBSD Ports Collectiopt fit) H Ak
SmEEAY  LLAEmacs Jovim (editorslemacs  Keditorsivim ) © 3B SRR AR AL SRATHEE - (2L
BRER RN o AT B R BT AR TAE » A0 E BRI B e T AR ss - SEHBRAEE T
L IHFR o

3.11. B M ax e i B

i (device)y: ZLE TR ERIFEEE HLECH BRROATEE - GIRRATE ~ BN - BUR FAIHEE - FreeBSDRABIEE
o R 2 B RS E A AR (R 2 S BUR 2K+ th T DL Bl ivar/run/dmesg.boot WA FEFRRIARRRRIE ©

BFIAGEH > acdo BN A58 — 5 1DE JEREPRAUACER » Mkodo AIFCSRHEAE -

TEUNIX {EE R4 - KE IR E &5 1R Y fildevice nodesf i & 25) AR AE ZRMEFEL » 1118 LutE AT
frfkidev HEE o

3.11.1. B B e,
EBLE AL D EEST R, 0 B R A S L R ) SRR TN T SR S A Y o

3.11.1.1. DEVFS(DEVice File System)

SR 2R R A (B A DEVEY ST 7 BB 2 R Sinamespac#i fitkernel % fiinamespace DEVFS ) /& 4
BUHERRL T ABERTE S SUE L RS -

AN TS 2 devis(5)FHA

97



3. UNIX Z B0

3.12. Binary HI#&=
BB Ry M FreeBSDE Bk A elf(5) 8 xX » WL E RTUNIX REEHF = " BREAHEKX" BT HITHEHE

BH R

- a.out(5)

B E -~ KT AJUNIX object 4% © It uses a short and compact header with a magic number at the
beginning that is often used to characterize the formatgdsm&(5) for more details). It contains three loaded
segments: .text, .data, and .bss plus a symbol table anid@ tstble.

. COFF

The SVR3 object format. The header now comprises a secti®, tso you can have more than just .text, .data,
and .bss sections.

. elf(5)

The successor to COFF, featuring multiple sections andit3&-b4-bit possible values. One major drawback:
ELF was also designed with the assumption that there woutthiyeone ABI per system architecture. That
assumption is actually quite incorrect, and not even in tmaroercial SYSV world (which has at least three ABIs:
SVR4, Solaris, SCO) does it hold true.

FreeBSD tries to work around this problem somewhat by pingid utility for brandinga known ELF executable
with information about the ABI it is compliant with. See thenual page for brandelf(1) for more information.

FreeBSD comes from the'classi¢ camp and used the a.out(5) format, a technology tried anceprihirough
many generations of BSD releases, until the beginning o8tKebranch. Though it was possible to build and run
native ELF binaries (and kernels) on a FreeBSD system foedame before that, FreeBSD initially resisted the
“push’ to switch to ELF as the default format. Why? Well, when theuxitamp made their painful transition to
ELF, it was not so much to flee tleout executable format as it was their inflexible jump-table ldeseared library
mechanism, which made the construction of shared libragegdifficult for vendors and developers alike. Since the
ELF tools available offered a solution to the shared libgangblem and were generally seen ashe way forward
anyway, the migration cost was accepted as necessary atrdrnisgion made. FreeBSD’s shared library mechanism
is based more closely on Sun’s Sun®Sstyle shared library mechanism and, as such, is very easseto u

So, why are there so many different formats?

Back in the dim, dark past, there was simple hardware. Thiglsi hardware supported a simple, small system.
a.out was completely adequate for the job of representing bisaniethis simple system (a PDP-11). As people
ported UNIX from this simple system, they retained ¢haut format because it was sufficient for the early ports of
UNIX to architectures like the Motorola 68k, VAXen, etc.

Then some bright hardware engineer decided that if he coute fsoftware to do some sleazy tricks, then he would
be able to shave a few gates off the design and allow his CP&tooun faster. While it was made to work with this
new kind of hardware (known these days as RISGut was ill-suited for this hardware, so many formats were
developed to get to a better performance from this hardwsare the limited, simple.out format could offer.

Things like COFF, ECOFF, and a few obscure others were iedeantd their limitations explored before things
seemed to settle on ELF.

In addition, program sizes were getting huge and disks (aydipal memory) were still relatively small so the
concept of a shared library was born. The VM system also becaare sophisticated. While each one of these
advancements was done using &hmut  format, its usefulness was stretched more and more with eawltieature.

In addition, people wanted to dynamically load things attiore, or to junk parts of their program after the init code
had run to save in core memory and swap space. Languagesdeuamm sophisticated and people wanted code
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called before main automatically. Lots of hacks were dortéa.out format to allow all of these things to happen,
and they basically worked for a time. In timeout was not up to handling all these problems without an ever
increasing overhead in code and complexity. While ELF sbiveny of these problems, it would be painful to
switch from the system that basically worked. So ELF had ti» wtil it was more painful to remain with.out

than it was to migrate to ELF.

However, as time passed, the build tools that FreeBSD dktiwar build tools from (the assembler and loader
especially) evolved in two parallel trees. The FreeBSD aaed shared libraries and fixed some bugs. The GNU
folks that originally wrote these programs rewrote them added simpler support for building cross compilers,
plugging in different formats at will, and so on. Since maepple wanted to build cross compilers targeting
FreeBSD, they were out of luck since the older sources theB$BD had foasandld were not up to the task. The
new GNU tools chainl{inutils) does support cross compiling, ELF, shared libraries, Céteresions, etc. In
addition, many vendors are releasing ELF binaries, andaigsod thing for FreeBSD to run them.

ELF is more expressive thanout and allows more extensibility in the base system. The ELIstace better
maintained, and offer cross compilation support, whiclmpartant to many people. ELF may be a little slower than
a.out , but trying to measure it can be difficult. There are also momgdetails that are different between the two in
how they map pages, handle init code, etc. None of these ayémportant, but they are differences. In time support
for a.out will be moved out of theSENERICkernel, and eventually removed from the kernel once the teath
legacya.out programs is past.

3.13. HZ &#h,

3.13.1. Manual %3 F#iBA

TE 1% FiFreeBSDF: » SEARA0MH FASLAEIE man4i L3 - & TR EH GG L& > UNEZ
TR PR AT AEBAI B 2B o T LUE man 14 SR BRI LE HUR » TTman $5-4 15 FIAH & 3 5 1%
% man comrand

command JEL AR EALERIIES o BRGIT - B EAEIs BOREAIAYE - BLETLUT :

% man Is

4R EHH R AR AR - TR TS &2

1EMERS -

2. R4 (System call)l §zR g
3.CEEE U »

4. H X R BRENFE L -

5. fE Mg

6. /NIRRT e HA IR EERE
7EET H ~ HALER -

8. RITHEE ~ HRIERIHES -

9. Kernelf % %
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FLFEN g A RETEEARELT o BEFF 0 RENF Bchmod 184 HtBchmod() R o 7£iE
FEIEDL » man fBEZ 245 € T B RAR0 = E ¢

% man 1 chmod

QAL —2KEL & Echmod FEL ) o 8 H AR PR & LA 28 2 R E EETHIman SR — R ETE R
A e BT Llchmod (1)t 2 fchmod 154 » Tichmod ()12 15 & &L FFIHAYER 73 <

IR EAERE LRI RE - IR NAE ZE R B RRS - Blw LB I o (B ANJE 2 A R 1 < -
"% EJEIRE 7 (R - B AT UMl man RIS BT IR » DS ARE T ESMETIR - - €
HEEZ K

% man -k mail

K EE R —HEA “mail” BAEETRISY - FH EZIAEEapropos fESE—RIY o
AR REE R R Zlustbin - HRF 2B EABERLTES » EANFH MR ? AZMHHEEA

% cd /usr/bin
% man -f *

CiEpe

% cd /usr/bin
% whatis  *

SRR S o P I

3.13.2. GNU Info #§%

FreeBSDH #F £ F2700R T B AR H it H KBS R & & (FSF)° B T man4i E3iBl 24k » E e 4Rt 7 Hoh—
fiil 7 B 58 fhypertextig =S4 » W filinfo  © AT LLHinfo  $842KBHRE » 5i3& & A 2Eemacs/f il %
Jemacsiiinfo = REE o

EHinfo(1) 84 » JFET -
% info

%h G ER - A ZPRE BRI ERE T JEEEe -

1. JEBbEizse HIETE o EEAMEENETEIntel 19386 R HLEE FEITFreeBSD » —E¢/&i386 ° iE MNETRIR
AR as O SR - EEBURH R AR AR

2. EEEHRscript& EFMER (FreeBSDE B Bj#ATHIIRER o MM E ZDIBE MG A sZ S ATHI R Y
BRLE o M EREE BUE AT IR RS B o

3. FEsyscons(4) atkbd(4)~ vidcontrol(1)~ UL X kbdcontrol(1fEmanual pagel » %} /A FreeBSDfconsolek i
REERENFE A SR BITEHE - TPIEEFEAGERANET > A BERREE e 7] LI7Emanual pagedt & £
A E A 77 TR B R A EL T B AR o
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4. NEeEHE—REA /BRI AR o flanE R F I EERCHEE DR i EE—EREZE » mAkEs

BRI IR Ay KLU B (PR AR BT > BRI R 1) - ARE (AR P M sttt — (" ANBe B
A" REFF o B ERGR M A 2R E AT i o B R A ER AR R EEE T g SR T
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4.1, #Et

&% B FreeBSDfEbase systen Il TR Z R4 T H o AT » FEEFHEM L > AR5 Z L85 sk

% o FreeBSDRL T 2 Fli 248 JiE FIAE AU B T 247K © Ports Collection {lsoucreZimss ~ % 4%)
Flpackageff SeAmiE i fbinary ) o Liltpy 7y = » M2 A —E » #80] L& & CDROM % s 4% I 2K %
SEROBE ) BRI B

AHTEIEE A T

- WAl L packagedk 5 HEE o

- W] Llports IR Z 44K

- BN packagesiiports B AN F K

- fIfAT B 4t (override) ports collectioffr {3 F O TE & AH
- WA B E ARG o S AR AR

- WA AR B R RRRE

4.2. TEREK B ATy U 4a

BH ZAEUNIX R - A R P EREAE

1. ST EEZ RS R LEHE (tarball) > 7B 7] 682 R IAHE Bl binary S THE ©

2. fRBHZZERLERE o GEH 2 lcompress(1) , gzip(Wibzip2(1)BE4REHY)

3. FHEEARBASCUERE o DLT fRANMIZE8E o GE R A ZINSTALL BYREADME’ BifEdoc/ Bk FHI—2EI4F)

4, WRFTNEAREFEIAME o AT EEE B Makefile  EUAEFIT /configure  ZHEfNscript » B AR
RS o

5. HRHFEREREZEE

WEAR—VNERIEE - BB o RAELFEIEHPIRGT () 4 FreeBSDRVER RS H i » AT e TR 218

M—TERENXE - A EREEE -

EIR > FAM AT LATEFreeBSD A% I _b il (4% 77 =2k 2 askkhs - (B2 » FAMR A F BV E - FreeBSD

TR T TS SRR E HAE T - packagediiportse BEFE B IE R SCEMRHE » EAH 24,0001 port B i

ATDAEA o

FriEAUFreeBSD packagt & Bl \fE:ZE A2 4w ~ T 5% - Zpackaged B 1% E AR R B AT

T~ BOERE ~ S o TN EERERE FAYpackagesl Al % iR FreeBSDE S HIE S GBI T - tb

i : pkg_add(1) pkg_delete(1)y pkg_info(1)5F84 o Frll » KA BT E 52 mt iR 22485 E A2

T °

T FreeBSD porfl|& H—YiE % » 2K 5 &) HLE AR ZRRE -
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FHRCAE - WARATHE E O RRENEE » WEPITIRZRIELBR(TE ~ BB - patch~ 32 ~ %8E) - Miportle
R @RET A B TR L TIER NP BR » ITLA R — S 045 % FRL R BB 58 1
& ~ fRIEE ~ patch~ 5% > EELHETE o

HE I > portst iR T LUK E £ packages LA AR LLFHpkg_add 2774 » sl @Rz @A 2R HAh
EEHIES -

TMpackages:h X portsE 145 & — ik Frbdependencied( FAT/K A7) - B - AL HERE - (HEFHIK
75—l 2 #1052 (library) » 1 7EFreeBSDiport LA K packagedl G iEFE LA GZ = UE T o Pl s 2
Fipkg_add #8485 port 720K 4E %23 » 15 W #& (package porty&l & LA IR B HEZ I E » HIR AR
TEHBAFEZEAET -

B MR R ERARARML » AT RE S 1727 B (T EEFreeBSDE 7 HiE MR H T2 U8  HE » packagedlports#i
EfEBRE > RTINS E CrEL -

Package {FBRTER :

- [ R R4 ) packaged R thTEtarball M L » BT EEH B ENL T -

- packagell NEHEEITAE o B AHYE AR IMozilla ~ KDE ~ GNOME T & @ EEHESHEEE » T
HAMHEEFEIMR -

- N EBRAF AN 7E FreeBSD L S B RE AU BR AN £TIRAE - B AT 68 H packager

Ports I BTER ©

- BT #packagdit e K2 BUR A _LIEABAT » 38 % 7ESwF R & 68 A ELI R ST 02 IH - SRTT > sZ B port %4
(3G > HIRTSHEPREEERIE(HL AN © Pentium 48iAthlon CPU)AGRBGEIE » DIFFAFRK o

- ARG - A —SRIE T DUEE o B - Apache ] LUSUE — KHERIAFEETH © &%
Mport R ZHEHEE - FILBGEIEL T » W LLE S A I THRR A3 R0H

TERLCIEN > RIERAIRE SUEAN R 428 0H » g o ARl package L4l @ Ghostscript & Kl & & 75 2
#5X11 server T &4 Aghostscript L K ghostscript-nox11 iE M ffipackage A S packaged
SR RALAY o (B AR EE —(F DAL e R AN R O 4R R TE R - JE ¥tpackageitiZ HHE T o

- HLEUEEE R AR 1k Dlbinary 75 2UELA » B LR USRI 7 sCR 7 AT o

- B NAAE (Ebinary EEHES] > KA MFIRGEDE RN - G LBt LA Cbl > ESEE5E
{BTERIRE

- A BRI L B SRS R patch AREERLAEESA IR IATE A fE % _EARBIpatchiZ 1E

- A NEECE RIS TS - Fro MR g DL A SR ~ BT (B (BEARER AR IRIS A S 1%
RERUE) IR IR 5 55 -

A B port FEETENREAYES > W] LLET BiFreeBSD portgfiEimiE
(http://lists.FreeBSD.org/mailman/listinfo/freebpdrts) 2L X FreeBSD ports bug#l &8
(http://lists.FreeBSD.org/mailman/listinfo/freebpdrts-bugsy

B AR A HEEE R - SR IF B http:/vuxml.freebsd.org/ P2 754 2% 8RS B 20 4 IR R, o

WA - 4 7] LL%Eports-mgmt/portaudit ERHBRMENE CENNERE T A EMNZ 2R > A ER
FHERWENRBEAREATITRE - WA DIER 7T REEHEE 1% - Mportaudit -F -a ARYELH 58 Hl 2k o

ARFERE N AR A 4R AN AT 1E Free BSDfif i packagel port 2622 4E ~ & Hithird-party#i g o
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4.3. BRI K
FESH TR 0T » IRJASE T HRIRAETE BB » LLRAZEKRI B R4 -
FreeBSDL A4 BT B RBHERIIN » 038 » BPVIRBIEH A0 07 20 7T LUK B2 Y -

- FreeBSDYEUL B F HHEE AIEEE B > fEnttp://www.FreeBSD.org/ports/ (../../..I../ports/@dhtml) °
#&ports EREEE T 0 FIRI%E » BERT LUIZE IR §IEE 2 R AT 2 (A R ANE & FHEE) >t AT DIE 7 JE 51 H
SR

fiDan Langillefr 4z FreshPortédut » 481k 7Ehttp://www.FreshPorts.org/ FreshPorts RN ETIE fitport tree
HHR A TEAAMY o ] DI port DT “IEHE4 B (watch) A 0 E A (EFIECEE AR > B g #emall
FelE

WRAFIE AR RS 4 R - 0B A5 R 15 /2 FreshMeat (http://www.freshmeat.ne@EAVAFUE A+ » 40l
RIEIT > oI LAEFreeBSDAEIE A E — NiE(AEAREXEG E L& HportiEET -

- HELERZport Y IEREA RS - (EAFIEBENME 728 B $% » 7T DU whereis(LfE & 2 H 2K - 2
FTwhereis  file RIA] » Tfi | e FUMHITEERCR BB AEEG 2 M o HHIZEES > BlE SR iR T E
B
# whereis Isof
Isof: /usr/ports/sysutils/Isof

W — » FEsniElsof (R LA &HFE usr/ports/sysutils/isof H &k
- AN > AT LU echo(L)iSFA$E Hi#Z port /& (i porte treeI{f iE o S HiI21KH

# echo /usr/ports/ *[ *|sof =
lusr/ports/sysutils/Isof

FHER 0 1B & B R/usr/ports/distfiles HERNE T A HE R IIEZE -

- EH T BiEHPorts Collectiords 5 AR S A% H] - B RIIFEE » 5 e # S usrports Hk o
/1% > fTmake search name= AztE#F » HH A0 R UM AR 4 18 o BROIGH, » 25 BHY
sElsof YA » IR
# cd lusr/ports
# make search name=lIsof
Port: Isof-4.56.4
Path:  /usr/ports/sysutils/Isof
Info: Lists information about open files (similar to fstat( 1))

Maint: obrien@FreeBSD.org
Index: sysutils

B-deps:

R-deps:

B RLER T FUEEME “Path? B17 0 RAEITE S IRIRAT LAEME I EZport o T Z 45 R0
HABE 5 KA Edport Z 4S8 IERA (R » FrLLEHEELAGE T -
EEEBEAE S > AR LIS F make search key= string * HHstring i AEESARET - W0

I —A & Hport 7 ~ HEEE /> (comments) B &0tk (descriptions) A X # k& AH 11K B {7 (dependencied}
RHEMFERET » WA NSRS LTIV - BT DIERE AT port -
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MR E R fE T 2 #5 5 IRET R case-insensitivelC L 57 K/NES) o Lot > #58 “LSOF” B2 “Isof” i
HRERAE R o

4.4, {f flPackages & H#%H

Contributed by Chern Lee.

4.4.1. Package HIZHEH =,
A] DL pkg_add (1A - i 7 @ A8 ok 2 45 —FreeBSD package

#ifla-1. FE) T & - %¥Package

# ftp -a ftp2. FreeBSD. org

Connected to ftp2.FreeBSD.org.

220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.

230-

230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.

230-

230-

230 Guest login ok, access restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd /pub/FreeBSD/ports/packages/sysutils/

250 CWD command successful.

ftp> get Isof-4.56.4.tgz

local: Isof-4.56.4.tgz remote: Isof-4.56.4.t9z

200 PORT command successful.

150 Opening BINARY mode data connection for ’lsof-4.56.4.t gz’ (92375 bytes).
100% | | 92375 00:00 ETA
226 Transfer complete.

92375 bytes received in 5.60 seconds (16.11 KB/s)

ftp>  exit

# pkg_add |sof-4.56.4.tgz

114 packag el (14 FreeBSDYLHE) AT » HV/EEE S ( il pkg_add(1JR » 1 bor SBIEA G52 %
#:package fIEL 2 » B B B HIBTEHE fpackagei st ~ LUK FTIERLATIFE ¥ R ifireleasdii A » K& H
CAEFTPUGHNE ~ Z4EAHE B Rpackage

# pkg_add -r |sof

T HE G B E N EE R packagelll % HE o FARM LA H i FreeBSD Packages Mirrai » AL B
EPACKAGESITERRBE S EL » At — A S RUCTHE 3 E © pkg_add (L& FHfetch(3)F82 2 FEifEZE »
Tifetch(3) 2= & HI & {5 A A RAER IR B B0 € » 152 © FTP_PASSIVE_MODE FTP_PROXY2A

K FTP_PASSWORD 41 5 /R 4 ER 5 i i firewall & T » & 75 B FIFTP/HTTP proxylss » AREEmh 75 2k

R o BRI ETEE 2 Mfetch(3) e FFIER  LETHIGIF & Fisof TMiFIsof-4.56.4 o & FENGITEIIRE
I > #Z%packagdRGEmi AN 2T o pkg_add(L)& H B N H %8BS A SR B 2 24 o
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1 & R /& FreeBSD-CURRENT I FreeBSD-STABLE 15 » pkg_add(1) & H &) F &% as Soph a2k - 35 H
{92 B Y -RELEASE FiAS » B8R &4 5] B 1 #%release b FidniE A package ° 7] LU H B PACKAGESITERR 1543
B DI N ET R0 o BRIERE o 1SR 2FreeBSD 5.4-RELEASE AYEG » Il#Epkg_add(1) THE &

fitftp://tp.freebsd.org/pub/FreeBSD/ports/i386/packag es-5.4-release/Latest/ M package ° % Z
HHlpkg_add(1) FH#kFreeBSD 5-STABLE fii FfJpackage * /& PACKAGESITEX 3
“Fsftp:/fftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-5-stable/Latest/ ApA] o

Packagdi B .tgz LlM.tbz TR o iELEER n] % it ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages;
FEHFreeBSDEENEUS © &3R4 Fr #EIFreeBSDYLRE(LL I PowerPakil 5 5 ) N # & fE/packages  H #k A
Jitpackage #EHYTH $kZEMEE Lusriports BT H ERZEME < {H A% HA HE H ik > HE{rpackagekh
A B EEA o

packaged #kZ42HE Blport FUE— 2 s B3 [F A package/porR FE ik ]

4.4.2. B Packages
pkg_info(1)R] FH 21| Hh Fir e & 4ERURICEE ~ BRBEFE /1 o

# pkg_info
cvsup-16.1 A general network file distribution system opti mized for CV
docbook-1.2 Meta-port for the different versions of the Doc Book DTD

pkg_version(1RI2 51 i fT A B Z4ERIEEEAUR © & & BUR C M LUK B ATI%AS Eport treeffI A 22 52 -

# pkg_version
cvsup
docbook

B RIATIRERR - B SEHEKEERR A B H BT AR Lport treefU iR ZE R

FF5% REZE

= EHEAIRR A B H B ES Eport treef BiUZS /2 [7] —hR
[ o

< i H B AT - port treefit A48 ELEE AR » B FEFIRRANEL
.

> B H %Ay L port treefin AAH LR R » B SERTRRARER
e (FTEER B Ri%Ss Lport treefi R FHT <)

? EEEREEE Eports R T | AT EAHR &L - GEHF AT HE

& 0 AR« B FERZport £ {EPorts Collection
HRBREA T )
* S FRF A R 2 IR

4.4.3. BERE %Z %M Package
E IR T SE RS - HJEE £ I pkg_delete(1)T £ » HuAn :
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# pkg_delete  xchat-1.7.1

FH1E B pkg_delete(L¥EZ AL 52 B AV ES 2 F8 LN AR » 25 Hiii Axchat BiANT » W7 ixchat -1. 7. 1
R o SRT » FeAMTAT LU pkg_version(LES 2Fk H O 48 R A B #CBE A - 813 Dlwildcard (% F ) #1977
7

# pkg_delete  xchat\*

PIEEFITTE » # & HERITA Dlxchat  BESARIHES -

4.4.4. HAnAH R4

i E 44 Hpackaged sl AL & 17 £l ivar/doipkg  H Bk » 7E3% B 8% T AT LLEREI L8 C 4 RS 5078 B
LGB E

4.5. {# FPorts & B H

N AP & 4R FPorts Collections Z24¢ ~ B FREESINIEA A o ZHAHE M ] Ffmake 5F4H A V£ 8L
REGEEE » 7] 2 Bports(7)e

4.5.1. 5815 % #Ports Collection

TEZHEAT—portsZ B » W/ESLHE EPorts Collection—— T EE ZH/usr/ports  [A—3HEMakefiles , patches
DL — B g 1k BT AL R Y

TE#5FreeBSDF} » 5 T TEsysinstall A2 Z #£Ports Collection&E » 1 B{& » 7] LR R 77 20k Z2 % ports
collection:

CVSup A=

fFHCVSup /&% 4 ~ FHiPorts CollectiontJ i 77757 — o ZAEFRAECVSup FIERIES » 552
B FICVSupe

H: csup ZLIC FEFHICVSup MBS ET » #EFreeBSD 6.2 [ Z R HRASEN A AR R o AT LLUEL$E Al 2 47 b
fcsup BIAT Bkl 5 B — 0B E » A IR Slovsup Z & » U yesup BIH] o LA > FreeBSD 6.2 Z i)
A » HilRT #Enetiesup Bl package K {& fcsup °

F—IRMICVSup Z B » B e usr/ports  ZFLIFI | FHIRELLLE T Ports Collection® {H X B0 LH
fthpatchtl » FEECVSup I A G BRI B 4700 A patchtE » &5 AT Y S s ST 20 48 B Ebai B3RS » %8 4 patch
R B AR B o

1. “%#Enet/cvsup-without-gui package
# pkg_add -r cvsup-without-gui
A A RE 2 B 7 CvSu(uU A5 2 i) °
2. $#fTcvsup :
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# cvsup -L 2 -h  cvsup.tw FreeBSD. org /usr/share/examples/cvsup/ports-supfile

#Eflcvsup. t w. FreeBSD. or g 58 MU B ELESIT (PR)ICVSup F4% o 5505 7T LSR5 8
fJCVSup mirror 34513 (,,U A.5.7 i) °

I FAESH B 2 Hports-supfile > HAnE - AMEBESIT I8 S RIS E AT E A AICVSup 1% -

1. JEMEEWT o i85 Lhroot  #EFRHE/usr/share/examples/cvsup/ports-supfile BB HALN E > b
froot B3 H CIRSRAIZR B §%

2. {ERH I ports-supfile T o

3. #CHANGE_THI S. FreeBSD. or g BUABEIR LS (R)AICVSup E#% o 358055 7] LA B 58 8
fJCVSup Mirrors (uU A.5.7 i) 35513

4. NEEG ST S48 Movsup -

# cvsup -L 2 /root/ports-supfile

3. #iTcvsup(1)Z iz » B BLG HFPorts Collectiorr ANiEiEENE N & FEH I WARE T8k > At
OIS B A ~ FHk o
Portsnap /5 =\,

portsnap(8)t & ¥ HPorts Collectiorf) 7572 — o FreeBSD 6.0 46 A i Portsnag il » MEE M R4% » A
7] 7 M ports-mgmt/portsnap port R4 4

# pkg_add -r portsnap

Portsnap 41 LI » 52 BiPortsnagdit FI & ©

1.

Flusriports  BEAFEREE > BLEY— T :
# mkdir /usr/ports

R - NEBRAERIPorts CollectiorkE H 5 ##& % ivar/db/portsnap Hek o SER N #ER - BETARES
AL o

# portsnap fetch
FH— Ik MPortsnap 1U5E » BIIFFZSEREEE] jusriports
# portsnap extract

#E Blustiports T B EGEAEEHIE 0 AL R T EAE

# portsnap update

Sysinstall /5 =

i85 7\ 2 H sysinstall i it 22 45 5K R 2k 25 Ports Collectiorr FE{EE : Fﬁir LY Ports Collectionii A< H 2
#ZreleaseB Ml AR 2 > TAEEHT © & B LA (InternetyVEE » 3B 1F A Lt 75 =02 —& bl -

1.

Plroot fEFR#EfTsysinstall  (fEFreeBSD 5.27 Hifiit /% HIl /Z:/stand/sysinstall ) » HERAIE :

# sysinstall
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i LAJT M EYRBIHE  # ¥ Configure > RRIXEnter # -
##EDistributions » AEFLEnter # o

¥ ports > R1RESpacedf

EEXit » IRRIZEnter § -

HRIETE AR A 0 CDROMOEEE) ~ FTPE = »
HEEXit » IRMZIZEnter $# o

X St nl Bk sysinstall F£ 5 o

© N o g kM w0 N

4.5.2. Ports HyZE8E 15

22 Ports Collectiorr & /B eHARRE © f[FE “skeleton ° fEEKH » port skeletorih & 8 #E 2 (]
TEFreeBSDIEF 4w M RESERAA - Birport skeletonE A L& F -

- Makefile 1 ° iZ{fMakefile ARHEDFFLED » 2 HATEE BN THE » LUGZHEAE RRHIAIE -

- distinfo 1 o SWEEZEKEE TR N EAREZE - checksumfi Fimd5(1) K sha256 (1 p-iERiE )80 & =0 $ s
T o DIRECRAT T SRS 222 IERE MR -

- files B $k o i3 B SRS B EH AaE ~ KAEHpatchi o Patched 3R /& —20/ MEZR > M#H
SERGRARMUE R - T B2 ASCFERERS » BAR LAREE &5 “Remove line 10fF:%1017)”
5 “Change line 26 to this {526 172k %y...)" ZHHRY - BLPatchesB thiERy “diffs” - B A#E
Fdiff(1) T EA R ©

BEAh » A H Bk AT B I — L B AR E Rz port AR 2% -
- pkg-descr 1 > WASE HBGEANEEEN AR - EH G RE MRS -
- pkg-plist  1H > Zport @ L EHIFI AR RIEE - WEETRAGAEBIRZport i » 7 ZMHPRIFLIES
A port R E A HMEZE » 17 @pkg-message 1 © port RFLTE—LUIF UL » & HIELHE - WIRBAIEE

SERE I Z AT A 0 LA port— A TE 0 522 BiFreeBSD Porter's Handbook
(..1..1..1..Idoc/zh_TW.Big5/books/porters-handbaadéx.html)

port A 55 1 5E & FF R 4L WAl SR i source cod@AHEATE % » {Eif AN & H 1Efsource code Tfisource code] LL7E
SRR AE B (Internetp KBS » 2% 8 HS B 45 & 1T B8 & 8 source codé S TEFS ZUAREE M - 3 A& Lltar LL K gzip
EWE LR —REBAEOESR - A8 DIH M T B ERYE - SR A7 B4 - Mg fsource coddEs & LA
WIS —FeR R4 AR T RE - FRMERRE . A “distfile” o T IEIE AR R $EFreeBSD port A = e

A EFEport R » sESL Y] fyroot By ©

Bl AR ST M port Z BT » 55 B #Ports Collection B &5 ¢ H A5 MiRihttp://ivuxml.freebsd.org/ 38
BT EE N port &5 H M L 2RIAEETEE T -

portaudit F7ELFEEMport Z 8 » %t BB G A M S AnrL 2R < 358 T2 7EPorts Collection 4

H (ports-mgmt/portaudit ) o FEZ 8Eport 2 HT 0 Al LG HIportaudit -F #8440 WL — 2R EE S I ECHT R & 2RI
ERLE RS - BRIAR T LY BB ERE - WIEZ2EZ - #5552 portaudit(1) P

K periodic(8) 4R _EEEAH -
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Ports Collectiort B VR AAH & F] IR HEARK) © ARILARIES - ANET T EE TR Adistfile fE 15
£ll/usr/ports/distfiles AT e

FRMGIRIEZ Bl » B ATTH 24 port H 8k A
# cd /usr/ports/sysutils/Isof

—Hi#E Alsof  HEk% > BT LB FEFport fskeletoritg o 3 TF2K » BLEME > HELE “build” &
fHport o H 75 Bl Amake 6% » Wi T EERRSERUANRE © SCRUR » TERZ AT LB BIRLL N HEERE

# make
>> |sof_4.57D.freebsd.tar.gz doesn’'t seem to exist in /usr Iports/distfiles/.
>> Attempting to fetch from ftp://Isof.itap.purdue.edu/p ub/tools/unix/Isof/.

===> Extracting for Isof-4.57
[extraction output snipped]

>> Checksum OK for Isof _4.57D.freebsd.tar.gz.
===> Patching for Isof-4.57

===> Applying FreeBSD patches for Isof-4.57
===> Configuring for Isof-4.57

t;onfigure output snipped]
;::> Building for Isof-4.57
t;ompilation output snipped]
;.

AEER - RS RUR - W& [EIEFER S (prompt) e 22N AR E%port T 0 EAERUES - AR A make
TR E AN E— 7BV R] - HRE 75t Zinstall

# make install
===> Installing for Isof-4.57

[installation output snipped]

===>  (Generating temporary packing list

===>  Compressing manual pages for Isof-4.57

===> Registering installation for Isof-4.57

===> SECURITY NOTE:
This port has installed the following binaries which execut e with
increased privileges.

#

— B [EIF]5E7R5 (prompt)» 5L AT ABATHIZERIREZNT © ASh > M kisof BREIITIR & A BSMERR » BTl
GHREZLES o 72 - Lfport KR - FE B BAEM HHBAES -

A > FEEMIRRAR B LA B Sk(FmORwork ) » 18 H Bk N R e300 AR T BT B — LRI R - S5
FERAFUERERR S - 0 B F] BE & fER%port THARGHTARER » 35 BN ZE IR 4 -

13

Y

# make clean
===> Cleaning for Isof-4.57
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7£: Fmake install clean PR LA— [ @ 5E Bl T dimake ~ make install > make clean B ={EZEET -

HE: A shell FRIBFPATHIR B BIRIBHIE - LA BHIERIEIT i cache E2K » ACIEE S IITHE » ARIRAAE
iEEshell » APEFE S SEport 1% 7 B fTrehash 184 » A BEBUTHERAVEITH » Mrehash 547 ifEtesh 258
fshell EfER] » F@&sh BIEE » HlEhash -+ o FEIEEZ BRI FRshell AHEESCH:

A L2 FTERthird-party T3 1THUDVD-ROM i » 15,2 FreeBSD Mall (http://www.freebsdmall.coniij 317
[JFreeBSD Toolkit& f #idistfilest 5 » 5 LLHE 22 1] KA ECPorts Collectiorr $£DVD-ROM ##

fElcdrom © F5{f A M HMEELA0EE » BE01550E CD_MOUNTPTE B B A M B E AU HM SRS - W —2K -
il A BT distfiles 5t & H B (£ ADCRRAVIE S -

HE: GBER A0 Hport I AN RFFEE B MR R o ATBERVIRIAA - R OCEHEE MR BE T A e S - s
il o AR LHRAEEHE LR Efport » BLFEE AR A R EDEIT L

ports R ER Ffetch(1)26 THIER » B AT S rlfABIRESE - &
%5 : FTP_PASSIVE_MODE FTP_PROXY: FTP_PASSWORD [ 52 B i A B G i FR 1S » Bl & B (i
FFTP/HTTP proxy: FREER: 75 B 3% € 15 Lo Bl - {3 FH 4055 2 Blfetch(3)7iRA -

FAEEBER— B L AAES o BREER] LAA Fimake fetch o A EfEport AU L8 B (Jusr/ports ) FTiETES »
B A R EARPRERE T T - EFEL I DIAE T B8R » #I70 © jusr/ports/net o FHIEE 0 &
#Zport B K library 8% & Hiport BUEE » HREE 17 A R E — & N E M RTAKAORE S « BHE— TN EFT
BRK P port FrEHEZE - BREEE & 2 8EE M Hfetch-recursive T dEfetch

T AT DU SRR i b R A H T make 82 W2 FTA Bport » 30& Ll Eiifimake fetch  FESHCNEATA RS
SR - SERGRAEE fERE - K AE Lport NRENAF o A M - A Lport ATREE LUARIE 4 - (B2 EEE LA
AR AR ISR -

TEHLEZE FUEN, » nIREFF N _EMASTER_SITES(HE AR IR N &#iR) 2 /M0 T #EiEs » LT EFrFRa0MRE S » nl LA
FTRF84 » 2R M TR AIMASTER_SITES N #iE) :

# cd /usr/ports/ directory
# make MASTER_SITE_OVERRIDE= \
ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ f etch

FHEEG T o EEMASTER_SITESH % ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ 7 NS

1 A Lport AFF(ELER)EAFIeE MR - DUSH ~ (5 HEZEEE IR ERIThEE ~ “CaiBIE
BIH - BAREMEAEOTE T wwwimozilla  ~ security/gpgme ™ mail/sylpheed-claws o FHHIE
SNy H BAERI PRI -

PUR HAB AT B ETHY
FRIRTER - EHE
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4.5.2.1. i (Override) THzZHIPorts H $%

B - GRS ER 6 A HAh B $k1E A port ~ distfiles H #k 7] BEAH & F F (L E & 7H) » 7 LIE% EPORTSDIR
K PREFIX BRIEEE LIME I TER port H &k o 2245 :

# make PORTSDIR=/usr/home/example/ports install

LA & 7 lusr/home/example/ports NTETT4RE » W AE T R 4458 lusr/local A e

# make PREFIX=/usr’lhome/example/local install

R fEiusriports  EERNGREE » WL E R L HEE] lusr/home/example/local A o
IR

# make PORTSDIR=../ports PREFIX=../local install

HIE Rl & MR (R A RS S IBURZEAH MR E » (BB CERIE M S TIE) -
A > 5 LB DUE R RS BOGEUE © R IRAFT (A HIshell 5 2 BIARBARM » DU AN RE

45.2.2. fFEH¥imake

A port F 1 Himake (X Window R &EHI—HB1Y) M1 EH HAPREFIX B8 » BTEBEHEHE R HE
Flusr/x11R6  H#k o [FfRHD - G —LPerl port® ZIEPREFIX Wi B R %46 Perl B #RZEMEN - B2
Yports resped®REFIX & AHE [F - E 22N feRTE o

4.5.2.3. EFER EPorts EIH

TE SRR 5 Sport I & H B3 B 1A (ncurses-based) 7] DL A AR IR 468 IH o B H FiFiZport 2% » (EAK
FHEEEM -~ B~ il —SE Y LEIEE - (HHBRE AT ENGE - WAL 5 ] LI EIE L8 -
Hep—E 7 R E 2 V)5 7Zport H #% » dfifTmake config B A] IR [ 2R IHE T A EHRE o 755ME AT Fmake
showconfig  LABE/R#Zport Z 45T F 38 TE o 7] DL Fmake rmconfig  ZR4E Fr A 32 IE B B FN IAFE © 15 LE
R TE R A B (AT AT 2 Bllports(7) A RUFEAHEEA -

4.5.3. BERE Z M Ports

B B A SNE AR e 8Eport > T BHLAREBRF (A AEFR o Lbinsé T —{Eport & A4 B ikE| Fport T © 7RI >
AR BR EE )T Fr 3 Eport (R F AR B IEE » FAMFEREE— Tt Zlsof ) - B FRpackageRifHE
FHILl(7EPackages sectiofi /14A) » #/&5 fpkg_delete(1¥§4 :

# pkg_delete Isof-4.57

4.5.4. FHER B L H I Ports
B 4% 0 Flpkg_version(1¥g§4 251 H H fijPorts Collectiorr $2 4L T AP LE ] F+- 4% Atport i A

# pkg_version -v
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4.5.4.1. lusr/ports/lUPDATING

BIKFEH5EPorts CollectionZ 1% » sEH5 L RCASFE - port B > 5E& & /usriports/lUPDATING  » i & H I
AR AFRIRE > bl - RERARS R - B REENE ~ SR EARRRES o DU BRI 5E
BILER

& UPDATINGA 2 B/ B A HA U LERR] ~ RHETRIRS - AFEES LIUPDATING £ 1

4.5.4.2. Y Portupgrade ZRT4% B Z 4 HPorts

portupgrade 7] LAESFRF-4% 2 2S5 R8RS © 5% 1 H 1 ports-mgmt/portupgrade port Z#E » L7 Ak an[F]
Hithport—7#% » Fimake install clean LA AT -

# cd /usr/ports/ports-mgmt/portupgrade
# make install clean

BRI Llpkgdb -F AR C 45 HIports ERHELE A AR - MZIEA R TT o KM ZHT » &
Uf A — Npkgdb -F BYfEEEAZE -

Hportupgrade -a  FUEE ° portupgrade &4 A4t LA E4€r0iEEportse Z - BITEA & Eport il 2
B gERMEDAEBEMES TR AT

# portupgrade -ai

FHRBFA R E R IERES » FPEE R L A portupgrade  pkgnane K8 E © 48 Eportupgrade 1857+
H A port AR &4 » AEEA-R S28HPAT -

# portupgrade -R firefox

# % FfpackagefidEport K 224 » RIFFH8E-P A A LA o FH A T8 EE#TH » Hlportupgrade & FPKG_PATH
SEETIR AR B 8 - BIAEIRERAEE K T #ZdE o HAVR IR EE 6 7T Al iUpackagetUEg
Hilportupgrade & {8 A port 77 2022 4E o AR SO R F port 75 3042 8E » HIJF-PP B AT 35 il 8% 40 1
Fport 7 20E& 8 o

# portupgrade -PP gnome2

# AE T Hidistliles@i & 5 E-P [5G  HIfEpackage)i NEMmFEo oM R » FTLAMEH-F - F#EHES
Mportupgrade (1§37 -

4.5.4.3. DlPortmanager R4k E L% Ports
Portmanager th 7] DL A ARES F2 A4 B pUBES o 5% T ] {¢ ports-mgmt/portmanager port %28

# cd /usr/ports/ports-mgmt/portmanager
# make install clean

it C 4EAOHIRS - A F] DUEERZ BRI N S48 2 2Rk -
# portmanager -u

AL > fi 28T LB Ui W —ZKPortmanager 7 T4 — B Rk SR IE (O ER BERY - il &R R T
% - Portmanager th ] LA 25 Hiport o B2 LU F ifmake install clean BRI ZRIEER « BEE et
AR port FTAIK A AT B ports» SR 12 BRIASNAE ~ %4 B4 fport »
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# portmanager x11/gnone2

T E A port 2 BIBE AR BA 1R A R RERE » th 7] LUH Portmanager {# & {1 & 57 I #)L © 1 Portmanager i AE 1K
MR 2 1% - Zportth & EHAaE > LUK EERERIA KRR

# portmanager graphics/ginp -f

HEREMERM > 52 Blportmanager(1JiAH °

4.5.5. Ports BAREAEZS [H

IR % fi F Ports Collection 5 f] S & AIDLRERRZSH » BT DS S2HEEIR - LS B imake clean  THQZTHRR
B fOwork  H 8k © tbAh - A LU R AI$E S 2K TEFR # (EPorts Collection BRI H & :

# portsclean -C

portsfIA T » A BEE fEdistles  HERNE RBEEFT L HRIAIEIESR - TUFHMERZLESR - 30E A
TIIHRL AHIBRRTE port &L A FI R EE 1Y -

# portsclean -D

B EIERRATE C A port BN AT FH AU

# portsclean -DD

7E: portsclean 32 L E. /3 &portupgrade  E{HA—3 4 -

NEETBERIEEKZE » [HEAFHFEMAZIRportse A flilports-mgmt/pkg_cutleaves port> 1E&7 H
B SERE S RENEF T A -

4.6. ZRZK » A BERBEEFEE ?
R - SRS - TR AT — S0 - S TR - AT R R -
S 2R B R R B (A A daemorff %) 2525 o

AREIFEKEEE A RRIRSE SR o NEER » W THES - HRAHE T — 2 EESRIRF % > 77 LI
BB NS

- EHpkg_info(1) > iETR4 AT LR @ B EHEHE R 5T (Packages/Ports) T HRLLHIES ~ M RAETEME - 2
Bz > #MI12E T FooPackagef 4<1.0.0)» APJE N HEETES ¢

# pkg_info -L foopackage-1.0.0 | less

E BN EHERE TR RIEE - BRI R Eman B BN ZHIINE ~ et/ HERAZHER ~ doc/
H kN2 B

A BRI EERRA R (T - AT DURERBU R FIFE 2 ¢
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# pkg_info | grep -i f oopackage
LI B eiEsm g 2 EREN - YIH AT ST oopackage FIELZHE o 38 HITIKFE K » 152f oopackage
R B2 o

- — HHERRZAE AR DR A4 > whn LA man(L)ZREIRY o [FkkH » R EeUE IR ILAUES - haT iz
EEHENRAR > DA EAB S -

- E R BEHEIEE 0 R AT DUB RN A O ~ H R B R(FAQ)SE < B AFIEMELL > FEMH TS ¢
# pkg_info  foopackage-1.0.0
HizBAE EHENE - Algd —ITWwWWHBERI H B > E1TE 5 HEZ AR R B #9489 HE(URL) ©

- Port % ZE 75 BHAERF ot & B (W15 Internet3=4%) » 8 R & & & script £ll/usr/local/etc/rc.d HEk o &
AT LU B Escript A IEREELAT » B A FRE » WAl LUEH ~ B - 5E1E R 2 S B Services

4.7, W] R EE M 5 (Broken) HPorts ?
R EHIEE port MEVENER| 224 ~ 8AE - G VER DIEGEE -

1. ##Problem Repor& ¥}E (../../../..Isupport.html#gnatsy IZ B E & » Hi & C&H A% A fffpatch %
WE - FREEEET ik AT DANE AR R e o

2. [Al#Zport Amaintaine K i B : 7547 make maintainer Bk &lMakefile Ll #EEfimaintaineremail
address #1535 (E4amaintainef » ZMEEZport KA ~ iR (B2 EMakefile A I$FreeBSD: Hf—
HATHS b) DA ARBASE SR -

i A %port N2 HE A E —maintainer & & » &% Emailing list
(../..1..1../doc/zh_TW.Big5/articles/mailing-list-fag/article.html) B #fEE 3 o #F £ (I &) AT G email #570
' fE<freebsd-list ~ #4HE@FreeBSD.org > ° FE[IFF > FEHFLFIE Tfreebsd-list4 il MR BART#wIImailing
list 47 o

7t - # port ftymaintainer 1 {7 /& <freebsd-ports@FreeBSD.org > i » EHE | £ 4818 N & #Zport maintainer
T o FikFEiZport G & E s H AT L3R03 - AHBT 3 Al & Efreebsd-ports B8 IEam g L HE - 12 - %}
T R AIEZEELE > HEEZport maintainer S > FAT L ERAREGR AR I0 AR

Fport maintainef? & [E178 AHI(E 14 » HIAT L send-pr(1 P43 FIREER (5 PR » (38 2 Writing FreeBSD
Problem Reports (../../../../doc/zh_TW.Big5/articpgeblem-reports/article.htmly)

3. i B B 1E EIE! Porter's Handbook (../../../../doc/zh_TW.Big5/bogiaters-handbook/index. htrrf) 5
T “Ports’ ZREERVARENEL D o ELEE T ARE BRI A MER port £ 21252 H CHport |

4. [EESITIFTP U5 B N Ei4mzE iFpackage package collectiof’)fx_Fif# /- 7F ftp.FreeBSD.org |
fpackagedd #% (ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packagéis) (Hi5 =015 i & /e 7 £ Hlocal

mirror (http://mirrorlist.FreeBSD.orgf)i | i@ 1511 N iELepackagell rl LLEFE A - T BIERZ L B 174w
PR — o Fpkg_add(1R1 A] IEF] Z$Epackage®
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5. X Window & R4k

Updated for X.Org’s X11 server by Ken ToAMarc Fonvieille.

5.1. itk

FreeBSDf FX11 2R3 HL4# F & & 17 A AOGUI /1T » X11 5&X Window R47% » f$EXorg DL K XFree86 & 1
() EHERBE RROAR (LA R EAh R TR AR A /4R HIHKEE) © FreeBSD—EL#|FreeBSD 5.2.1-RELEASEN {3 7] 75 TH#
12 SRR A 2 FE XFree86 (FH The XFree86 Project, Ing1THX11 server)e T FreeBSD 5.3-RELEASEE * 7§
EHIX11 BB Xorg (FIX.Org E 4 & FTBH a5 AX11 server i #f F Bl FreeBSDE & M flicense)e IthAh » & &
HE T ¥X serversJFreeBSDAR °

REFEENAEXLL (FEFERXorg 7.7 RFEF )L HEEEE o AR X Free86 HIFEA & kH(F- B
ffJFreeBSDIA » XFree86 J5 & TR AIX11 E1F) » 35 S HIE I fUFreeBSD Handbook 41k
Zshttp://docs.FreeBSD.org/doc/

BRENXLL H R BR T AR A LR IB I » 552 B Xorg (http://www.x.org/{E

AHETIEE - AR T

- X Window RAEHIEAHRGER > AR BAME A Al A ELEAE
- AR~ BEXLL

- QAT 2L A B AN Rl fwindow managers

- AAIFEXLL _EAE A TrueType®F2Y o

- WA E R AL LLE FETE B AT o (XDM)
TEFRIRBREE B2 Al > HRE

- HE AT F ports s packagedk %L e o (LU 4 )

5.2. BEEX i A

B EEX A > REEERE A LB - THEABEMGUI /11 (5 2Microsoft WindowssiMac OSY i
Fi# o

MERX A TCAFRI P A AT MO (E T 3 > AR MHEFIER o EREMELEEAMSEFERS LF -

5.2.1. A fafnyfix ?

X AAFUNIX B2 —ERE AR - HEARRE/HEER © FARX P ERAENEX ZiAMER—&
WE ARG - ERKMUE "W (B “Window” HYEE—{ETF) o TIX REW Z1RH T —(EZE 71 -

X IEeEfB 2 A “X” ~ “XWindow Systemi ~ “X11”7 s DU HEAM—2EEHEE o FH “X Windows™ ETFER
SRFEIPX11 > ATREERRA L0 AR s B0 A E v] 22 BEX(7) FiAA -
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5.2.2. X BClient/Server Z8#%

X —BHIG AT A A B REEREE » I BRA “client-servel 284 o

TEX BT > “Xservel ZTEAHE - &5  IGRAVER B o Mserveriin ALE & F R EB RIS BT
EH -~ R ~ BRI (LT B DA BRI A ~ B SRR A S > B
EX FE (15 EXTerm » 2iNetscapd#BZ “client’ - client & E:H E Fservert » A1 : “Please draw a
window at these coordinatés > & serverg B [EIF S » tbll : “The user just clicked on the OK buttone
TERFESCINIA BRI > B HX serverffiX client &2 7E R — GBI SBATHY o SR1 > 7] LATE FLisd iy s
1% L BUITX servers S7EHLERER ~ HLECE AUEE S L HIX FE 2 (client A1 - 1EiEFES 5 » X client Edserver
Z IR E 75 % IR A B I T o

EERTRE A L AR IR R > R A X AR B A MR AR R AN A A R o MR “X servel’ BETE
BORIRAIMERS LEAT o 1 “Xclient” BIEFEMLMIEME LM o IR LA EERE -

GEHE EE > FEX server@fE A HEE A ~ SBIIMES 1EE > X client A& BURIE LR IR
1 7 (protocol A ilfi i 3 il #i € client DL K serverm @tk as #hi5 & Rl —1E 3 R4 > SiE G R A A AT -
Ha)ERS, » 7] LLZEMicrosoft WindowsE 38 5 i (Apple)IMac OS_F#IX server: [fj H. 7] LUB @ £ 64 &
o 7 RS SERE B ~ BT o

5.2.3. The Window Manager

X BET T EEHUNIX a2 E L - #2 “tools, not policy  © WEl 2 » X sk 5 filH 2 FoAE#
MEZ B SER > TR SRR E ST H » ZRamEMAELTH » AI2EAERGHET -

X BT E > BAHE © 88 ARG RA LR « ZERE)E SR - Z A BH & AR TS
P (L - 7EMicrosoft Windows/JAlt +Tabi) ~ ZREHIEET A » UL EEZ A RIFH %S -
HE L X B3 FEE “Window Managelr & o A —Hiwindow managefizt, » {52
AfterStep ~ Blackbox ~ ctwm ~ Enlightenment ~ fvwm ~ Sawfish~ twm ~ Window Maker 5% - & —
fwindow manage## AN [FIAYf# HALER 5 A LR AT “virtual desktopsE e ) © 5 A LLAIR HET4H
EHAREHEAN s AYEH “StartGln) " HIEBIMIELEET s FURE R EHRMGRET o TETYH
BT 5 ERE DU N - 35 S8R HoAth fwindow manage¥Ports Collection fx11-wm H #kNEA -

It4h » KDE KX GNOME S HIREAIG H & it % A& 58 B iwindow manager

H(Hwindow manageth & A HAFRYECERT ; AUFTHERENR » MAMNAIRLEBGUI THERKSERK
ERBUERE  BE G T : Sawfishigh A LULisp 3& & BRI ER -

Focus Policy: window manager )5 — gt & & B2 15 RIEER “focus policy” o B—THIRE R ZREBE
FWRE A Dz » LURIRE B AR R & 2 BN 6 P oAk -

R A B R Hfocus policy M “click-to-focus” » i&-&Microsoft Windows BT R R, » tgh 2158 %
WE T — RIS » 2R E g N kR

X M AN 1B — gk il focus policy © #if)EE#i » window manager & 15 HIMB AR & 7L AR 1EH - AN
Hiwindow manager B[RRI AR T = o (B EAE L $F click-to-focus » T H R ZHME A EL I -

DL 2 H Rl T idfocus policy :
focus-follows-mouse

18 BURS 2B WL B L2 66 A2 AR © A2 A — e i HAAR B b1 - (B BT fURS IRz 45wt vl AR
TERHHIRE - TAFAE L -
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sloppy-focus
#Zpolicy /& #t#focus-follows-mouse H/)\NEEfH o $f frfocus-follows-mouse T 5 » # EHFERS EI WA
& (2R ) » A R BN IR ER o 1 BT A AR A & R - 2 EZ F sloppy-focus > FII A
BIEUFES ZIF RGN > 1EH h s A& 2 plofiy - i SEEBE B AT1E A b BB O & s R FIR AR -
click-to-focus

AR G E (E R RIS © L HZRE & “raised(MFH)” FIFTE HARE 2 8T - B EEE]
HAtRE - Frans i A& haZ i & izl -

#FZwindow manager 3 H Ahpolicy » BIiE L6 LA 2K B LERE - AETEE 5955 2 BilsZwindow manager H3C
FEaEA -

5.2.4. Widgets
The X approach of providing tools and not policy extends twlidgets seen on screen in each application.

“Widget’ is a term for all the items in the user interface that can lketl or manipulated in some way; buttons,
check boxes, radio buttons, icons, lists, and so on. Mi¢t&%mdows calls these “controls’ .

Microsoft Windows and Apple’s Mac OS both have a very rigidiget policy. Application developers are supposed
to ensure that their applications share a common look andiéen X, it was not considered sensible to mandate a
particular graphical style, or set of widgets to adhere to.

As a result, do not expect X applications to have a common éoakfeel. There are several popular widget sets and
variations, including the original Athena widget set fronifyiMotif® (on which the widget set in
Microsoft Windows was modeled, all bevelled edges and thhegles of greyQpenLook, and others.

Most newer X applications today will use a modern-lookinggeét set, either Qt, used BDE, or GTK+, used by
the GNOME project. In this respect, there is some convergence in &uakfeel of the UNIX desktop, which
certainly makes things easier for the novice user.

5.3. ##EX11

Xorg #&=FreeBSDIEIX11 E1E » Xorg & HX.Org £ 4 & FriiT 2 BURIEIEEX Window RATE 7ERYX
servere Xorg Ji/& LAXFree86 4.4RC2LL 2 X11R6.6 /7 MEfT# £ ) - HHijFreeBSD Ports Collectioft]
HIXorg WA £57.7 ©

fi€Ports CollectioE % #Xorg HIZLHETT =

# cd /usr/ports/x11/xorg
# make install clean

T B AR S B Xorg - FESEHER £/ H4 GB MR

EAPX11 B 7] BB ipackagels 2R 4 » AT flpkg_add(1pR M= IFAIX11 B » USSR
LR ANEAEE AR ] » pkg_add(1y& HEHEZE MBIV E AR EI2K -
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FHE HE)E Epackagels Ak EEXorg » HIEFT NHEEITEIA] ¢

# pkg_add -r xorg

A BEAF T e S B AIX11 B4 0 fFEserver ~ client ~ TR o th4b o BAE HABAIX11 TEH ] iEBpackage
oiport 7R BE S 2 HE o

AREEHERER N AR AT EXLL » LR ANAT 4T 48 1o A6 E ) ) S T BRI

5.4. BEX11
Contributed by Christopher Shumway.

5.4.1. TEFAIR Z |
TEBHIRE EX1L Z Al » TESEm AR AT S AL A B8 R A T

o Soouhict
- BUR R & R
R R ERERR

X11 E R AR AR E AR AT LUK EHTARR o 15 LR AR )R] 1 S 5 BT BT B SO B R A B IS © &%
B BB ANEIKCE ~ EEE AR KT -

TR & AR EX 11 B AR — R BR BN RE AR © R By de A0 AT LLE B e > (B IFE 2 B ALE 2
IR DU — BB EBIRIK -

Video memory on the graphic adapter determines the resalatid color depth which the system can run at. This is
important to know so the user knows the limitations of theesys

5.4.2. &EX11
Xorg H7.3MENEBEAHER » HEST FHIEN :

% startx

HIETE S MTETHRGBUE BIA A » AT EFBRUEXLL - BEXLL FEAREPR - B2 RREH
HIRSRACE LA IRBOEE -

# Xorg -configure

B ENoot  H RN E S xorg.conf.new  BUEME (B2 Hsu(1)BLE R A Rsroot » #HE X Eroot TR
FISHOMEREEE BY) - X11 P8 & (Il R S0 BUR FARRBIRERS » WIS R ZIRERS A S B \BUER » LU
N EFEREREN R -

TS RREHBVEREEN - UM Xorg 7] LABEUR-F ~ S5 HMH RATEAS IEREEAE

# Xorg -config xorg.conf.new
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A R —HE R R A = > DLREX TR RIS » AP EfE 2 BIIRY o BLR TR » KR
[R# 4% K Ctrl +Alt +Backspacefi[l 7] ©

I W RN ERGELE » PEFE L HHAIERE - 552 HMFreeBSD % — R A0 2.10.10 & #H -

Next, tune thexorg.conf.new  configuration file to taste. Open the file in a text editor suskmacs(1) or ee(1).
First, add the frequencies for the target system’s moriitoese are usually expressed as a horizontal and vertical
synchronization rate. These values are added tediteconf.new  file under the'Monitor*  section:

Section "Monitor"
Identifier ~ "Monitor0"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120

EndSection

TheHorizSync andVertRefresh  keywords may be missing in the configuration file. If they éiney need to be
added, with the correct horizontal synchronization rateetl after thélorizSync  keyword and the vertical
synchronization rate after theertRefresh  keyword. In the example above the target monitor’s rategwatered.

X allows DPMS (Energy Star) features to be used with capaloleitors. The xset(1) program controls the time-outs
and can force standby, suspend, or off modes. If you wishablerDPMS features for your monitor, you must add
the following line to the monitor section:

Option "DPMS"

While thexorg.conf.new  configuration file is still open in an editor, select the déiffeesolution and color depth
desired. This is defined in th&creen"  section:

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "MonitorQ"
DefaultDepth 24
SubSection "Display"

Viewport 0 0

Depth 24

Modes "1024x768"
EndSubSection

EndSection

TheDefaultDepth  keyword describes the color depth to run at by default. Tarslze overridden with thelepth
command line switch to Xorg(1). Théodes keyword describes the resolution to run at for the given rcoépth.
Note that only VESA standard modes are supported as defindteligrget system’s graphics hardware. In the
example above, the default color depth is twenty-four bétspixel. At this color depth, the accepted resolution is
1024 by 768 pixels.

Finally, write the configuration file and test it using thette®de given above.
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7E£: One of the tools available to assist you during troubleshooting process are the X11 log files, which contain
information on each device that the X11 server attaches to. Xorg log file names are in the format of
Ivar/log/Xorg.0.log . The exact name of the log can vary from Xorg.0.log  to Xorg.8.log  and so forth.

If all is well, the configuration file needs to be installed in@mmon location where Xorg(1) can find it. This is
typically /etc/X11/xorg.conf or /usr/local/etc/X11/xorg.conf

# cp xorg.conf.new /etc/X11/xorg.conf

The X11 configuration process is now completerg H Hi FliZ& fistartx(1)2 & &) 2 - The X11 server may also be
started with the use of xdm(1).

7. There is also a graphical configuration tool, xorgcfg(1), which comes with the X11 distribution. It allows you to
interactively define your configuration by choosing the appropriate drivers and settings. This program can be
invoked from the console, by typing the command xorgcfy -textmode . For more details, refer to the xorgcfg(1)
manual pages.

Alternatively, there is also a tool called xorgconfig(1). This program is a console utility that is less user friendly,
but it may work in situations where the other tools do not.

5.4.3. TEPE R & B

5.4.3.1. EIntel® i810 & & H 4

Configuration with Intel i810 integrated chipsets requifesagpgart AGP programming interface for X11 to drive
the card #1555 2 BMlagp(4)iifA -

This will allow configuration of the hardware as any othergdnias board. Note on systems without the agp(4) driver
compiled in the kernel, trying to load the module with kidi#i¢&) will not work. This driver has to be in the kernel at
boot time through being compiled in or usifigot/loader.conf

5.4.3.2. RAEAEITEHEFHIRE

A B A L E A LERUERE SR RIDI 77 » AR EE A Ll € TR & A RIRERIES » 3 25 AR log
T (RS AHBRRTUS) LR 5 o S ARET » TREE T EM B T miae(E A ey -

E HIF B 2 H(WSXGA, WSXGA+, WUXGA, WXGA, WXGA+ %) #08 S #£16:10 }210:9 L5l » DL —2Ew]
BEA MR o DU & —2H RAY16: 10 R E

- 2560x1600
- 1920x1200
- 1680x1050
- 1440x900
- 1280x800
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EHEME » EIEINENETER M EMER S » HEESection "Screen” A IMode Il ERLET »
tean -

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "MonitorQ"
DefaultDepth 24
SubSection "Display"

Viewport 0 0

Depth 24

Modes "1680x1050"
EndSubSection
EndSection

Xorg A LLZE#812C/DDC HAT AL T 2 4 SCIR R AT B2 <7 HHRBR EAR - (R M mURE IR AR (R0 H A% s e T RE SO 8k
HIBRR ~ fEATE -

o+ B B A2 =Xl R 2 F5ModeLine ﬂ%ﬂ’ﬁﬁ’ﬁﬁ@?fig%XOrg LR E AT o FAFT AT LLE
i /var/log/Xorg.0.log T fFModeLine HHEAZ E B » BIA3ER = R H R o ERZ AT USRI T
HAVEE ¢

(I) MGA(0): Supported additional Video Mode:
(I MGA(0): clock: 146.2 MHz Image Size: 433 x 271 mm

(I MGA(0): h_active: 1680 h_sync: 1784 h_sync_end 1960 h_ blank_end 2240 h_border: 0
(I MGA(0): v_active: 1050 v_sync: 1053 v_sync_end 1059 v_ blanking: 1089 v_border: 0
(I MGA(0): Ranges: V min: 48 V max: 85 Hz, H min: 30 H max: 94 kH z, PixClock max 170 MHz

ELLERE R AEDID FUE o AT DU B SOk » 51D T 518 (R MENE P 2K 2E 4= ModeLine 3% AE :
ModeLine <name> <clock> <4 horiz. timings> <4 vert. timings >
Fir LAiE {El 2 ff Section "Monitor" fJModeLine FLE &% NHIER

Section "Monitor"

Identifier "Monitorl"

VendorName "Bigname"

ModelName "BestModel"

ModeLine "1680x1050" 146.2 1680 1784 1960 2240 1050 1053 105 9 1089
Option "DPMS"

EndSection

BT R T - X & DTSR R R IR
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5.5. fEX11 HfF 75

Contributed by Murray Stokely.

5.5.1. Typel #AEHFHY

The default fonts that ship with X11 are less than ideal fprdgl desktop publishing applications. Large
presentation fonts show up jagged and unprofessionaligokind small fonts ilNetscapeare almost completely
unintelligible. However, there are several free, high gudlypel (PostScript®) fonts available which can be readil
used with X11. For instance, the URW font collectiani-fonts/urwfonts ) includes high quality versions of
standard typel fonts (Times Roman®, Helvetica®, Palatiao®others). The Freefonts collection
(x11-fonts/freefonts ) includes many more fonts, but most of them are intendeddgerini graphics software
such as th&imp, and are not complete enough to serve as screen fonts. Iticagli11 can be configured to use
TrueType fonts with a minimum of effort. For more details bist see the X(7) manual page or the

section on TrueType fonts

To install the above Typel font collections from the portemion, run the following commands:

# cd /usr/ports/x11-fonts/urwfonts
# make install clean

And likewise with the freefont or other collections. To hdkie X server detect these fonts, add an appropriate line to
the X server configuration filédtc/X11/xorg.conf ), which reads:

FontPath "/usr/local/lib/X11/fonts/lURW/"
Alternatively, at the command line in the X session run:

% xset fp+ /usr/local/lib/X11/fonts/URW
% xset fp rehash

This will work but will be lost when the X session is closed|ess it is added to the startup file/kinitrc fora
normalstartx ~ session, or/.xsession  when logging in through a graphical login manager lieM ). A third
way is to use the nevusr/local/etc/fonts/local.conf file: see the section aanti-aliasing

5.5.2. TrueType® MK FHY

Xorg has built in support for rendering TrueType fonts. Theretaredifferent modules that can enable this
functionality. The freetype module is used in this exam@eause it is more consistent with the other font rendering
back-ends. To enable the freetype module just add the foifpiine to the'Module" section of the

/etc/X11/xorg.conf file.

Load “freetype"

Now make a directory for the TrueType fonts (for exampler/local/lib/X11/fonts/TrueType )and copy

all of the TrueType fonts into this directory. Keep in minétfArueType fonts cannot be directly taken from a
Macintosh®; they must be in UNIX/MS-DOS/Windows format fege by X11. Once the files have been copied into
this directory, usétmkfdir to create donts.dir file, so that the X font renderer knows that these new files have
been installeditmkfdir  is available from the FreeBSD Ports Collectiorxas-fonts/ttmkfdir

# cd /usr/local/lib/X11/fonts/TrueType
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# ttmkfdir -o fonts.dir

Now add the TrueType directory to the font path. This is jhstsgame as described aboveTgpelfonts, thatis, use

% xset fp+ /usr/local/lib/X11/fonts/TrueType
% xset fp rehash

or add aFontPath line to thexorg.conf  file.

That's it. NowNetscape Gimp, StarOffice™, and all of the other X applications should now recognize the
installed TrueType fonts. Extremely small fonts (as witkt fa a high resolution display on a web page) and
extremely large fonts (withistarOffice) will look much better now.

5.5.3. Anti-Aliased FA%HF 5
Updated by Joe Marcus Clarke.

Anti-aliasing has been available in X11 sin¢Eree864.0.2. However, font configuration was cumbersome before
the introduction oXFree864.3.0. Beginning wittiXFree864.3.0, all fonts in X11 that are found in
{usr/local/lib/X11/fonts/ and~/.fonts/ are automatically made available for anti-aliasing to ftare
applications. Not all applications are Xft-aware, but maaye received Xft support. Examples of Xft-aware
applications include Qt 2.3 and higher (the toolkit for KIBE desktop), GTK+ 2.0 and higher (the toolkit for the
GNOME desktop), and/iozilla 1.2 and higher.

In order to control which fonts are anti-aliased, or to comfgganti-aliasing properties, create (or edit, if it alngad
exists) the fildusr/local/etc/fonts/local.conf . Several advanced features of the Xft font system can be
tuned using this file; this section describes only some smppksibilities. For more details, please see fonts-cpnf(5

This file must be in XML format. Pay careful attention to caameg make sure all tags are properly closed. The file
begins with the usual XML header followed by a DOCTYPE defimit and then thefontconfig>  tag:

<?xml version="1.0"?>
<IDOCTYPE fontconfig SYSTEM "fonts.dtd">
<fontconfig>

As previously stated, all fonts itusr/local/lib/X11/fonts/ as well as-/.fonts/ are already made available
to Xft-aware applications. If you wish to add another dmytout5|de of these two directory trees, add a line similar
to the following to/usr/local/etc/fonts/local.conf

<dir>/path/to/my/fonts</dir>

After adding new fonts, and especially new font directgrj@ai should run the following command to rebuild the
font caches:

# fc-cache -f

Anti-aliasing makes borders slightly fuzzy, which makespamall text more readable and removéstaircases
from large text, but can cause eyestrain if applied to notexdl To exclude font sizes smaller than 14 point from
anti-aliasing, include these lines:

<match target="font">
<test name="size" compare="less">

124



25, X WindowZ & 47

<double>14</double>
</test>
<edit name="antialias" mode="assign">
<bool>false</bool>
</edit>
</match>
<match target="font">
<test name="pixelsize" compare="less" qual="any">
<double>14</double>
</test>
<edit mode="assign" name="antialias">
<bool>false</bool>
</edit>
</match>

Spacing for some monospaced fonts may also be inappropiiditanti-aliasing. This seems to be an issue with
KDE, in particular. One possible fix for this is to force the spgdior such fonts to be 100. Add the following lines:

<match target="pattern" name="family">
<test qual="any" name="family">
<string>fixed</string>
<[test>
<edit name="family" mode="assign">
<string>mono</string>
</edit>
</match>
<match target="pattern" name="family">
<test qual="any" name="family">
<string>console</string>
</test>
<edit name="family" mode="assign">
<string>mono</string>
</edit>
</match>

(this aliases the other common names for fixed fonteaso" ), and then add:

<match target="pattern" name="family">
<test qual="any" name="family">
<string>mono</string>
<[test>
<edit name="spacing" mode="assign">
<int>100</int>
</edit>
</match>

Certain fonts, such as Helvetica, may have a problem whevabased. Usually this manifests itself as a font that
seems cut in half vertically. At worst, it may cause applmas such adlozilla to crash. To avoid this, consider
adding the following tdocal.conf

<match target="pattern" name="family">

<test qual="any" name="family">
<string>Helvetica</string>
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</test>
<edit name="family" mode="assign">
<string>sans-serif</string>
</edit>
</match>

Once you have finished editinigcal.conf make sure you end the file with tkéfontconfig> tag. Not doing
this will cause your changes to be ignored.

The default font set that comes with X11 is not very desiralilen it comes to anti-aliasing. A much better set of

default fonts can be found in th@1-fonts/bitstream-vera port. This port will install a
{usr/local/etc/fonts/local.conf file if one does not exist already. If the file does exist, the pdll create a
lusr/local/etc/fonts/local.conf-vera file. Merge the contents of this file into
{usr/local/etc/fonts/local.conf , and the Bitstream fonts will automatically replace theadé#tfX11 Serif,

Sans Serif, and Monospaced fonts.

Finally, users can add their own settings via their persdots.conf files. To do this, each user should simply
create a-/.fonts.conf . This file must also be in XML format.

One last point: with an LCD screen, sub-pixel sampling magémred. This basically treats the (horizontally
separated) red, green and blue components separatelytovieihe horizontal resolution; the results can be
dramatic. To enable this, add the line somewhere indde.conf  file:

<match target="font">
<test qual="all" name="rgba">
<const>unknown</const>
</test>
<edit name="rgha" mode="assign">
<const>rgb</const>
</edit>
</match>

7. Depending on the sort of display, rgb may need to be changed to bgr , vrgb or vbgr : experiment and see
which works best.

Anti-aliasing should be enabled the next time the X servetaged. However, programs must know how to take
advantage of it. At present, the Qt toolkit does, so the eKIDE environment can use anti-aliased fonts. GTK+ and
GNOME can also be made to use anti-aliasing via thEont” capplet (se@U 5.7.1.3 for details). By default,
Mozilla 1.2 and greater will automatically use anti-aliasing. Teatlie this, rebuildMozilla with the
-DWITHOUT_XFTflag.
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5.6. The X Display Manager
Contributed by Seth Kingsley.

5.6.1. Overview

The X Display Manager{DM) is an optional part of the X Window System that is used formagssion
management. This is useful for several types of situatimefyding minimal “X Terminals’ , desktops, and large
network display servers. Since the X Window System is nétwaod protocol independent, there are a wide variety
of possible configurations for running X clients and serwarglifferent machines connected by a netwatRM
provides a graphical interface for choosing which dispkaywsr to connect to, and entering authorization
information such as a login and password combination.

Think of XDM as providing the same functionality to the user as the g@ttyfflity (seen U 24.3.24i for details).

That is, it performs system logins to the display being catedtto and then runs a session manager on behalf of the
user (usually an X window manageRDM then waits for this program to exit, signaling that the usetane and
should be logged out of the display. At this poiKi)M can display the login and display chooser screens for the
next user to login.

5.6.2. Using XDM

TheXDM daemon program is located funsr/local/bin/xdm . This program can be run at any timerast and
it will start managing the X display on the local machineX®M is to be run every time the machine boots up, a
convenient way to do this is by adding an entrydw/ttys . For more information about the format and usage of

this file, seeuU 24.3.2.1fffi. There is a line in the defaulstc/ttys file for running theXDM daemon on a virtual
terminal:

ttyv8  "/usr/local/bin/xdm -nodaemon" xterm off secure

By default this entry is disabled; in order to enable it chafigld 5 fromoff to on and restart init(8) using the
directions inuU 24.3.2.2(i. The first field, the name of the terminal this program will rage, isttyv8 . This
means thakDM will start running on the 9th virtual terminal.

5.6.3. Configuring XDM

TheXDM configuration directory is located ifnsr/local/lib/X11/xdm .In this directory there are several files
used to change the behavior and appearan&®di . Typically these files will be found:

File Description

Xaccess Client authorization ruleset.

Xresources Default X resource values.

Xservers List of remote and local displays to manage.

Xsession Default session script for logins.

Xsetup_ * Script to launch applications before the login interface.

xdm-config Global configuration for all displays running on this
machine.

xdm-errors Errors generated by the server program.
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File Description
xdm-pid The process ID of the currently running XDM.

Also in this directory are a few scripts and programs useetaig the desktop wheXDM is running. The purpose
of each of these files will be briefly described. The exactayand usage of all of these files is described in xdm(1).

The default configuration is a simple rectangular login vekvdvith the hostname of the machine displayed at the
top in a large font and“Login:” and “Password: prompts below. This is a good starting point for changing the
look and feel ofXDM screens.

5.6.3.1. Xaccess

The protocol for connecting tiDM -controlled displays is called the X Display Manager CoriogcProtocol
(XDMCP). This file is a ruleset for controlling XDMCP connéxis from remote machines. It is ignored unless the
xdm-config  is changed to listen for remote connections. By defaultpé@ginot allow any clients to connect.

5.6.3.2. Xresources

This is an application-defaults file for the display chocead login screens. In it, the appearance of the login
program can be modified. The format is identical to the apfptdts file described in the X11 documentation.

5.6.3.3. Xservers

This is a list of the remote displays the chooser should piess choices.

5.6.3.4. Xsession

This is the default session script fSDM to run after a user has logged in. Normally each user will lzave
customized session scripttixsession  that overrides this script.

5.6.3.5. Xsetup_*

These will be run automatically before displaying the clemas login interfaces. There is a script for each display
being used, namexketup_ followed by the local display number (for instan¢setup_0 ). Typically these scripts
will run one or two programs in the background suclx@ssole

5.6.3.6. xdm-config

This contains settings in the form of app-defaults that prdieable to every display that this installation manages.

5.6.3.7. xdm-errors

This contains the output of the X servers tK&M is trying to run. If a display thaXDM is trying to start hangs for
some reason, this is a good place to look for error messapeseimessages are also written to the user’s
~/.xsession-errors file on a per-session basis.
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5.6.4. Running a Network Display Server

In order for other clients to connect to the display serveu snust edit the access control rules, and enable the
connection listener. By default these are set to conseevasilues. To mak&DM listen for connections, first
comment out a line in thedm-config ~ file:

I SECURITY: do not listen for XDMCP or Chooser requests
I Comment out this line if you want to manage X terminals with x dm
DisplayManager.requestPort: 0

and then restaXXDM . Remember that comments in app-defaults files begin withi'a character, not the usual
“#” . More strict access controls may be desiretbok at the example entries kaccess , and refer to the xdm(1)
manual page for further infomation.

5.6.5. Replacements for XDM

Several replacements for the defaxitM program exist. One of therkdm (bundled withKDE) is described later
in this chapter. Thé&dm display manager offers many visual improvements and casrnitts, as well as the
functionality to allow users to choose their window managferhoice at login time.

5.7. RHIRE

Contributed by Valentino Vaschetto.

REFFATEFreeBSDHHIX #HBH » AWFLEAFR R MRS o« “SMRE" #ERE - /¢ H1window
managef!| 5& B 1) 5L [ JE 220 0 FliIKDE 2{GNOME -

5.7.1. GNOME

5.7.1.1. BAGNOME

GNOME is a user-friendly desktop environment that enables useradily use and configure their computers.
GNOME includes a panel (for starting applications and displagitadus), a desktop (where data and applications
can be placed), a set of standard desktop tools and applisatind a set of conventions that make it easy for
applications to cooperate and be consistent with each.dtlsers of other operating systems or environments should
feel right at home using the powerful graphics-driven emvinent thaGNOME provides. More information
regardingGNOME on FreeBSD can be found on the FreeBSD GNOME Project (Mtpw/.FreeBSD.org/gnome)’s
web site. The web site also contains fairly comprehensiv@$-About installing, configuring, and managing
GNOME.

5.7.1.2. Installing GNOME
] %@ packagePorts Collectiorf) /7 2t A EE 57 2048
B XA F packageZ 2 GNOME :

# pkg_add -r gnome2
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fiEports tree;td 7 IS ME ZHGNOME :

# cd /usr/ports/x11l/gnome2
# make install clean

EGNOME Z#E5EH% » WI/EEFFX serveriEBIGNOME T E R A A window manager

X EIGNOME #ix i B2 () 7512 /& F| Fl GDM (GNOME Display Manager) GDM, which is installed as a part of the
GNOME desktop (but is disabled by default), can be enabled by gdgim_enable="YES" to /etc/rc.conf
Once you have reboote@NOME will start automatically once you log in-no further configuration is necessary.

GNOME may also be started from the command-line by properly corifigla file namedxinitrc . If a custom
Xinitrc is already in place, simply replace the line that starts threemt window manager with one that starts
lusr/local/bin/gnome-sessioimstead. If nothing special has been done to the configuréitey then it is enough
simply to type:

% echo "/usr/local/bin/gnome-session" > ~/.xinitrc

Next, typestartx , and theGNOME desktop environment will be started.

7E: If an older display manager, like XDM, is being used, this will not work. Instead, create an executable
xsession file with the same command in it. To do this, edit the file and replace the existing window manager
command with /usr/local/bin/gnome-session

% echo "#!/bin/sh" > ~/.xsession
% echo "/usr/local/bin/gnome-session” >> ~/.xsession
% chmod +x ~/.xsession

Yet another option is to configure the display manager tavadlboosing the window manager at login time; the
section orKDE detailsexplains how to do this fakdm, the display manager &DE.

5.7.1.3. Anti-aliased Fonts with GNOME

X11 supports anti-aliasing via its RENDER’ extension. GTK+ 2.0 and greater (the toolkit usedIYOME) can
make use of this functionality. Configuring anti-aliasisgliescribed imU 5.5.3ffi. So, with up-to-date software,
anti-aliasing is possible within tH@eNOME desktop. Just go tApplications—Desktop Preferences—Font, and
select eitheBest shapes, Best contrast, or Subpixel smoothing (LCDs). For a GTK+ application that is not part
of the GNOME desktop, set the environment varialleK_USE_XFTo 1 before launching the program.

5.7.2. KDE

5.7.2.1. About KDE

KDE is an easy to use contemporary desktop environment. Sorhe tfihgs thakDE brings to the user are:

- A beautiful contemporary desktop

- A desktop exhibiting complete network transparency
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- An integrated help system allowing for convenient, comsisaiccess to help on the use of KI2E desktop and
its applications
- Consistent look and feel of dlDE applications
- Standardized menu and toolbars, keybindings, color-sekeetc.
- InternationalizationKDE is available in more than 40 languages
- Centralized, consistent, dialog-driven desktop confitjoma
- A great number of usefl{DE applications

KDE comes with a web browser call&bnqueror, which is a solid competitor to other existing web browsers o
UNIX systems. More information oKDE can be found on the KDE website (http://www.kde.org/). FeegeBSD
specific information and resources KDE, consult the KDE on FreeBSD team (http://freebsd.kde)sngkbsite.

5.7.2.2. ##:KDE
WIFIGNOME B fth 5 1 & EREICHE — &% » th ] LU EZi% ifipackagesiPorts CollectionsE %4 :
To install theKDE package from the network, simply type:

# pkg_add -r kde

pkg_add(1) will automatically fetch the latest versiontwod application.

To build KDE from source, use the ports tree:

# cd Jusr/ports/x11/kde3
# make install clean

After KDE has been installed, the X server must be told to launch thuBcagion instead of the default window
manager. This is accomplished by editing tkieitrc file:

% echo "exec startkde" > ~/.xinitrc

Now, whenever the X Window System is invoked witiartx , KDE will be the desktop.

If a display manager such DM is being used, the configuration is slightly different. Bl .xsession file
instead. Instructions fdedm are described later in this chapter.

5.7.3. More Details on KDE

Now thatKDE is installed on the system, most things can be discovereddfrthe help pages, or just by pointing
and clicking at various menus. Windows or Mac® users will tpdte at home.

The best reference f&dDE is the on-line documentatioKDE comes with its own web browséd€pnqueror,
dozens of useful applications, and extensive documentafioe remainder of this section discusses the technical
items that are difficult to learn by random exploration.
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5.7.3.1. The KDE Display Manager

An administrator of a multi-user system may wish to have algil login screen to welcome useX>M can be
used, as described earlier. HoweWdDE includes an alternativékdm, which is designed to look more attractive

and include more login-time options. In particular, usens easily choose (via a menu) which desktop environment
(KDE, GNOME, or something else) to run after logging on.

To enablekdm, thettyv8 entry in/etc/ttys has to be adapted. The line should look as follows:

ttyv8 "/usr/local/bin/kdm -nodaemon” xterm on secure

5.7.4. XFce

5.7.4.1. About XFce

XFceis a desktop environment based on the GTK+ toolkit useGNYOME, but is much more lightweight and
meant for those who want a simple, efficient desktop whicleiertheless easy to use and configure. Visually, it
looks very much likeCDE, found on commercial UNIX systems. SomeXfce's features are:

- A simple, easy-to-handle desktop

- Fully configurable via mouse, with drag and drop, etc.

- Main panel similar taCDE, with menus, applets and applications launchers

- Integrated window manager, file manager, sound man&M¥@QME compliance module, and more
- Themeable (since it uses GTK+)

- Fast, light and efficient: ideal for older/slower machinesnachines with memory limitations

More information onXFce can be found on the XFce website (http://www.xfce.org/).

5.7.4.2. Installing XFce

A binary package foKFce exists (at the time of writing). To install, simply type:
# pkg_add -r xfced
Alternatively, to build from source, use the ports collenti

# cd /usr/ports/x11-wm/xfced
# make install clean

Now, tell the X server to launcKFce the next time X is started. Simply type this:
% echo "/usr/local/bin/startxfce4" > ~/.xinitrc

The next time X is startedXFce will be the desktop. As before, if a display manager @M is being used, create
an.xsession , as described in the section @NOME, but with the/usr/local/bin/startxfce4 command,;
or, configure the display manager to allow choosing a deskittqmin time, as explained in the sectionkam.
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6. F BRI AR

Contributed by Christophe Juniet.

6.1. HEuk

FEFreeBSD.E I ] DIBITIE R Z R A AR - BRI T e i EE s o E gl
A LUE BB A e Bl & Ports Collectionft H Bh#mE %4 3 20 & & A B R PR =i R 4R
TR EIE AR o EREAFE S IR MATAA B RS IR ELZE LIRS E AR ANERIEEM

Z1#¢Ports Collectiorrf %24 o

FEHEREIRE « Efports 7 SERENAIRHE - BRI IR 1A% RAY o IR IR/RAR R ports FI R i
JEEREFR) - B REEERE — BRI BESE AL » ANARAE IR IR TS A s IR A & 1 K Z IS - KA
Hiports R #RAEFR B LR LF HU B A2 4%

K FsFreeBSDE A A Linux —iEHIHORFE » 3F 2 R JefELinux b SR IE A2 AR RE (£ /R AU FreeBSDIE
BREEEAT o EZHEMLinux AR BT - RIS IREHELU 10 32 Linux $UTAHR B UE FRE - W
#F 2 HLinux IR AR EEE E ports BB R AL A “linux-" BHEH o B {RAE 5 R R iR i -
FfEER - 3 B AT LUGE fwhereis(LpRHE £ M AIRUFRAF > FBEEIRE LM Linux EHKE 28 > E
RFESEEA T Linux ZHEHIHAR o

T A SR EE AR E B AR

- BIE % (18 /£Mozilla, Opera, Firefox, Konqueror)

- PN EREE (15 /2K Office, AbiWord , The GIMP, OpenOffice.org)
- B S (1572 Acrobat Reader®, gv, Xpdf, GQview)

- RS SR ERHES (15 /£ GnuCash Gnumeric, Abacus)
TEBIFEIE TR Z Al IRLZE

- SOTE AN 27 45 H At A (third-party software) U 4 ).
- ELE R 2 Linux 08 (LU 10 ).

T E SRR SRR & - B0 7 SR - R EREME A BT R - thiF
RSB WU 26 BEAEFHT -

6.2. BIE S

TEFreeBSDH R A TH S 2 48 P AU RE BIBE 2% - {E7EPorts CollectionZ H A 3 £ BITE g5 Al (AR 22 4E (6 /] -
WNRARIZ A RS 2 S BT A B SR P (e L1 DL T g AT BE & e AR RAY— B i) » i8 B A B &4
AR -

KDE FIGNOME S BREEH EARHEHTML BB 3% - 5525 40 5.7 81 2K T 8 276 B a1 388 2L e 31y
RERE AT E

WARARTE SIS RACHBIEE RS » R F] LUEPorts Collectiort #4.2 N THIHYATE : wwwidillo , wwwilinks

Ewww/w3me
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TS ARE LB A

BB i AEY B=e5 ports ZHERFH FEARAERES
Mozilla EZ =3 Gtk+
Opera /b b5l FreeBSDFILinux HIRRAS

H#A © Linux FORRATE
ELinux RIS
PL K linux-openmotif.

Firefox HEE £ Gtk+
Konqueror HEE £ KDE Bxzl&E
6.2.1. Mozilla

Mozilla 2AHE MM ~ BE X2 EFreeBSDAK L - BHEMEHE 95 AHTML HE#ERBERS % -
BT # R R BE I EE o WM R AT EE 5 OB S ENEE - EREM THTML 194
HHEY o W ENetscape) (& » IR BEE =0 HiE IR Communicator fR1% » BB [R5 2 i F AH 7] H: A
B 2R o

TR THNE » BAECPU B E /R 233MHz B &/ Nit64MB SIS ES UM & I » 582 FIMozilla & &1
FEREIRIE - FrUMEERAas L > IR AT A8 & A8 26 H] Opera @ I EARAOBITE RS » TR M AR &
2

WNSRARA SR E A REEGR AN EARREMozilla HUEE » FreeBSD GNOMBE X O A& R IR T iE % « HZH
TERHE BB L REEPATT

# pkg_add -r mozilla

WARBRAE LB LUEA - TRt A R4 RIS AN R =S FE A S aEMozilla S EIRIV AR » ARF] LA
IR NI BB

# cd /usr/ports/iwww/mozilla
# make install clean

Mozilla 2L froot  AURERRACEIT chromerE i A HECR IERERIRIIRIL = b » AR KR ZN—LRES N Sb
R E Zmouse gestures RS HE(E Flroot  HIURERRARZE 4 » DUBE B % 48 LHMBFE R -

—HARFERL T Mozilla B8 » R BB ATE Eroot AUMERR T o {RAIDLEEEAT FHEIAITES KL
B#fMozilla :

% mozilla

WA LIRS FIES - A BRI ALHT IR E A -

% mozilla -mail

6.2.2. Firefox

Firefox /& LiMozilla 45T 2 FEARADF H CBIE S - Mozilla @ —HEEHHEEA R & EE » RE2BES - B
FRES ~ B R EEREE AR - Firefox RIADRCZBIE R - B2 KM EREMER 2 -
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A LAT R oIa sk 24
#pkg_add -r firefox
7] LLiZE B Ports Collectiorr DA% % R iR S 1 7 20k 222

#cd /usr/ports/wwwi/firefox
# make install clean

6.2.3. Firefox, Mozilla FJJava™ plugin 2=

T ARET U8 0 HWERER S E #E i Firefox BiMozilla °

FreeBSDE: & & BLSun Microsystemd& & s i i ik o 7 LLIE R Java Runtime Environment(JRE) 2 Java
Developement Kit(JDRM) #JFreeBSDiftbinary @1 71%) ° FreeBSDhiIbinary ] LA7EFreeBSDE: & &
(http://www.freebsdfoundation.org/downloads/javensip 485 ~ & o

Z#Firefox BiMozilla 33 Javd™ RIS - B o Soijavaljavavmwrapper  iEfEport o SRR FH
Fhttp:/lwww.freebsdfoundation.org/downloads/javanrsht #Diablo JRE » ifi Llpkg_add(1}§& R %4> -

EEEEBITERR - EAILSE Aaboutplugins  SATRIZEnter # - BLE R H AT E 28 Mpluginsii & - gl
JEZ il LR 2 dava tB A5 HAK » S5 0ARE BIHEE » At Hfroot IRER - T F5IHE< ¢

# In -s /usr/local/diablo-jre1.5.0/plugin/i386/ns7/libj avaplugin_oji.so \
lusr/local/lib/browser_plugins/

Rig - EEBITERRAA -

6.2.4. Firefox, Mozilla FJMacromedia® Flash ™ plugin &=

Macromedia® Flash™ plugin f25{l: /% B FreeBSDhR » X1 AT LAz i E ES JE (wrapperFEET T Linux it plugin
FE30 o iE Ewrapperla] it 57 #% Adobe® Acrobat®l X RealPlayer® plugidé °

R 2R £ Fwwwilinuxpluginwrapper o linuxpluginwrappefs Z /585 — 1R K

fJemulators/linux_base port e R1ZARIEport Fr e/ RANIETE » & IEREHNE E IR IV etc/libmap.conf I &%
R A8 (51 1 Z2 (51 1A usr/local/share/examples/linuxpluginwrapper/ IEERIET ©

T—2 » Al Fwww/linux-flashplugin7 o #EUTI% - FILENRIESY - FEA9HEYE Aabout:plugins  * R
% I%Enter S FUR H AT 2 20 pluginiF & -

#iFlash plugini? B RIEE » RZ ATEER KRR T fisymlink JE%5 2 4L © 58 Y) fyroot R » 4T FHIHES

# In -s Jusr/local/lib/npapi/linux-flashplugin/libflash player.so \
lusr/local/lib/browser_plugins/
# In -s Jusr/localllib/npapi/linux-flashplugin/flashpla yer.xpt \

lusr/local/lib/browser_plugins/
Rig  EEBIEREZM BT -

7 linuxpluginwrapper  HBETEI386 HY R LM T84T ©
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6.2.5. Opera

Opera /& fH H FEBIAEE ~ FFAIRHEABITER - ERIRFHEME T AR ~ BriEBE
#x ~ IRC ~ RSS/Atom feed$i#Ha% <5 ° It/ Opera F & (HEL R ~ FATHEZ SCRAVEITES: - EfEportsHF A W
TRRAS © TERE D AUFreeBSDIRUASIE A 1E Linux BEEEH N HIRCA

%L Opera HFreeBSDHUA BB H VGG > A FHAITEL%XHE
# pkg_add -r opera
HEFTP Y & W4 20BN » (BR4T FHEAUEL St EPorts Collectiorh 724 :

# cd /usr/ports/www/opera
# make install clean

B4 45 Opera FLinux ARG » 558% LT ] T A0opera B #iAllinux-opera  ° B LERHE - Linux YRR
EToE R 528 R B Linux MUY MIE A PIREE o (H7EEM 4 H 2K » FreeBSDAILinux FIRR AT EE

R o

6.2.6. Konqueror

Konqueror f£KDE [ RAHI—HB5) > (B2 T A LIS % 4x11/kdebase3  7EKDE =15 A/
A = Konqueror /N 2 848 EBIBE &% > fth [Nt B R E Ha I 2 B ESs -

Konqueror W EFFZIIMIFER » 5 LE/MEEZ T LLTEmisc/kong-plugins HEe o
Konqueror 3 $%Flash FISMIMES o W LHEAIERFE 23 : http://freebsd.kde.org/howto.php

6.3. /A EHES

EBRIREITHEA - R E R G AR A A S E0R T LR RSO R A o B RlA LR R
B 2KDE CASFR M TN ECISAE A R B - FreeBSDERHE T PR T (T A M A8KEE » S IIRBE AN Sh -

B T N R E LR

LGS fi R EIR fiEPorts ZHE IR FEMKEM
KOffice > 5 KDE

AbiWord b b5l Gtk+ Bi;2GNOME
The Gimp b £ Gtk+
OpenOffice.org % RA JDK 1.4, Mozilla

6.3.1. KOffice

KDE HHHE7E B 1Y 5 HIRE AR T — 18 7] LIZEKDE AMER R B S - B E T N
41 : KWord &30 F R RS - KSpread &AL #FET » KPresenter /&l HIEHES » F4MKarbon14 &R 7]
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DARE A= B AL R ST -
LB UK Office Z Bl » i LHERE VKA B A HIKDE -
HE B 4KOffice » FEIKIR FHIAIFES

# pkg_add -r koffice
WREBHEAFEEREE » /R A LU Fports collection il i1 % 44KDE3 H YK Office » #H{# A T 55744

# cd /usr/ports/editors/koffice-kde3
# make install clean

6.3.2. AbiWord

Abiword &1 %8 13 IR B - SMBUATEEE AT U Microsoft Word » ‘ETE & R B S ~ fF1F ~ B
o EEREE CHIEFIE - 05 THZYRNHEFES LF -

Abiword AT DU A\ sl i 2 SR 20 B — 2o HORIER S - IANRER (Microsofty A ®HY.doc #53K
Abiword tBEERIZEFZEE » IRATLAH FHIFR L AZ 4

# pkg_add -r abiword

WRILARNEMAVEE - B Al LIEPorts Collectiorf #iiE %3¢ - 1 Ports Collection&qZ ZARFFTEBRTIIR
f8 o AbiWord A LLiZE i T 51 7 R gmeE 44 -

# cd /usr/ports/editors/abiword
# make install clean

6.3.3. The GIMP

BN EAR VAR B TORE - GIMP R AR BRI BR BT - ©nf LLUEFB g B e & mE
R A R EHERES. © B ST M BUR £ RISMIME KI5 L i (script-fu) /T © GIMP 7] LIBERRF S ERIEH - &
R R AT B -

L GIMP TEEAIE2.x A > WIERARAEZEZH1 x WitUEE > 55 A Ports Collectiorrf'ffJgraphics/gimpl ~ ° %3
HMITSRAR 2 4845 T 18 Adobe Photoshop 1 EANEEGIMP /MEEE » /Rt Al LLE s
#Egraphics/gimpshop  * 'ERIE I+ 57 %H{LIAdobe Photoshop

IRATAGE R T 5 & 24 B

# pkg_add -r gimp

WRIRIFTP S 611 A M EM: » /K7 LL# F Ports Collectiorr 7£Ports CollectioriJgraphics
(http://Iwww.FreeBSD.org/ports/graphics.htrlfik 1% T The Gimp Manual (GIMP {5 F 1) T /<&
WAl 2 38 AR ¢

# cd /usr/ports/graphics/gimp

# make install clean

# cd /usr/ports/graphics/gimp-manual-pdf
# make install clean
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#it © 7 IMEPorts Collectiontf th A —LB4MEFERCRT DUEE A » BanEi n] DL EREL A A braw 2248 =0
Agimp-ufraw

#: GIMP i i FHEEHTML 401y » /K] LA7Egraphics/gimp-manual-html ks o

6.3.4. OpenOffice.org

OpenOffice.orgt & T FTA S BV A HEEAE & « ST R ary ~ iR - KIS R A EEEE - PR T E
FE P 2 T R AT O I N B » A BE S AT 5T 2 BAPT RO AR 2 - BB S TARRRES
HIERE S ~ PFrmEM T -

OpenOffice.org 13T R EE &5 5 FA XML HE 248 A RS A 1 R B o A RAR SR E & (macroph RET
Haes i f AN ERE /T  OpenOffice.org EAS T8 » i H ARSI 7EWindows, Solaris™, Linux,
FreeBSDMMac OS X5 /E3 R 4% FHEIT « #A1E % £ Bl i OpenOffice.org iy & & AT LL7E OpenOffice.ordH
H (http:/Avww.openoffice.org/)- 5 © /Rt A] LI7EFreeBSD OpenOffice. orf 18 FlFK
(http://porting.openoffice.org/freebsdAd H - % 13 A FreeBSD. - OpenOfficefif /& i & #Hlak B 12 T & £ 4%
TR

742 0penOffice.org» & H LA N 7 2R BT ¢

# pkg_add -r openoffice.org

¥ B RTE# FFreeBSD -RELEASE RRUARRIIHE - _FEIRIVEIEIERZ T8 - B2 HAMMARA > REZE—
FFreeBSD OpenOffice.org & EIBRILEES » f H Fpkg_add(1) Z8EA @RI EM: o B HuE S H0 AT LUT #EIE
TE AT H R (release) 5l 5 3 AR AR

HOREZAE 2% IR EH AN I RTE L BUBEE{TOpenOffice.org :
% openoffice.org

BRI » AT S A Wopenoffice.org-2.0. X JEAITE 4 » AERH AT LL i shell F fYalias X
& Flsymbolic link 2 fZ # »

YE: 7E55— U BRI » OpenOffice 7 RIE|— 24P  TiT ELYE(RE0%K H B F r E B 37 openoffice.org2
B ZERIIE -

HIAE IS OpenOffice. orghy T + RV LR Eport ¥ « TBIRLAEREL « SiHIBHER
TR RS T ELAR GRS -

# cd /usr/ports/editors/openoffice.org-2
# make install clean

T ARV B AL RO » SERTTE A8 < CHE T HfY

# make LOCALIZED_LANG#r#9#%5 install clean
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IRINJEFE (ra935 5 B ERERRE 5 1S0-code ® It SC 1R I03E 5 (CIBIE B T LU fEport B $d
Hfiles/Makefile.localized FEZ R o

—H5ER T i8R » OpenOffice.org ] Fi LL N84 & H) :

% openoffice.org

6.4. B BE A%

UL LSRR B S AT » AR P NG H B A TR AR ER A - fEE—f7
HFIREE BT HE L -

BRI T T HEEE

S 44 Fhi R ER #EPorts 4R FEAAREM
Acrobat Reader > b5l Linux —EHIFHA A
gv b b33 Xaw3d

Xpdf /> bl FreeType

GQview /b 5 Gtk+ E{/£ZGNOME

6.4.1. Acrobat Reader®

FF 2 SR U RN S & FIPDF FURE 28 20 > S0 AR "0 4t% =X (Portable Document
Format} o H A —{E$H E i) B B B k2 Acrobat Reader » 252 HiAdobe /A T #4745 Linux fi F FIRRAS
#sFreeBSDHE AT AT Linux Zi#E(/IES » Fr UE tBETEFreeBSD L HIAT -

EftPorts CollectiorfH Z#£Acrobat Reader 7 H % :

# cd /usr/ports/print/acroread?
# make install clean

R R MR PR 1 > BT LUNIR (AR R I B

6.4.2. gv

gv/&PostScripffIPDF IR E s o T @ ghostviewZERE B > AN K 2 (5 F Xaw3d iU » FrLAANEE
REAR L = o gv PR > BN HAFF 2 IhEE » L g a e ~ 4R5RAK/N ~ Samcbets] ~ F i o
B (antialias$¥ o 1M B £ TFFr A 098 F #0 n] LIS SR AR s SR SE AL o

REMR G FEgv FHTIHES
# pkg_add -r gv
WRARAGERIFSENF » /RAT LA A Ports Collection:

# cd /usr/ports/print/gv
# make install clean
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6.4.3. Xpdf

R ARAE T — (N FreeBSD PDFH B HKEE » Xpdf & HES &4 HARCRAMES - ©RFEEE N
GIRm E+98E o B R AEERX FRmATE EMotif 52 HAMAX T EA4H (toolkit)

FBHRZ4EXpdf » T THIHE4
# pkg_add -r xpdf
WEREBHFAFLESZ IR F Ports Collectiorr /LA N4 :

# cd /usr/ports/graphics/xpdf
# make install clean

—BSERCT T IR R] DUS B Xpdf 3 B 1 A S i AR

6.4.4. GQview

GQuiew /&R E HREIES o /7 A] LI BB ACBIBERE R ~ X B RSN SR A7 ~ MBI TREE S ThEE - EAE LR
I (slideshow)t —LEEAR AR RIRVELHEE © 1R 7T Fl GQuiew & BLRAR £ ERE RA M P4 tH B AR A AE
% ° GQuiew FEH it ] &2 A& I IR BIFRAL -

WRIRABE LR GQuiewHI B » 5EEM THIHES ¢
# pkg_add -r gqview
WMREMEIERG » 82 R i S B FPorts Collectiorr A2 :

# cd /usr/ports/graphics/gqview
# make install clean

6.5. i1 %5

WA AR AT R AR AR /R A FreeBSDRE IR BE FE BLIRAVIE AIAES » SB#A —SIheid K ~ (B
TEAREEUR B2 48 - iE el e B 2 oA S RAH A YT AU Quicken® B Excel SUAF

TEHEE 7T E L

S fi RHEIR fiEPorts ZHE R FEHEKES
GnuCash > 5 GNOME
Gnumeric b = GNOME
Abacus b b35) Tcl/Tk

6.5.1. GnuCash

GnuCash ZGNOME M55 41 A5 A —E64) » TIGNOME == B - H A%t i F 4 (end-usersEi I i 38 K
FYSE T JE AR ZC o [ GnuCash > R 0] IFFEA SRARATWT A R AEE ~ IRAUSRATIR P ~ sl 2RI E &S
& o TR RN EEHIRR IR B o
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GnuCash#efit T —(AEER LS ~ IR ER RS ~ 57 2 PhE# X B 8) 52 hl(auto-completionii =, o ‘EHHE
53 B B — AR ER E B R B9E D © GnuCash tEES A K & ffQuicken QIF fE % o ‘B AR KER 7 Bl
BRE B A R GE B A% e

L EGnuCashFIIRIV RS » HEHT 28
# pkg_add -r gnucash

RIS EM: - /R7] LI# A Ports Collection:

# cd /usr/ports/finance/gnucash
# make install clean

6.5.2. Gnumeric

Gnumeric 7=GNOME H B IEREFE - T AR RESR B S 2 (cell format)l, H BRI &
& AR HEEEM TEH FRENEA o BHaemEm AT 22 FInE R > 8 2ExXcel, Lotus 1-2-3 B,
7=Quattro Pro ° Gnumeric Y & Fimath/guppi 48 EHXESSRAGE  'BA & 2 N T 8O B 2T — kg
K R Bl ~ B - B ~ Bef R H AR S -

EHEMZHEGnumeric » AEFTLITIES ¢
# pkg_add -r gnumeric
WRBEEAAFALE » ARA] DU E R BR 2R 5 H Ports Collectiortfi## %04

# cd /usr/ports/math/gnumeric
# make install clean

6.5.3. Abacus

Abacus & {f/NG X A ERER - TES T2 NENRE > EMEMIESNMRETE ~ BF -~ 8824
REH o ‘BT LU i A Excel FUREZAE T o 4 Abacustt G Hi PostScript =

B2 HE Abacus H B

# pkg_add -r abacus
WARBEAFANRERUS VAL » /A LLfE I Ports Collectiorr Sifi il LL T 454

# cd /usr/ports/deskutils/abacus
# make install clean

6.6. &

it YR FreeBSDE K A3 BE AT REVE M AEISP Z FRIARITAT » AR E B A LLSE & B {F = IR (desktop L A -
AR R FAE (R ks L - H RTA BT LB A2 A E 1 (packages)
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(http://www.FreeBSD.org/where.htni}ports (http://www.FreeBSD.org/ports/index.htndl) ({5 » k7] IR
BARBIFRRAT & H— 1 52 A R IRES -

N E E IR E A FT A S  E e 2 P [EI R

e T B4 Ports &%
Mozilla mozilla www/mozilla
Opera opera www/opera
Firefox firefox www/firefox
KOffice koffice-kde3 editors/koffice-kde3
AbiWord abiword editors/abiword
The GIMP gimp graphics/gimp
OpenOffice.org openoffice editors/openoffice-1.1
Acrobat Reader acroread print/acroread?
gv gv print/gv

Xpdf xpdf graphics/xpdf
GQview gqview graphics/ggview
GnuCash gnucash finance/gnucash
Gnumeric gnumeric math/gnumeric
Abacus abacus deskutils/abacus

7+

. #EaL  Karbonl4: [a] EAGE #CEE - LLAT M Kontour» B2 BirfE AsKillustrator °

1
2. #i o {RZEEEsane-frontendsixsanesi i
3

. L B TEROUE B Bzh TW -
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Edited by Ross Lippert.

7.1. HEk

FreeBSDEZ M S IR ERF » (B LZ XK H B EmEE T E (Hi-F) » MR EIE T sk BAR%
JCMPEG Audio Layer 3 (MP3) WAV ~ I Ogg VorbisZ & £ fli#s & H 16T - [FEiFreeBSD Ports
Collectionth 335 T #F ZHIE AR » FRIERT LSS ~ IS E A LIEFIMIDI B -

BREEHHFESNRAOEES » FreeBSDHEERE I —MAVRIEADVD © 45 ~ EHRAFEBOR AR
TR R I FE D — 28 o (40 > EIRE S ER > FreeBSD Ports Collectiof #2142 & $E{blaudio/sox  IEE
B SREE T H. - B840 F R HOR R AORE = o AN » 5B (ESE I B I a0 R R A A o

REWAGEHETBRHILELIR - SriNMEZINX1L (U 5 F) ZHRMBUEHE » BHEE T BR R
> (B EAEA AP HSRICCR » 177 2 —LEAIAR A

AHETIEE - B T

- WMATERRE ARAE 0 DUERERR B SRR -

- B AR » DURERE R & R EAE -
- MR SRR R R E R

- WMATRE A ~ SREIMP3 K H A E R R o

- X serverss i SRR R ©

- Ports Collection$" G WFLELTF FI IR EHBRL ~ BRELHEES
- WHATFERLDVD BY.mpg M.avi T

- WIfAIHECD FIDVD HHE(rip) 5 -

- TR E AR R

- BT RE fR A

TEBEEE 2 A EE T

- FEATRLE ~ T kernel U 8 )

EE R E fmount(8) 154 Amount & 4ELRRIAE » 1B H G HE L - 2 E Hkernel panic © 152 R & E L
BEFFIAGRAS - TAE—RAYISO R AR ZHL -
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72 HEEHF

Contributed by Moses Moorg//#FreeBSD 5.X/7/4 %% - Marc Fonvieille.

7.2.1. HERK

FRIGEEAE 2 Bl » RSB VRAE R BSE ~ f 2 > DURZPCIEKISA #ik% © FreeBSDR BT £ 18
FIPCI~ ISA BRUE » A RIS 3RS £ Hardware Notes
(http://www.FreeBSD.org/releases/9.1R/hardware Ml FEFB /R E R R /R 18 o AU S 2 40 Rz
FHIEEEIFES o

BHEAERR  WEESAEMNEREIEAT « A7 NE ] LSS EE - BRI
PLkldload(8) i 2 #i A kernel B #8540 (module)> 52 T 51484 :

# kidload snd_emulOkl
Y & 4 A B B D 2 X I 21l /boot/loader.conf 1 B2

snd_emul0kl_load="YES"

T 7 F 24 Creative SoundBlaster® Live® 35 A1) o H Al e F &80 RERENFE A » T2
% Iboot/defaults/loader.conf #Hi 7 o 5 HERE B RZ R — R BREN AR o R R] DU
Asnd_driver 1RAEE :

# Kkldload snd_driver

This is a metadriver loading the most common device driveosiee. This speeds up the search for the correct driver.
Itis also possible to load all sound drivers via theot/loader.conf facility.

If you wish to find out the driver selected for your soundcdtdrdoading thesnd_driver ~ metadriver, you may
check thedev/sndstat file with thecat /dev/sndstat command.

7. Under FreeBSD 4.X, to load all sound drivers, you have to load the snd module instead of snd_driver

A second method is to statically compile in support for yoaurrsd card in your kernel. The section below provides
the information you need to add support for your hardwarismmanner. For more information about recompiling
your kernel, please sgd) 8 Z.

7.2.1.1. Configuring a Custom Kernel with Sound Support

The first thing to do is adding the generic audio driver sodhti{ the kernel, for that you will need to add the
following line to the kernel configuration file:

device sound
Under FreeBSD 4.X, you would use the following line:
device pcm

Then we have to add the support for our sound card. Thereferaged to know which driver supports the card.
Check the supported audio devices list of the Hardware Notes
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(http://www.FreeBSD.org/releases/9.1R/hardware htmldetermine the correct driver for your sound card. For
example, a Creative SoundBlaster Live! sound card is stuppdry the snd_emul0k1(4) driver. To add the support
for this card, use the following:

device snd_emulOkl

Be sure to read the manual page of the driver for the syntagdgolaformation regarding the syntax of sound drivers
in the kernel configuration can also be found in tl/src/sys/conf/INOTES file
(fusr/src/sysl/i386/conf/LINT for FreeBSD 4.X).

Non-PnP ISA cards may require you to provide the kernel witbrimation on the sound card settings (IRQ, I/O port,
etc). This is done via thioot/device.hints file. At system boot, the loader(8) will read this file and pihees
settings to the kernel. For example, an old Creative Sowast&t 16 ISA non-PnP card will use the snd_sbc(4) driver
in conjunction with snd_sb16(4). For this card the followlmes have to be added to the kernel configuration file:

device snd_shc
device snd_sb16

as well as the following irboot/device.hints

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irg="5"
hint.sbc.0.drg="1"
hint.sbc.0.flags="0x15"

In this case, the card uses 220 1/0 port and the IRGS.

The syntax used in thdoot/device.hints file is covered in the sound driver manual page. On FreeBSD 4.X
these settings are directly written in the kernel configargfile. In the case of our ISA card, we would only use this
line:

device sbcO at isa? port 0x220 irg 5 drg 1 flags Ox15

The settings shown above are the defaults. In some casemaypuneed to change the IRQ or the other settings to
match your card. See the snd_sbc(4) manual page for morenafmn.

7E: Under FreeBSD 4.X, some systems with built-in motherboard sound devices may require the following option
in the kernel configuration:

options PNPBIOS

7.2.2. Testing the Sound Card

After rebooting with the modified kernel, or after loading tlequired module, the sound card should appear in your
system message buffer (dmesg(8)) as something like:

pcmO: <Intel ICH3 (82801CA)> port 0xdc80-0xdcbf,0xd800-0 xd8ff irq 5 at device 31.5 on pciO
pcmO: [GIANT-LOCKED]
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pcmO: <Cirrus Logic CS4205 AC97 Codec>

The status of the sound card may be checked viddihwdsndstat  file:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm)

Installed devices:

pcmO: <Intel ICH3 (82801CA)> at io 0xd800, 0xdc80 irg 5 bufsz 16384
kld snd_ich (1p/2r/Ov channels duplex default)

The output from your system may vary. If pom devices show up, go back and review what was done earlier. Go
through your kernel configuration file again and make suretheect device is chosen. Common problems are listed
in U 7.2.2.1f.

If all goes well, you should now have a functioning sound cérgour CD-ROM or DVD-ROM drive is properly
coupled to your sound card, you can put a CD in the drive andiplgith cdcontrol(1):

% cdcontrol -f /dev/acd0 play 1

Various applications, such asdio/workman can provide a friendlier interface. You may want to install a
application such asudio/mpg123 to listen to MP3 audio files. A quick way to test the card is segdlata to the
/dev/dsp , like this:

% cat filename > /dev/dsp

wheref i | enanme can be any file. This command line should produce some naisdiyming the sound card is
actually working.

7. FreeBSD 4.X users need to create the sound card device nodes before being able to use it. If the card
showed up in message buffer as pcm0, you will have to run the following as root :

# cd /dev
# sh MAKEDEV snd0

If the card detection returned pcm1, follow the same steps as shown above, replacing snd0 with snd1 .

MAKEDEWvill create a group of device nodes that will be used by the different sound related applications.

Sound card mixer levels can be changed via the mixer(8) cardnMore details can be found in the mixer(8)
manual page.

7.2.2.1. Common Problems

Error Solution

unsupported subdevice XX One or more of the device nodes was not created
correctly. Repeat the steps above.

sb_dspwr(XX) timed out The I/O port is not set correctly.

bad irg XX The IRQ is set incorrectly. Make sure that the set IRQ

and the sound IRQ are the same.
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Error Solution
XXX: gus pcm not attached, out of memory There is not enough available memory to use the device.
xxx: can’'t open /dev/dsp! Check withfstat | grep dsp if another application

is holding the device open. Noteworthy troublemakers
areesoundandKDE'’s sound support.

7.2.3. Utilizing Multiple Sound Sources
Contributed by Munish Chopra.

It is often desirable to have multiple sources of sound thagale to play simultaneously, such as wiespundor
artsd do not support sharing of the sound device with a certainiegodn.

FreeBSD lets you do this througfirtual Sound Channelsvhich can be set with the sysctl(8) facility. Virtual
channels allow you to multiplex your sound card’s playbdt&rmels by mixing sound in the kernel.

To set the number of virtual channels, there are two sysatbg&nwvhich, if you are theoot user, can be set like this:

# sysctl hw.snd.pcm0.vchans=4
# sysctl hw.snd.maxautovchans=4

The above example allocates four virtual channels, whiehggactical number for everyday use.
hw.snd.pcmO.vchans is the number of virtual channglemo0 has, and is configurable once a device has been
attachedhw.snd.maxautovchans is the number of virtual channels a new audio device is givearit is
attached using kldload(8). Since then module can be loaded independently of the hardware drivers,
hw.snd.maxautovchans  can store how many virtual channels any devices which aaelatt later will be given.

#E: You cannot change the number of virtual channels for a device while it is in use. First close any programs
using the device, such as music players or sound daemons.

If you are not using devfs(5), you will have to point your apgtions atdev/dsp0 .x, wherex is O to 3 if
hw.snd.pcm.0.vchans is setto 4 as in the above example. On a system using dewtsé¢apove will
automatically be allocated transparently to the user.

7.2.4. % ETEZ (Mixer Channel) & &K/
Contributed by Josef El-Rayes.

H: ATEE X G fEFreeBSD 5.3-RELEASE X 2 (R HRA A B 1% °
The default values for the different mixer channels are taddd in the sourcecode of the pcm(4) driver. There are a
lot of different applications and daemons that allow yougbwlues for the mixer they remember and set each time

they are started, but this is not a clean solution, we wanate ldefault values at the driver level. This is
accomplished by defining the appropriate valuebdot/device.hints .E.g.
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hint.pcm.0.vol="100"

This will set the volume channel to a default value of 100, wtiee pcm(4) module is loaded.

7.3. MP3 &%
Contributed by Chern Lee.

MP3 (MPEG Layer 3 Audio) accomplishes near CD-quality squealving no reason to let your FreeBSD
workstation fall short of its offerings.

7.3.1. MP3 Players

By far, the most popular X11 MP3 playerXdMS (X Multimedia System)Winamp skins can be used with
XMMS since the GUI is almost identical to that of Nullsoftéinamp. XMMS also has native plug-in support.

XMMS can be installed from thewultimedia/xmms  port or package.

XMMS' interface is intuitive, with a playlist, graphic equalizand more. Those familiar wittWinamp will find
XMMS simple to use.

Theaudio/mpg123 port is an alternative, command-line MP3 player.

mpgl23can be run by specifying the sound device and the MP3 file ondhenand line, as shown below:

# mpgl23 -a /dev/dspl.0 Foobar-GreatestHits.mp3

High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Mic hael Hipp.
Uses code from various people. See 'README’ for more!

THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT Q(MUNRRISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer Ill, 128 kbit/s, 44100 Hz joint-stereo

/dev/dsp1.0  should be replaced with thisp device entry on your system.

7.3.2. Ripping CD Audio Tracks

Before encoding a CD or CD track to MP3, the audio data on therDBt be ripped onto the hard drive. This is done
by copying the raw CDDA (CD Digital Audio) data to WAV files.

Thecdda2wav tool, which is a part of theysutils/cdrtools suite, is used for ripping audio information from
CDs and the information associated with them.

With the audio CD in the drive, the following command can tseiesd (asoot ) to rip an entire CD into individual
(per track) WAV files:

# cdda2wav -D 0,1,0 -B
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cdda2wavwill support ATAPI (IDE) CDROM drives. To rip from an IDE dre; specify the device nhame in place of
the SCSI unit numbers. For example, to rip track 7 from an |Bizd

# cdda2wav -D /dev/acdOa -t 7

The-D 0, 1, 0 indicates the SCSI devi&1,0 , which corresponds to the outputafrecord -scanbus

To rip individual tracks, make use of the option as shown:
# cdda2wav -D 0,1,0 -t 7

This example rips track seven of the audio CDROM. To rip a easfgracks, for example, track one to seven, specify
arange:

# cdda2wav -D 0,1,0 -t 1+7

The utility dd(1) can also be used to extract audio tracks ©ARA drives, readﬂ’J 18.6.56f7 for more information
on that possibility.

7.3.3. Encoding MP3s
Nowadays, the mp3 encoder of choicésime. Lame can be found adudio/lame  in the ports tree.

Using the ripped WAV files, the following command will convandio01.wav  to audio01.mp3 :

# lame -h -b 128 \

-tt * Foo Song Title" \

-ta " FooBar Artist" \

-t " FooBar Al buni' \

~ty " 2001" \

-tc " Ripped and encoded by Foo" \
--tg " Genre" \

audi 001. wav audi 001. mp3

128 kbits seems to be the standard MP3 bitrate in use. Maoy #mg higher quality 160, or 192. The higher the
bitrate, the more disk space the resulting MP3 will consulma-the quality will be higher. Theh option turns on
the “higher quality but a little slowér mode. The options beginning witht  indicate ID3 tags, which usually
contain song information, to be embedded within the MP3 Aidditional encoding options can be found by
consulting the lame man page.

7.3.4. Decoding MP3s

In order to burn an audio CD from MP3s, they must be convededrton-compressed WAV format. BaMMS
andmpg123support the output of MP3 to an uncompressed file format.

Writing to Disk in XMMS :

1. LaunchXMMS.
2. Right-click on the window to bring up théMMS menu.

3. SelectPreference underOptions .
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Change the Output Plugin to Disk Writer Plugin’ .

Pres<onfigure

Enter (or choose browse) a directory to write the uncosgme files to.

Load the MP3 file intckMMS as usual, with volume at 100% and EQ settings turned off.

© N o 0 A

Pres®lay —XMMS will appear as if it is playing the MP3, but no music will be hedt is actually playing
the MP3 to a file.

9. Be sure to set the default Output Plugin back to what it vedsrie in order to listen to MP3s again.

Writing to stdout inmpg123

1. Runmpgl23 -s audi 001. np3 > audioOl.pcm

XMMS writes a file in the WAV format, whilenpgl123converts the MP3 into raw PCM audio data. Both of these
formats can be used wittdrecord to create audio CDs. You have to use raw PCM with burncd(§pufuse WAV
files, you will notice a small tick sound at the beginning ofle&rack, this sound is the header of the WAV file. You
can simply remove the header of a WAV file with the util@pX (it can be installed from thaudio/sox  port or
package):

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

ReaduU 18.6£f for more information on using a CD burner in FreeBSD.

7.4. B

Contributed by Ross Lippert.

Video playback is a very new and rapidly developing appiicaarea. Be patient. Not everything is going to work as
smoothly as it did with sound.

Before you begin, you should know the model of the video candtyave and the chip it uses. Whierg and
XFree86support a wide variety of video cards, fewer give good plaldgzerformance. To obtain a list of extensions
supported by the X server using your card use the commandnf@g¥) while X11 is running.

Itis a good idea to have a short MPEG file which can be treatedest file for evaluating various players and
options. Since some DVD players will look for DVD media/itev/dvd by default, or have this device name
hardcoded in them, you might find it useful to make symbotiksito the proper devices:

# In -sf /dev/acdOc /dev/dvd
# In -sf /dev/racdOc /dev/rdvd

On FreeBSD 5.X, which uses devfs(5) there is a slightly déffe set of recommended links:

# In -sf /dev/acdO /dev/dvd
# In -sf /dev/acdO /dev/rdvd

Note that due to the nature of devfs(5), manually creatdd liitke these will not persist if you reboot your system. In
order to create the symbolic links automatically whenewer poot your system, add the following lines to
/etc/devfs.conf
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link acd0 dvd
link acd0O rdvd

Additionally, DVD decryption, which requires invoking sgal DVD-ROM functions, requires write permission on
the DVD devices.

Some of the ports discussed rely on the following kernelaystito build correctly. Before attempting to build, add
this option to the kernel configuration file, build a new kdraed reboot:

options CPU_ENABLE_SSE

7£: On FreeBSD 4.X options USER_LDT should be added to the kernel configuration file. This option is not
available on FreeBSD 5.X and later version.

To enhance the shared memory X11 interface, it is recomnuetheé the values of some sysctl(8) variables should
be increased:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

7.4.1. Determining Video Capabilities

There are several possible ways to display video under XtatWill really work is largely hardware dependent.
Each method described below will have varying quality asdifferent hardware. Secondly, the rendering of video
in X11 is a topic receiving a lot of attention lately, and wétach version oKorg, or of XFree86, there may be
significant improvement.

A list of common video interfaces:

1. X11: normal X11 output using shared memory.

2. XVideo: an extension to the X11 interface which suppoidg® in any X11 drawable.
3. SDL: the Simple Directmedia Layer.

4. DGA: the Direct Graphics Access.

5. SVGAIib: low level console graphics layer.

7.4.1.1. XVideo

Xorg andXFree86 4.Xhave an extension calletvideo(aka Xvideo, aka Xv, aka xv) which allows video to be
directly displayed in drawable objects through a specie¢kration. This extension provides very good quality
playback even on low-end machines.

To check whether the extension is running, wgeafo
% xvinfo
XVideo is supported for your card if the result looks like:

X-Video Extension version 2.2
screen #0
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Adaptor #0: "Savage Streams Engine"
number of ports: 1
port base: 43
operations supported: Putimage
supported visuals:
depth 16, visuallD 0x22
depth 16, visuallD 0x23
number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)
client settable attribute
client gettable attribute (current value
"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0)
"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)
"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)
"XV_HUE" (range -180 to 180)
client settable attribute
client gettable attribute (current value is 0)
maximum Xvimage size: 1024 x 1024
Number of image formats: 7
id: 0x32595559 (YUY2)
guid: 59555932-0000-0010-8000-00aa00389b71
bits per pixel: 16
number of planes: 1
type: YUV (packed)
id: 0x32315659 (YV12)
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)
id: 0x30323449 (1420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)
id: 0x36315652 (RV16)
guid: 52563135-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: Ox1f, 0x3e0, 0x7c00
id: 0x35315652 (RV15)
guid: 52563136-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0

&

2110)
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red, green, blue masks: 0x1f, 0x7e0, 0xf800
id: 0x31313259 (Y211)

guid: 59323131-0000-0010-8000-00aa00389b71

bits per pixel: 6

number of planes: 3

type: YUV (packed)
id: Ox0

guid: 00000000-0000-0000-0000-000000000000

bits per pixel: 0

number of planes: 0

type: RGB (packed)

depth: 1

red, green, blue masks: 0x0, 0x0, 0xO

Also note that the formats listed (YUV2, YUV12, etc) are notgent with every implementation of XVideo and
their absence may hinder some players.

If the result looks like:

X-Video Extension version 2.2
screen #0
no adaptors present

Then XVideo is probably not supported for your card.

If XVideo is not supported for your card, this only means thatill be more difficult for your display to meet the
computational demands of rendering video. Depending onyideo card and processor, though, you might still be
able to have a satisfying experience. You should proballg edoout ways of improving performance in the
advanced readingU 7.4.3ffi.

7.4.1.2. Simple Directmedia Layer

The Simple Directmedia Layer, SDL, was intended to be apgttyer between Microsoft Windows, BeOS, and
UNIX, allowing cross-platform applications to be develdpehich made efficient use of sound and graphics. The
SDL layer provides a low-level abstraction to the hardwahétv can sometimes be more efficient than the X11
interface.

The SDL can be found alkevel/sdl12

7.4.1.3. Direct Graphics Access

Direct Graphics Access is an X11 extension which allows @@m to bypass the X server and directly alter the
framebuffer. Because it relies on a low level memory mappingffect this sharing, programs using it must be run as
root .

The DGA extension can be tested and benchmarked by dga(Entgh is running, it changes the colors of the
display whenever a key is pressed. To quit, gse
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7.4.2. Ports and Packages Dealing with Video

This section discusses the software available from theBSBePorts Collection which can be used for video
playback. Video playback is a very active area of softwareeigpment, and the capabilities of various applications
are bound to diverge somewhat from the descriptions gives. he

Firstly, it is important to know that many of the video applions which run on FreeBSD were developed as Linux
applications. Many of these applications are still betatigy Some of the problems that you may encounter with
video packages on FreeBSD include:

1. An application cannot playback a file which another agpian produced.
2. An application cannot playback a file which the applicaitself produced.

3. The same application on two different machines, rebuikach machine for that machine, plays back the same
file differently.

4. A seemingly trivial filter like rescaling of the image si@sults in very bad artifacts from a buggy rescaling
routine.

5. An application frequently dumps core.

6. Documentation is not installed with the port and can baébeither on the web or under the pos/srk
directory.

Many of these applications may also exhibitinux-isms’ . That is, there may be issues resulting from the way
some standard libraries are implemented in the Linux distions, or some features of the Linux kernel which have
been assumed by the authors of the applications. Theseiasei@ot always noticed and worked around by the port
maintainers, which can lead to problems like these:

1. The use ofproc/cpuinfo to detect processor characteristics.
2. A misuse of threads which causes a program to hang uponletompinstead of truly terminating.
3. Software not yet in the FreeBSD Ports Collection whichoisimonly used in conjunction with the application.

So far, these application developers have been coopevégtiv@ort maintainers to minimize the work-arounds
needed for port-ing.

7.4.2.1. MPlayer

MPlayer is a recently developed and rapidly developing video plaliee goals of théMPlayer team are speed and
flexibility on Linux and other Unices. The project was stdrteghen the team founder got fed up with bad playback
performance on then available players. Some would sayhkairaphical interface has been sacrificed for a
streamlined design. However, once you get used to the cohfimenoptions and the key-stroke controls, it works
very well.

7.4.2.1.1. Building MPlayer

MPlayer resides irmultimedia/mplayer . MPlayer performs a variety of hardware checks during the build
process, resulting in a binary which will not be portablenfrone system to another. Therefore, it is important to
build it from ports and not to use a binary package. Additigna number of options can be specified in theke
command line, as described in thlekefile and at the start of the build:

# cd /usr/ports/multimedia/mplayer
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# make
N-O-T-E

Take a careful look into the Makefile in order

to learn how to tune mplayer towards you personal preference s!
For example,

make WITH_GTK1

builds MPlayer with GTK1-GUI support.

If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins

or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html

The default port options should be sufficient for most uddvever, if you need the XviD codec, you have to
specify thewITH_XVID option in the command line. The default DVD device can alsddfimed with the
WITH_DVD_DEVICBption, by defaultdev/acd0  will be used.

As of this writing, theMPlayer port will build its HTML documentation and two executableglayer , and
mencoder , which is a tool for re-encoding video.

The HTML documentation foMPlayer is very informative. If the reader finds the information ode® hardware
and interfaces in this chapter lacking, M®layer documentation is a very thorough supplement. You should
definitely take the time to read tiMdPlayer documentation if you are looking for information about \adgipport in
UNIX.

7.4.2.1.2. Using MPlayer

Any user ofMPlayer must set up amplayer subdirectory of her home directory. To create this necgssar
subdirectory, you can type the following:

% cd /usr/ports/multimedia/mplayer
% make install-user

The command options fenplayer are listed in the manual page. For even more detail there MIHT
documentation. In this section, we will describe only a f@menon uses.

To play a file, such asest fi | e. avi , through one of the various video interfaces set-the option:
% mplayer -vo xv testfile.avi

% mplayer -vo sdl testfile.avi

% mplayer -vo x11 testfile.avi

# mplayer -vo dga testfile.avi

# mplayer -vo ’'sdl:dga’ testfile.avi

It is worth trying all of these options, as their relative feemance depends on many factors and will vary
significantly with hardware.

To play from a DVD, replace theestfile.avi with dvd:// N -dvd-device DEVI CE whereN is the title
number to play andevi Ct is the device node for the DVD-ROM. For example, to play @&lEom /dev/dvd
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# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

7. The default DVD device can be defined during the build of the MPlayer port via the WITH_DVD_DEVICEoption.
By default, this device is /dev/acd0 . More details can be found in the port Makefile

To stop, pause, advance and so on, consult the keybindimgsh are output by runningplayer -h  or read the
manual page.

Additional important options for playback arés -zoom which engages the fullscreen mode aina@medrop
which helps performance.

In order for the mplayer command line to not become too latgeuser can create a fil@player/config and set
default options there:

VO=XV
fs=yes
zoom=yes

Finally, mplayer can be used to rip a DVD title into.aob file. To dump out the second title from a DVD, type this:
# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-devic e /dev/dvd

The output fileput.vob , will be MPEG and can be manipulated by the other packagesibed in this section.

7.4.2.1.3. mencoder

Before usingnencoder it is a good idea to familiarize yourself with the optionsrfrehe HTML documentation.
There is a manual page, but it is not very useful without thé/lHTdocumentation. There are innumerable ways to
improve quality, lower bitrate, and change formats, andesofrthese tricks may make the difference between good
or bad performance. Here are a couple of examples to get yiag.geirst a simple copy:

% mencoder input.avi -oac copy -ovc copy -0 output.avi
Improper combinations of command line options can yielgatfiles that are unplayable even ioplayer . Thus,
if you just want to rip to a file, stick to thelumpfile  in mplayer .

To convertnput.avi  to the MPEG4 codec with MPEG3 audio encodiagdio/lame  is required):

% mencoder input.avi -oac mp3lame -lameopts br=192 \
-ovc lavc -lavcopts vcodec=mpeg4:vhq -0 output.avi

This has produced output playablefoplayer andxine .

inputavi  can be replaced wittivd://1 -dvd-device /dev/dvd and run asoot to re-encode a DVD title
directly. Since you are likely to be dissatisfied with yousuks the first time around, it is recommended you dump
the title to a file and work on the file.
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7.4.2.2. The xine Video Player

Thexine video player is a project of wide scope aiming not only at gein all in one video solution, but also in
producing a reusable base library and a modular executdb@wan be extended with plugins. It comes both as a
package and as a ponultimedia/xine

Thexine player is still very rough around the edges, but it is cleaffyto a good start. In practicejne requires
either a fast CPU with a fast video card, or support for thed@d extension. The GUI is usable, but a bit clumsy.

As of this writing, there is no input module shipped wiiine which will play CSS encoded DVD's. There are third
party builds which do have modules for this built in them, babe of these are in the FreeBSD Ports Collection.

Compared taVPlayer, xine does more for the user, but at the same time, takes some ofdteefime-grained
control away from the user. Thaéne video player performs best on XVideo interfaces.

By default,xine player will start up in a graphical user interface. The merarsthen be used to open a specific file:

% xine

Alternatively, it may be invoked to play a file immediatelythout the GUI with the command:

% xine -g -p mymovie.avi

7.4.2.3. The transcode Utilities

The softwardranscodeis not a player, but a suite of tools for re-encoding video aundio files. Withtranscode
one has the ability to merge video files, repair broken filsg)gicommand line tools witktdin/stdout stream
interfaces.

A great number of options can be specified during the builthfiee multimedia/transcode port, we
recommend the following command line to buitdnscode

# make WITH_OPTIMIZED_CFLAGS=yes WITH_LIBA52=yes WITH_LAME=yes WITH_OGG=yes \
WITH_MJPEG=yes -DWITH_XVID=yes

The proposed settings should be sufficient for most users.
To illustratetranscode  capacities, one example to show how to convert a DivX file mBAL MPEG-1 file (PAL
VCD):

% transcode -i input.avi -V --export_prof vcd-pal -0 output_ ved
% mplex -f 1 -0 output_vcd.mpg output_vcd.mlv output_ved.mp a

The resulting MPEG filegutput_vcd.mpg , is ready to be played withlPlayer. You could even burn the file on a
CD-R media to create a Video CD, in this case you will need $taithand use bothultimedia/vcdimager and
sysutils/cdrdao programs.

There is a manual page foanscode , but you should also consult the transcode wiki
(http://lwww.transcoding.org/cgi-bin/transcode) forther information and examples.
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7.4.3. Further Reading

The various video software packages for FreeBSD are dewmgjogpidly. It is quite possible that in the near future
many of the problems discussed here will have been resdivélde mean time, those who want to get the very most
out of FreeBSD'’s A/V capabilities will have to cobble togettknowledge from several FAQs and tutorials and use a
few different applications. This section exists to give thader pointers to such additional information.

The MPlayer documentation (http://www.mplayerhq.hu/DE5ds very technically informative. These documents
should probably be consulted by anyone wishing to obtaimgh level of expertise with UNIX video. ThelPlayer
mailing list is hostile to anyone who has not bothered to teadlocumentation, so if you plan on making bug
reports to them, RTFM.

The xine HOWTO (http://dvd.sourceforge.net/xine-howto/GB/html/howto.html) contains a chapter on
performance improvement which is general to all players.

Finally, there are some other promising applications witiereader may try:

- Avifile (http://avifile.sourceforge.net/) which is also arpmultimedia/avifile
- Ogle (http://lwww.dtek.chalmers.se/groups/dvd/) whiehlso a poriultimedia/ogle
- Xtheater (http://xtheater.sourceforge.net/)

- multimedia/dvdauthor , an open source package for authoring DVD content.

7.5. B EBH R (TV Cards)

Original contribution by Josef El-Rayes. Enhanced and aedjpy Marc Fonvieille.

7.5.1. T4

BTV card)r] LB AR E B - BHREAETH - 32 RS EHRCA 8iS-videoli A i F AR H2 UL
PG o T A LR IR rT R FM B R EIIhEE -

FreeBSDA] & bktr(4) BEENFE T » ARZIRPCI N ERVEMF - HZE LR f1ZBrooktree
Bt848/849/878/878} Conexant CN-878/Fusion 878&zH IS F o 1A » ZFHMERHBLL R T AT F )% & Thee
EEH L% - AL FEbktr(4) 0 » BB L IRAEIEEEE -

7.5.2. B0E A B B B A2 X

B RAES - BhEHE A bktr(4) BEEIFET - 32 7] LLZ i 7E/boot/loader.conf FEIN_E R E— AT AT
LT

bktr_load="YES"

BEAbh o A DU RZkernel moduleE #: Blkernel St —iE » /EIEELEE R kernel 5 EME A » 1 L T HIE%
17

device bktr
device iicbus
device iicbb
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device smbus

Z AT LN B SRS M BREN R 2 o R R A R A AL 4 B2 58 12C REVR HET A B A « B R AR - &
AR ~ ZEHkernel o

ZEE i kernel 2 1% » EEBAA S AR o BT - BRZ & B 2L T E A IEREERIZEITV cardiiUE.

bktrO: <BrookTree 848A> mem 0xd7000000-0Oxd7000fff irg 10 a t device 10.0 on pciO
iicbb0: <I2C bit-banging driver> on bti2cO

iicbus0: <Philips 12C bus> on iicbb0 master-only

iicbus1: <Philips 12C bus> on iicbbO master-only

smbus0: <System Management Bus> on bti2c0

bktrO: Pinnacle/Miro TV, Philips SECAM tuner.

p={t
aj

AR o B LR R AT BE K RO RE S R [E] 17 8 FTASIE] © However you should check if the tuner is correctly detedited:;
is still possible to override some of the detected parara@téh sysctl(8) MIBs and kernel configuration file options.
For example, if you want to force the tuner to a Philips SECAMer, you should add the following line to your
kernel configuration file:

options OVERRIDE_TUNER=6
or you can directly use sysctl(8):

# sysctl hw.bt848.tuner=6

See the bktr(4) manual page and ths/src/sys/conf/NOTES file for more details on the available options. (If
you are under FreeBSD 4.Xisr/src/sys/conf/NOTES is replaced withusr/src/sys/i386/conf/LINT )

7.5.3. I HRRER
EHERT  TURFEZETNYEAREAZ—

- multimedia/fxtv provides TV-in-a-window and image/audio/video captuneatalities.
- multimedia/xawtv is also a TV application, with the same feature$s.

- misc/alevt  decodes and displays Videotext/Teletext.

- audio/xmradio  , an application to use the FM radio tuner coming with some &kds.

- audio/wmtune , a handy desktop application for radio tuners.

More applications are available in the FreeBSD Ports Ctdlac

7.5.4. Troubleshooting

If you encounter any problem with your TV card, you shouldathat first if the video capture chip and the tuner are
really supported by the bktr(4) driver and if you used thétigpnfiguration options. For more support and various
guestions about your TV card you may want to contact and wesartthives of the freebsd-multimedia
(http://lists.FreeBSD.org/mailman/listinfo/freebsuiltimedia) mailing list.
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7.6. FnHihas

Written by Marc Fonvieille.

7.6.1. T %8

FreeBSDEL G EELAAESE R —1% » #A] LAEHHRHEES - fEFreeBSD/& % i Ports CollectioriA]
[FJSANE(Scanner Access Now Easyj#fitFIAPI SR EfRHE 88 - SANE & F—LEFreeBSDHY B B2 =X
A F R A e o

FreeBSDIF|R} 3 ## SCSIFUSB M/ HIF a8 o TEMUEMERE Z Al > FEHEIRSANE A LR ERiw
7% o SANE B3R 1%M# % (http://sane-project.org/sane-supported-device$) Wt & » JE#1E N 4R AL
BEWAREEENE o fEuscanner(P BB H&— {3 USB fefli #R IS 175115 -

7.6.2. Kernel I2E
I L 5h TR SCSIFIUSE R E A 18 o S ERUAR ISR - S B AR R ERme Lt -

7.6.2.1. USB 4

The GENERICkernel by default includes the device drivers needed toaupSB scanners. Should you decide to
use a custom kernel, be sure that the following lines aresptés your kernel configuration file:

device usb
device uhci
device ohci
device uscanner

Depending upon the USB chipset on your motherboard, youonlif need eithedevice uhci  ordevice ohci
however having both in the kernel configuration file is hassle

If you do not want to rebuild your kernel and your kernel is tii@GENERICone, you can directly load the
uscanner(4) device driver module with the kldload(8) comdha

# kldload uscanner
To load this module at each system startup, add the follolimego /boot/loader.conf
uscanner_load="YES"

After rebooting with the correct kernel, or after loading ttequired module, plug in your USB scanner. The scanner
should appear in your system message buffer (dmesg(8)haatising like:

uscanner0: EPSON EPSON Scanner, rev 1.10/3.02, addr 2

This shows that our scanner is using f@//uscanner0  device node.

7E: On FreeBSD 4.X, the USB daemon (usbd(8)) must be running to be able to see some USB devices. To
enable this, add usbd_enable="YES"  to your /etc/rc.conf file and reboot the machine.
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7.6.2.2. SCSI /1

If your scanner comes with a SCSI interface, it is importarkrtow which SCSI controller board you will use.
According to the SCSI chipset used, you will have to tune y@unel configuration file. ThEENERICkernel
supports the most common SCSI controllers. Be sure to read@mMESfile (LINT under FreeBSD 4.X) and add the
correct line to your kernel configuration file. In additionth® SCSI adapter driver, you need to have the following
lines in your kernel configuration file:

device scbus
device pass

Once your kernel has been properly compiled, you should lestalsee the devices in your system message buffer,
when booting:

pass2 at aicO bus O target 2 lun O
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If your scanner was not powered-on at system boot, it ismtiisible to manually force the detection by performing
a SCSI bus scan with the camcontrol(8) command:

# camcontrol rescan all

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

Then the scanner will appear in the SCSI devices list:

# camcontrol devlist

<IBM DDRS-34560 S97B> at scbusO target 5 lun 0 (pass0,daO)

<IBM DDRS-34560 S97B> at scbusO target 6 lun 0 (passl,dal)
<AGFA SNAPSCAN 600 1.10> at scbusl target 2 lun 0 (pass3)
<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 (pass 2,cd0)

More details about SCSI devices, are available in the gcai{d camcontrol(8) manual pages.

7.6.3. X RESANE

The SANE system has been splitted in two parts: the backegrdslfics/sane-backends ) and the frontends
(graphics/sane-frontends ). The backends part provides access to the scanner itbelSANE's supported
devices (http://sane-project.org/sane-supportededsyitml) list specifies which backend will support your graa
scanner. It is mandatory to determine the correct backengbiar scanner if you want to be able to use your device.
The frontends part provides the graphical scanning interfescanimage.

The first thing to do is install thgraphics/sane-backends port or package. Then, use tbane-find-scanner
command to check the scanner detection bySA&IE system:

# sane-find-scanner -q
found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3
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The output will show the interface type of the scanner andithece node used to attach the scanner to the system.
The vendor and the product model may not appeatr, it is notitapb

7£: Some USB scanners require you to load a firmware, this is explained in the backend manual page. You
should also read sane-find-scanner(1) and sane(7) manual pages.

Now we have to check if the scanner will be identified by a seapfrontend. By default, th€ ANE backends
comes with a command line tool called scanimage(1). Thisnsand allows you to list the devices and to perform an
image acquisition from the command line. Theoption is used to list the scanner device:

# scanimage -L
device ‘snapscan:/dev/pass3’ is a AGFA SNAPSCAN 600 flatbe d scanner

No output or a message saying that no scanners were idemtifiedtes that scanimage(1) is unable to identify the
scanner. If this happens, you will need to edit the backemdigaration file and define the scanner device used. The
lusr/local/etc/sane.d/ directory contains all backends configuration files. Theniification problem does
appear with certain USB scanners.

For example, with the USB scanner used in #fig7.6.2.1f, sane-find-scanner gives us the following
information:

# sane-find-scanner -q
found USB scanner (UNKNOWN vendor and product) at device /de v/uscannerQ

The scanner is correctly detected, it uses the USB integfades attached to thdev/uscanner0  device node. We
can now check if the scanner is correctly identified:

# scanimage -L

No scanners were identified. If you were expecting somethin g different,
check that the scanner is plugged in, turned on and detected b y the
sane-find-scanner tool (if appropriate). Please read the d ocumentation

which came with this software (README, FAQ, manpages).

Since the scanner is not identified, we will need to edit'tiselocal/etc/sane.d/epson.conf file. The
scanner model used was the EPSON Perfection® 1650, so wetkie@aganner will use thepson backend. Be sure
to read the help comments in the backends configuration ffiles.changes are quite simple: comment out all lines
that have the wrong interface for your scanner (in our caseyilv comment out all lines starting with the word

scsi - as our scanner uses the USB interface), then add at the elne fileta line specifying the interface and the
device node used. In this case, we add the following line:

usb /dev/uscannerQ

Please be sure to read the comments provided in the backafiguration file as well as the backend manual page
for more details and correct syntax to use. We can now vdrifyei scanner is identified:

# scanimage -L
device ‘epson:/dev/uscannerQ’ is a Epson GT-8200 flatbed s canner
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Our USB scanner has been identified. It is not important ifttasnd and the model do not match. The key item to be
concerned with is thepson:/dev/uscanner0’ field, which give us the right backend name and the right a@evic
node.

Once thescanimage -L command is able to see the scanner, the configuration is edelhe device is now
ready to scan.

While scanimage(1) does allow us to perform an image adgndrom the command line, it is preferable to use a
graphical user interface to perform image scann8®INE offers a simple but efficient graphical interface:
xscanimage(graphics/sane-frontends ).

Xsane(graphics/xsane ) is another popular graphical scanning frontend. Thistéod offers advanced features
such as various scanning mode (photocopy, fax, etc.), colwection, batch scans, etc. Both of these applications
are useable as@IMP plugin.

7.6.4. Allowing Scanner Access to Other Users

All previous operations have been done witht privileges. You may however, need other users to have atzess
the scanner. The user will need read and write permissiotietdevice node used by the scanner. As an example,
our USB scanner uses the device nati®/uscanner0  which is owned by theperator  group. Adding the user
joe totheoperator group will allow him to use the scanner:

# pw groupmod operator -m  joe

For more details read the pw(8) manual page. You also hawet thes correct write permissions (0660 or 0664) on
the/dev/uscanner0  device node, by default theperator  group can only read the device node. This is done by
adding the following lines to thietc/devfs.rules file:

[system=5]
add path uscanner0 mode 660

Then add the following teetc/rc.conf and reboot the machine:
devfs_system_ruleset="system"

More information regarding these lines can be found in thésg8) manual page. Under FreeBSD 4.X, the
operator  group has, by default, read and write permissiongdo/uscanner0

7E: Of course, for security reasons, you should think twice before adding a user to any group, especially the
operator  group.
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Written by Tom Rhodes.
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psmO0: <PS/2 Mouse> irq 12 on atkbdcO
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ath_hal(4) - Atheros Hardware Access Layer (HAL)
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— 1i386 ~alpha ~amd64 ia64 ~ powerpc “ sparc64 ~ pc98 (7EH AERITHI A —FEPCHERSZLAE) o 724
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FrERERE O B BV PE - HIBECH S ERREBE I T E o 10 EBRAYFIA TSI 2 SRR BRI BERE » W] LIE
Fi A FreeBSDRI SR & EILH - i H S AU E S A @ a1 - B4 HA SCRARBEIER M - HEA
B DURARB R E R A G RAETTI B SR B BN

AREEA R EIRFT - BB 2R Fi386 ZERERE RS o SEIKEFRE I - BI1ERE B S*/EFHBERITT -
1 FHIEREE LK ZE lusrisrclsys H % » ik 23178 #kernel source code A& » FRBE i A B 77 84 5 k&

Plroot HEFRAR#EATsysinstall  » #EEE #EConfigure » X 1%ZDistributions 23 fysrc Hi%base ik i#Esys - H A
E¥ Hsysinstall MHFEE “1EFNN" FreeBSD LB DUA RIS » BUEM A LLA DL N5 % 4 ¢

# mount /cdrom

# mkdir -p /usr/src/sys

# In -s Jusr/src/sys Isys

# cat /cdrom/src/ssys.[a-d] * | tar -xzvf -
# cat /cdrom/src/sbase.[a-d] * | tar -xzvf -

BN YR ar chicont  H$k > HEGENERICE E M 2 R AEREIT A HTkernel & T © il

# cd lusr/src/sys/ i 386/conf
# cp GENERIC MYKERNEL

WE AT EERE o RIRE BT 2 A RS I FreeBSDIK AR 1AL » HRERRZI%AR 4
M (hostname)< iy 4% & e FLERI R o b il 57 22 BT LU 44 AyMYKERNEGL /2 B Ry iE i

PR SR E OB kernel L ER BN Eussic o FAEGEET M ATER » B usrse  BE
B REE R LERIIGHEE Y —  —HEMIK T 2% - (RATRERT 2 B A SEREE] - RFEFRHLIERE O
Hikernel FERE o AL » AN EHB{EMGENERIC: B A N IR Hrsource treelif » T EHHTHREZ » MAHR &k
e 2 Tk o

Rt ] % g tkernel BB R SORCEI A 77 SRR Eli 36 H 8k NE{ETR 7 ERIsymbolic link
£

cd /usr/src/sys/ i 386/conf

mkdir /root/kernels

cp GENERIC /root/kernels/ MYKERNEL
In -s /root/kernels/ MYKERNEL

H* W B

BI7E » SIA T C BB A A (MY KERNE: 2574 45T FreeBSDIT E » Me— 1 A4 381 1T Bt
Bvi T RNEMFAFRETE  BRRIEETRANG RIS EEE AREHIEE -~

i+ FreeBSDIIR ML 7 — [T FIROMIESS - ©liftees BT S + i T AL R MFAORE - (KT DUERE
IR S A MR AR LU BT AR R 2 1T » i o A PG ENERICHEE P75 =

(A TESUNOSH B S M BSD 13 A48 il kemel KOAEH » VBRI £ ALARIVE AR IR A K
RS o WREIERSL » Y W0 RDOS R 4%  HEGENERICELE N A 20k Tt L e
s s YRR » T T TAkemel iR 08 WE M/ 46 -

1 EA M FreeBSD #H#IEEHRHIsource tree BIEE » AIIRAEEAT (BT 40 2 B » BS540 588
FElusr/src/UPDATING  © SEEE N 4ATE FOANEAE IV E X ul ZE BN EIH o 7 usr/src/lUPDATING /2% JE
FMEKEES - H TR FreeBSD source code A » [ & R4t H AT 58 S5 P 25 o
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TEBR MR 2 SRsEkernelE o

“miEKernel

1. YR usrisrc  HEk .

# cd /usr/src
2. #iEkernel:

# make buildkernel KERNCONF= MYKERNEL
3. #HHikernel:

# make installkernel KERNCONF=  MYKERNEL

T B 52 A FreeBSD source tree 7 g4 iEkernel o

BoR BB T » 4 A5 Tkernel B > 22579 kernel modules & —HEE 4 o & HE A Kkernel » B2 HAE
B4 i fkernel module » FAREEAE SmEkernel B 225500 — T /etc/make.conf > b0 :

MODULES_OVERRIDE = linux acpi sound/sound sound/driver/d sl ntfs
_FEIRZECE (6 % T A B E A U kernel module 51J3 o
WITHOUT_MODULES = linux acpi sound/sound sound/driver/ds 1 ntfs

T T 38 38 (E R A AN EL 4R A fkernel module 5138 - &8 B R R H flikernel SREZA0AHRE B H > H2
Bmake.conf(5) i °

Frikernel & #2512 /boot/kernel H $% A Y /boot/kernel/kernel s TER RS
% Iboot/kernel.old/kernel o BITEWR » JCRANS - REFLE LiBrkernel NS S B M EAUES » ANER T

IR LEREEERE AR B R © & Hikernel BEIEFITRAVAT - FE2RIEM LUK R ATELE -

H: EREIGEE A HAB MBI ZE ~ 3#0E 0 Hellloader(8) M H#%E ¢ HIFUfE/boot ° Third party 8% H 2] fiikernel

modules Bl & Al 7E/boot/kernel s AN o JEVE R B R FFkernel module Elkernel &5 H R o BEMEEE - GHI
GEHAE R o

8.5. kernel X ERE RS

Updated for FreeBSD 6.X by Joel Dahl.

kernelf EMEIIA B AHE G - BT AT - DEX—FEsSZH28 - FE L RETKRE
HE— A8 o A£17] Dla BRI BB A R A SR A T 1 2 o 32 R 2K LAZEGENERICHT BV IEF —— 1
M2 o HEBEMZTEREA M AEE - %R » FF2BBGENERICHE [F] H #%FINOTESHE » MELF-&
DA 7 B BARE F S - BRI 2 B/usrisrc/sys/conf/NOTES o
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HE: E R TR MBE—DEEITE T HRENSEN » AN oot T -

# cd lusr/src/sys/ i 386/conf && make LINT

N AGENERICEE E TS N7 - Hrh EIE50H A REER « S0 7B B ikds -
Hlusrisrclsys/ i 386/confiGENERIC  AHE 1T -

machine i386

I TRV B 2808 » V/H Bsalpha ~ amd64 ~ i386 ~ia64 ~ pc98 ~ powerpc ~ sparc64 FHAHZ — o

cpu 1486_CPU
cpu 1586_CPU
cpu 1686_CPU

TR E & TEE B AW —FECPURYSE o tha] UFEREIN - 2 4HCPUBISE(EL U & — N E R R &
F1586_CPU &k1686_CPU) © X1 H #Tkerneld5E » EaksotEsd B CAICPUZYSE » 3% H A Sl & 14t
T o BHAHERECPUEIKE A W—7E » 7] LL#E Bivar/run/dmesg.boot HIBEEHE LARERE ©

ident GENERIC

TEAEREZkernel AT A > ATLINER A% 2 0 BUR B AMYKERNEL 75 &6 FRSE BTt B A (E A & HGE
BRATF o ident {RTHMT B ERMSIFHUR - H VA ZHER Fkernel L fkernel 5% » BEak R4 41
RIRT(bbande B 3T &5 A kernel) o

#To statically compile in device wiring instead of /boot/de vice.hints
#hints "GENERIC.hints" # Default places to look for devices

device.hints(5)] HI 2K € 4 THER B AR TUAYIZIH - BrtkHFloader(8)& i & THEX Y /boot/device hints BE
1 o i Hhints  EIE » 5 A DAEE L hints R RE4R A kernel N Wb — KB AN FEboot - A
3/ device.hints & o

makeoptions DEBUG=-g # Build kernel with gdb(1) debug symbo Is

i b-g EIAAEE » FreeBSDE 142182 1 _tdebugl FY A » Eif 122 H &i#gec(1) i H debugfr & F £l
FAHRR B @

options SCHED_4BSD # 4BSD scheduler

f

FreeBSDfE 47 FT A (3 H 2 THZR) I RS CPU scheduler & #RNE 2 BN E » FBHREEHRT -

il

options PREEMPTION # Enable kernel thread preemption

Allows threads that are in the kernel to be preempted by higherity threads. It helps with interactivity and allows
interrupt threads to run sooner rather than waiting.

options INET # InterNETworking

Networking support. Leave this in, even if you do not planéccbnnected to a network. Most programs require at
least loopback networking (i.e., making network connewiwithin your PC), so this is essentially mandatory.

options INET6 # IPv6 communications protocols
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This enables the IPv6 communication protocols.

options FFS # Berkeley Fast Filesystem

This is the basic hard drive file system. Leave it in if you bioin the hard disk.
options SOFTUPDATES # Enable FFS Soft Updates support

This option enables Soft Updates in the kernel, this wilprsgdeed up write access on the disks. Even when this
functionality is provided by the kernel, it must be turnedfonspecific disks. Review the output from mount(8) to
see if Soft Updates is enabled for your system disks. If yonatisee thaoft-updates ~ option then you will need
to activate it using the tunefs(8) (for existing file systg¢msnewfs(8) (for new file systems) commands.

options UFS_ACL # Support for access control lists

This option enables kernel support for access control [i#iss relies on the use of extended attributes and UFS2,
and the feature is described in detaility 14.12ffi. ACLs are enabled by default and should not be disabled in the
kernel if they have been used previously on a file system,iasvii remove the access control lists, changing the
way files are protected in unpredictable ways.

options UFS_DIRHASH # Improve performance on big directori es

This option includes functionality to speed up disk openagion large directories, at the expense of using additional
memory. You would normally keep this for a large server, ¢eliactive workstation, and remove it if you are using
FreeBSD on a smaller system where memory is at a premium akédcess speed is less important, such as a
firewall.

options MD_ROOT # MD is a potential root device

This option enables support for a memory backed virtual dggd as a root device.

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires NFSCLIENT

The network file system. Unless you plan to mount partitisosifa UNIX file server over TCP/IP, you can
comment these out.

options MSDOSFS # MSDOS Filesystem

The MS-DOS file system. Unless you plan to mount a DOS forrddised drive partition at boot time, you can
safely comment this out. It will be automatically loaded finst time you mount a DOS partition, as described
above. Also, the excelleemulators/mtools software allows you to access DOS floppies without having to
mount and unmount them (and does not reqMiB®OSF&t all).

options CD9660 # 1SO 9660 Filesystem

The 1ISO 9660 file system for CDROMs. Comment it out if you dolmte a CDROM drive or only mount data CDs
occasionally (since it will be dynamically loaded the fiigté you mount a data CD). Audio CDs do not need this
file system.

options PROCFS # Process filesystem(requires PSEUDOFS)
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The process file system. This is dpretend file system mounted ofproc  which allows programs like ps(1) to
give you more information on what processes are running d8&O0CFS3s not required under most circumstances,
as most debugging and monitoring tools have been adapted twwithoutPROCFSinstalls will not mount this file
system by default.

options PSEUDOFS # Pseudo-filesystem framework

6.X kernels making use ¢fROCFSnust also include support fISEUDOFS

options GEOM_GPT # GUID Partition Tables.

This option brings the ability to have a large number of piaris on a single disk.

options COMPAT_43 # Compatible with BSD 4.3 [KEEP THIS!]
Compatibility with 4.3BSD. Leave this in; some programdadt strangely if you comment this out.
options COMPAT_FREEBSD4  # Compatible with FreeBSD4

This option is required on FreeBSD 5.X i386 and Alpha systenssipport applications compiled on older versions
of FreeBSD that use older system call interfaces. It is renended that this option be used on all i386 and Alpha
systems that may run older applications; platforms thategsupport only in 5.X, such as ia64 and Sparc64, do not
require this option.

options COMPAT _FREEBSD5 # H1 FreeBSD5 A%
AT /& FreeBSD 6.XK HFT IR AN 7% 3L # FreeBSD 5. XA AL I A 5 Z 3 E o
options SCSI_DELAY=5000 # Delay (in ms) before probing SCSI

This causes the kernel to pause for 5 seconds before probdmgSCSI device in your system. If you only have IDE
hard drives, you can ignore this, otherwise you can try teelotlis number, to speed up booting. Of course, if you
do this and FreeBSD has trouble recognizing your SCSI dsyj@a will have to raise it again.

options KTRACE # ktrace(1) support
This enables kernel process tracing, which is useful in ggimg.
options SYSVSHM # SYSV-style shared memory

This option provides for System V shared memory. The mostcomuse of this is the XSHM extension in X,
which many graphics-intensive programs will automaticidke advantage of for extra speed. If you use X, you will
definitely want to include this.

options SYSVMSG # SYSV-style message queues

Support for System V messages. This option only adds a fewredrbytes to the kernel.
options SYSVSEM # SYSV-style semaphores

Support for System V semaphores. Less commonly used bugody a few hundred bytes to the kernel.

7E£: The -p option of the ipcs(1) command will list any processes using each of these System V facilities.
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options _KPOSIX_PRIORITY_SCHEDULING # POSIX P1003_1B rea I-time extensions

Real-time extensions added in the 1993 POSIX®. Certainegtfons in the Ports Collection use these (such as
StarOffice).

options KBD_INSTALL_CDEV # install a CDEV entry in /dev
This option is required to allow the creation of keyboardidewodes irdev .
options ADAPTIVE_GIANT # Giant mutex is adaptive.

Giant is the name of a mutual exclusion mechanism (a sleepxntitat protects a large set of kernel resources.
Today, this is an unacceptable performance bottleneckhiiactively being replaced with locks that protect
individual resources. Th®DAPTIVE_GIANT option causes Giant to be included in the set of mutexes wept

spun on. That is, when a thread wants to lock the Giant mutedit Is already locked by a thread on another CPU,
the first thread will keep running and wait for the lock to bieased. Normally, the thread would instead go back to
sleep and wait for its next chance to run. If you are not seaé this in.

7E£: Note that on FreeBSD 8.0-CURRENT and later versions, all mutexes are adaptive by default, unless explicitly
set to non-adaptive by compiling with the NO_ADAPTIVE_MUTEXE®ption. As a result, Giant is adaptive by default
now, and the ADAPTIVE_GIANT option has been removed from the kernel configuration.

device apic # 1/0 APIC

The apic device enables the use of the 1/0 APIC for interrefivdry. The apic device can be used in both UP and
SMP kernels, but is required for SMP kernels. Agidions SMP to include support for multiple processors.

E: apic AFRi386 A - HANAMERI AL EETT -

device eisa

Include this if you have an EISA motherboard. This enablés-detection and configuration support for all devices
on the EISA bus.

device pci

Include this if you have a PCI motherboard. This enables-datection of PCI cards and gatewaying from the PCI
to ISA bus.

# Floppy drives
device fdc

This is the floppy drive controller.

# ATA and ATAPI devices
device ata
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This driver supports all ATA and ATAPI devices. You only nemtkedevice ata line for the kernel to detect all PCI
ATA/ATAPI devices on modern machines.

device atadisk # ATA disk drives

This is needed along wittlevice ata  for ATA disk drives.

device ataraid # ATA RAID drives

This is needed along wittlevice ata  for ATA RAID drives.

device atapicd # ATAPI CDROM drives
This is needed along wittlevice ata for ATAPI CDROM drives.

device atapifd # ATAPI floppy drives

This is needed along wittlevice ata  for ATAPI floppy drives.

device atapist # ATAPI tape drives

This is needed along wittlevice ata  for ATAPI tape drives.

options ATA_STATIC_ID # Static device numbering
This makes the controller number static; without this, teeice numbers are dynamically allocated.

# SCSI Controllers

device ahb # EISA AHA1742 family

device ahc # AHA2940 and onboard AIC7xxx devices

options AHC_REG_PRETTY_PRINT # Print register bitfields i n debug
# output. Adds ~128k to driver.

device ahd # AHA39320/29320 and onboard AIC79xx devices

options AHD_REG_PRETTY_PRINT # Print register bitfields i n debug
# output. Adds ~215k to driver.

device amd # AMD 53C974 (Teckram DC-390(T))

device isp # Qlogic family

device ispfw # Firmware for QLogic HBAs- normally a module

device mpt # LSI-Logic MPT-Fusion

#device ncr # NCR/Symbios Logic

device sym # NCR/Symbios Logic (newer chipsets + those of ‘nc r)

device trm # Tekram DC395U/UW/F DC315U adapters

device adv # Advansys SCSI adapters

device adw # Advansys wide SCSI adapters

device aha # Adaptec 154x SCSI adapters

device aic # Adaptec 15[012]x SCSI adapters, AIC-6[23]60.

device bt # Buslogic/Mylex MultiMaster SCSI adapters

device ncv # NCR 53C500

device nsp # Workbit Ninja SCSI-3

device stg # TMC 18C30/18C50
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SCSI controllers. Comment out any you do not have in youresystf you have an IDE only system, you can
remove these altogether. TheREG_PRETTY_PRINTines are debugging options for their respective drivers.

# SCSI peripherals

device scbhus # SCSI bus (required for SCSI)

device ch # SCSI media changers

device da # Direct Access (disks)

device sa # Sequential Access (tape etc)

device cd # CD

device pass # Passthrough device (direct SCSI access)
device ses # SCSI Environmental Services (and SAF-TE)

SCSI peripherals. Again, comment out any you do not havé yau have only IDE hardware, you can remove them
completely.

7£: The USB umass(4) driver and a few other drivers use the SCSI subsystem even though they are not real
SCSiI devices. Therefore make sure not to remove SCSI support, if any such drivers are included in the kernel
configuration.

# RAID controllers interfaced to the SCSI subsystem

device amr # AMI MegaRAID

device arcmsr # Areca SATA Il RAID

device asr # DPT SmartRAID V, VI and Adaptec SCSI RAID
device ciss # Compaq Smart RAID 5 =«

device dpt # DPT Smartcache lll, IV - See NOTES for options
device hptmv # Highpoint RocketRAID 182x

device rr232x # Highpoint RocketRAID 232x

device ir # Intel Integrated RAID

device ips # IBM (Adaptec) ServeRAID

device mly # Mylex AcceleRAID/eXtremeRAID

device twa # 3ware 9000 series PATA/SATA RAID

# RAID controllers

device aac # Adaptec FSA RAID

device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaq Smart RAID

device mfi # LS| MegaRAID SAS

device mix # Mylex DAC960 family

device pst # Promise Supertrak SX6000

device twe # 3ware ATA RAID

Supported RAID controllers. If you do not have any of thesej gan comment them out or remove them.

# atkbdcO controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

The keyboard controllem(kbdc ) provides I/O services for the AT keyboard and PS/2 stylafig devices. This
controller is required by the keyboard drivetkbd ) and the PS/2 pointing device driversm).

device atkbd # AT keyboard
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Theatkbd driver, together withatkbdc controller, provides access to the AT 84 keyboard or the ATaeced
keyboard which is connected to the AT keyboard controller.

device psm # PS/2 mouse

Use this device if your mouse plugs into the PS/2 mouse port.

device kbdmux # keyboard multiplexer
ZEPBEASR - HATREFRHEZ HB R - A EREREZT HBR -
device vga # VGA video card driver

The video card driver.
device splash # Splash screen and screen saver support
Splash screen at start up! Screen savers require this too.

# syscons is the default console driver, resembling an SCO co nsole
device sC

sc is the default console driver and resembles a SCO consaolee &iost full-screen programs access the console
through a terminal database library lik@mcap , it should not matter whether you use thisvor, thevT220
compatible console driver. When you log in, set ypERMvariable toscoansi if full-screen programs have trouble
running under this console.

# Enable this for the pcvt (VT220 compatible) console driver

#device vt
#options XSERVER # support for X server on a vt console
#options FAT_CURSOR # start with block cursor

This is a VT220-compatible console driver, backward corifyeto VT100/102. It works well on some laptops
which have hardware incompatibilities with . Also set youlTERMvariable tovt100 orvt220 when you log in.
This driver might also prove useful when connecting to adargmber of different machines over the network,
wheretermcap orterminfo  entries for thesc device are often not availabtevt100 should be available on
virtually any platform.

device agp

Include this if you have an AGP card in the system. This wililgle support for AGP, and AGP GART for boards
which have these features.

# Power management support (see NOTES for more options)
#device apm

Advanced Power Management support. Useful for laptopsoagh in FreeBSD 5.X and above this is disabled in
GENERICby default.

# Add suspend/resume support for the i8254.
device pmtimer

Timer device driver for power management events, such as ARMACPI.
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# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support

device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

PCMCIA support. You want this if you are using a laptop.

# Serial (COM) ports
device sio # 8250, 16[45]50 based serial ports

These are the serial ports referred taC@svports in the MS-DOS/Windows world.

7E: If you have an internal modem on COM4and a serial port at COM2you will have to change the IRQ of the
modem to 2 (for obscure technical reasons, IRQ2 = IRQ 9) in order to access it from FreeBSD. If you have a
multiport serial card, check the manual page for sio(4) for more information on the proper values to add to your
/boot/device.hints . Some video cards (notably those based on S3 chips) use 10 addresses in the form of
0x*2e8, and since many cheap serial cards do not fully decode the 16-bit 10 address space, they clash with
these cards making the COM4port practically unavailable.

Each serial port is required to have a unique IRQ (unless you are using one of the multiport cards where shared
interrupts are supported), so the default IRQs for COM3and COM4cannot be used.

# Parallel port
device ppc

This is the ISA-bus parallel port interface.

device ppbus # Parallel port bus (required)
Provides support for the parallel port bus.

device Ipt # Printer

Support for parallel port printers.

7E: All three of the above are required to enable parallel printer support.

device plip # TCP/IP over parallel

This is the driver for the parallel network interface.

device ppi # Parallel port interface device
The general-purpose /0 (geek port ) + IEEE1284 1/0.
#device vpo # Requires scbus and da

This is for an lomega Zip drive. It requirasbus andda support. Best performance is achieved with ports in EPP
1.9 mode.
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#device puc

Uncomment this device if you have adumb’ serial or parallel PCI card that is supported by the puc(4 diriver.

# PCIl Ethernet NICs.

device de # DEC/Intel DC21x4x ( “Tulip ")

device em # Intel PRO/1000 adapter Gigabit Ethernet Card
device ixgb # Intel PRO/10GbE Ethernet Card

device txp # 3Com 3cR990 (  “Typhoon” )

device VX # 3Com 3¢590, 3¢595 ( “Vortex )

Various PCI network card drivers. Comment out or remove drlgese not present in your system.

# PCIl Ethernet NICs that use the common MIl bus controller cod e.
# NOTE: Be sure to keep the 'device miibus’ line in order to use these NICs!
device miibus # MIl bus support

MII bus support is required for some PCI 10/100 Ethernet NHasnely those which use Mll-compliant transceivers
or implement transceiver control interfaces that opefkéedn MIl. Addingdevice miibus  to the kernel config
pulls in support for the generic miibus APl and all of the PHY/drs, including a generic one for PHYs that are not
specifically handled by an individual driver.

device bce # Broadcom BCM5706/BCM5708 Gigabit Ethernet
device bfe # Broadcom BCM440x 10/100 Ethernet

device bge # Broadcom BCM570xx Gigabit Ethernet

device dc # DEC/Intel 21143 and various workalikes

device fxp # Intel EtherExpress PRO/100B (82557, 82558)
device lge # Level 1 LXT1001 gigabit ethernet

device msk # Marvell/SysKonnect Yukon Il Gigabit Ethernet
device nge # NatSemi DP83820 gigabit ethernet

device nve # nVidia nForce MCP on-board Ethernet Networking
device pcn # AMD Am79C97x PCI 10/100 (precedence over ’Inc’)
device re # RealTek 8139C+/8169/8169S/8110S

device rl # RealTek 8129/8139

device sf # Adaptec AIC-6915 ( “Starfire 7))

device sis # Silicon Integrated Systems SiS 900/SiS 7016
device sk # SysKonnect SK-984x & SK-982x gigabit Ethernet
device ste # Sundance ST201 (D-Link DFE-550TX)

device stge # Sundance/Tamarack TC9021 gigabit Ethernet
device ti # Alteon Networks Tigon /Il gigabit Ethernet

device tl # Texas Instruments ThunderLAN

device tx # SMC EtherPower Il (83c170 “EPIC” )
device vge # VIA VT612x gigabit ethernet

device vr # VIA Rhine, Rhine I

device wb # Winbond W89C840F

device x| # 3Com 3c90x ( “Boomerang” , “Cyclone ")

Drivers that use the Mll bus controller code.

# ISA Ethernet NICs. pccard NICs included.

device cs # Crystal Semiconductor CS89x0 NIC
# ’'device ed’ requires ’'device miibus’
device ed # NE[12]000, SMC Ultra, 3c503, DS8390 cards
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device ex # Intel EtherExpress Pro/10 and Pro/10+
device ep # Etherlink Il based cards

device fe # Fujitsu MB8696x based cards

device ie # EtherExpress 8/16, 3C507, StarLAN 10 etc.
device Inc # NE2100, NE32-VL Lance Ethernet cards
device sn # SMC’s 9000 series of Ethernet chips
device xe # Xircom pccard Ethernet

# ISA devices that use the old ISA shims

#device le
ISA Ethernet drivers. Selasr/src/sys/ i 386/conf/INOTES for details of which cards are supported by which
driver.

# Wireless NIC cards
device wlan # 802.11 support

#802. 1UFHEM IR - & ZMAR LA - QIS _LiETT -

device wlan_wep # 802.11 WEP support

device wlan_ccmp # 802.11 CCMP support

device wlan_tkip # 802.11 TKIP support

802 1IN F M SR - HE LN L N802.11i% &€ » AIFN LiETT -
device an # Aironet 4500/4800 802.11 wireless NICs.
device ath # Atheros pci/cardbus NIC’s

device ath_hal # Atheros HAL (Hardware Access Layer)
device ath_rate_sample # SampleRate tx rate control for ath

device an # Aironet 4500/4800 802.11 wireless NICs.
device awi # BayStack 660 and others

device ral # Ralink Technology RT2500 wireless NICs.
device wi # WaveLAN/Intersil/Symbol 802.11 wireless NICs.
#device wi # Older non 802.11 Wavelan wireless NIC.

Support for various wireless cards.

# Pseudo devices
device  loop # Network loopback

This is the generic loopback device for TCP/IP. If you telmeETP tolocalhost  (a.k.a.127.0.0.1 )it will come
back at you through this device. Thismsandatory

device  random # Entropy device

Cryptographically secure random number generator.

device  ether # Ethernet support

ether is only needed if you have an Ethernet card. It includes deighernet protocol code.

device sl # Kernel SLIP
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sl is for SLIP support. This has been almost entirely suppthbyePPP, which is easier to set up, better suited for
modem-to-modem connection, and more powerful.

device  ppp # Kernel PPP

This is for kernel PPP support for dial-up connections. €hgrlso a version of PPP implemented as a userland
application that usetsn and offers more flexibility and features such as demandmajali

device  tun # Packet tunnel.
This is used by the userland PPP software. Se@Bfesection of this book for more information.
device  pty # Pseudo-ttys (telnet etc)

Thisis a “pseudo-terminal or simulated login port. It is used by incomirgnet andrlogin  sessionsxterm,
and some other applications suchEasacs

device  md # Memory  “disks ”
Memory disk pseudo-devices.
device  gif # IPv6 and IPv4 tunneling

This implements IPv6 over IPv4 tunneling, IPv4 over IPverteling, IPv4 over IPv4 tunneling, and IPv6 over IPv6
tunneling. Thegif device is “auto-cloning , and will create device nodes as needed.

device  faith # IPv6-to-IPv4 relaying (translation)
This pseudo-device captures packets that are sent to itieedsthem to the IPv4/IPv6 translation daemon.

# The ‘bpf device enables the Berkeley Packet Filter.

# Be aware of the administrative consequences of enabling th is!
# Note that 'bpf' is required for DHCP.

device  bpf # Berkeley packet filter

This is the Berkeley Packet Filter. This pseudo-devicenallaetwork interfaces to be placed in promiscuous mode,
capturing every packet on a broadcast network (e.g., arrije These packets can be captured to disk and or
examined with the tcpdump(1) program.

7E£: The bpf(4) device is also used by dhclient(8) to obtain the IP address of the default router (gateway) and so
on. If you use DHCP, leave this uncommented.

# USB support

device uhci # UHCI PCI->USB interface

device ohci # OHCI PCI->USB interface

device ehci # EHCI PCI->USB interface (USB 2.0)
device usb # USB Bus (required)

#device udbp # USB Double Bulk Pipe devices
device ugen # Generic

device uhid # “Human Interface Devices ~
device ukbd # Keyboard

device ulpt # Printer
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device umass # Disks/Mass storage - Requires scbus and da
device ums # Mouse

device ural # Ralink Technology RT2500USB wireless NICs
device urio # Diamond Rio 500 MP3 player

device uscanner # Scanners

# USB Ethernet, requires mii

device aue # ADMtek USB Ethernet

device axe # ASIX Electronics USB Ethernet

device cdce # Generic USB over Ethernet

device cue # CATC USB Ethernet

device kue # Kawasaki LSI USB Ethernet

device rue # RealTek RTL8150 USB Ethernet

Support for various USB devices.

# FireWire support

device firewire # FireWire bus code
device sbp # SCSI over FireWire (Requires scbus and da)
device fwe # Ethernet over FireWire (non-standard!)

Support for various Firewire devices.

For more information and additional devices supported leeBSD, seeusr/src/sys/ i 386/conf/NOTES .

8.5.1. Large Memory Configurations (PAE)

Large memory configuration machines require access to rharethe 4 gigabyte limit on User+Kernel Virtual
Address (KVA) space. Due to this limitation, Intel added ot for 36-bit physical address space access in the
Pentium Pro and later line of CPUs.

The Physical Address Extension (PAE) capability of thellRentium Pro and later CPUs allows memory
configurations of up to 64 gigabytes. FreeBSD provides stifpothis capability via theeAEkernel configuration
option, available in all current release versions of Frd@BSue to the limitations of the Intel memory architecture,
no distinction is made for memory above or below 4 gigabyMeEmory allocated above 4 gigabytes is simply added
to the pool of available memory.

To enable PAE support in the kernel, simply add the following to your kernel configuration file:

options PAE

7E£: The PAE support in FreeBSD is only available for Intel IA-32 processors. It should also be noted, that the PAE
support in FreeBSD has not received wide testing, and should be considered beta quality compared to other
stable features of FreeBSD.

PAE support in FreeBSD has a few limitations:

- A process is not able to access more than 4 gigabytes of VMespac

- KLD modules cannot be loaded into a PAE enabled kernel, dteetdifferences in the build framework of a
module and the kernel.
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- Device drivers that do not use the bus_dma(9) interfacecailse data corruption in a PAE enabled kernel and are
not recommended for use. For this reasoRrA& kernel configuration file is provided in FreeBSD which ex@sd
all drivers not known to work in a PAE enabled kernel.

- Some system tunables determine memory resource usage édythat of available physical memory. Such
tunables can unnecessarily over-allocate due to the laegeary nature of a PAE system. One such example is the
kern.maxvnodes  sysctl, which controls the maximum number of vnodes allomdtie kernel. It is advised to
adjust this and other such tunables to a reasonable value.

- It might be necessary to increase the kernel virtual adqk#s) space or to reduce the amount of specific kernel
resource that is heavily used (see above) in order to avoil édhaustion. Thé&KVA_PAGE%ernel option can be
used for increasing the KVA space.

For performance and stability concerns, it is advised tesatirthe tuning(7) manual page. The pae(4) manual page
contains up-to-date information on FreeBSD’s PAE support.

8.6. If Something Goes Wrong

There are five categories of trouble that can occur whenibgila custom kernel. They are:

config fails:

If the config(8) command fails when you give it your kernelatgstion, you have probably made a simple error
somewhere. Fortunately, config(8) will print the line numtiet it had trouble with, so that you can quickly
locate the line containing the error. For example, if you see

config: line 17: syntax error

Make sure the keyword is typed correctly by comparing it ®GENERICkernel or another reference.

make fails:

If the make command fails, it usually signals an error in your kerneladiggion which is not severe enough for
config(8) to catch. Again, look over your configuration, aflou still cannot resolve the problem, send mail to
the FreeBSD general questioRSE:#3E (http://lists.FreeBSD.org/mailman/listinfo/freebgdestions) with

your kernel configuration, and it should be diagnosed quickl

The kernel does not boot:

If your new kernel does not boot, or fails to recognize youwrickes, do not panic! Fortunately, FreeBSD has an
excellent mechanism for recovering from incompatible ké&snSimply choose the kernel you want to boot from
at the FreeBSD boot loader. You can access this when thexsystet menu appears. Select th&scape to a
loader prompt option, number six. At the prompt, typmload kernel  and then typéoot

/boot/ kernel . ol d/kernel , or the filename of any other kernel that will boot properlyh&d reconfiguring a
kernel, it is always a good idea to keep a kernel that is kn@vmdrk on hand.

After booting with a good kernel you can check over your camfgion file and try to build it again. One
helpful resource is th&var/log/messages file which records, among other things, all of the kernel rages
from every successful boot. Also, the dmesg(8) commandpuiifit the kernel messages from the current boot.

7E: If you are having trouble building a kernel, make sure to keep a GENERIG or some other kernel that is
known to work on hand as a different name that will not get erased on the next build. You cannot rely on
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kernel.old because when installing a new kernel, kernel.old is overwritten with the last installed kernel
which may be non-functional. Also, as soon as possible, move the working kernel to the proper

/boot/kernel location or commands such as ps(1) may not work properly. To do this, simply rename the
directory containing the good kernel:

# mv /boot/kernel /boot/kernel.bad
# mv /boot/ kernel.good /boot/kernel

The kernel works, but ps(1) does not work any more:

If you have installed a different version of the kernel frdme bne that the system utilities have been built with,
for example, a -CURRENT kernel on a -RELEASE, many systeatitsstcommands like ps(1) and vmstat(8)

will not work any more. You shouldecompile and install a worlduilt with the same version of the source tree
as your kernel. This is one reason it is not normally a good tdause a different version of the kernel from the

rest of the operating system.
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PostScript jobs are actually programs sent to the prirties; heed not produce paper at all and may return results
directly to the computer. PostScript also uses two-way camoation to tell the computer about problems, such as
errors in the PostScript program or paper jams. Your useysh@appreciative of such information. Furthermore, the
best way to do effective accounting with a PostScript prirgguires two-way communication: you ask the printer
for its page count (how many pages it has printed in its hifieli, then send the user’s job, then ask again for its page
count. Subtract the two values and you know how much papérdme to the user.

9.3.1.1.2. Parallel Ports

To hook up a printer using a parallel interface, connect thst@nics cable between the printer and the computer.
The instructions that came with the printer, the computelnath should give you complete guidance.

Remember which parallel port you used on the computer. Tstepfarallel port igpc0 to FreeBSD; the second is
ppcl, and so on. The printer device name uses the same schiawigat0  for the printer on the first parallel ports
etc.
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9.3.1.1.3. Serial Ports

To hook up a printer using a serial interface, connect thpgarserial cable between the printer and the computer.
The instructions that came with the printer, the computelnath should give you complete guidance.

If you are unsure what the ‘proper serial cable is, you may wish to try one of the following alternatives:

- A modentable connects each pin of the connector on one end of the sthlght through to its corresponding
pin of the connector on the other end. This type of cable s lkat®wn as a “DTE-to-DCE’ cable.

A null-modentable connects some pins straight through, swaps otherd ¢ea to receive data, for example),
and shorts some internally in each connector hood. Thisd§pable is also known as 8 DTE-to-DTE" cable.

- A serial printercable, required for some unusual printers, is like the mddem cable, but sends some signals to
their counterparts instead of being internally shorted.

You should also set up the communications parameters fqrthter, usually through front-panel controls or DIP

switches on the printer. Choose the highgst (bits per second, sometimbaud ratg that both your computer and
the printer can support. Choose 7 or 8 data bits; none, evenldparity; and 1 or 2 stop bits. Also choose a flow
control protocol: either none, or XON/XOFF (also known am-band’ or “softwaré’ ) flow control. Remember
these settings for the software configuration that follows.

9.3.1.2. Software Setup
This section describes the software setup necessary tonptimthe LPD spooling system in FreeBSD.

Here is an outline of the steps involved:

1. Configure your kernel, if necessary, for the port you anegifor the printer; sectioKernel Configurationells
you what you need to do.

2. Setthe communications mode for the parallel port, if yiauusing a parallel port; section
Setting the Communication Mode for the Parallel Ryves details.

3. Testif the operating system can send data to the prirgetidhChecking Printer Communicatiogé/es some
suggestions on how to do this.

4. SetupLPD for the printer by modifying the filéestc/printcap . You will find out how to do this later in this
chapter.

9.3.1.2.1. Kernel Configuration

The operating system kernel is compiled to work with a spes#i of devices. The serial or parallel interface for
your printer is a part of that set. Therefore, it might be 1$seey to add support for an additional serial or parallel
port if your kernel is not already configured for one.

To find out if the kernel you are currently using supports @aserterface, type:
# grep sio N /var/run/dmesg.boot

WhereN is the number of the serial port, starting from zero. If yoe eatput similar to the following:
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sio2 at port 0x3e8-0x3ef irg 5 on isa
sio2: type 16550A

then the kernel supports the port.

To find out if the kernel supports a parallel interface, type:

# grep ppc N /var/run/dmesg.boot

WhereN is the number of the parallel port, starting from zero. If w&e output similar to the following:

ppc0: <Parallel port> at port 0x378-0x37f irg 7 on isa0

ppc0O: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppcO: FIFO with 16/16/8 bytes threshold

then the kernel supports the port.

You might have to reconfigure your kernel in order for the afiag system to recognize and use the parallel or serial
port you are using for the printer.

To add support for a serial port, see the section on kerndigzoation. To add support for a parallel port, see that
sectionandthe section that follows.

9.3.1.3. Setting the Communication Mode for the Parallel Po  rt

When you are using the parallel interface, you can choos¢h#h&reeBSD should use interrupt-driven or polled
communication with the printer. The generic printer de\dcger (Ipt(4)) on FreeBSD uses the ppbus(4) system,
which controls the port chipset with the ppc(4) driver.

- Theinterrupt-drivenmethod is the default with the GENERIC kernel. With this neeththe operating system uses
an IRQ line to determine when the printer is ready for data.

- Thepolledmethod directs the operating system to repeatedly ask thtepif it is ready for more data. When it
responds ready, the kernel sends more data.

The interrupt-driven method is usually somewhat fasteuises up a precious IRQ line. Some newer HP printers are
claimed not to work correctly in interrupt mode, apparedilg to some (not yet exactly understood) timing

problem. These printers need polled mode. You should usehsbér one works. Some printers will work in both
modes, but are painfully slow in interrupt mode.

You can set the communications mode in two ways: by configuthie kernel or by using the Iptcontrol(8) program.

To set the communications mode by configuring the kernel:

1. Edityour kernel configuration file. Look for gapcO entry. If you are setting up the second parallel port, use
ppcl instead. Usepc2 for the third port, and so on.

- If you want interrupt-driven mode, edit the following line:
hint.ppc.0.irg=" N"

in the/boot/device.hints file and replacé\ with the right IRQ number. The kernel configuration file
must also contain the ppc(4) driver:

device ppc
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- If you want polled mode, remove in yoliroot/device.hints file, the following line:
hint.ppc.0.irg=" N"

In some cases, this is not enough to put the port in polled rmader FreeBSD. Most of time it comes from
acpi(4) driver, this latter is able to probe and attach devjiand therefore, control the access mode to the
printer port. You should check your acpi(4) configuratioeorect this problem.

2. Save the file. Then configure, build, and install the keitheln reboot. Sekernel configuratiofior more details.

To set the communications mode wjitcontrol(8):

1. Type:

# Iptcontrol -i -d /dev/Ipt N

to set interrupt-driven mode fagt N.
2. Type:

# Iptcontrol -p -d /dev/Ipt N

to set polled-mode fapt N.

You could put these commands in ydeic/rc.local file to set the mode each time your system boots. See
Iptcontrol(8) for more information.

9.3.1.4. Checking Printer Communications

Before proceeding to configure the spooling system, youldhaake sure the operating system can successfully
send data to your printer. It is a lot easier to debug primenrmunication and the spooling system separately.

To test the printer, we will send some text to it. For printdiet can immediately print characters sent to them, the
program Iptest(1) is perfect: it generates all 96 print&#&I1l characters in 96 lines.

For a PostScript (or other language-based) printer, wene#ld a more sophisticated test. A small PostScript
program, such as the following, will suffice:

%!PS

100 100 moveto 300 300 lineto stroke

310 310 moveto /Helvetica findfont 12 scalefont setfont
(Is this thing working?) show

showpage

The above PostScript code can be placed into a file and usédas &1 the examples appearing in the following
sections.

7£: When this document refers to a printer language, it is assuming a language like PostScript, and not Hewlett
Packard’s PCL. Although PCL has great functionality, you can intermingle plain text with its escape sequences.
PostScript cannot directly print plain text, and that is the kind of printer language for which we must make special
accommodations.
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9.3.1.4.1. Checking a Parallel Printer
This section tells you how to check if FreeBSD can commueigath a printer connected to a parallel port.

To test a printer on a parallel port:

1. Becomeoot withsu(l).
2. Send data to the printer.
- If the printer can print plain text, then use Iptest(1). Type
# Iptest > /dev/Ipt N
WhereN is the number of the parallel port, starting from zero.
- If the printer understands PostScript or other printer leagg, then send a small program to the printer. Type:
# cat > /dev/pt N

Then, line by line, type the progracarefullyas you cannot edit a line once you have pres&&tdURNor
ENTER When you have finished entering the program, p@3NTROL+Por whatever your end of file key is.

Alternatively, you can put the program in a file and type:
# cat file > /dev/lpt N

Wheref i | e is the name of the file containing the program you want to sertle printer.

You should see something print. Do not worry if the text doetslook right; we will fix such things later.

9.3.1.4.2. Checking a Serial Printer
This section tells you how to check if FreeBSD can commueivath a printer on a serial port.

To test a printer on a serial port:

1. Becomeoot with su(l).
2. Editthe file/etc/remote . Add the following entry:
printer:dv=/dev/ port:br# bps-rate:pa= parity

Whereport is the device entry for the serial pottyd0 , ttydl , etc.),bps-r at e is the bits-per-second rate at
which the printer communicates, apdri t y is the parity required by the printer (eitheren , odd, none, or
zero ).

Here is a sample entry for a printer connected via a serialtbrthe third serial port at 19200 bps with no parity:
printer:dv=/dev/ttyd2:br#19200:pa=none
3. Connect to the printer with tip(1). Type:
# tip printer
If this step does not work, edit the filetc/remote  again and try usingdev/cuaa N instead ofdev/ttyd  N.
4. Send data to the printer.
- If the printer can print plain text, then use Iptest(1). Type

% $lptest
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- If the printer understands PostScript or other printer leagge, then send a small program to the printer. Type
the program, line by lineyery carefullyas backspacing or other editing keys may be significant tptineer.
You may also need to type a special end-of-file key for theteriso it knows it received the whole program.
For PostScript printers, preSONTROL+D

Alternatively, you can put the program in a file and type:
% >file

Wheref i | e is the name of the file containing the program. After tip(I)dsthe file, press any required
end-of-file key.

You should see something print. Do not worry if the text doaslook right; we will fix that later.

9.3.1.5. Enabling the Spooler: the  /etc/printcap File

At this point, your printer should be hooked up, your kerr@ifigured to communicate with it (if necessary), and
you have been able to send some simple data to the printer.Wware ready to configutePD to control access to
your printer.

You configureLPD by editing the file/etc/printcap . TheLPD spooling system reads this file each time the
spooler is used, so updates to the file take immediate effect.

The format of the printcap(5) file is straightforward. Useiyéavorite text editor to make changes to
/etc/printcap . The format is identical to other capability files likesr/share/misc/termcap and
letc/remote . For complete information about the format, see the cgégnt

The simple spooler configuration consists of the followiteps:

1. Pick a name (and a few convenient aliases) for the priatel put them in théetc/printcap file; see the
Naming the Printesection for more information on naming.

Turn off header pages (which are on by default) by insertiegh capability; see the
Suppressing Header Pagesction for more information.

3. Make a spooling directory, and specify its location witk¢d capability; see the
Making the Spooling Directorgection for more information.

4. Setthedev entry to use for the printer, and note it/gtc/printcap with thelp capability; see the
Identifying the Printer Devicéor more information. Also, if the printer is on a serial pa@et up the
communication parameters with the# capability which is discussed in the
Configuring Spooler Communications Parameserstion.

5. Install a plain text input filter; see thestalling the Text Filtesection for details.

6. Test the setup by printing something with the Ipr(1) comchaMore details are available in thieying It Out
andTroubleshootingections.

7. Language-based printers, such as PostScript printers, cannot directly print plain text. The simple setup
outlined above and described in the following sections assumes that if you are installing such a printer you will
print only files that the printer can understand.
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Users often expect that they can print plain text to any ofittieters installed on your system. Programs that
interface taLPD to do their printing usually make the same assumption. Ifg@uinstalling such a printer and want
to be able to print jobs in the printer languaay®d print plain text jobs, you are strongly urged to add an addii
step to the simple setup outlined above: install an autanpédin-text-to-PostScript (or other printer language)
conversion program. The section entitlkdcommodating Plain Text Jobs on PostScript Printelts how to do this.

9.3.1.5.1. Naming the Printer

The first (easy) step is to pick a name for your printer. Itlyedbes not matter whether you choose functional or
whimsical names since you can also provide a number of alfase¢he printer.

At least one of the printers specified in theec/printcap should have the alidp . This is the default printer’'s
name. If users do not have tRRINTERenvironment variable nor specify a printer name on the conthfiae of any
of theLPD commands, thelp will be the default printer they get to use.

Also, it is common practice to make the last alias for a prib&a full description of the printer, including make and
model.

Once you have picked a name and some common aliases, putrthibeidtc/printcap file. The name of the
printer should start in the leftmost column. Separate eab with a vertical bar and put a colon after the last alias.

In the following example, we start with a skeletetc/printcap that defines two printers (a Diablo 630 line
printer and a Panasonic KX-P4455 PostScript laser printer)

#

# letc/printcap for host rose

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:

In this example, the first printer is namexdtan  and has as aliaséise , diablo |, Ip , andDiablo 630 Line
Printer . Since it has the alidp , it is also the default printer. The second is narhadboo, and has as aliases,
PS, S, panasonic , andPanasonic KX-P4455 PostScript v51.4

9.3.1.5.2. Suppressing Header Pages

TheLPD spooling system will by default printlaeader pagdor each job. The header page contains the user name
who requested the job, the host from which the job came, anddme of the job, in nice large letters. Unfortunately,
all this extra text gets in the way of debugging the simpleteri setup, so we will suppress header pages.

To suppress header pages, addstheapability to the entry for the printer iltc/printcap . Here is an example
/etc/printcap with sh added:

#
# letc/printcap for host rose - no header pages anywhere
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
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:sh:

Note how we used the correct format: the first line starts énléfitmost column, and subsequent lines are indented.
Every line in an entry except the last ends in a backslashachar

9.3.1.5.3. Making the Spooling Directory

The next step in the simple spooler setup is to mageawling directorya directory where print jobs reside until
they are printed, and where a number of other spooler sufilesrtive.

Because of the variable nature of spooling directories,Guistomary to put these directories untar/spool . It
is not necessary to backup the contents of spooling direstagither. Recreating them is as simple as running
mkdir(1).

Itis also customary to make the directory with a name thatésiical to the name of the printer, as shown below:
# mkdir /var/spool/ printer-nane

However, if you have a lot of printers on your network, you htigrant to put the spooling directories under a single
directory that you reserve just for printing withPD. We will do this for our two example printerattan and
bamboo:

# mkdir /var/spool/lpd
# mkdir /var/spool/lpd/rattan
# mkdir /var/spool/lpd/bamboo

7E: If you are concerned about the privacy of jobs that users print, you might want to protect the spooling
directory so it is not publicly accessible. Spooling directories should be owned and be readable, writable, and
searchable by user daemon and group daemon, and no one else. We will do this for our example printers:

chown daemon:daemon /var/spool/lpd/rattan
chown daemon:daemon /var/spool/lpd/bamboo
chmod 770 /var/spool/lpd/rattan

chmod 770 /var/spool/lpd/bamboo

H* o W

Finally, you need to telLPD about these directories using tle&/printcap file. You specify the pathname of
the spooling directory with thed capability:

#

# letc/printcap for host rose - added spooling directories

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:

Note that the name of the printer starts in the first columraliudther entries describing the printer should be
indented and each line end escaped with a backslash.

If you do not specify a spooling directory witll, the spooling system will usear/spool/lpd as a default.
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9.3.1.5.4. Identifying the Printer Device

In the Entries for the Ports section, we identified whicheirrthe/dev directory FreeBSD will use to
communicate with the printer. Now, we t&lPD that information. When the spooling system has a job to pitint
will open the specified device on behalf of the filter progravhith is responsible for passing data to the printer).

List the/dev entry pathname in thietc/printcap file using thelp capability.
In our running example, let us assume tlztan  is on the first parallel port, anshmboo is on a sixth serial port;
here are the additions tetc/printcap

#
# letc/printcap for host rose - identified what devices to us e
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:Ip=/dev/IptO:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:Ip=/devi/ttyd5:

If you do not specify thép capability for a printer in youfetc/printcap file, LPD usegdev/lp as a default.
/dev/lp  currently does not exist in FreeBSD.

If the printer you are installing is connected to a paraltaitpskip to the section entitlethstalling the Text Filter
Otherwise, be sure to follow the instructions in the nextisac

9.3.1.5.5. Configuring Spooler Communication Parameters

For printers on serial portPD can set up the bps rate, parity, and other serial commuaitpirameters on behalf
of the filter program that sends data to the printer. This i@athgeous since:

- It lets you try different communication parameters by siyrgaditing the/etc/printcap file; you do not have to
recompile the filter program.

- It enables the spooling system to use the same filter progsamiiltiple printers which may have different serial
communication settings.

The following/etc/printcap capabilities control serial communication parametersefdevice listed in thip
capability:

br# bps-rate
Sets the communications speed of the devidepto r at e, wherebps-r at e can be 50, 75, 110, 134, 150, 200,
300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,5200 bits-per-second.

ms#st ty- node
Sets the options for the terminal device after opening tivicdestty(1) explains the available options.

WhenLPD opens the device specified by tipe capability, it sets the characteristics of the device tséhspecified
with the ms# capability. Of particular interest will be thgarenb , parodd , cs5, cs6, cs7, cs8, cstopb |, crtscts
andixon modes, which are explained in the stty(1) manual page.
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Let us add to our example printer on the sixth serial port. Weset the bps rate to 38400. For the mode, we will set
no parity with-parenb , 8-bit characters witkis8 , no modem control witkelocal  and hardware flow control with
crtscts

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:

9.3.1.5.6. Installing the Text Filter

We are now ready to tellPD what text filter to use to send jobs to the printerteit filter, also known as amput

filter, is a program thatPD runs when it has a job to print. Whésf®D runs the text filter for a printer, it sets the
filter’s standard input to the job to print, and its standautpat to the printer device specified with tipe capability.
The filter is expected to read the job from standard inpufoperany necessary translation for the printer, and write
the results to standard output, which will get printed. Fareninformation on the text filter, see tRéterssection.

For our simple printer setup, the text filter can be a small seeipt that just executebin/cat  to send the job to

the printer. FreeBSD comes with another filter callgd that handles backspacing and underlining for printers that
might not deal with such character streams well. And, of sepyou can use any other filter program you want. The
filter Ipf is described in detail in section entitlgaf: a Text Filter

First, let us make the shell scrifutsr/local/libexec/if-simple be a simple text filter. Put the following text
into that file with your favorite text editor:

#!/bin/sh

#

# if-simple - Simple text input filter for Ipd

# Installed in /usr/local/libexec/if-simple

#

# Simply copies stdin to stdout. Ignores all filter argument S.

/bin/cat && exit 0
exit 2

Make the file executable:
# chmod 555 /usr/local/libexeclif-simple

And then tell LPD to use it by specifying it with thie capability in/etc/printcap . We will add it to the two
printers we have so far in the exampde/printcap

#

# letc/printcap for host rose - added text filter

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\ :lp=/dev/Ipt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:\
:if=/usr/local/libexec/if-simple:
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7E: A copy of the if-simple script can be found in the /usr/share/examples/printing directory.

9.3.1.5.7. Turn on LPD

Ipd(8) is run fromvetc/rc  , controlled by thépd_enable  variable. This variable defaults tQ If you have not
done so already, add the line:

Ipd_enable="YES"

to /etc/rc.conf , and then either restart your machine, or just run lpd(8).

# Ipd

9.3.1.5.8. Trying It Out

You have reached the end of the simpRD setup. Unfortunately, congratulations are not quite yeftrder, since
we still have to test the setup and correct any problems.skdhe setup, try printing something. To print with the
LPD system, you use the command Ipr(1), which submits a job fatipg.

You can combine Ipr(1) with the Iptest(1) program, introeldin sectiorChecking Printer Communications
generate some test text.

To test the simplePD setup:
Type:

# Iptest 20 5 | Ipr -P printer-name

Wherepr i nt er - name is a the name of a printer (or an alias) specifietkit/printcap . To test the default

printer, type lpr(1) without anyP argument. Again, if you are testing a printer that expec&t$aript, send a
PostScript program in that language instead of using Ifitestou can do so by putting the program in a file and
typinglpr file.

For a PostScript printer, you should get the results of toggam. If you are using Iptest(1), then your results should
look like the following:

I"H$%& () *+,-./01234
"H$&'() *+-./012345
#$%&'() *+,-./0123456
$%&'() *+,-./01234567
%&() *+,-/012345678

To further test the printer, try downloading larger progsd(fior language-based printers) or running Iptest(1) with
different arguments. For examplptest 80 60  will produce 60 lines of 80 characters each.

If the printer did not work, see thEroubleshootingection.
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9.4. Advanced Printer Setup

This section describes filters for printing specially fotted files, header pages, printing across networks, and
restricting and accounting for printer usage.

9.4.1. Filters

AlthoughLPD handles network protocols, queuing, access control, dmat aspects of printing, most of theal
work happens in thélters. Filters are programs that communicate with the printertzanttlie its device
dependencies and special requirements. In the simpleepgatup, we installed a plain text filteran extremely
simple one that should work with most printers (sectiostalling the Text Filter.

However, in order to take advantage of format conversiantg@raccounting, specific printer quirks, and so on, you
should understand how filters work. It will ultimately be tiileer’s responsibility to handle these aspects. And the
bad news is that most of the tinyeuhave to provide filters yourself. The good news is that maeyganerally
available; when they are not, they are usually easy to write.

Also, FreeBSD comes with on&isr/libexec/lpr/Ipf , that works with many printers that can print plain text.
(It handles backspacing and tabs in the file, and does adogybtit that is about all it does.) There are also several
filters and filter components in the FreeBSD Ports Collection

Here is what you will find in this section:

- SectionHow Filters Work tries to give an overview of a filter’s role in the printingggess. You should read this
section to get an understanding of what is happeninmder the hood whenLPD uses filters. This knowledge
could help you anticipate and debug problems you might emeoas you install more and more filters on each of
your printers.

- LPD expects every printer to be able to print plain text by defdiliis presents a problem for PostScript (or other
language-based printers) which cannot directly printrplext. Section
Accommodating Plain Text Jobs on PostScript Printells you what you should do to overcome this problem.
You should read this section if you have a PostScript printer

- PostScript is a popular output format for many programs. &paople even write PostScript code directly.
Unfortunately, PostScript printers are expensive. Se@imulating PostScript on Non PostScript Printeits
how you can further modify a printer’s text filter to acceptigmint PostScript data onreon PostScripprinter.
You should read this section if you do not have a PostScripteur

- SectionConversion Filtersells about a way you can automate the conversion of speddifofimats, such as
graphic or typesetting data, into formats your printer cadarstand. After reading this section, you should be able
to set up your printers such that users can fgpet  to print troff data, ofpr -d to print |gX DVI data, or
lpr -v to print raster image data, and so forth. | recommend reatiisgection.

- SectionOutput Filtergells all about a not often used featurel#fD: output filters. Unless you are printing header
pages (sebleader Pagésyou can probably skip that section altogether.

- Sectionlpf: a Text Filterdescribespf , a fairly complete if simple text filter for line printers (diaser printers
that act like line printers) that comes with FreeBSD. If y@ed a quick way to get printer accounting working for
plain text, or if you have a printer which emits smoke wheregsbackspace characters, you should definitely
consideipf .

7E: A copy of the various scripts described below can be found in the /usr/share/examples/printing directory.
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9.4.1.1. How Filters Work

As mentioned before, a filter is an executable program sténgé PD to handle the device-dependent part of
communicating with the printer.

WhenLPD wants to print a file in a job, it starts a filter program. It s filter's standard input to the file to print,
its standard output to the printer, and its standard errthréarror logging file (specified in the capability in
/etc/printcap , or/deviconsole by default).

Which filter LPD starts and the filter’'s arguments depend on what is listeldaretc/printcap file and what
arguments the user specified for the job on the Ipr(1) comrfinadrFor example, if the user typéat -t , LPD
would start the troff filter, listed in thg capability for the destination printer. If the user wantegbtint plain text, it
would start thef filter (this is mostly true: se®utput Filtersfor details).

There are three kinds of filters you can specifyete/printcap

- Thetext filter, confusingly called thaput filterin LPD documentation, handles regular text printing. Think of it
as the default filtelLPD expects every printer to be able to print plain text by defaud it is the text filter's job
to make sure backspaces, tabs, or other special charaoteat donfuse the printer. If you are in an environment
where you have to account for printer usage, the text filtestralso account for pages printed, usually by counting
the number of lines printed and comparing that to the numblanes per page the printer supports. The text filter
is started with the following argument list:

filter-name [-c]-wwi dt h -ll engt h -ii ndent -nlogin -hhost acct-file

where

appears if the job is submitted wilr -I

wi dt h
is the value from thew (page width) capability specified iatc/printcap , default 132

| ength
is the value from thel (page length) capability, default 66

i ndent

is the amount of the indentation frolpr -i , default 0

| ogin

is the account name of the user printing the file

host

is the host name from which the job was submitted
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acct-file

is the name of the accounting file from thie capability.

A conversion filterconverts a specific file format into one the printer can reldéo paper. For example, ditroff
typesetting data cannot be directly printed, but you catalha conversion filter for ditroff files to convert the
ditroff data into a form the printer can digest and print.t®scConversion Filtersells all about them. Conversion
filters also need to do accounting, if you need printer actingnConversion filters are started with the following
arguments:

filter-name -Xpi xel -wi dt h -ypi xel - hei ght -nlogin -hhost acct-file
wherepi xel - wi dt h is the value from thex capability (default 0) angi xel - hei ght is the value from the@y
capability (default 0).

- Theoutput filteris used only if there is no text filter, or if header pages awshéad. In my experience, output
filters are rarely used. Secti@utput Filtersdescribe them. There are only two arguments to an output filte

filter-name -wwi dth -ll ength

which are identical to the text filtersy and-I arguments.

Filters should alsexit with the following exit status:

exit0

If the filter printed the file successfully.

exit1
If the filter failed to print the file but wantisPD to try to print the file againLPD will restart a filter if it exits
with this status.

exit 2
If the filter failed to print the file and does not warD to try againLPD will throw out the file.

The text filter that comes with the FreeBSD releassy/libexec/Ipr/Ipf , takes advantage of the page width
and length arguments to determine when to send a form feed@mtb account for printer usage. It uses the login,
host, and accounting file arguments to make the accountinggn

If you are shopping for filters, see if they are LPD-compatiltil they are, they must support the argument lists
described above. If you plan on writing filters for generad,uben have them support the same argument lists and
exit codes.

9.4.1.2. Accommodating Plain Text Jobs on PostScript® Prin ters

If you are the only user of your computer and PostScript (beptanguage-based) printer, and you promise to never
send plain text to your printer and to never use featuresmdwa programs that will want to send plain text to your
printer, then you do not need to worry about this sectionlat al

But, if you would like to send both PostScript and plain tetig to the printer, then you are urged to augment your
printer setup. To do so, we have the text filter detect if thiwiag job is plain text or PostScript. All PostScript jobs

198



9. JHI

must start withes! (for other printer languages, see your printer documenntatif those are the first two characters
in the job, we have PostScript, and can pass the rest of thdifjettly. If those are not the first two characters in the
file, then the filter will convert the text into PostScript gorint the result.

How do we do this?

If you have got a serial printer, a great way to do it is to itidpaps . Iprps is a PostScript printer filter which
performs two-way communication with the printer. It updatiee printer’s status file with verbose information from
the printer, so users and administrators can see exactlythinatate of the printer is (such@ser low or paper
jam). But more importantly, it includes a program callestf which detects whether the incoming job is plain text
and callsextps (another program that comes withps ) to convert it to PostScript. It then uskesps  to send

the job to the printer.

lprps is part of the FreeBSD Ports Collection (SE®e Ports Collection You can fetch, build and install it yourself,
of course. After installingprps , just specify the pathname to thsif program that is part dprps . If you
installediprps  from the Ports Collection, use the following in the seriasf&ript printer’s entry in

letc/printcap

:if=/usr/local/libexec/psif:

You should also specify thev capability; that telld. PD to open the printer in read-write mode.

If you have a parallel PostScript printer (and thereforencaiise two-way communication with the printer, which
Iprps  needs), you can use the following shell script as the tegtfilt

#!/bin/sh

#

# psif - Print PostScript or plain text on a PostScript printe r
# Script version; NOT the version that comes with Iprps

# Installed in /usr/local/libexec/psif

#

IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : "\(.\)"

if [ "$first_two_chars" = "%!" ]; then
#
# PostScript job, print it.
#
echo "$first_line" && cat && printf 004" && exit O
exit 2
else
#
# Plain text, convert it, then print it.
#
( echo "$first_line"; cat ) | /usr/local/bin/textps && prin tf "\004" && exit 0
exit 2

fi

In the above scriptextps  is a program we installed separately to convert plain teRdstScript. You can use any
text-to-PostScript program you wish. The FreeBSD Port$e€tibn (se€The Ports Collectionincludes a full
featured text-to-PostScript program calkzps that you might want to investigate.
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9.4.1.3. Simulating PostScript on Non PostScript Printers

PostScript is thele factostandard for high quality typesetting and printing. Posfids, however, arxpensive
standard. Thankfully, Aladdin Enterprises has a free RogiBwvork-alike calledshostscript that runs with
FreeBSD. Ghostscript can read most PostScript files andecater their pages onto a variety of devices, including
many brands of non-PostScript printers. By installing Geaript and using a special text filter for your printer, you
can make your non PostScript printer act like a real PogiSprinter.

Ghostscript is in the FreeBSD Ports Collection, if you wolilté to install it from there. You can fetch, build, and
install it quite easily yourself, as well.

To simulate PostScript, we have the text filter detect if firiiting a PostScript file. If it is not, then the filter will
pass the file directly to the printer; otherwise, it will uskdstscript to first convert the file into a format the printer
will understand.

Here is an example: the following script is a text filter fonddett Packard DeskJet 500 printers. For other printers,
substitute thesDEVICE argument to thgs (Ghostscript) command. (Typs -h to get a list of devices the current
installation of Ghostscript supports.)

#!/bin/sh

#

# ifhp - Print Ghostscript-simulated PostScript on a DeskJe t 500
# Installed in /usr/local/llibexecl/ithp

Treat LF as CR+LF (to avoid the "staircase effect" on HP/PCL
printers):

H H K H

printf "\033&k2G" || exit 2

#

# Read first two characters of the file
#

IFS="" read -r first_line
first_two_chars='expr "$first_line" : "\(..\)"

if [ "$first_two_chars" = "%!" ]; then

#
# It is PostScript; use Ghostscript to scan-convert and prin t it
#
lusr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=- - && exit 0
else
#
# Plain text or HP/PCL, so just print it directly; print a form feed
# at the end to eject the last page.
#
echo "$first_line" && cat && printf "033&I0H" &&
exit 0
fi
exit 2

Finally, you need to notify PD of the filter via theif capability:
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:if=/usr/local/libexec/ithp:

That is it. You can typépr plain.text andlpr whatever.ps and both should print successfully.

9.4.1.4. Conversion Filters

After completing the simple setup describedSimple Printer Setupghe first thing you will probably want to do is
install conversion filters for your favorite file formats @iges plain ASCII text).

9.4.1.4.1. Why Install Conversion Filters?

Conversion filters make printing various kinds of files e@s/an example, suppose we do a lot of work with the
TeX typesetting system, and we have a PostScript printer.yg&irae we generate a DVI file fromgK, we cannot
print it directly until we convert the DVI file into PostSctiprhe command sequence goes like this:

% dvips seaweed-analysis.dvi
% lpr seaweed-analysis.ps

By installing a conversion filter for DVI files, we can skip thand conversion step each time by hauiRp do it
for us. Now, each time we get a DVI file, we are just one step dway printing it:

% lpr -d seaweed-analysis.dvi
We gotLPD to do the DVI file conversion for us by specifying the option. Section
Formatting and Conversion Optiolists the conversion options.

For each of the conversion options you want a printer to stpinstall aconversion filterand specify its pathname
in /etc/printcap . A conversion filter is like the text filter for the simple ptém setup (see section

Installing the Text Filterexcept that instead of printing plain text, the filter congé¢he file into a format the printer
can understand.

9.4.1.4.2. Which Conversion Filters Should | Install?

You should install the conversion filters you expect to usgou print a lot of DVI data, then a DVI conversion filter
is in order. If you have got plenty of troff to print out, thenw probably want a troff filter.

The following table summarizes the filters thdD works with, their capability entries for thetc/printcap
file, and how to invoke them with ther command:

File type /etc/printcap capability lpr option
cifplot cf -c

DVI df -d

plot of -g

ditroff nf -n

FORTRAN text rf -f

troff tf -f

raster vf -V

plain text if none,-p , or-|
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In our example, usintpr -d means the printer needsifs capability in its entry inetc/printcap

Despite what others might contend, formats like FORTRAN &&d plot are probably obsolete. At your site, you
can give new meanings to these or any of the formatting ogfiost by installing custom filters. For example,
suppose you would like to directly print Printerleaf filesg$i from the Interleaf desktop publishing program), but
will never print plot files. You could install a Printerleabiaversion filter under thgf capability and then educate
your users thapr -g  mean “print Printerleaf files.

9.4.1.4.3. Installing Conversion Filters

Since conversion filters are programs you install outsidé@base FreeBSD installation, they should probably go
under/usr/local . The directoryusr/local/libexec is a popular location, since they are specialized programs
that onlyLPD will run; regular users should not ever need to run them.

To enable a conversion filter, specify its pathname undeapipeopriate capability for the destination printer in
letc/printcap

In our example, we will add the DVI conversion filter to thergrfor the printer nametlamboo. Here is the example

/etc/printcap file again, with the newdf capability for the printebamboo.
#

# letc/printcap for host rose - added df filter for bamboo

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:Ilp=/dev/Ipt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
.if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The DVI filter is a shell script namefdsr/local/libexec/psdf . Here is that script:

#!/bin/sh

#

# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf

#

# Invoked by Ipd when user runs lpr -d

#

exec /ust/local/bin/dvips -f | /usr/locall/libexec/lprps "$@"

This script runsivips in filter mode (thef argument) on standard input, which is the job to print. Intk&arts the
PostScript printer filtelprps  (see sectioccommodating Plain Text Jobs on PostScript Printesth the
argument$ PD passed to this scripprps  will use those arguments to account for the pages printed.
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9.4.1.4.4. More Conversion Filter Examples

Since there is no fixed set of steps to install conversiondiliet me instead provide more examples. Use these as
guidance to making your own filters. Use them directly, if aqgpiate.

This example script is a raster (well, GIF file, actually) eersion filter for a Hewlett Packard LaserJet I1I-Si printer

#!/bin/sh

#

# hpvf - Convert GIF files into HP/PCL, then print
# Installed in /usr/local/libexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH

giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \
&& exit 0\
|| exit 2

It works by converting the GIF file into a portable anymap,\ating that into a portable graymap, converting that
into a portable bitmap, and converting that into Laserd&tAeompatible data.

Here is theetc/printcap file with an entry for a printer using the above filter:
#

# letc/printcap for host orchid

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:Ip=/dev/Ipt0:sh:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:

The following script is a conversion filter for troff data frothe groff typesetting system for the PostScript printer
namedbamboo:

#!/bin/sh

#

# pstf - Convert groff's troff data into PS, then print.
# Installed in /usr/local/llibexec/pstf

#

exec grops | /usr/local/libexec/lprps "$@"

The above script makes uselpfps again to handle the communication with the printer. If thater were on a
parallel port, we would use this script instead:

#!/bin/sh

#

# pstf - Convert groff's troff data into PS, then print.
# Installed in /usr/local/llibexec/pstf

#

exec grops

That is it. Here is the entry we need to addédt/printcap to enable the filter:

‘tf=/usr/local/libexec/pstf:
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Here is an example that might make old hands at FORTRAN blugha FORTRAN-text filter for any printer that
can directly print plain text. We will install it for the priarteak :

#!/bin/sh

#

# hprf - FORTRAN text filter for LaserJet 3si:
# Installed in /usr/local/libexec/hprf

#

printf "\033&k2G" && fpr && printf "\033&I0H" &&
exit 0
exit 2

And we will add this line to théetc/printcap for the printerteak to enable this filter:
:rf=/usr/local/libexec/hprf:

Here is one final, somewhat complex example. We will add a Okérfto the LaserJet printegak introduced
earlier. First, the easy part: updatifegc/printcap with the location of the DVI filter:

:df=/usr/local/libexec/hpdf:

Now, for the hard part: making the filter. For that, we need d-R/LaserJet/PCL conversion program. The
FreeBSD Ports Collection (sdéne Ports Collectionhas onedvi2xx is the name of the package. Installing this
package gives us the program we ne®dj2p , which converts DVI into LaserJet llp, LaserJet lll, and &gkt
2000 compatible codes.

dviligp  makes the filtehpdf quite complex sincevili2p  cannot read from standard input. It wants to work with
a filename. What is worse, the filename has to endvin  so usingdev/fd/0  for standard input is problematic.
We can get around that problem by linking (symbolically) mperary file name (one that ends.dvi ) to

/dev/fd/0 , thereby forcingivili2p  to read from standard input.

The only other fly in the ointment is the fact that we cannot/trsp for the temporary link. Symbolic links are

owned by user and grougn . The filter runs as uselaemon. And the/tmp directory has the sticky bit set. The
filter can create the link, but it will not be able clean up wideme and remove it since the link will belong to a
different user.

Instead, the filter will make the symbolic link in the currevdgrking directory, which is the spooling directory
(specified by thed capability in/etc/printcap ). This is a perfect place for filters to do their work, esplgia
since there is (sometimes) more free disk space in the sppdiiectory than undétmp .

Here, finally, is the filter:

#!/bin/sh

#

# hpdf - Print DVI data on HP/PCL printer
# Installed in /usr/local/llibexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH
Define a function to clean up our temporary files. These exi st

in the current directory, which will be the spooling direct ory

#
#
#
# for the printer.
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#
cleanup() {
rm -f hpdf$$.dvi
}
#
# Define a function to handle fatal errors: print the given me ssage
# and exit 2. Exiting with 2 tells LPD to do not try to reprint th e
# job.
#
fatal() {
echo "$@" 1>&2
cleanup
exit 2
}
#
# If user removes the job, LPD will send SIGINT, so trap SIGINT
# (and a few other signals) to clean up after ourselves.
#

trap cleanup 1 2 15

#

# Make sure we are not colliding with any existing files.

#

cleanup

#

# Link the DVI input file to standard input (the file to print)
#

In -s /dev/fd/0 hpdf$$.dvi || fatal "Cannot symlink /dev/fd /0"
#

# Make LF = CR+LF

#

printf "\033&k2G" || fatal "Cannot initialize printer"

Convert and print. Return value from dvilj2p does not seem t 0 be
reliable, so we ignore it.

H* H H R

dvili2p -M1 -q -e- dfhp$$.dvi

#

# Clean up and exit
#

cleanup

exit 0
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9.4.1.4.5. Automated Conversion: an Alternative to Conversion Filters

All these conversion filters accomplish a lot for your prirgtienvironment, but at the cost forcing the user to specify
(on the Ipr(1) command line) which one to use. If your useesrant particularly computer literate, having to specify
a filter option will become annoying. What is worse, thougtthiat an incorrectly specified filter option may run a
filter on the wrong type of file and cause your printer to spetvhoaundreds of sheets of paper.

Rather than install conversion filters at all, you might wariry having the text filter (since it is the default filter)
detect the type of file it has been asked to print and then aatioatly run the right conversion filter. Tools such as
file  can be of help here. Of course, it will be hard to determinadifferences betweesomefile types—and, of
course, you can still provide conversion filters just fomhe

The FreeBSD Ports Collection has a text filter that perforateraatic conversion callegbsfilter . It can detect
plain text, PostScript, and DVI files, run the proper conigers, and print.

9.4.1.5. Output Filters

TheLPD spooling system supports one other type of filter that we havget explored: an output filter. An output
filter is intended for printing plain text only, like the tefitter, but with many simplifications. If you are using an
output filter but no text filter, then:

- LPD starts an output filter once for the entire job instead of doceach file in the job.
- LPD does not make any provision to identify the start or the erfilesf within the job for the output filter.

- LPD does not pass the user’s login or host to the filter, so it iSmehded to do accounting. In fact, it gets only
two arguments:

filter-name -wwi dt h -l ength

Wherewi dt h is from thepw capability and engt h is from thepl capability for the printer in question.

Do not be seduced by an output filter's simplicity. If you wablike each file in a job to start on a different page an
output filterwill not work. Use a text filter (also known as an input filter); see sedtistalling the Text Filter
Furthermore, an output filter is actualtlyore complein that it has to examine the byte stream being sent to it for
special flag characters and must send signals to itself calfoePD.

However, an output filter inecessaryf you want header pages and need to send escape sequentesror o
initialization strings to be able to print the header pagei (t is alsofutile if you want to charge header pages to the
requesting user’s account, sirldeD does not give any user or host information to the output fjiter

On a single printei,.PD allows both an output filter and text or other filters. In suabes] . PD will start the output
filter to print the header page (see sectiteader Pagg®nly. LPD then expects the output filter &hop itselfby
sending two bytes to the filter: ASCII 031 followed by ASCIIO@hen an output filter sees these two bytes (031,
001), it should stop by sendirg)lGSTOPto itself. WhenLPD'’s done running other filters, it will restart the output
filter by sendingSIGCONTtO it.

If there is an output filter buto text filter andLPD is working on a plain text jol,PD uses the output filter to do
the job. As stated before, the output filter will print each 6f the job in sequence with no intervening form feeds or
other paper advancement, and this is probablywhat you want. In almost all cases, you need a text filter.
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The programpf , which we introduced earlier as a text filter, can also runmesdput filter. If you need a
quick-and-dirty output filter but do not want to write the ytetection and signal sending code Ipfy . You can
also wrappf in a shell script to handle any initialization codes the fimight require.

9.4.1.6. Ipf :a Text Filter

The programiustr/libexec/Ipr/Ipf that comes with FreeBSD binary distribution is a text fili@p(t filter) that
can indent output (job submitted wikhr -i ), allow literal characters to pass (job submitted vigth-I ), adjust
the printing position for backspaces and tabs in the job,saedunt for pages printed. It can also act like an output
filter.

Ipf is suitable for many printing environments. And althougheis no capability to send initialization sequences to
a printer, it is easy to write a shell script to do the needéalization and then executpf .

In order forlpf to do page accounting correctly, it needs correct valuesifih for thepw andpl capabilities in the
/etc/printcap file. It uses these values to determine how much text can fitmaga and how many pages were in
a user’s job. For more information on printer accounting,Aecounting for Printer Usage

9.4.2. Header Pages

If you havelots of users, all of them using various printers, then you prbpadant to consideheader pageas a
necessary evil.

Header pages, also knownlaanneror burst pagesdentify to whom jobs belong after they are printed. They are
usually printed in large, bold letters, perhaps with detteedorders, so that in a stack of printouts they stand out
from the real documents that comprise users’ jobs. Theylensers to locate their jobs quickly. The obvious
drawback to a header page is that it is yet one more sheetdbabtbe printed for every job, their ephemeral
usefulness lasting not more than a few minutes, ultimatetifig themselves in a recycling bin or rubbish heap.
(Note that header pages go with each job, not each file in s@the paper waste might not be that bad.)

TheLPD system can provide header pages automatically for youtqurisif your printer can directly print plain
text. If you have a PostScript printer, you will need an exééprogram to generate the header page; see
Header Pages on PostScript Printers

9.4.2.1. Enabling Header Pages

In the Simple Printer Setupection, we turned off header pages by specifgingmeaning “suppress headeér) in
the/etc/printcap file. To enable header pages for a printer, just removeltheapability.

Sounds too easy, right?

You are right. Youmighthave to provide an output filter to send initialization sggrto the printer. Here is an
example output filter for Hewlett Packard PCL-compatibliatars:

#!/bin/sh
#
# hpof - Output filter for Hewlett Packard PCL-compatible pr inters

# Installed in /usr/local/llibexec/hpof

printf "\033&k2G" || exit 2
exec /ust/libexec/lpr/Ipf
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Specify the path to the output filter in thé capability. See th©utput Filterssection for more information.

Here is an exampltc/printcap file for the printerteak that we introduced earlier; we enabled header pages
and added the above output filter:

#

# letc/printcap for host orchid

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:Ip=/dev/Ipt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:\
:of=/usr/local/libexec/hpof:

Now, when users print jobs teak , they get a header page with each job. If users want to spewdsiéarching for
their printouts, they can suppress header pages by sumgrtitie job withipr -h ; see theHeader Page Options
section for more Ipr(1) options.

7E£: LPD prints a form feed character after the header page. If your printer uses a different character or sequence
of characters to eject a page, specify them with the ff capability in /etc/printcap

9.4.2.2. Controlling Header Pages

By enabling header pagds?D will produce along headera full page of large letters identifying the user, host, and
job. Here is an example (kelly printed the job named outlieeffhostrose ):

k Il Il
k I I
k I I
k k eeee | | y y
k k e e I I y y
k k eeeeee | I y y
kk k e I I y y
k k e e I I y o oyy
k k eeee 1l Il Yy y
y
y y
yyyy
Il
t | i
t |
0000 u u ttttt | ii n nnn eeee
o] o] u u t I i nn n e e
o] o] u u t I i n n eeeeee
o] o] u u t I i n n e
o] o] u uu t ot | i n n e e
0000 uuu u it 1l} ili n n eeee
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rrr 0000 SSSS eeee

rr r (o] (] S S e e

r o [¢] SS eeeeee
r (o] (o] SS e

r (o] (o] S S e e
r 0000 SSSS eeee

Job: outline
Date: Sun Sep 17 11:04:58 1995

LPD appends a form feed after this text so the job starts on a nge (ueless you havef (suppress form feeds) in
the destination printer’s entry iletc/printcap ).

If you prefer,LPD can make &hort headerspecifysb (short banner) in théetc/printcap file. The header page
will look like this:

rose:kelly Job: outline Date: Sun Sep 17 11:07:51 1995

Also by defaultLPD prints the header page first, then the job. To reverse thatifgil (header last) in
/etc/printcap

9.4.2.3. Accounting for Header Pages

UsingLPD’s built-in header pages enforces a particular paradignmvith@omes to printer accounting: header pages
must befree of charge

Why?

Because the output filter is the only external program thithaize control when the header page is printed that
could do accounting, and it is not provided with arser or hosinformation or an accounting file, so it has no idea
whom to charge for printer use. It is also not enough to jlisdd one page to the text filter or any of the
conversion filters (which do have user and host informatsim)e users can suppress header pagedpvitth

They could still be charged for header pages they did not.@essically,lpr -h  will be the preferred option of
environmentally-minded users, but you cannot offer angitive to use it.

It is still not enoughto have each of the filters generate their own header pagaelyhbeing able to charge for
them). If users wanted the option of suppressing the headgwithpr -h , they will still get them and be
charged for them sindePD does not pass any knowledge of theoption to any of the filters.

209



9. JHI

So, what are your options?

You can:

- AcceptLPD’s paradigm and make header pages free.

- Install an alternative thPD, such ad. PRng. SectionAlternatives to the Standard Spootells more about other
spooling software you can substitute fd?D.

- Write asmartoutput filter. Normally, an output filter is not meant to do #rigg more than initialize a printer or
do some simple character conversion. It is suited for hepalges and plain text jobs (when there is no text (input)
filter). But, if there is a text filter for the plain text jobsi@gnLPD will start the output filter only for the header
pages. And the output filter can parse the header page téxtRitagenerates to determine what user and host to
charge for the header page. The only other problem with teithaod is that the output filter still does not know
what accounting file to use (it is not passed the name of th&dite theaf capability), but if you have a
well-known accounting file, you can hard-code that into thigat filter. To facilitate the parsing step, use she
(short header) capability ifetc/printcap . Then again, all that might be too much trouble, and usells wil
certainly appreciate the more generous system admirustrdito makes header pages free.

9.4.2.4. Header Pages on PostScript Printers

As described abovéPD can generate a plain text header page suitable for mangmir®f course, PostScript
cannot directly print plain text, so the header page featfitd®D is useless-or mostly so.

One obvious way to get header pages is to have every conndilgio and the text filter generate the header page.
The filters should use the user and host arguments to geresat@ble header page. The drawback of this method is
that users will always get a header page, even if they sulbivstyvithlpr -h

Let us explore this method. The following script takes trasguments (user login name, host name, and job name)
and makes a simple PostScript header page:

#!/bin/sh

#

# make-ps-header - make a PostScript header page on stdout
# Installed in /usr/local/libexec/make-ps-header
#

These are PostScript units (72 to the inch). Modify for A4 or
whatever size paper you are using:

H H O H

page_width=612
page_height=792
border=72

#

# Check arguments

#

if [ $# -ne 3 ]; then
echo "Usage: ‘basename $0° <user> <host> <job>" 1>&2
exit 1

fi
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#

# Save these, mostly for readability in the PostScript, belo
#

user=$1

host=$2

job=$3

date='date’

#

# Send the PostScript code to stdout.
#

exec cat <<EOF

%!PS

%

% Make sure we do not interfere with user's job that will follo
%

save

%

% Make a thick, unpleasant border around the edge of the paper
%

$border $border moveto

$page_width $border 2 mul sub O rlineto

0 $page_height $border 2 mul sub rlineto

currentscreen 3 -1 roll pop 100 3 1 roll setscreen

$border 2 mul $page_width sub O rlineto closepath

0.8 setgray 10 setlinewidth stroke O setgray

%

% Display user’'s login name, nice and large and prominent
%

/Helvetica-Bold findfont 64 scalefont setfont

$page_width ($user) stringwidth pop sub 2 div $page_height
($user) show

%

% Now show the boring particulars
%

/Helvetica findfont 14 scalefont setfont
ly 200 def

[ (Job:) (Host:) (Date:) ] {

200 y moveto show /y y 18 sub def }
forall

/Helvetica-Bold findfont 14 scalefont setfont
ly 200 def
[ ($job) ($host) ($date) ] {
270 y moveto show /y y 18 sub def
} forall

%
% That is it

200 sub moveto

9. JHI
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%

restore
showpage
EOF

Now, each of the conversion filters and the text filter canttadl script to first generate the header page, and then
print the user’s job. Here is the DVI conversion filter fronrlea in this document, modified to make a header page:

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by Ipd when user runs Ipr -d
#
orig_args="$@"
fail() {
echo "$@" 1>&2
exit 2
}

while getopts "x:y:n:h:" option; do
case $option in
xly) ;; # Ignore
n) login=$OPTARG ;;
h) host=$0OPTARG ;;

*) echo "LPD started ‘basename $0° wrong." 1>&2
exit 2
esac
done
[ "$login" ] || fail "No login name"

[ "$host" ] || fail "No host name"

( /usr/localllibexec/make-ps-header $login $host "DVI Fi le"
lusr/local/bin/dvips -f ) | eval /usr/local/libexec/lprp s $orig_args

Notice how the filter has to parse the argument list in ordeietermine the user and host name. The parsing for the
other conversion filters is identical. The text filter takesdightly different set of arguments, though (see section
How Filters Work.

As we have mentioned before, the above scheme, though $ainyle, disables the“suppress header pageoption
(the-h option) tolpr . If users wanted to save a tree (or a few pennies, if you cHardeeader pages), they would
not be able to do so, since every filter’'s going to print a hepdge with every job.

To allow users to shut off header pages on a per-job basisaifbineed to use the trick introduced in section
Accounting for Header Pagesrite an output filter that parses the LPD-generated hegaige and produces a
PostScript version. If the user submits the job wfith-h , thenLPD will not generate a header page, and neither
will your output filter. Otherwise, your output filter will eal the text fronLPD and send the appropriate header page
PostScript code to the printer.
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If you have a PostScript printer on a serial line, you can madeofiprps , which comes with an output filter,
psof , which does the above. Note thabf does not charge for header pages.

9.4.3. Networked Printing

FreeBSD supports networked printing: sending jobs to remadnters. Networked printing generally refers to two
different things:

- Accessing a printer attached to a remote host. You installagp that has a conventional serial or parallel
interface on one host. Then, you setltRD to enable access to the printer from other hosts on the nietwor
SectionPrinters Installed on Remote Hostdls how to do this.

- Accessing a printer attached directly to a network. Thetprihas a network interface in addition (or in place of) a
more conventional serial or parallel interface. Such atprimight work as follows:

- It might understand thePD protocol and can even queue jobs from remote hosts. In thés daacts just like a
regular host runningPD. Follow the same procedure in sectiBrinters Installed on Remote Hostsset up
such a printer.

- It might support a data stream network connection. In thiecgou “attach’ the printer to one host on the
network by making that host responsible for spooling jols sending them to the printer. Section
Printers with Networked Data Stream Interfagages some suggestions on installing such printers.

9.4.3.1. Printers Installed on Remote Hosts

TheLPD spooling system has built-in support for sending jobs t@otiosts also runninigPD (or are compatible
with LPD). This feature enables you to install a printer on one hodtraake it accessible from other hosts. It also
works with printers that have network interfaces that ustderd thd_PD protocol.

To enable this kind of remote printing, first install a prinb@ one host, therinter host using the simple printer
setup described in tH@imple Printer Setupection. Do any advanced setupAdvanced Printer Setujpat you need.
Make sure to test the printer and see if it works with the feztwfLPD you have enabled. Also ensure that kbeal
hosthas authorization to use th€D service in theemote hos{seeRestricting Jobs from Remote Printers

If you are using a printer with a network interface that is patible withLPD, then theprinter hostin the
discussion below is the printer itself, and fménter nameis the name you configured for the printer. See the
documentation that accompanied your printer and/or primééwork interface.

IR If you are using a Hewlett Packard Laserjet then the printer name text  will automatically perform the LF to
CRLF conversion for you, so you will not require the hpif ~ script.
Then, on the other hosts you want to have access to the primage an entry in thefetc/printcap files with the

following:

1. Name the entry anything you want. For simplicity, thoughy probably want to use the same name and aliases
as on the printer host.

2. Leave thap capability blank, explicitly {p=: ).
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3. Make a spooling directory and specify its location in ¢becapability.LPD will store jobs here before they get
sent to the printer host.
4. Place the name of the printer host in threcapability.
5. Place the printer name on thanter hostin therp capability.
That is it. You do not need to list conversion filters, pageetisions, or anything else in tletc/printcap file.

Here is an example. The haske has two printershamboo andrattan . We will enable users on the hasthid
to print to those printers. Here is thec/printcap file for orchid (back from sectioEnabling Header Pagest
already had the entry for the printenk ; we have added entries for the two printers on the st :

#

H*

letc/printcap for host orchid - added (remote) printers on rose
#

#

# teak is local; it is connected directly to orchid:

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:Ip=/deV/Ipt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/ithp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

#

# rattan is connected to rose; send jobs for rattan to rose:

#

rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:Ip=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

#

# bamboo is connected to rose as well:

#

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:Ip=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:

Then, we just need to make spooling directories@hid

# mkdir -p /var/spool/lpd/rattan /var/spool/lpd/bamboo
# chmod 770 /var/spool/lpd/rattan /var/spool/lpd/bamboo
# chown daemon:daemon /var/spool/lpd/rattan /var/spool/l pd/bamboo

Now, users ormrchid can print torattan  andbamboo. If, for example, a user oorchid typed
% Ipr -P bamboo -d sushi-review.dvi

theLPD system ororchid would copy the job to the spooling directamar/spool/lpd/bamboo and note that
it was a DVI job. As soon as the hasise has room in itbamboo spooling directory, the twaPDs would transfer
the file torose . The file would wait inrose ’s queue until it was finally printed. It would be convertedrfr DVI to
PostScript (sinceamboo is a PostScript printer) orose .
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9.4.3.2. Printers with Networked Data Stream Interfaces

Often, when you buy a network interface card for a printey, gan get two versions: one which emulates a spooler
(the more expensive version), or one which just lets you skal to it as if you were using a serial or parallel port
(the cheaper version). This section tells how to use thepdregersion. For the more expensive one, see the previous
sectionPrinters Installed on Remote Hosts

The format of thédetc/printcap file lets you specify what serial or parallel interface to,u®d (if you are using
a serial interface), what baud rate, whether to use flow obrttelays for tabs, conversion of newlines, and more. But
there is no way to specify a connection to a printer that teti;ig on a TCP/IP or other network port.

To send data to a networked printer, you need to develop a emications program that can be called by the text
and conversion filters. Here is one such example: the sweiptint ~ takes all data on standard input and sends it to
a network-attached printer. We specify the hostname of timgp as the first argument and the port number to which
to connect as the second argumentdprint . Note that this supports one-way communication only (F&2Bo
printer); many network printers support two-way commutiarg and you might want to take advantage of that (to
get printer status, perform accounting, etc.).

#!/usr/bin/perl

#

# netprint - Text filter for printer attached to network

# Installed in /usr/local/libexec/netprint

#

$#ARGV eq 1 || die "Usage: $0 <printer-hostname> <port-numb er>";

$printer_host = $ARGV[0];
$printer_port = $ARGV[1];

require 'sys/socket.ph’;
($ignore, $ignore, $protocol) = getprotobyname(’tcp’);
($ignore, $ignore, $ignore, $ignore, $address)

= gethostbyname($printer_host);

$sockaddr = pack('S n a4 x8', &AF_INET, S$printer_port, $add ress);

socket(PRINTER, &PF_INET, &SOCK_STREAM, $protocol)
|| die "Can't create TCP/IP stream socket: $!";

connect(PRINTER, $sockaddr) || die "Can't contact $printe r_host: $!";
while (<STDIN>) { print PRINTER; }
exit 0;

We can then use this script in various filters. Suppose we lizdliado 750-N line printer connected to the network.
The printer accepts data to print on port number 5100. Thertayse of the printer is scrivener. Here is the text filter
for the printer:

#!/bin/sh

#

# diablo-if-net - Text filter for Diablo printer ‘scrivener " listening

# on port 5100. Installed in /usr/local/libexec/diablo-if -net

#

exec /ust/libexec/lpr/lpf "$@" | /usr/local/libexec/net print scrivener 5100
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9.4.4. Restricting Printer Usage

This section gives information on restricting printer usagheLPD system lets you control who can access a
printer, both locally or remotely, whether they can printltiple copies, how large their jobs can be, and how large
the printer queues can get.

9.4.4.1. Restricting Multiple Copies

TheLPD system makes it easy for users to print multiple copies okalflsers can print jobs withr -#5  (for
example) and get five copies of each file in the job. Whethsrigh& good thing is up to you.

If you feel multiple copies cause unnecessary wear and tegoor printers, you can disable the option to Ipr(1)
by adding thesc capability to theetc/printcap file. When users submit jobs with the option, they will see:

Ipr: multiple copies are not allowed

Note that if you have set up access to a printer remotely @et@saPrinters Installed on Remote Hostgou need
thesc capability on the remotetc/printcap files as well, or else users will still be able to submit muéipopy
jobs by using another host.

Here is an example. This is thetc/printcap file for the hostose . The printerattan  is quite hearty, so we
will allow multiple copies, but the laser printbamboo is a bit more delicate, so we will disable multiple copies by
adding thesc capability:

#
# letc/printcap for host rose - restrict multiple copies on b amboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:Ip=/dev/Ipt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:\
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Now, we also need to add tse capability on the hogirchid s /etc/printcap (and while we are at it, let us
disable multiple copies for the printefak ):

#
# letc/printcap for host orchid - no multiple copies for loca |
# printer teak or remote printer bamboo
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:Ip=/dev/Ipt0:sd=/var/spool/lpd/teak:mx#0:sc:\
:if=/usr/local/libexec/ithp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:Ip=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
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:Ip=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:sc:

By using thesc capability, we prevent the use Ipf -# , but that still does not prevent users from running Ipr(1)
multiple times, or from submitting the same file multiple &sin one job like this:

% lpr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

There are many ways to prevent this abuse (including iggatjrwhich you are free to explore.

9.4.4.2. Restricting Access to Printers

You can control who can print to what printers by using the XIgtoup mechanism and thg capability in
/etc/printcap . Just place the users you want to have access to a printeeirtaancgroup, and then name that
group in therg capability.

Users outside the group (includingpt ) will be greeted withpr: Not a member of the restricted
group if they try to print to the controlled printer.

As with thesc (suppress multiple copies) capability, you need to spegifgpn remote hosts that also have access to
your printers, if you feel it is appropriate (see sectiRnnters Installed on Remote Hogts

For example, we will let anyone access the primagtan , but only those in grouprtists ~ can usébamboo. Here
is the familiar/etc/printcap for hostrose :

#
# letc/printcap for host rose - restricted group for bamboo
#
rattan|line|diablo|Ip|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:Ip=/dev/Ipt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:\
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Let us leave the other examptac/printcap file (for the hosbrchid ) alone. Of course, anyone orchid can
print to bamboo. It might be the case that we only allow certain loginsoochid  anyway, and want them to have
access to the printer. Or not.

7£: There can be only one restricted group per printer.

9.4.4.3. Controlling Sizes of Jobs Submitted

If you have many users accessing the printers, you probaagl to put an upper limit on the sizes of the files users
can submit to print. After all, there is only so much free span the filesystem that houses the spooling directories,
and you also need to make sure there is room for the jobs of ofiegs.
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LPD enables you to limit the maximum byte size a file in a job can lil the mx capability. The units are in
BUFSIZ blocks, which are 1024 bytes. If you put a zero for this calgptihere will be no limit on file size;
however, if nomx capability is specified, then a default limit of 2000 blockifl ive used.

7. The limit applies to files in a job, and not the total job size.

LPD will not refuse a file that is larger than the limit you placeaprinter. Instead, it will queue as much of the file
up to the limit, which will then get printed. The rest will bésdarded. Whether this is correct behavior is up for
debate.

Let us add limits to our example printergtan andbamboo. Since those artists’ PostScript files tend to be large,
we will limit them to five megabytes. We will put no limit on thmain text line printer:

#

H*

letc/printcap for host rose
#

#

# No limit on job size:

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:mx#0:sd=/var/spool/lpd/rattan:\
:Ip=/dev/Ipt0:\
:if=/usr/local/libexecl/if-simple:

#

# Limit of five megabytes:

#

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000: \
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\

:df=/usr/local/libexec/psdf:

Again, the limits apply to the local users only. If you havege access to your printers remotely, remote users will
not get those limits. You will need to specify thexcapability in the remotéetc/printcap files as well. See
sectionPrinters Installed on Remote Ho$ts more information on remote printing.

There is another specialized way to limit job sizes from reaminters; see section
Restricting Jobs from Remote Printers

9.4.4.4. Restricting Jobs from Remote Printers

TheLPD spooling system provides several ways to restrict pring gibomitted from remote hosts:

Host restrictions

You can control from which remote hosts a lot&D accepts requests with the filesc/hosts.equiv and
/etc/hosts.lpd .LPD checks to see if an incoming request is from a host listedtireebne of these files. If
not, LPD refuses the request.
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The format of these files is simple: one host name per linee it the filgetc/hosts.equiv is also used
by the ruserok(3) protocol, and affects programs like rsaft rcp(1), so be careful.

For example, here is thetc/hosts.Ipd file on the hostose :

orchid
violet
madrigal.fishbaum.de

This meansose will accept requests from the hostshid , violet , andmadrigal.fishbaum.de .If any
other host tries to accessse ’'s LPD, the job will be refused.

Size restrictions

You can control how much free space there needs to remairediigélystem where a spooling directory
resides. Make a file calledinfree in the spooling directory for the local printer. Insert irattile a number
representing how many disk blocks (512 bytes) of free sgamethas to be for a remote job to be accepted.

This lets you insure that remote users will not fill your fils®m. You can also use it to give a certain priority to
local users: they will be able to queue jobs long after the ftisk space has fallen below the amount specified
in theminfree file.

For example, let us addrainfree file for the printerhamboo. We examingetc/printcap to find the

spooling directory for this printer; here li@mboo’s entry:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000: \
:Ip=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:mx#500 0:\

.if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The spooling directory is given in theel capability. We will make three megabytes (which is 6144 dikicks)
the amount of free disk space that must exist on the filesy&ietPD to accept remote jobs:

# echo 6144 > |var/spool/lpd/bamboo/minfree

User restrictions

You can control which remote users can print to local pritsr specifying thes capability in
/etc/printcap . Whenrs appears in the entry for a locally-attached print€D will accept jobs from
remote host# the user submitting the job also has an account of the sanreriaghe on the local host.
Otherwise LPD refuses the job.

This capability is particularly useful in an environmentevé there are (for example) different departments
sharing a network, and some users transcend departmentadéges. By giving them accounts on your
systems, they can use your printers from their own depatiahsystems. If you would rather allow them to use
onlyyour printers and not your computer resources, you can gamat “token’ accounts, with no home
directory and a useless shell likesr/bin/false

9.4.5. Accounting for Printer Usage

So, you need to charge for printouts. And why not? Paper dnddast money. And then there are maintenance
costs—printers are loaded with moving parts and tend to break ddam.have examined your printers, usage
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patterns, and maintenance fees and have come up with a gerqgper-foot, per-meter, or per-whatever) cost.
Now, how do you actually start accounting for printouts?

Well, the bad news is thiePD spooling system does not provide much help in this departtresounting is highly
dependent on the kind of printer in use, the formats beinggdi, and/our requirements in charging for printer
usage.

To implement accounting, you have to modify a printer’s fdser (to charge for plain text jobs) and the conversion
filters (to charge for other file formats), to count pages argthe printer for pages printed. You cannot get away
with using the simple output filter, since it cannot do acdog See sectiofkilters

Generally, there are two ways to do accounting:

- Periodic accountings the more common way, possibly because it is easier. Wigeisemeone prints a job, the
filter logs the user, host, and number of pages to an accafiién Every month, semester, year, or whatever time
period you prefer, you collect the accounting files for theaas printers, tally up the pages printed by users, and
charge for usage. Then you truncate all the logging filestistpwith a clean slate for the next period.

- Timely accountings less common, probably because it is more difficult. Thithoe has the filters charge users
for printouts as soon as they use the printers. Like diskagjahe accounting is immediate. You can prevent users
from printing when their account goes in the red, and migbtijole a way for users to check and adjust their
“print quotas. But this method requires some database code to track usgthe@inquotas.

TheLPD spooling system supports both methods easily: since yoe: togprovide the filters (well, most of the

time), you also have to provide the accounting code. Bugtiea bright side: you have enormous flexibility in your
accounting methods. For example, you choose whether toarsaljx or timely accounting. You choose what
information to log: user names, host names, job types, pageed, square footage of paper used, how long the job
took to print, and so forth. And you do so by modifying the fiét¢o save this information.

9.4.5.1. Quick and Dirty Printer Accounting

FreeBSD comes with two programs that can get you set up withlsiperiodic accounting right away. They are the
text filterlpf , described in sectiolpf: a Text Filter and pac(8), a program to gather and total entries fromearint
accounting files.

As mentioned in the section on filterSilters), LPD starts the text and the conversion filters with the name of the
accounting file to use on the filter command line. The filters ese this argument to know where to write an
accounting file entry. The name of this file comes fromahecapability in/etc/printcap , and if not specified as
an absolute path, is relative to the spooling directory.

LPD startslpf with page width and length arguments (from tiveandpl capabilities)lpf uses these arguments
to determine how much paper will be used. After sending tleddilthe printer, it then writes an accounting entry in
the accounting file. The entries look like this:

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

You should use a separate accounting file for each printégf akas no file locking logic built into it, and twipf s
might corrupt each other’s entries if they were to write te same file at the same time. An easy way to insure a
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separate accounting file for each printer is to afsecct in /etc/printcap . Then, each accounting file will be in
the spooling directory for a printer, in a file namaett .

When you are ready to charge users for printouts, run the3ppoggram. Just change to the spooling directory for
the printer you want to collect on and typac . You will get a dollar-centric summary like the following:

Login pages/feet  runs price
orchid:kelly 5.00 1 $ 010
orchid:mary 31.00 3 $ 062
orchid:zhang 9.00 1 $ 018
rose:andy 2.00 1 $ 004
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 174
rose:root 26.00 12 $ 0.52
total 337.00 154 $ 6.74

These are the arguments pac(8) expects:

-Pprinter

Whichpri nt er to summarize. This option works only if there is an absol&#hin theaf capability in

/etc/printcap
-C
Sort the output by cost instead of alphabetically by userenam
-m
Ignore host name in the accounting files. With this optioeresith on hostalpha is the same usemith on
hostgamma Without, they are different users.
-p price
Compute charges witpr i ce dollars per page or per foot instead of the price fromgheapability in
/etc/printcap , or two cents (the default). You can speaifyi ce as a floating point number.
-r
Reverse the sort order.
-s
Make an accounting summary file and truncate the accounteg fi
nane -

Print accounting information for the given usermes only.

In the default summary that pac(8) produces, you see the euafilpages printed by each user from various hosts. If,
at your site, host does not matter (because users can usesthyranpac -m, to produce the following summary:

Login pages/feet  runs price
andy 2.00 1 $ 004
kelly 182.00 105 $ 3.64
mary 11800 35 $ 2.36
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root 26.00 12 $ 052
zhang 9.00 1 $ 018
total 337.00 154 $ 6.74

To compute the dollar amount due, pac(8) useptheapability in theletc/printcap file (default of 200, or 2

cents per page). Specify, in hundredths of cents, the pacegge or per foot you want to charge for printouts in this
capability. You can override this value when you run pac(8hpwhe-p option. The units for thep option are in
dollars, though, not hundredths of cents. For example,

# pac -pl.50

makes each page cost one dollar and fifty cents. You can ma&iyin the profits by using this option.

Finally, runningpac -s will save the summary information in a summary accountirg fithich is named the same
as the printer’s accounting file, but witkum appended to the name. It then truncates the accounting filenWou

run pac(8) again, it rereads the summary file to get startitedd, then adds information from the regular accounting
file.

9.4.5.2. How Can You Count Pages Printed?

In order to perform even remotely accurate accounting, yemdrio be able to determine how much paper a job uses.
This is the essential problem of printer accounting.

For plain text jobs, the problem is not that hard to solve: gount how many lines are in a job and compare it to
how many lines per page your printer supports. Do not foé&ike into account backspaces in the file which
overprintlines, or long logical lines that wrap onto one @rmadditional physical lines.

The text filterlpf  (introduced inpf: a Text Filte) takes into account these things when it does accountiryguif
are writing a text filter which needs to do accounting, youtmigant to examinéf 's source code.

How do you handle other file formats, though?

Well, for DVI-to-LaserJet or DVI-to-PostScript conversigyou can have your filter parse the diagnostic output of
dvili ordvips and look to see how many pages were converted. You might lee@bb similar things with other
file formats and conversion programs.

But these methods suffer from the fact that the printer mayantually print all those pages. For example, it could
jam, run out of toner, or explodeand the user would still get charged.

So, what can you do?

There is only onsureway to doaccurateaccounting. Get a printer that can tell you how much papesasuyand
attach it via a serial line or a network connection. NeardyalstScript printers support this notion. Other makes and
models do as well (networked Imagen laser printers, for g@mModify the filters for these printers to get the page
usage after they print each job and have them log accoumtfogmation based on that valealy. There is no line
counting nor error-prone file examination required.

Of course, you can always be generous and make all printaags f
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9.5. Using Printers

This section tells you how to use printers you have set up Ri#eBSD. Here is an overview of the user-level
commands:

Ipr(1)
Print jobs

Ipa(1)
Check printer queues

lprm(1)
Remove jobs from a printer’s queue

There is also an administrative command, Ipc(8), desciiib#ie sectiorAdministering Printersused to control
printers and their queues.

All three of the commands Ipr(1), Iprm(1), and Ipq(1) accapbptionP pri nt er - nane to specify on which
printer/queue to operate, as listed in the/printcap file. This enables you to submit, remove, and check on
jobs for various printers. If you do not use the option, then these commands use the printer specified in the
PRINTERenvironment variable. Finally, if you do not hav@RINTERenvironment variable, these commands
default to the printer namepg .

Hereafter, the terminologyefault printermeans the printer named in tRRINTERenvironment variable, or the
printer namedp when there is Nn@RINTERenvironment variable.

9.5.1. Printing Jobs
To print files, type:

% lpr filenane ...

This prints each of the listed files to the default printeydfi list no files, Ipr(1) reads data to print from standard
input. For example, this command prints some importanesysiles:

% lpr /etc/host.conf /etc/hosts.equiv

To select a specific printer, type:

% lpr -P  printer-nane filenane ...

This example prints a long listing of the current directaryte printer namechttan
% Is -l | Ipr -P rattan

Because no files were listed for the Ipr(1) commapd, read the data to print from standard input, which was the
output of thels -| command.

The Ipr(1) command can also accept a wide variety of optiom®htrol formatting, apply file conversions, generate
multiple copies, and so forth. For more information, seestixetionPrinting Options
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9.5.2. Checking Jobs

When you print with Ipr(1), the data you wish to print is pugésher in a package called aprint job” , which is
sent to the.PD spooling system. Each printer has a queue of jobs, and ybwédts in that queue along with other
jobs from yourself and from other users. The printer prihtse jobs in a first-come, first-served order.

To display the queue for the default printer, type Ipq(1). &specific printer, use the option. For example, the
command

% Ipq -P bamboo
shows the queue for the printer nanmeanboo. Here is an example of the output of tihg command:

bamboo is ready and printing

Rank  Owner Job  Files Total Size
active kelly 9 letc/host.conf, /etc/hosts.equiv. 88 bytes

2nd kelly 10 (standard input) 1635 bytes

3rd mary 11 78519 bytes

This shows three jobs in the queue famboo. The first job, submitted by user kelly, got assignégbb number
9. Every job for a printer gets a unique job number. Most oftiime you can ignore the job number, but you will
need it if you want to cancel the job; see sectRemoving Job$or details.

Job number nine consists of two files; multiple files giventomlpr(1) command line are treated as part of a single
job. It is the currently active job (note the woadtive under the “RankK’ column), which means the printer
should be currently printing that job. The second job cdasi§data passed as the standard input to the Ipr(1)
command. The third job came from useary ; it is a much larger job. The pathname of the file she is tryingrint

is too long to fit, so the Ipg(1) command just shows three dots.

The very first line of the output from Ipq(1) is also usefukalls what the printer is currently doing (or at least what
LPD thinks the printer is doing).

The Ipq(1) command also supporiia option to generate a detailed long listing. Here is an exarofipq -I

waiting for bamboo to become ready (offline ?)

kelly: 1st [job 009rose]
/etc/host.conf 73 bytes
/etc/hosts.equiv 15 bytes
kelly: 2nd [job 010rose]
(standard input) 1635 bytes
mary: 3rd [job 011rose]
/home/orchid/mary/research/venus/alpha-regio/mappin g 78519 bytes

9.5.3. Removing Jobs

If you change your mind about printing a job, you can remoegjtid from the queue with the Iprm(1) command.
Often, you can even use Iprm(1) to remove an active job, buesor all of the job might still get printed.

To remove a job from the default printer, first use Ipg(1) talfine job number. Then type:

% Iprm j ob- nunmber
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To remove the job from a specific printer, add tReoption. The following command removes job number 10 from
the queue for the printétamboo:

% Iprm -P bamboo 10

The Iprm(1) command has a few shortcuts:

lprm -

Removes all jobs (for the default printer) belonging to you.

[prmuser
Removes all jobs (for the default printer) belongingiter . The superuser can remove other users’ jobs; you
can remove only your own jobs.

[prm

With no job number, user name, orppearing on the command line, Iprm(1) removes the cuyrective job
on the default printer, if it belongs to you. The superus@rreanove any active job.

Just use theP option with the above shortcuts to operate on a specificqrinstead of the default. For example, the
following command removes all jobs for the current user mdieue for the printer nameattan

% lprm -P rattan -

7E: If you are working in a networked environment, Iprm(1) will let you remove jobs only from the host from which
the jobs were submitted, even if the same printer is available from other hosts. The following command sequence
demonstrates this:

% lpr -P rattan myfile
% rlogin orchid
% Ipg -P rattan

Rank  Owner Job  Files Total Size
active seeyan 12 49123 bytes
2nd kelly 13 myfile 12 bytes

% lprm -P rattan 13
rose: Permission denied
% logout

% lprm -P rattan 13
dfAO013rose dequeued
cfAO13rose dequeued

9.5.4. Beyond Plain Text: Printing Options

The Ipr(1) command supports a number of options that cofdrolatting text, converting graphic and other file
formats, producing multiple copies, handling of the jobd amore. This section describes the options.
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9.5.4.1. Formatting and Conversion Options

The following Ipr(1) options control formatting of the filasthe job. Use these options if the job does not contain
plain text or if you want plain text formatted through theIr(tility.

For example, the following command prints a DVI file (from ffgX typesetting system) namédidh-report.dvi
to the printer nametamboo:

% lpr -P bamboo -d fish-report.dvi

These options apply to every file in the job, so you cannot is&y) DVI and ditroff files together in a job. Instead,
submit the files as separate jobs, using a different cororecgition for each job.

7E: All of these options except -p and -T require conversion filters installed for the destination printer. For
example, the -d option requires the DVI conversion filter. Section Conversion Filters gives details.

-C
Print cifplot files.
-d
Print DVI files.
-f
Print FORTRAN text files.
-9
Print plot data.
-i  nunber
Indent the output byiunber columns; if you omitnunber , indent by 8 columns. This option works only with
certain conversion filters.
7£: Do not put any space between the -i and the number.
-l
Print literal text data, including control characters.
-n
Print ditroff (device independent troff) data.
-p

Format plain text with pr(1) before printing. See pr(1) fooma information.
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-T title

Useti t | e onthe pr(1) header instead of the file name. This option Hastainly when used with the
option.

Print troff data.

Print raster data.

Here is an example: this command prints a nicely formattesioe of the Is(1) manual page on the default printer:
% zcat /usr/share/man/manl/ls.1.gz | troff -t -man | Ipr -t

The zcat(1) command uncompresses the source of the Is(1)ah@age and passes it to the troff(1) command,
which formats that source and makes GNU troff output andgsaisso Ipr(1), which submits the job to théD
spooler. Because we used theoption to Ipr(1), the spooler will convert the GNU troff outignto a format the
default printer can understand when it prints the job.

9.5.4.2. Job Handling Options
The following options to Ipr(1) telLPD to handle the job specially:

-#copi es

Produce a number @fopi es of each file in the job instead of just one copy. An administratay disable this
option to reduce printer wear-and-tear and encourage pbpier usage. See section
Restricting Multiple Copies

This example prints three copiespdrser.c  followed by three copies gfarser.h  to the default printer:

% lpr -#3 parser.c parser.h

-m
Send mail after completing the print job. With this optidme L PD system will send mail to your account when
it finishes handling your job. In its message, it will tell yibthe job completed successfully or if there was an
error, and (often) what the error was.

-S

Do not copy the files to the spooling directory, but make syiobioks to them instead.

If you are printing a large job, you probably want to use ttpian. It saves space in the spooling directory
(your job might overflow the free space on the filesystem whtegespooling directory resides). It saves time as
well sinceLPD will not have to copy each and every byte of your job to the $pgalirectory.

There is a drawback, though: sinkcED will refer to the original files directly, you cannot modify temove
them until they have been printed.

7E: If you are printing to a remote printer, LPD will eventually have to copy files from the local host to the
remote host, so the -s option will save space only on the local spooling directory, not the remote. It is still
useful, though.
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Remove the files in the job after copying them to the spoolingotbry, or after printing them with the
option. Be careful with this option!

9.5.4.3. Header Page Options

These options to Ipr(1) adjust the text that normally appeara job’s header page. If header pages are suppressed
for the destination printer, these options have no effemt. &ctiorHeader Pagef®r information about setting up
header pages.

-Ctext
Replace the hosthame on the header pagetwitth . The hostname is normally the name of the host from
which the job was submitted.

-Jt ext

Replace the job name on the header page wttt . The job name is normally the name of the first file of the
job, orstdin if you are printing standard input.

Do not print any header page.

7E: At some sites, this option may have no effect due to the way header pages are generated. See
Header Pages for details.

9.5.5. Administering Printers

As an administrator for your printers, you have had to imssak up, and test them. Using the Ipc(8) command, you
can interact with your printers in yet more ways. With Ip¢{&u can

- Start and stop the printers
- Enable and disable their queues
- Rearrange the order of the jobs in each queue.

First, a note about terminology: if a printerd®ppedit will not print anything in its queue. Users can still suibm
jobs, which will wait in the queue until the printerssartedor the queue is cleared.

If a queue igdisabled no user (excepbot ) can submit jobs for the printer. Aenabledqueue allows jobs to be
submitted. A printer can bgtartedfor a disabled queue, in which case it will continue to praitg in the queue until
the queue is empty.
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In general, you have to haveot privileges to use the Ipc(8) command. Ordinary users catheskc(8) command
to get printer status and to restart a hung printer only.

Here is a summary of the Ipc(8) commands. Most of the commiakésapr i nt er - nane argument to tell on which
printer to operate. You can ua# for thepri nt er - name to mean all printers listed ifetc/printcap

abort printer-name

Cancel the current job and stop the printer. Users can shblirst jobs if the queue is enabled.

clean printer-name

Remove old files from the printer’s spooling directory. Gsicaally, the files that make up a job are not
properly removed by PD, particularly if there have been errors during printing doteof administrative
activity. This command finds files that do not belong in theddipg directory and removes them.

disable  printer-nanme

Disable queuing of new jobs. If the printer is running, itheibntinue to print any jobs remaining in the queue.
The superuserdot ) can always submit jobs, even to a disabled queue.

This command is useful while you are testing a new printer@rfinstallation: disable the queue and submit
jobs asoot . Other users will not be able to submit jobs until you complgiur testing and re-enable the
gueue with theenable command.

down printer-nane nmessage
Take a printer down. Equivalent tisable  followed bystop . Thenessage appears as the printer’s status
whenever a user checks the printer’'s queue with Ipg(1) tustaithlpc status

enable printer-nane

Enable the queue for a printer. Users can submit jobs butrtheepwill not print anything until it is started.

help command- name
Print help on the commantbmmand- name. With nocommand- nane, print a summary of the commands
available.

restart printer-nane
Start the printer. Ordinary users can use this command iEsextraordinary circumstance harlg2D, but they
cannot start a printer stopped with either #fr or down commands. Theestart command is equivalent to
abort followed bystart

start  printer-nane

Start the printer. The printer will print jobs in its queue.

stop printer-nane

Stop the printer. The printer will finish the current job anitl wot print anything else in its queue. Even though
the printer is stopped, users can still submit jobs to anledajueue.
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topq printer-nane job-or-usernane
Rearrange the queue fpri nt er - name by placing the jobs with the listgidob numbers or the jobs belonging
to user name at the top of the queue. For this command, you cannogéliseas thepri nt er - nane.

up printer-name
Bring a printer up; the opposite of thiewn command. Equivalent tetart ~ followed byenable .

Ipc(8) accepts the above commands on the command line. Iflgawot enter any commands, Ipc(8) enters an
interactive mode, where you can enter commands until yoeidyip , quit , or end-of-file.

9.6. Alternatives to the Standard Spooler

If you have been reading straight through this manual, by ymwhave learned just about everything there is to know
about the_PD spooling system that comes with FreeBSD. You can probalgyemate many of its shortcomings,
which naturally leads to the question:What other spooling systems are out there (and work withB%&9?’

LPRnNg

LPRng, which purportedly means‘LPR: the Next Generation is a complete rewrite of PLP. Patrick Powell
and Justin Mason (the principal maintainer of PLP) collalted to maké.PRng. The main site fo PRng is
http://www.lprng.org/.

CUPS

CUPS the Common UNIX Printing System, provides a portable prmtayer for UNIX-based operating
systems. It has been developed by Easy Software Produatsrtmope a standard printing solution for all UNIX
vendors and users.

CUPSuses the Internet Printing Protocol (IPP) as the basis faragiag print jobs and queues. The Line
Printer Daemon (LPD), Server Message Block (SMB), and Aggg&b(a.k.a. JetDirect) protocols are also
supported with reduced functionality. CUPS adds netwoitkter browsing and PostScript Printer Description
(PPD) based printing options to support real-world prigtimder UNIX.

The main site foCUPSis http://www.cups.org/.

9.7. Troubleshooting

After performing the simple test with Iptest(1), you miglatvie gotten one of the following results instead of the
correct printout:

It worked, after awhile; or, it did not eject a full sheet.

The printer printed the above, but it sat for awhile and dithitg. In fact, you might have needed to press a
PRINT REMAINING or FORM FEED button on the printer to get amgults to appear.

230



9. JHI

If this is the case, the printer was probably waiting to selkéfe was any more data for your job before it
printed anything. To fix this problem, you can have the teteifisend a FORM FEED character (or whatever is
necessary) to the printer. This is usually sufficient to itaeeprinter immediately print any text remaining in its
internal buffer. It is also useful to make sure each printgalds on a full sheet, so the next job does not start
somewhere on the middle of the last page of the previous job.

The following replacement for the shell scripsr/local/libexec/if-simple prints a form feed after it
sends the job to the printer:
#!/bin/sh

if-simple - Simple text input filter for Ipd
Installed in /usr/local/libexec/if-simple

Simply copies stdin to stdout. Ignores all filter argument S.

#
#
#
#
#
# Writes a form feed character (\f) after printing job.

/bin/cat && printf "\f* && exit 0
exit 2

It produced the “staircase effecit.
You got the following on paper:

"#$%&'()  *+,-./01234
"HE%&'() *-+,-./012345
H$%&'() *+,-./0123456

You have become another victim of thiaircase effe¢tcaused by conflicting interpretations of what characters
should indicate a new line. UNIX style operating systemsausigle character: ASCII code 10, the line feed
(LF). MS-DOS, 0S/2®, and others uses a pair of character€|A&de 10and ASCII code 13 (the carriage
return or CR). Many printers use the MS-DOS convention fpresenting new-lines.

When you print with FreeBSD, your text used just the line feldracter. The printer, upon seeing a line feed
character, advanced the paper one line, but maintainethe korizontal position on the page for the next
character to print. That is what the carriage return is fmmbve the location of the next character to print to the
left edge of the paper.

Here is what FreeBSD wants your printer to do:

Printer received CR Printer prints CR
Printer received LF Printer prints CR + LF

Here are some ways to achieve this:

- Use the printer’s configuration switches or control paneliter its interpretation of these characters. Check
your printer's manual to find out how to do this.

#E: If you boot your system into other operating systems besides FreeBSD, you may have to reconfigure
the printer to use a an interpretation for CR and LF characters that those other operating systems use.
You might prefer one of the other solutions, below.
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- Have FreeBSD’s serial line driver automatically converttbFCER+LF. Of course, this works with printers on
serial portonly. To enable this feature, use the# capability and set thenlcr  mode in the
letc/printcap file for the printer.

- Send arescape codw the printer to have it temporarily treat LF characterfedé@ntly. Consult your
printer’'s manual for escape codes that your printer migppstt. When you find the proper escape code,
modify the text filter to send the code first, then send thet poin

Here is an example text filter for printers that understaedtbhwlett-Packard PCL escape codes. This filter
makes the printer treat LF characters as a LF and CR; thendsdée job; then it sends a form feed to eject
the last page of the job. It should work with nearly all Hewfackard printers.

#1/bin/sh

hpif - Simple text input filter for Ipd for HP-PCL based prin ters
Installed in /usr/local/libexec/hpif

Simply copies stdin to stdout. Ignores all filter argument s.

#
#
#
#
#
# Tells printer to treat LF as CR+LF. Ejects the page when done

printf "\033&k2G" && cat && printf "\033&I0H" && exit 0
exit 2

Here is an exampletc/printcap from a host calledrchid . It has a single printer attached to its first
parallel port, a Hewlett Packard LaserJet 3Si namekl . It is using the above script as its text filter:

#

# letc/printcap for host orchid

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:Ip=/dev/Ipt0:sh:sd=/var/spool/Ipd/teak:mx#0:\
;if=/usr/local/libexec/hpif:

It overprinted each line.
The printer never advanced a line. All of the lines of textevprinted on top of each other on one line.

This problem is the “opposité of the staircase effect, described above, and is much @warewhere, the LF
characters that FreeBSD uses to end a line are being treae aharacters to return the print location to the
left edge of the paper, but not also down a line.

Use the printer’s configuration switches or control panaritorce the following interpretation of LF and CR

characters:

Printer receives Printer prints
CR CR

LF CR+LF

The printer lost characters.

While printing, the printer did not print a few characters#ch line. The problem might have gotten worse as
the printer ran, losing more and more characters.
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The problem is that the printer cannot keep up with the speethieh the computer sends data over a serial line
(this problem should not occur with printers on paralleltpprThere are two ways to overcome the problem:

- If the printer supports XON/XOFF flow control, have FreeBSi# it by specifying thé&xon mode in the
ms# capability.

- If the printer supports carrier flow control, specify ttrescts  mode in thems# capability. Make sure the
cable connecting the printer to the computer is correcthgdior carrier flow control.

It printed garbage.
The printer printed what appeared to be random garbage gbtit@ desired text.

This is usually another symptom of incorrect communicatiparameters with a serial printer. Double-check
the bps rate in ther capability, and the parity setting in thes# capability; make sure the printer is using the
same settings as specified in the&/printcap file.

Nothing happened.

If nothing happened, the problem is probably within FreeB8Id not the hardware. Add the log filé ()
capability to the entry for the printer you are debuggindi@/etc/printcap file. For example, here is the
entry forrattan , with thelf capability:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:Ip=/dev/Ipt0:\
:if=/usr/local/libexec/if-simple:\
:If=/var/log/rattan.log

Then, try printing again. Check the log file (in our exampley/log/rattan.log ) to see any error
messages that might appear. Based on the messages yoy seeptrect the problem.

If you do not specify & capability,LPD usegdev/console  as a default.
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Restructured and parts updated by Jim Mock. Originally dobnted by Brian N. Handy4Rich Murphey.

10.1. ke

FreeBSDA f2 L H M 44 FEUNIX like 1E3 R 45Hbinary M7 » H 45 T Linux  /RATRE&40RT « At

[ FreeBSDF ZREFIENIT Linux H HBITHE (binary)Je ? EREEHE » 5L /A7 ~ BiEEE L& Linux B~
X FAEREEHERA BT DR - EiBSHF £ FreeBSDf A& NMF A EEHIEE A\ &G4t
B 7EFreeBSDE#ITHORUA « (HREE » REEA T WA HEH L0 N& HFreeBSDhR » K A7
HBAE Linux i » A8/ FreeBSDI# & 2% EBEHEVE ? & 252 F FreeBSDFf LAY Linux binary FH % °

i B2 - BT AR A AR FreeBSDf# H & EHEHITAY90% HILinux 22X » T AL BUEFMERL - ELLEHE
T : StarOffice ~ NetscapefitJLinux

ffit ~ Adobe Acrobat ~ RealPlayer~ VMware ™ ~ Oracle ~ WordPerfect® ~ Doom ~ Quake %% ° [t4h »
BNEERGAETLEEIT - B8 EFreeBSDLBUTHILINUX B30 » £ 2 WFEARTELinux SATHR B &

SRTTWE » 2 L HIRLinux FFERITER RAIHE » fEFreeBSD LIRS R » AR Linux R0 iNE A H
1386 281 LA BEAIHIZhEE » Huan ¢ 80867t » Il AT REME 1L fEFreeBSDIEEIE R -

ESEEE . BT

- QAT RS A Linux AR o

- WA ZEAEEES MY Linux share libraries
- WA 7EFreeBSD % #E Linux F22 ©

- FreeBSD.F/Linux AR EA/EAN T -
TEREERE A BEE T

- FEATIE Bport i B AR LB (10 4 )

10.2. Z#

THEL G AN E AT RLinux AHA S » SR EAE AT > B&#Alinux  KLD object ( “Kernel LoaDable
object’ ) o EATT I EY Aroot  FEFR » R1BIT FII$ES ¢

# kldload linux
FERIXFAREES FHBUEE - SRR N YA A I # fetcire.conf i
linux_enable="YES"

FANAT L KkIdstat(8)F5 4 » ZRHER A MRLEKLD A HEA :

% Kkldstat

Id Refs Address Size Name

1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000 d000 linux.ko
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If for some reason you do not want to or cannot load the KLDnty@u may statically link Linux binary
compatibility into the kernel by addingptions COMPAT_LINUX to your kernel configuration file. Then install your
new kernel as described jriJ 8 .

10.2.1. Installing Linux Runtime Libraries

This can be done one of two ways, either by usinglithex_baseport, or by installing thenmanually

10.2.1.1. Installing Using the linux_base Port

This is by far the easiest method to use when installing théme libraries. It is just like installing any other port
from the Ports Collection (/usr/ports/). Simply do the daling:

# cd /usr/ports/emulators/linux_base-fc4
# make install distclean

You should now have working Linux binary compatibility. Seiprograms may complain about incorrect minor
versions of the system libraries. In general, however,dbi&s not seem to be a problem.

7E£: There may be multiple versions of the emulators/linux_base port available, corresponding to different
versions of various Linux distributions. You should install the port most closely resembling the requirements of
the Linux applications you would like to install.

10.2.1.2. Installing Libraries Manually

If you do not have the “ports’ collection installed, you can install the libraries by hamstead. You will need the
Linux shared libraries that the program depends on and titéwe linker. Also, you will need to create ashadow
root’ directory,/compat/linux , for Linux libraries on your FreeBSD system. Any shareddiies opened by
Linux programs run under FreeBSD will look in this tree fiiSt, if a Linux program loads, for example,
/lib/libc.so , FreeBSD wiill first try to opeticompat/linux/lib/libc.so , and if that does not exist, it will
then try/lib/libc.so . Shared libraries should be installed in the shadow/tr@epat/linux/lib rather than
the paths that the Linukd.so  reports.

Generally, you will need to look for the shared librariestthiaux binaries depend on only the first few times that
you install a Linux program on your FreeBSD system. After aleylyou will have a sufficient set of Linux shared
libraries on your system to be able to run newly imported kibinaries without any extra work.

10.2.1.3. How to Install Additional Shared Libraries

What if you install thdinux_base  port and your application still complains about missingreddibraries? How
do you know which shared libraries Linux binaries need, ahdne to get them? Basically, there are 2 possibilities
(when following these instructions you will need toteet on your FreeBSD system).

If you have access to a Linux system, see what shared lisrdméeapplication needs, and copy them to your
FreeBSD system. Look at the following example:

235



Z10. ZLinux Binary #9525 77 5

Let us assume you used FTP to get the Linux binaf@@dm, and put it on a Linux system you have access to. You
then can check which shared libraries it needs by runiishgdinuxdoom , like so:

% ldd linuxdoom

libXt.so.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.s0.3.1.0

libX11.s0.3 (DLL Jump 3.1) => [usr/X11/lib/libX11l.s0.3.1 .0
libc.so.4 (DLL Jump 4.5pl26) => /lib/libc.s0.4.6.29

You would need to get all the files from the last column, andtpem undefcompat/linux  , with the names in the
first column as symbolic links pointing to them. This means geentually have these files on your FreeBSD system:

/compat/linux/usr/X11/lib/libXt.s0.3.1.0

/compat/linux/usr/X11/lib/libXt.s0.3 -> libXt.s0.3.1. 0
/compat/linux/usr/X11/lib/libX11.s0.3.1.0
/compat/linux/usr/X11/lib/libX11.s0.3 -> libX11.s0.3. 1.0

/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.s0.4 -> libc.s0.4.6.29

##: Note that if you already have a Linux shared library with a matching major revision number to the first
column of the Idd output, you will not need to copy the file named in the last column to your system, the one
you already have should work. It is advisable to copy the shared library anyway if it is a newer version,
though. You can remove the old one, as long as you make the symbolic link point to the new one. So, if you
have these libraries on your system:

/compat/linux/lib/libc.s0.4.6.27
/compat/linux/lib/libc.so0.4 -> libc.s0.4.6.27

and you find a new binary that claims to require a later version according to the output of Idd :
libc.so.4 (DLL Jump 4.5pl26) -> libc.s0.4.6.29

If it is only one or two versions out of date in the in the trailing digit then do not worry about copying
/lib/libc.s0.4.6.29 too, because the program should work fine with the slightly older version. However,
if you like, you can decide to replace the libc.so  anyway, and that should leave you with:

/compat/linux/lib/libc.so0.4.6.29
/compat/linux/lib/libc.so0.4 -> libc.s0.4.6.29

#F: The symbolic link mechanism is only needed for Linux binaries. The FreeBSD runtime linker takes care
of looking for matching major revision numbers itself and you do not need to worry about it.

10.2.2. Installing Linux ELF Binaries

ELF binaries sometimes require an extra step &iranding’ . If you attempt to run an unbranded ELF binary, you
will get an error message like the following:

% ./my-linux-elf-binary
ELF binary type not known
Abort
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To help the FreeBSD kernel distinguish between a FreeBSDHih&ry from a Linux binary, use the brandelf(1)
utility.

% brandelf -t Linux my-linux-elf-binary

The GNU toolchain now places the appropriate branding médion into ELF binaries automatically, so this step
should become increasingly unnecessary in the future.

10.2.3. Configuring the Hosthname Resolver

If DNS does not work or you get this message:

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

You will need to configure &ompat/linux/etc/host.conf file containing:

order hosts, bind
multi on

The order here specifies thatc/hosts  is searched first and DNS is searched second. When
/compat/linux/etc/host.conf is not installed, Linux applications find FreeBS[ésc/host.conf and
complain about the incompatible FreeBSD syntax. You shrerabvebind if you have not configured a name
server using théetc/resolv.conf file.

10.3. Installing Mathematica®
Updated for Mathematica 5.X by Boris Hollas.

This document describes the process of installing the Lirrgion ofMathematica 5.X onto a FreeBSD system.

The Linux version oMathematica or Mathematica for Studentscan be ordered directly from Wolfram at
http://www.wolfram.com/.

10.3.1. Running the Mathematica Installer

First, you have to tell FreeBSD thitathematica’s Linux binaries use the Linux ABI. The easiest way to do swis
set the default ELF brand to Linux for all unbranded binavéh the command:

# sysctl kern.fallback_elf_brand=3

This will make FreeBSD assume that unbranded ELF binarieshesLinux ABI and so you should be able to run
the installer straight from the CDROM.

Now, copy the fileMathinstaller to your hard drive:

# mount /cdrom
# cp /cdrom/Unix/Installers/Linux/Mathinstaller /locald ir/

237



Z10. ZLinux Binary #9525 77 5

and in this file, replacébin/sh  in the first line by/compat/linux/bin/sh . This makes sure that the installer is
executed by the Linux version of sh(1). Next, replace aluomnces of.inux) by FreeBSD) with a text editor or
the script below in the next section. This tells tiathematicainstaller, who callsiname -s to determine the
operating system, to treat FreeBSD as a Linux-like opegaystem. Invokingvathinstaller will now install
Mathematica.

10.3.2. Modifying the Mathematica Executables

The shell scripts thaflathematica created during installation have to be modified before youuse them. If you
choseustr/local/bin as the directory to place tidathematica executables in, you will find symlinks in this
directory to files callednath , mathematica , Mathematica , andMathKernel . In each of these, replatéux)

by FreeBSD) with a text editor or the following shell script:

#1/bin/sh
cd /usr/local/bin
for i in math mathematica Mathematica MathKernel
do sed ’s/Linux)/FreeBSD)/g’ $i > $i.tmp
sed ’'s/\VbinV/'sh/\/compatVlinuxVbinVsh/g' $i.tmp > $ i
rm $i.tmp
chmod a+x $i
done

10.3.3. Obtaining Your Mathematica Password

When you starMathematica for the first time, you will be asked for a password. If you hawe¢yet obtained a
password from Wolfram, run the progranathinfo in the installation directory to obtain youi'machine 1D .
This machine ID is based solely on the MAC address of yourHitisernet card, so you cannot run your copy of
Mathematica on different machines.

When you register with Wolfram, either by email, phone or, fgou will give them the “machine ID° and they
will respond with a corresponding password consisting ofigs of numbers.

10.3.4. Running the Mathematica Frontend over a Network

Mathematica uses some special fonts to display characters not presanyiaf the standard font sets (integrals,
sums, Greek letters, etc.). The X protocol requires theses o be installocally. This means you will have to copy
these fonts from the CDROM or from a host witathematica installed to your local machine. These fonts are
normally stored irlcdrom/Unix/Files/SystemFiles/Fonts on the CDROM, or
{usr/local/mathematica/SystemFiles/Fonts on your hard drive. The actual fonts are in the subdirecsorie
Typel andX. There are several ways to use them, as described below.

The first way is to copy them into one of the existing font diceies in/usr/X11R6/lib/X11/fonts . This will
require editing théonts.dir file, adding the font names to it, and changing the numbermftfon the first line.
Alternatively, you should also just be able to run mkfontlin the directory you have copied them to.

The second way to do this is to copy the directoriesiso/X11R6/lib/X11/fonts

# cd /usr/X11R6/lib/X11/fonts
# mkdir X
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mkdir MathTypel

cd /cdrom/Unix/Files/SystemFiles/Fonts

cp X/ * Jusr/X11R6/lib/X11/fonts/X

cp Typel/ = [usr/X11R6/lib/X11/fonts/MathTypel
cd /usr/X11R6/lib/X11/fonts/X

mkfontdir

cd ../MathTypel

mkfontdir

H OH R H H H H H

Now add the new font directories to your font path:

# xset fp+ /usr/X11R6/lib/X11/fonts/X
# xset fp+ /usr/X11R6/lib/X11/fonts/MathTypel
# xset fp rehash

If you are using th&Xorg server, you can have these font directories loaded autoatlgtby adding them to your
xorg.conf file.

7E: For XFree86 servers, the configuration file is XF86Config .

If you do notalready have a directory calléasr/X11R6/lib/X11/fonts/Typel , You can change the name of
theMathTypel directory in the example above Tgpel .

10.4. Installing Maple ™
Contributed by Aaron Kaplan. Thanks to Robert Getschmann.

Maple™ is a commercial mathematics program similaMathematica. You must purchase this software from
http://www.maplesoft.com/ and then register there focarise file. To install this software on FreeBSD, please
follow these simple steps.

1. Execute theéNSTALL shell script from the product distribution. Choose thi®edHat option when prompted
by the installation program. A typical installation diregt might be/usr/local/maple

2. If you have not done so, order a licenseltaple from Maple Waterloo Software
(http://register.maplesoft.com/) and copy ittsr/local/maple/licensellicense.dat

3. Install theFLEXIm license manager by running théSTALL_LIC install shell script that comes witilaple.
Specify the primary hostname for your machine for the lieesesver.

4, Patch theusr/local/maple/bin/maple.system.type file with the following:
----- SNip  ----------m--m----
**  maple.system.type.orig Sun Jul 8 16:35:33 2001

--- maple.system.type  Sun Jul 8 16:35:51 2001

Fekdkkkkk Kk dkkkk

wkk Q[T Hxkx

e 72,78 -
# the IBM RS/6000 AIX case
MAPLE_BIN="bin.IBM_RISC_UNIX"
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+ "FreeBSD"|\
"Linux™)
# the Linux/x86 case
# We have two Linux implementations, one for Red Hat and
----- snip end of patch -----

Please note that after thereeBSD"|\  no other whitespace should be present.

This patch instructMaple to recognize “FreeBSD as a type of Linux system. Then/maple  shell script
calls thebin/maple.system.type shell script which in turn callaname -a to find out the operating system
name. Depending on the OS name it will find out which binamasse.

Start the license server.

The following script, installed asisr/local/etc/rc.d/Imgrd.sh is a convenient way to start ugpgrd :
----- snip  ------------

#! /bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr /sbin:/usr/bin:/usr/X11R6/bin

PATH=${PATH}:/usr/local/maple/bin:/usr/local/maple/ FLEXIM/UNIX/LINUX

export PATH

LICENSE_FILE=/usr/local/maple/license/license.dat
LOG=/var/log/Imgrd.log

case "$1" in

start)
Imgrd -c ${LICENSE_FILE} 2>> ${LOG} 1>&2
echo -n " Imgrd"

stop)
Imgrd -¢ ${LICENSE_FILE} -x Imdown 2>> ${LOG} 1>&2
*)
echo "Usage: ‘basename $0° {start|stop}" 1>&2
exit 64
esac
exit 0
----- snip  ------------

Test-starMaple:

% cd /usr/local/maple/bin
% ./xmaple

You should be up and running. Make sure to write MaplesofetdHem know you would like a native FreeBSD
version!
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10.4.1. Common Pitfalls

- TheFLEXIm license manager can be a difficult tool to work with. Additddocumentation on the subject can
be found at http://www.globetrotter.com/.

- Imgrd is known to be very picky about the license file and to core difrtiere are any problems. A correct
license file should look like this:

#
# License File for UNIX Installations ("Pointer File")
#
SERVER chillig ANY
#USE_SERVER

VENDOR maplelmg

FEATURE Maple maplelmg 2000.0831 permanent 1 XXXXXXXXXXXX \
PLATFORMS=i86_r ISSUER="Waterloo Maple Inc." \
ISSUED=11-may-2000 NOTICE=" Technische Universitat Wien "
SN=XXXXXXXXX

7E: Serial number and key *X"ed out. chillig is a hostname.

Editing the license file works as long as you do not touch ffeEATURE’ line (which is protected by the
license key).

10.5. Installing MATLAB®
Contributed by Dan Pelleg.

This document describes the process of installing the Lirugion of MATLAB® version 6.5 onto a FreeBSD
system. It works quite well, with the exception of thava Virtual Machine ™ (seenU 10.5.3£f).

The Linux version oMATLAB can be ordered directly from The MathWorks at http://wwwtimeorks.com. Make
sure you also get the license file or instructions how to ergathile you are there, let them know you would like a
native FreeBSD version of their software.

10.5.1. Installing MATLAB

To installMATLAB , do the following:

1. Insert the installation CD and mount it. Becomet , as recommended by the installation script. To start the
installation script type:

# [/compat/linux/bin/sh /cdrom/install

¥IR: The installer is graphical. If you get errors about not being able to open a display, type setenv. HOME
~USER, where USER is the user you did a su(1) as.
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2. When asked for thMIATLAB root directory, typelcompat/linux/usr/local/matlab

$7R: For easier typing on the rest of the installation process, type this at your shell prompt: set
MATLAB=/compat/linux/usr/local/matlab

3. Editthe license file as instructed when obtaininght&TLAB license.

#&7R: You can prepare this file in advance using your favorite editor, and copy it to SMATLAB/license.dat
before the installer asks you to edit it.

4. Complete the installation process.

At this point yourMATLAB installation is complete. The following steps appliglue” to connect it to your
FreeBSD system.

10.5.2. License Manager Startup

1. Create symlinks for the license manager scripts:

# In -s $MATLAB/etc/Imboot /usr/localletc/imboot_ TMW
# In -s $MATLAB/etc/imdown /usr/local/etc/imdown_TMW

2. Create a startup file atsr/local/etc/rc.d/flexim.sh . The example below is a modified version of the
distributed$MATLAB/etc/rc.Im.gInx86 . The changes are file locations, and startup of the licenseagea
under Linux emulation.

#!/bin/sh
case "$1" in
start)
if [ -f /usr/local/etc/imboot_TMW ]; then
/compat/linux/bin/sh /usr/local/etc/Imboot TMW -u username && echo 'MATLAB_Imgrd’
fi
stop)
if [ -f /usr/local/etc/Imdown_TMW ]; then
/compat/linux/bin/sh /usr/local/etc/Imdown_TMW > /dev/ null 2>&1
fi

echo "Usage: $0 {start|stop}"
exit 1

esac

exit 0

HZ: The file must be made executable:

# chmod +x /usr/local/etc/rc.d/flexim.sh
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You must also replace user nane above with the name of a valid user on your system (and not root ).

3. Start the license manager with the command:

# /lusr/local/etc/rc.d/flexim.sh start

10.5.3. Linking the Java Runtime Environment

Change thdava Runtime Environment (JRE) link to one working under FreeBSD

# cd $MATLAB/sys/java/jre/ginx86/
# unlink jre; In -s ./jrel.1.8 ./jre

10.5.4. Creating a MATLAB Startup Script

1. Place the following startup script iasr/local/bin/matlab

#1/bin/sh
/compat/linux/bin/sh /compat/linux/usr/local/matlab/ bin/matlab "$@"

2. Then type the commartimod +x /usr/local/bin/matlab

#7R: Depending on your version of emulators/linux_base , you may run into errors when running this script.
To avoid that, edit the file /compat/linux/usr/local/matlab/bin/matiab , and change the line that says:
if [ ‘expr "$lscmd" : . *-> x" -ne 0 ]; then

(in version 13.0.1 it is on line 410) to this line:

if test -L $newbase; then

10.5.5. Creating a MATLAB Shutdown Script
The following is needed to solve a problem with MATLAB not &g correctly.

1. Create a fil§MATLAB/toolbox/local/finish.m ,and in it put the single line:
I $SMATLAB/bin/finish.sh

1%: The $MATLABIS literal.

$7R: In the same directory, you will find the files finishsav.m ~ and finishdig.m , which let you save your
workspace before quitting. If you use either of them, insert the line above immediately after the save
command.
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2. Create a fil&MATLAB/bin/finish.sh , which will contain the following:

#!/usr/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0

3. Make the file executable:
# chmod +x $MATLAB/bin/finish.sh

10.5.6. Using MATLAB
At this point you are ready to typeatlab and start using it.

10.6. Installing Oracle®

Contributed by Marcel Moolenaar.

10.6.1. Preface

This document describes the process of instalidngcle 8.0.5andOracle 8.0.5.1 Enterprise Editionfor Linux
onto a FreeBSD machine.

10.6.2. Installing the Linux Environment

Make sure you have bottmulators/linux_base anddevel/linux_devtools from the Ports Collection
installed. If you run into difficulties with these ports, ymay have to use the packages or older versions available in
the Ports Collection.

If you want to run the intelligent agent, you will also needristall the Red Hat Tcl package:
tcl-8.0.3-20.i386.rpm . The general command for installing packages with the affRPM port
(archivers/rpm  )is:

# rpm -i --ignoreos --root /compat/linux --dbpath /var/lib/ rpm package

Installation of thepackage should not generate any errors.

10.6.3. Creating the Oracle Environment

Before you can instalDracle, you need to set up a proper environment. This document @dgribes what to do
speciallyto runQOracle for Linux on FreeBSD, not what has been described ifQhexcle installation guide.
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10.6.3.1. Kernel Tuning

As described in th©racle installation guide, you need to set the maximum size of sharemory. Do not use
SHMMAXInder FreeBSDSHMMAXs merely calculated out SHMMAXPGEaNdPGSIZE. Therefore define
SHMMAXPGS\l other options can be used as described in the guide.tnple:

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10

options SEMMNS=200
options SEMMNI=70

options SEMMSL=61

Set these options to suit your intended us®ddcle.

Also, make sure you have the following options in your kewgifiguration file:

options SYSVSHM #SysV shared memory
options SYSVSEM #SysV semaphores
options SYSVMSG #SysV interprocess communication

10.6.3.2. Oracle Account

Create arracle account just as you would create any other accountofde accountis special only that you
need to give it a Linux shell. Adftompat/linux/bin/bash to /etc/shells and set the shell for theracle
account tdcompat/linux/bin/bash

10.6.3.3. Environment

Besides the norm&racle variables, such a8RACLE_HOM&NdORACLE_SIDyou must set the following
environment variables:

Variable Value
LD _LIBRARY_PATH $ORACLE_HOME/lib
CLASSPATH $ORACLE_HOME/jdbc/lib/classes111.zip
PATH /compat/linux/bin /compat/linux/shin
/compat/linux/usr/bin /compat/linux/usr/sbin /bin /sbi n

Jusr/bin /usr/sbin /usr/local/bin $ORACLE_HOME/bin
It is advised to set all the environment variablespifile . A complete example is:

ORACLE_BASE=/oracle; export ORACLE_BASE

ORACLE_HOME-=/oracle; export ORACLE_HOME
LD_LIBRARY_PATH=$ORACLE_HOME/lib

export LD_LIBRARY_PATH

ORACLE_SID=0ORCL; export ORACLE_SID

ORACLE_TERM=386x; export ORACLE_TERM
CLASSPATH=$0ORACLE_HOME/jdbc/lib/classes111.zip

export CLASSPATH

PATH=/compat/linux/bin:/compat/linux/shin:/compat/I inux/usr/bin
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PATH=$PATH:/compat/linux/usr/sbin:/bin:/sbin:/usr/b in:/usr/sbin
PATH=$PATH:/usr/local/bin:3ORACLE_HOME/bin
export PATH

10.6.4. Installing Oracle

Due to a slight inconsistency in the Linux emulator, you needreate a directory nameatacle in /var/tmp
before you start the installer. Let it be owned by thacle user. You should be able to inst&@lracle without any
problems. If you have problems, check y@acle distribution and/or configuration first! After you have iakéd
Oracle, apply the patches described in the next two subsections.

A frequent problem is that the TCP protocol adapter is nagalfed right. As a consequence, you cannot start any
TCP listeners. The following actions help solve this profile

cd $ORACLE_HOME/network/lib
make -f ins_network.mk ntcontab.o
cd $ORACLE_HOME/lib

ar r libnetwork.a ntcontab.o

cd $ORACLE_HOME/network/lib
make -f ins_network.mk install

HOH OH R R

Do not forget to rumoot.sh  again!

10.6.4.1. Patching root.sh

When installingOracle, some actions, which need to be performeebas , are recorded in a shell script called
root.sh . This script is written in therainst  directory. Apply the following patch teoot.sh |, to have it use to
proper location othown or alternatively run the script under a Linux native shell.

*x  orainst/root.sh.orig Tue Oct 6 21:57:33 1998
--- orainst/root.sh Mon Dec 28 15:58:53 1998
*kkkkkkkkkkkkkk

wkx 31 37 xkek

# This is the default value for CHOWN

# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
I CHOWN-=/bin/chown

#

# Define variables to be used in this script

--- 31,37 ----

# This is the default value for CHOWN

# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
I CHOWN-=/ustr/sbin/chown

#

# Define variables to be used in this script

When you do not instalDracle from CD, you can patch the source foot.sh . Itis calledrthd.sh and is located
in theorainst  directory in the source tree.
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10.6.4.2. Patching genclntsh

The scriptgencintsh  is used to create a single shared client library. It is useendduilding the demos. Apply the
following patch to comment out the definition BATH

*x  pin/gencintsh.orig Wed Sep 30 07:37:19 1998
--- bin/gencintsh Tue Dec 22 15:36:49 1998

Kkkkkkkkkkkhkkkkk

ik 32 38 xkxk

#

# Explicit path to ensure that we're using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH

I PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin ex port PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.Ist

--- 32,38 ----

#

# Explicit path to ensure that we're using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH

I #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin e xport PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.Ist

10.6.5. Running Oracle

When you have followed the instructions, you should be ableihOracle as if it was run on Linux itself.

10.7. Installing SAP® R/3®

Contributed by Holger Kipp. Original version converted t8I8L by Valentino Vaschetto.

Installations ofSAP Systems using FreeBSD will not be supported by the SAP stipgeon—they only offer
support for certified platforms.

10.7.1. Preface

This document describes a possible way of installiigfA® R/3 Systenwith Oracle Databasefor Linux onto a
FreeBSD machine, including the installation of FreeBSD @nalcle. Two different configurations will be described:

- SAP R/3 4.6B (IDES)with Oracle 8.0.50n FreeBSD 4.3-STABLE
- SAP R/3 4.6Cwith Oracle 8.1.7on FreeBSD 4.5-STABLE

Even though this document tries to describe all importaysstn a greater detail, it is not intended as a replacement
for theOracle andSAP R/3installation guides.

Please see the documentation that comes witls#&ie R/3Linux edition forSAP andOracle specific questions, as
well as resources froi@racle andSAP OSS
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10.7.2. Software
The following CD-ROMs have been used 8AP installations:

10.7.2.1. SAP R/3 4.6B, Oracle 8.0.5

Name Number Description

KERNEL 51009113 SAP Kernel Oracle / Installation /
AIX, Linux, Solaris

RDBMS 51007558 Oracle / RDBMS 8.0.5.X / Linux

EXPORT1 51010208 IDES / DB-Export/ Disc 1 of 6

EXPORT2 51010209 IDES / DB-Export/ Disc 2 of 6

EXPORTS3 51010210 IDES / DB-Export / Disc 3 of 6

EXPORT4 51010211 IDES / DB-Export / Disc 4 of 6

EXPORTS5 51010212 IDES / DB-Export/ Disc 5 of 6

EXPORT6 51010213 IDES / DB-Export/ Disc 6 of 6

Additionally, we used th®racle 8 Server(Pre-production version 8.0.5 for Linux, Kernel Versio0.33) CD
which is not really necessary, and FreeBSD 4.3-STABLE (& waly a few days past 4.3 RELEASE).

10.7.2.2. SAP R/3 4.6C SR2, Oracle 8.1.7

Name Number Description

KERNEL 51014004 SAP Kernel Oracle / SAP Kernel
Version 4.6D / DEC, Linux

RDBMS 51012930 Oracle 8.1.7/ RDBMS / Linux

EXPORT1 51013953 Release 4.6C SR2 / Export/ Disc 1
of 4

EXPORT1 51013953 Release 4.6C SR2 / Export/ Disc 2
of 4

EXPORT1 51013953 Release 4.6C SR2 / Export/ Disc 3
of4

EXPORT1 51013953 Release 4.6C SR2 / Export/ Disc 4
of4

LANG1 51013954 Release 4.6C SR2 / Language / DE,

EN, FR /Disc 1 of 3

Depending on the languages you would like to install, addal language CDs might be necessary. Here we are just
using DE and EN, so the first language CD is the only one nedded little note, the numbers for all four EXPORT
CDs are identical. All three language CDs also have the sambar (this is different from the 4.6B IDES release
CD numbering). At the time of writing this installation ismming on FreeBSD 4.5-STABLE (20.03.2002).
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10.7.3. SAP Notes

The following notes should be read before installB®P R/3and proved to be useful during installation:

10.7.3.1. SAP R/3 4.6B, Oracle 8.0.5

Number Title

0171356 SAP Software on Linux: Essential Comments

0201147 INST: 4.6C R/3 Inst. on UNIX - Oracle

0373203 Update / Migration Oracle 8.0.5 --> 8.0.6/8.1.6 LINUX

0072984 Release of Digital UNIX 4.0B for Oracle

0130581 R3SETUP step DIPGNTAB terminates

0144978 Your system has not been installed correctly

0162266 Questions and tips for R3SETUP on Windows NT /
W2K

10.7.3.2. SAP R/3 4.6C, Oracle 8.1.7

Number Title

0015023 Initializing table TCPDB (RSXP0004) (EBCDIC)
0045619 R/3 with several languages or typefaces
0171356 SAP Software on Linux: Essential Comments
0195603 RedHat 6.1 Enterprise version: Known problems
0212876 The new archiving tool SAPCAR

0300900 Linux: Released DELL Hardware

0377187 RedHat 6.2: important remarks

0387074 INST: R/3 4.6C SR2 Installation on UNIX
0387077 INST: R/3 4.6C SR2 Inst. on UNIX - Oracle
0387078 SAP Software on UNIX: OS Dependencies 4.6C SR2

10.7.4. Hardware Requirements

The following equipment is sufficient for the installatiohaoSAP R/3 SystemFor production use, a more exact
sizing is of course needed:

Component 4.6B 4.6C

Processor 2 x 800MHz Pentium 1l 2 x 800MHz Pentium 1l
Memory 1GB ECC 2GB ECC

Hard Disk Space 50-60GB (IDES) 50-60GB (IDES)

For use in production, Xeon Processors with large caché;$pged disk access (SCSI, RAID hardware controller),
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USV and ECC-RAM is recommended. The large amount of hardsfiske is due to the preconfigured IDES
System, which creates 27 GB of database files during ingtadlar his space is also sufficient for initial production
systems and application data.

10.7.4.1. SAP R/3 4.6B, Oracle 8.0.5

The following off-the-shelf hardware was used: a dual pssoe board with 2 800 MHz Pentium Il processors,
Adaptec® 29160 Ultral60 SCSI adapter (for accessing a 4BBOLT tape drive and CDROM), Mylex®
AcceleRAID™ (2 channels, firmware 6.00-1-00 with 32 MB RAM). To the MyleAR controller are attached
two 17 GB hard disks (mirrored) and four 36 GB hard disks (RAdiZel 5).

10.7.4.2. SAP R/3 4.6C, Oracle 8.1.7

For this installation a DellM PowerEdgé™ 2500 was used: a dual processor board with two 1000 MHz Raritlu
processors (256 kB Cache), 2 GB PC133 ECC SDRAM, PERC/3 DGRAMD Controller with 128 MB, and an
EIDE DVD-ROM drive. To the RAID controller are attached tw8 GB hard disks (mirrored) and four 36 GB hard
disks (RAID level 5).

10.7.5. Installation of FreeBSD

First you have to install FreeBSD. There are several ways tihid, for more information read thd’] 2.13f.

10.7.5.1. Disk Layout

To keep it simple, the same disk layout both for 8P R/3 46BandSAP R/3 46C SR2nstallation was used. Only
the device names changed, as the installations were ometiffeardware/flevida and/deviamr respectively, so
if using an AMI MegaRAID®, one will seédeviamrOsla instead ofdev/daOsla ):

File system Size (1k-blocks) Size (GB) Mounted on
/dev/daOsla 1.016.303 1 /

/dev/daOs1b 6 swap

/dev/daOsle 2.032.623 2 Ivar

/dev/daOs1f 8.205.339 8 lusr

/dev/dalsle 45.734.361 45 /compat/linux/oracle
/dev/dalsif 2.032.623 2 /compat/linux/sapmnt
/dev/dalslg 2.032.623 2 /compat/linux/usr/sap

Configure and initialize the two logical drives with the Myler PERC/3 RAID software beforehand. The software
can be started during the BIOS boot phase.

Please note that this disk layout differs slightly from tiePSecommendations, as SAP suggests mounting the
Oracle subdirectories (and some others) separatelye decided to just create them as real subdirectories for
simplicity.
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10.7.5.2. make world and a New Kernel

Download the latest -STABLE sources. Rebuild world and yaustom kernel after configuring your kernel
configuration file. Here you should also include kegnel parametenshich are required for botSAP R/3and
Oracle.

10.7.6. Installing the Linux Environment

10.7.6.1. Installing the Linux Base System

First thelinux_baseport needs to be installed (et ):

# cd /usr/ports/emulators/linux_base
# make install distclean

10.7.6.2. Installing Linux Development Environment

The Linux development environment is needed, if you wanhsteill Oracle on FreeBSD according to the
wU 10.6:

# cd /usr/ports/devel/linux_devtools

# make install distclean

The Linux development environment has only been instabbedfe SAP R/3 46B IDESinstallation. It is not
needed, if th@®racle DB is not relinked on the FreeBSD system. This is the case if yewsing theOracle tarball
from a Linux system.

10.7.6.3. Installing the Necessary RPMs

To start theR3SETUPprogram, PAM support is needed. During the fB#tP Installation on FreeBSD 4.3-STABLE
we tried to install PAM with all the required packages andlfynrced the installation of the PAM package, which
worked. FOISAP R/3 4.6C SR2ve directly forced the installation of the PAM RPM, which@lsorks, so it seems
the dependent packages are not needed:

# rpm -i --ignoreos --nodeps --root /compat/linux --dbpath / var/lib/rpm \
pam-0.68-7.i386.rpm

ForOracle 8.0.5to run the intelligent agent, we also had to install the Redftapackage
tcl-8.0.5-30.i386.rpm (otherwise the relinking durin@racle installation will not work). There are some other
issues regarding relinking @racle, but that is &racle Linux issue, not FreeBSD specific.

10.7.6.4. Some Additional Hints

It might also be a good idea to atldprocfs ~ to/etc/fstab  , for more information, see the linprocfs(5) manual
page. Another parameter to sekésn.fallback_elf_brand=3 which is done in the filéetc/sysctl.conf
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10.7.7. Creating the SAP R/3 Environment

10.7.7.1. Creating the Necessary File Systems and Mountpoi  nts

For a simple installation, it is sufficient to create thedaling file systems:

mount point size in GB
/compat/linux/oracle 45 GB
/compat/linux/sapmnt 2GB
/compat/linux/usr/sap 2GB

Itis also necessary to created some links. Otherwis&AfeInstaller will complain, as it is checking the created
links:

# In -s /compat/linux/oracle /oracle
# In -s /compat/linux/sapmnt /sapmnt
# In -s /compat/linux/usr/sap /usr/sap

Possible error message during installation (here witheé8y®tRDand theSAP R/3 4.6C SR2nstallation):

INFO 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreate:2 00
Checking existence of symbolic link /usr/sap/PRD/SYS/exe /dbg to
/[sapmnt/PRD/exe. Creating if it does not exist...

WARNING 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreat e:400
Link /usr/sap/PRD/SYS/exel/dbg exists but it points to file
/compat/linux/sapmnt/PRD/exe instead of /sapmnt/PRD/ex e. The
program cannot go on as long as this link exists at this
location. Move the link to another location.

ERROR 2002-03-19 16:45:36 R3LINKS_IND_IND Ins_SetupLink s:0
can not setup link 'fusr/sap/PRD/SYS/exe/dbg’ with conten t
'lsapmnt/PRD/exe’

10.7.7.2. Creating Users and Directories

SAP R/3needs two users and three groups. The user names dependARisgstem ID (SID) which consists of
three letters. Some of these SIDs are reserve8Afy (for exampleSAPandNIX. For a complete list please see the
SAP documentation). For the IDES installation we used, for the 4.6C SR2 installatioRRD as that system is
intended for production use. We have therefore the follgugroups (group IDs might differ, these are just the values
we used with our installation):

group ID group name description

100 dba Data Base Administrator
101 sapsys SAP System

102 oper Data Base Operator

For a defaulOracle installation, only grouplba is used. A®per group, one also uses grodpa (seeOracle and
SAP documentation for further information).
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We also need the following users:

user ID user name generic name  group additional description
groups
1000 idsadm/prdadm si dadm sapsys oper SAP
Administrator
1002 oraids/oraprd osad dba oper Oracle

Administrator

Adding the users with adduser(8) requires the following#sk note shell and home directory) entries f@AP
Administrator” :

Name: si dadm

Password:  #kxxex

Fullname: SAP Administrator SID
Uid: 1000

Gid: 101 (sapsys)

Class:

Groups: sapsys dba

HOME: /home/ si dadm

Shell: bash (/compat/linux/bin/bash)

and for “Oracle Administrator :

Name: ora sid

Password:  #kxrex

Fullname: Oracle Administrator SID
Uid: 1002

Gid: 100 (dba)

Class:

Groups: dba

HOME: /oracle/ sid

Shell: bash (/compat/linux/bin/bash)

This should also include growper in case you are using both grougisa andoper .

10.7.7.3. Creating Directories

These directories are usually created as separate filevsysidis depends entirely on your requirements. We choose
to create them as simple directories, as they are all locatede same RAID 5 anyway:

First we will set owners and rights of some directories (a&s ust ):

chmod 775 /oracle

chmod 777 /sapmnt

chown root:dba /oracle

chown si dadm:sapsys /compat/linux/usr/sap
chmod 775 /compat/linux/usr/sap

H OH K O H

Second we will create directories as usex si d. These will all be subdirectories @fracle/  SI D:

# su - ora sid
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cd /oracle/  SID

mkdir mirrlogA mirrlogB origlogA origlogB

mkdir sapdatal sapdata? sapdata3 sapdata4 sapdata5 sapdat ab
mkdir saparch sapreorg

exit

H OH O R

For theOracle 8.1.7installation some additional directories are needed:

su - ora sid

cd /oracle

mkdir 805_32
mkdir client stage
mkdir client/80x_32
mkdir stage/817_32
cd /oracle/ SID
mkdir 817_32

HOHH R HH H H

7E: The directory client/80x_32 is used with exactly this name. Do not replace the x with some number or
anything.

In the third step we create directories as useadm:

# su - sidadm
# cd lusr/sap

# mkdir SID
# mkdir trans
# exit

10.7.7.4. Entries in /etc/services

SAP R/3requires some entries in filetc/services , which will not be set correctly during installation under
FreeBSD. Please add the following entries (you need atilease entries corresponding to the instance numbiar
this case0. It will do no harm adding all entries fromwp to 99 for dp, gw, sp andms). If you are going to use a
SAProuter or need to accesSAP OSS, you also nee@b, as port 3299 is usually used for tB&Prouter process on
the target system:

sapdp00 3200/tcp # SAP Dispatcher. 3200 + Instance-Number
sapgw00 3300/tcp # SAP Gateway. 3300 + Instance-Number
sapsp00 3400/tcp # 3400 + Instance-Number
sapms00 3500/tcp # 3500 + Instance-Number
sapmsSI D 3600/tcp # SAP Message Server. 3600 + Instance-Number
sapgw00s  4800/tcp # SAP Secure Gateway 4800 + Instance-Numb er

10.7.7.5. Necessary Locales

SAPrequires at least two locales that are not part of the deRediHat installation. SAP offers the required RPMs
as download from their FTP server (which is only accessiheu are a customer with OSS access). See note
0171356 for a list of RPMs you need.
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Itis also possible to just create appropriate links (fomagke fromde_DEanden_US), but we would not
recommend this for a production system (so far it worked WithIDES system without any problems, though). The
following locales are needed:

de_DE.ISO-8859-1
en_US.ISO-8859-1

Create the links like this:

# cd /compat/linux/usr/share/locale
# In -s de_DE de_DE.ISO-8859-1
# In -s en_US en_US.ISO-8859-1

If they are not present, there will be some problems duriegribktallation. If these are then subsequently ignored (by
setting theSTATUSof the offending steps toKin file CENTRDB.R393, it will be impossible to log onto thE8AP
system without some additional effort.

10.7.7.6. Kernel Tuning

SAP R/3systems need a lot of resources. We therefore added thevfiofjpparameters to the kernel configuration
file:

# Set these for memory pigs (SAP and Oracle):

options MAXDSIZ="(1024 1024 1024)"

options DFLDSIZ="(1024  * 1024 1024)"

# System V options needed.

options SYSVSHM #SYSV-style shared memory

options SHMMAXPGS=262144 #max amount of shared mem. pages
#options SHMMAXPGS=393216 #use this for the 46C inst.param eters
options SHMMNI=256 #max number of shared memory ident if.
options SHMSEG=100 #max shared mem.segs per process

options SYSVMSG #SYSV-style message queues

options MSGSEG=32767 #max num. of mes.segments in system
options MSGSSZ=32 #size of msg-seg. MUST be power of 2
options MSGMNB=65535 #max char. per message queue

options MSGTQL=2046 #max amount of msgs in system

options SYSVSEM #SYSV-style semaphores

options SEMMNU=256 #number of semaphore UNDO structures
options SEMMNS=1024 #number of semaphores in system

options SEMMNI=520 #number of semaphore identifiers

options SEMUME=100 #number of UNDO keys

The minimum values are specified in the documentation thaesdrom SAP. As there is no description for Linux,
see the HP-UX section (32-bit) for further information. Agtsystem for the 4.6C SR2 installation has more main
memory, the shared segments can be larger bot8AdrandOracle, therefore choose a larger number of shared
memory pages.

7E: With the default installation of FreeBSD on i386, leave MAXDSIZand DFLDSIZ at 1 GB maximum. Otherwise,
strange errors like ORA-27102: out of memory and Linux Error: 12: Cannot allocate memory might
happen.
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10.7.8. Installing SAP R/3

10.7.8.1. Preparing SAP CDROMs

There are many CDROMs to mount and unmount during the iasi@il. Assuming you have enough CDROM
drives, you can just mount them all. We decided to copy the OBIR contents to corresponding directories:

/oracle/ S| DIsapreorg/  cd- name

wherecd- nanme was one 0KERNEL RDBMSEXPORT]1EXPORT2EXPORT3EXPORT4EXPORTS:NAEXPORTHOr
the 4.6B/IDES installation, ankERNEL RDBMSDISK1, DISK2, DISK3, DISK4 andLANGfor the 4.6C SR2
installation. All the filenames on the mounted CDs shouldbeapital letters, otherwise use the option for
mounting. So use the following commands:

# mount_cd9660 -g /dev/cdOa /mnt
# cp -R /mnt/ = Joracle/ S| D/sapreorg/ cd-nane
# umount /mnt

10.7.8.2. Running the Installation Script

First you have to prepare amstall ~ directory:

# cd /oracle/ Sl D/sapreorg
# mkdir install
# cd install

Then the installation script is started, which will copy rigall the relevant files into thastall ~ directory:

# Joracle/ Sl D/sapreorg/KERNEL/UNIX/INSTTOOL.SH

The IDES installation (4.6B) comes with a fully customize®PSR/3 demonstration system, so there are six instead
of just three EXPORT CDs. At this point the installation tdaipCENTRDB.R33s for installing a standard central
instance R/3 and database), not the IDES central instance, so one needgytdhe correspondinQENTRDB.R3S

from theEXPORTdirectory, otherwis®3SETUPwiIll only ask for three EXPORT CDs.

The newelSAP 4.6C SR2release comes with four EXPORT CDs. The parameter file thatals the installation
steps ISCENTRAL.R3S Contrary to earlier releases there are no separate atgtaltemplates for a central instance
with or without databas&AP is using a separate template for database installatiorestant the installation later it
is however sufficient to restart with the original file.

During and after installatiorS AP requireshostname to return the computer name only, not the fully qualified
domain name. So either set the hostname accordingly, onssiza withalias hostname='hostname -s’ for
bothora si d andsi dadm (and forroot at least during installation steps performedas ). It is also possible to
adjust the installecprofile and.login  files of both users that are installed duri®gP installation.

10.7.8.3. Start R3SETUP4.6B
Make sureLD_LIBRARY_PATHis set correctly:

# export LD_LIBRARY_PATH=/oracle/IDS/lib:/sapmnt/IDS/e xe:/oracle/805_32/lib
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The script then asks some questions (defaults in brackéisywed by actual input):

Question Default Input
Enter SAP System ID [C11] IDEnter
Enter SAP Instance Number [00] Enter
Enter SAPMOUNT Directory [/[sapmnt] Enter
Enter name of SAP central host [troubadix.domain.de] Enter
Enter name of SAP db host [troubadix] Enter
Select character set [1] (WEBDEC) Enter
Enter Oracle server version (1) 1Enter
Oracle 8.0.5, (2) Oracle 8.0.6, (3)

Oracle 8.1.5, (4) Oracle 8.1.6

Extract Oracle Client archive [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/IDS/sapreorg/RER.
Enter path to RDBMS CD [/sapcd] /oracle/IDS/sapreorg/ROBM
Enter path to EXPORT1 CD [/sapcd] /oracle/IDS/sapreor@@PORT1
Directory to copy EXPORT1 CD [/oracle/IDS/sapreorg/CD4ARD Enter

Enter path to EXPORT2 CD [/sapcd] /oracle/IDS/sapreord@BRT2

Directory to copy EXPORT2 CD
Enter path to EXPORT3 CD
Directory to copy EXPORT3 CD

[foracle/IDS/sapreorg/CDSRP
[/sapcd]
[/oracle/IDS/sapreorg/CD6RD

Enter
/oracle/IDS/sapreord@PORT3
Enter

Enter path to EXPORT4 CD [/sapcd] /oracle/IDS/sapreord@PERT4
Directory to copy EXPORT4 CD [foracle/IDS/sapreorg/CDTRD Enter
Enter path to EXPORTS5 CD [/sapcd] /oracle/IDS/sapreord@BRTS
Directory to copy EXPORT5 CD [/oracle/IDS/sapreorg/CD8RD Enter
Enter path to EXPORT6 CD [/sapcd] /oracle/IDS/sapreord?EORT6

Directory to copy EXPORT6 CD

Enter amount of RAM for SAP + DB

[/foracle/IDS/sapreorg/CDIRD

Enter
89nter (in Megabytes)

Service Entry Message Server [3600] Enter
Enter Group-ID of sapsys [101] Enter
Enter Group-ID of oper [102] Enter
Enter Group-I1D of dba [100] Enter
Enter User-ID oki dadm [1000] Enter
Enter User-ID of orai d [1002] Enter
Number of parallel procs [2] Enter

If you had not copied the CDs to the different locations, ttieSAP installer cannot find the CD needed (identified
by theLABEL.ASC file on the CD) and would then ask you to insert and mount the @Dcanfirm or enter the

257



mount path.

Z10. ZLinux Binary #9525 77 5

The CENTRDB.R39might not be error free. In our case, it requested EXPORT4 @dinebut indicated the correct
key (6_LOCATION, then 7_LOCATION etc.), so one can just éoné with entering the correct values.

Apart from some problems mentioned below, everything shgolstraight through up to the point where the Oracle

database software needs to be installed.

10.7.8.4. Start R3SETUP4.6C SR2

Make sureLD_LIBRARY_PATHis set correctly. This is a different value from the 4.6B atisttion withOracle 8.0.5

# export LD_LIBRARY_PATH=/sapmnt/PRD/exe:/oracle/PRD/8
StartR3SETUPas useroot from installation directory:

# cd /oracle/PRD/sapreorg/install
# /R3SETUP -f CENTRAL.R3S

The script then asks some questions (defaults in brackdimywed by actual input):

Question Default Input

Enter SAP System ID [C11] PREnter
Enter SAP Instance Number [00] Enter
Enter SAPMOUNT Directory [/sapmnt] Enter
Enter name of SAP central host [majestix] Enter
Enter Database System ID [PRD] PRBrer
Enter name of SAP db host [majestix] Enter
Select character set [1] (WEBDEC) Enter
Enter Oracle server version (2) 2Enter
Oracle 8.1.7

Extract Oracle Client archive [1] (Yes, extract) Enter
Enter path to KERNEL CD [/sapcd] /oracle/PRD/sapreorg/iKER

Enter amount of RAM for SAP + DB 2044

Service Entry Message Server [3600]

Enter Group-ID of sapsys [100]

Enter Group-ID of oper [101]

Enter Group-ID of dba [102]

Enter User-ID oforaprd [1002]

Enter User-ID ofordadm [1000]

LDAP support

Installation step completed [1] (continue)
Choose installation service [1] (DB inst,file)

18B0ter (in Megabytes)

Enter
Enter
Enter
Enter
Enter
Enter
3Enter (no support)
Enter
Enter

So far, creation of users gives an error during installaitiophases OSUSERDBSID_IND_ORA (for creating user

ora si d) and OSUSERSIDADM_IND_ORA (creating usgrdadm).
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Apart from some problems mentioned below, everything sthgolstraight through up to the point where the Oracle
database software needs to be installed.

10.7.9. Installing Oracle 8.0.5

Please see the corresponding SAP Notes and ORaelémes regarding Linux an@racle DB for possible
problems. Most if not all problems stem from incompatiblediries.

For more information on installin@racle, refer tothe Installing Oracle chapter.

10.7.9.1. Installing the Oracle 8.0.5 with  orainst

If Oracle 8.0.5is to be used, some additional libraries are needed for safudly relinking, aOracle 8.0.5was
linked with an old glibc (RedHat 6.0), but RedHat 6.1 alreadgs a new glibc. So you have to install the following
additional packages to ensure that linking will work:

compat-libs-5.2-2.i386.rpm
compat-glibc-5.2-2.0.7.2.i386.rpm
compat-egcs-5.2-1.0.3a.1.i386.rpm
compat-egcs-c++-5.2-1.0.3a.1.i386.rpm
compat-binutils-5.2-2.9.1.0.23.1.i386.rpm

See the corresponding SAP Notes or Or&dadmes for further information. If this is no option (at the time of
installation we did not have enough time to check this), andatuse the original binaries, or use the relinked
binaries from an original RedHat system.

For compiling the intelligent agent, the RedHat Tcl packamest be installed. If you cannot get
tcl-8.0.3-20.i386.rpm , a newer one likeécl-8.0.5-30.i386.rpm for RedHat 6.1 should also do.

Apart from relinking, the installation is straightforward

# su - oraids

# export TERM=xterm

# export ORACLE_TERM=xterm

# export ORACLE_HOME=/oracle/IDS
# cd $ORACLE_HOME/orainst_sap
# .Jorainst

Confirm all screens witEnter until the software is installed, except that one has to éeséheOracle On-Line Text
Viewer, as this is not currently available for Linu®racle then wants to relink wittiB86-glibc20-linux-gcc
instead of the availablgce , eges ori386-redhat-linux-gcc

Due to time constrains we decided to use the binaries fro@rasle 8.0.5 PreProductionrelease, after the first
attempt at getting the version from the RDBMS CD workinglegfdj and finding and accessing the correct RPMs was
a nightmare at that time.
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10.7.9.2. Installing the Oracle 8.0.5 Pre-production Rele  ase for Linux (Kernel 2.0.33)

This installation is quite easy. Mount the CD, start thealfist. It will then ask for the location of the Oracle home
directory, and copy all binaries there. We did not deleteéimeains of our previous RDBMS installation tries,
though.

Afterwards,Oracle Database could be started with no problems.

10.7.10. Installing the Oracle 8.1.7 Linux Tarball

Take the tarbalbracle81732.tgz you produced from the installation directory on a Linux systand untar it to
/oracle/  SI D/I817_32/

10.7.11. Continue with SAP R/3 Installation

First check the environment settings of usdsamd (si dadm) ancbraids (orasi d). They should now both have
the files.profile  , .login and.cshrc which are all usinghostname . In case the system’s hostname is the fully
qualified name, you need to chartgstname to hostname -s within all three files.

10.7.11.1. Database Load

Afterwards,R3SETUPcan either be restarted or continued (depending on whetitevas chosen or notR3SETUP
then creates the tablespaces and loads the data (for 46B fRIESEXPORT1 to EXPORT®, for 46C from DISK1
to DISK4) withR3load into the database.

When the database load is finished (might take a few hounsje gasswords are requested. For test installations,
one can use the well known default passwords (use differegg @ security is an issue!):

Question Input

Enter Password for sapr3 damper

Confirum Password for sapr3 damper

Enter Password for sys change_on_inEhaiéer
Confirm Password for sys change_on_ingater
Enter Password for system mandgeter

Confirm Password for system manageter

At this point We had a few problems witlipgntab  during the 4.6B installation.

10.7.11.2. Listener

Start theOracle Listener as usesra si d as follows:
% umask 0; lIsnrctl start

Otherwise you might get the error ORA-12546 as the sockdtsiatihave the correct permissions. See SAP Note
072984.
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10.7.11.3. Updating MNLS Tables

If you plan to import non-Latin-1 languages into t8AP system, you have to update the Multi National Language
Support tables. This is described in the SAP OSS Notes 15023%619. Otherwise, you can skip this question
duringSAP installation.

7E: If you do not need MNLS, it is still necessary to check the table TCPDB and initializing it if this has not been
done. See SAP note 0015023 and 0045619 for further information.

10.7.12. Post-installation Steps

10.7.12.1. Request SAP R/3 License Key

You have to request yoBAP R/3License Key. This is needed, as the temporary license thainsgalled during
installation is only valid for four weeks. First get the haate key. Log on as uséfsadm and callsaplicense

# [sapmnt/IDS/exe/saplicense -get

Callingsaplicense  without parameters gives a list of options. Upon receivhiglicense key, it can be installed
using:

# [sapmnt/IDS/exe/saplicense -install

You are then required to enter the following values:

SAP SYSTEM ID =SID, 3 chars

CUSTOMER KEY hardware key, 11 chars
INSTALLATION NO =installation, 10 digits
EXPIRATION DATE =yyyynmmdd, usually "99991231"
LICENSE KEY =1license key, 24 chars

10.7.12.2. Creating Users

Create a user within client 000 (for some tasks required tdme within client 000, but with a user different from
userssap* andddic ). As a user name, We usually choagatung (or service in English). Profiles required are
sap_new andsap_all . For additional safety the passwords of default users walhiclients should be changed
(this includes usersap = andddic ).

10.7.12.3. Configure Transport System, Profile, Operation M odes, Etc.

Within client 000, user different fromidic andsap *, do at least the following:

Task Transaction

Configure Transport System, e.g.3tsnd-Alone STMS
Transport Domain Entity
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Task Transaction
Create / Edit Profile for System RZ10
Maintain Operation Modes and Instances Rz04

These and all the other post-installation steps are thdrgutpscribed irSAP installation guides.

10.7.12.4. Edit init sid.sap (initIDS.sap )

The file/oracle/IDS/dbs/initIDS.sap contains theSAP backup profile. Here the size of the tape to be used,
type of compression and so on need to be defined. To get thisngiwith sapdba / brbackup , we changed the
following values:

compress = hardware

archive_function = copy_delete_save

cpio_flags = "-ov --format=newc --block-size=128 --quiet
cpio_in_flags = "-iuv --block-size=128 --quiet"

tape_size = 38000M

tape_address = /dev/nsa0

tape_address_rew = /dev/sa0

Explanations:
compress : The tape we use is a HP DLT1 which does hardware compression.

archive_function : This defines the default behavior for saving Oracle arclugs: new logfiles are saved to
tape, already saved logdfiles are saved again and are thaadiélais prevents lots of trouble if you need to recover
the database, and one of the archive-tapes has gone bad.

cpio_flags : Defaultis to useB which sets block size to 5120 Bytes. For DLT Tapes, HP reconasat least
32 K block size, so we useeblock-size=128 for 64 K. --format=newc  is needed because we have inode
numbers greater than 65535. The last optigniet  is needed as otherwisgbackup complains as soon agio
outputs the numbers of blocks saved.

cpio_in_flags  : Flags needed for loading data back from tape. Format iggrézed automatically.

tape_size : This usually gives the raw storage capability of the tae.decurity reason (we use hardware
compression), the value is slightly lower than the actuble/a

tape_address : The non-rewindable device to be used wifto .

tape_address_rew : The rewindable device to be used wifhio .

10.7.12.5. Configuration Issues after Installation

The following SAP parameters should be tuned after installation (examptd®teS 46B, 1 GB memory):

Name Value
ztta/roll_extension 250000000
abap/heap_area_dia 300000000
abap/heap_area_nondia 400000000
em/initial_size_ MB 256
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Name Value
em/blocksize_kB 1024
ipc/shm_psize_40 70000000

SAP Note 0013026:

Name Value
ztta/dynpro_area 2500000

SAP Note 0157246:

Name Value
rdisp/ROLL_MAXFS 16000
rdisp/PG_MAXFS 30000

7. With the above parameters, on a system with 1 gigabyte of memory, one may find memory consumption
similar to:

Mem: 547M Active, 305M Inact, 109M Wired, 40M Cache, 112M Buf , 3492K Free

10.7.13. Problems during Installation

10.7.13.1. Restart R3SETUPafter Fixing a Problem

R3SETUPstops if it encounters an error. If you have looked at theasponding logfiles and fixed the error, you have
to startR3SETUPagain, usually selecting REPEAT as option for the last R&RETUPcomplained about.

To restartR3SETUR just start it with the correspondimrgsfile:
# JR3SETUP -f CENTRDB.R3S

for 4.6B, or with

# JR3SETUP -f CENTRAL.R3S

for 4.6C, no matter whether the error occurred VBENTRAL.R3Sor DATABASE.R3S

7. At some stages, R3SETUPassumes that both database and SAP processes are up and running (as those
were steps it already completed). Should errors occur and for example the database could not be started, you
have to start both database and SAP by hand after you fixed the errors and before starting R3SETUPagain.

Do not forget to also start the Oracle listener again (as ora si d with umask 0; Isnrctl start ) if it was also
stopped (for example due to a necessary reboot of the system).
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10.7.13.2. OSUSERSIDADM_IND_ORA during R3SETUP

If R3SETUPcomplains at this stage, edit the template RESETUPused at that timeGQENTRDB.R394.6B) or either
CENTRAL.R3Sor DATABASE.R3S(4.6C)). Locat§OSUSERSIDADM_IND_ORApr search for the only
STATUS=ERRORNtry and edit the following values:

HOME=/home/si dadm (was empty)
STATUS=0OK (had status ERROR)

Then you can resta”R3SETUPagain.

10.7.13.3. OSUSERDBSID_IND_ORA during R3SETUP

PossiblyR3SETUPalso complains at this stage. The error here is similar totteein phase
OSUSERSIDADM_IND_ORA. Just edit the template fl8SETUPused at that timeGQENTRDB.R394.6B) or
eitherCENTRAL.R3Sor DATABASE.R3S(4.6C)). Locat§OSUSERDBSID_IND_ORA]or search for the only
STATUS=ERRORNtry and edit the following value in that section:

STATUS=0K

Then restarR3SETUR

10.7.13.4. oraview.vrf FILE NOT FOUND during Oracle Installation

You have not deselectgdracle On-Line Text Viewdrsefore starting the installation. This is marked for insti@hn
even though this option is currently not available for Lindeselect this product inside ti@racle installation menu
and restart installation.

10.7.13.5. TEXTENV_INVALID during R3SETUR RFC or SAPgui Start

If this error is encountered, the correct locale is missBP Note 0171356 lists the necessary RPMs that need be
installed (e.gsaplocales-1.0-3 , saposcheck-1.0-1  for RedHat 6.1). In case you ignored all the related errors
and set the correspondisgATUSfrom ERROR0 OK(in CENTRDB.R3$ every timeR3SETUPcomplained and just
restartedR3SETUR the SAP system will not be properly configured and you will then nolde to connect to the
system with &APgui, even though the system can be started. Trying to conndtthétold LinuxSAPguigave the
following messages:

Sat May 5 14:23:14 2001

»x ERROR => no valid userarea given [trgmsgo. 0401]

Sat May 5 14:23:22 2001

»x  ERROR => ERROR NR 24 occured [trgmsgi. 0410]

»x ERROR => Error when generating text environment. [trgmsgi. 0435]
»x ERROR => function failed [trgmsgi. 0447]

»x ERROR => no socket operation allowed [trxio.c 3363]

Speicherzugriffsfehler

This behavior is due t8 AP R/3being unable to correctly assign a locale and also not beimggply configured
itself (missing entries in some database tables). To betaluennect t&SAP, add the following entries to file
DEFAULT.PFL (see Note 0043288):
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abap/set_etct_env_at_new_mode = 0
install/collate/active = 0
rscp/TCPOB = TCPOB

Restart theSAP system. Now you can connect to the system, even though gespércific language settings might
not work as expected. After correcting country settingsl (j@roviding the correct locales), these entries can be
removed frorDEFAULT.PFL and theSAP system can be restarted.

10.7.13.6. ORA-00001

This error only happened wit@racle 8.1.7on FreeBSD. The reason was that @mcle database could not
initialize itself properly and crashed, leaving semapka@ned shared memory on the system. The next try to start the
database then returned ORA-00001.

Find them withipcs -a and remove them witlpcrm .

10.7.13.7. ORA-00445 (Background Process PMON Did Not Star  t)

This error happened witBracle 8.1.7 This error is reported if the database is started with thelssartsap
script (for examplestartsap_majestix_00 ) as useprdadm .

A possible workaround is to start the database asaraprd instead withsvrmgrl

% svrmgrl
SVRMGR>connect internal;
SVRMGR>startup
SVRMGR>exit

10.7.13.8. ORA-12546 (Start Listener with Correct Permiss  ions)

Start theOracle listener as useasraids ~ with the following commands:
# umask O; Isnrctl start

Otherwise you might get ORA-12546 as the sockets will noeltae correct permissions. See SAP Note 0072984.

10.7.13.9. ORA-27102 (Out of Memory)

This error happened whilst trying to use valuesN@#XDSIZandDFLDSIZ greater than 1 GB (1024x1024x1024).
Additionally, we gotLinux Error 12: Cannot allocate memory

10.7.13.10. [DIPGNTAB_IND_IND] during R3SETUP

In general, see SAP Note 01305&BEETUPstepDIPGNTABterminates). During the IDES-specific installation, for
some reason the installation process was not using the p&éyfesystem name“IDS” , but the empty string'
instead. This leads to some minor problems with accessiegtdries, as the paths are generated dynamically using
SI D (in this case IDS). So instead of accessing:

/usr/sap/IDS/SYS/...
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/usr/sap/IDS/DVMGS00

the following paths were used:

lusr/sap/ISYSI...
/usr/sap/D00

To continue with the installation, we created a link and agité@hal directory:

# pwd

/compat/linux/usr/sap

# Is -l

total 4

drwxr-xr-x 3 idsadm sapsys 512 May 5 11:20 DOO
drwxr-x--x 5 idsadm sapsys 512 May 5 11:35 IDS
Irwxr-xr-x 1 root  sapsys 7 May 5 11:35 SYS -> IDS/SYS
drwxrwxr-x 2 idsadm sapsys 512 May 5 13:00 tmp
drwxrwxr-x 11 idsadm sapsys 512 May 4 14:20 trans

We also found SAP Notes (0029227 and 0008401) describisd#tiavior. We did not encounter any of these
problems with theSAP 4.6Cinstallation.

10.7.13.11. [RFCRSWBOINI_IND_IND] during R3SETUP

During installation ofSAP 4.6G this error was just the result of another error happeninigeeauring installation.
In this case, you have to look through the correspondinglexyéind correct the real problem.

If after looking through the logfiles this error is indeed tugrect one (check the SAP Notes), you cansSetTUSof
the offending step frorBRRORo0 OK(file CENTRDB.R3$ and restarR3SETUP After installation, you have to
execute the repoRSWBOINSrom transaction SE38. See SAP Note 0162266 for additioriaimation about phase
RFCRSWBOINBNdRFCRADDBDIF

10.7.13.12. [RFCRADDBDIF_IND_IND] during R3SETUP

Here the same restrictions apply: make sure by looking titndbe logfiles, that this error is not caused by some
previous problems.

If you can confirm that SAP Note 0162266 applies, justSS&$TUSof the offending step frorERRORo OK(file
CENTRDB.R3$ and restarR3SETUP After installation, you have to execute the ref@ADDBDIFfrom transaction
SE38.

10.7.13.13. sigaction sig31: File size limit exceeded

This error occurred during start 8AP processedisp+work If starting SAP with thestartsap ~ script,
subprocesses are then started which detach and do the dityofvstarting all otheSAP processes. As a result, the
script itself will not notice if something goes wrong.

To check whether thBAP processes did start properly, have a look at the processstéthps ax | grep  SI D,
which will give you a list of allOracle andSAP processes. If it looks like some processes are missing auif y
cannot connect to thBAP system, look at the corresponding logfiles which can be faind

/usr/sap/  SI DIDVEBMGSr /work/ . The files to look at ardev_ms anddev_disp .
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Signal 31 happens here if the amount of shared memory us@udmte andSAP exceed the one defined within the
kernel configuration file and could be resolved by using adavglue:

# larger value for 46C production systems:
options SHMMAXPGS=393216

# smaller value sufficient for 46B:
#options SHMMAXPGS=262144

10.7.13.14. Start of saposcol Failed

There are some problems with the progrsaposcol  (version 4.6D). Th&SAP system is usingaposcol  to

collect data about the system performance. This programtiseeded to use tHeAP system, so this problem can
be considered a minor one. The older versions (4.6B) doels, Wwat does not collect all the data (many calls will just
return 0, for example for CPU usage).

10.8. Advanced Topics

If you are curious as to how the Linux binary compatibilitynks, this is the section you want to read. Most of what
follows is based heavily on an email written to FreeBSD dHalEz1H
(http://lists.FreeBSD.org/mailman/listinfo/freebshat) by Terry Lambert#ambert@primenet.com > (Message
ID: <199906020108.SAA07001@usr09.primenet.com> ).

10.8.1. How Does It Work?

FreeBSD has an abstraction called dexecution class loadér. This is a wedge into the execve(2) system call.

What happens is that FreeBSD has a list of loaders, insteadiofjle loader with a fallback to th loader for
running any shell interpreters or shell scripts.

Historically, the only loader on the UNIX platform examing@ magic number (generally the first 4 or 8 bytes of the
file) to see if it was a binary known to the system, and if sopkad the binary loader.

If it was not the binary type for the system, the execve(2)resilirned a failure, and the shell attempted to start
executing it as shell commands.

The assumption was a default ofwhatever the current shell’is.

Later, a hack was made for sh(1) to examine the first two cherg@nd if they weran , then it invoked the csh(1)
shell instead (we believe SCO first made this hack).

What FreeBSD does now is go through a list of loaders, withreege#! loader that knows about interpreters as the
characters which follow to the next whitespace next to faipwed by a fallback tdbin/sh

For the Linux ABI support, FreeBSD sees the magic number & &binary (it makes no distinction between
FreeBSD, Solaris, Linux, or any other OS which has an ELF &rtgge, at this point).

The ELF loader looks for a specializédand, which is a comment section in the ELF image, and which is not
present on SVR4/Solaris ELF binaries.

For Linux binaries to function, they must beandedas typeLinux from brandelf(1):
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# brandelf -t Linux file

When this is done, the ELF loader will see ttieux brand on the file.

When the ELF loader sees thimux brand, the loader replaces a pointer inphec  structure. All system calls are
indexed through this pointer (in a traditional UNIX systdhis would be theysent[]  structure array, containing
the system calls). In addition, the process is flagged fatiaplkandling of the trap vector for the signal trampoline
code, and several other (minor) fix-ups that are handledd\ithux kernel module.

The Linux system call vector contains, among other thingdjst af sysent[]  entries whose addresses reside in the
kernel module.

When a system call is called by the Linux binary, the trap adbeleferences the system call function pointer off the
proc structure, and gets the Linux, not the FreeBSD, system nal @oints.

In addition, the Linux mode dynamicaltgrootslookups; this is, in effect, what thenion option to file system
mounts fottheunionfs file system type!) does. First, an attempt is made to lookaité in the

/compat/linux/ ori gi nal - pat h directory,thenonly if that fails, the lookup is done in theri gi nal - pat h

directory. This makes sure that binaries that require dilraries can run (e.g., the Linux toolchain can all run under
Linux ABI support). It also means that the Linux binaries ¢@ad and execute FreeBSD binaries, if there are no
corresponding Linux binaries present, and that you cowddeph uname(1) command in tltempat/linux

directory tree to ensure that the Linux binaries could nibtitey were not running on Linux.

In effect, there is a Linux kernel in the FreeBSD kernel; tagaus underlying functions that implement all of the
services provided by the kernel are identical to both the B8D system call table entries, and the Linux system call
table entries: file system operations, virtual memory dfana, signal delivery, System V IPC, etcThe only
difference is that FreeBSD binaries get the FreeBfi2 functions, and Linux binaries get the Lingiuefunctions
(most older OS’s only had their owgluefunctions: addresses of functions in a static glalyaént[]  structure

array, instead of addresses of functions dereferenceddyffiamically initialized pointer in thproc structure of the
process making the call).

Which one is the native FreeBSD ABI? It does not matter. Balsiche only difference is that (currently; this could
easily be changed in a future release, and probably will te tfis) the FreeBSQluefunctions are statically linked
into the kernel, and the Linugluefunctions can be statically linked, or they can be accesied kernel module.

Yeah, but is this really emulation? No. It is an ABI implematidn, not an emulation. There is no emulator (or
simulator, to cut off the next question) involved.

So why is it sometimes called‘Linux emulation’ ? To make it hard to sell FreeBSD! Really, it is because the
historical implementation was done at a time when there waklyrno word other than that to describe what was
going on; saying that FreeBSD ran Linux binaries was not, ifyy@u did not compile the code in or load a module,
and there needed to be a word to describe what was being loautte “the Linux emulatof .
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Written by Chern Lee. Based on a tutorial written by Mike 8ndso based on tuning(7) written by Matt Dillon.

11.1. HEk

TEFreeBSDfE FlBFE A - MHE B REAVERE 2 — W& RHECEH D o IERERRRBUE » 7 LIRIRREE H &7+
ARHISERIEE ) o ACEE E N AR Free BSDHIARRH B ZBU€ L > B5—2E 7] LI # FreeBSDRLBER) 2 B

i A

Il

ek 2

SEIEE T TR

- WA ORI SR R AL K swap ) # & o

- re.conf IR E Bd/usr/localletc/re.d RS B 2R o
- AATERE ~ HIERAEEE T o

- WAl E R virtual hostse

- WAIE E lete ARV TEEERE ©

- T lsysetl AR HA B FreeBSDI R STALEE ©

- BRI REREAEE > DLSE Htkernel BRI o
TERGBREE R Al » R .

- BREUNIX [ FreeBSDHIBIE A S (LU 3 &) -
- BEHEGE ~ fiEkernel D EBRE & (LU 8 F) o

11.2. —BATRAHR |

11.2.1. BiE|53#I & (Partition)

11.2.1.1. Base Partitions

Fibsdlabel(8)isysinstall (82 i H 1 2 R ATHF » sERcE « WREAE B G R T H - (RN AE A HER)IME
G LA B RLL o FI, » EEHIEE ~ FEER S E REEROMNE o K5 EIEG Rusr B
TEBCA P - EEE Y D EIEAET o LUEE | root, swap/var |, Jusr ERENEFREE S G

var  FIR/INERIERERI IR AE © var  ERIZRIUERE - log A0 8kHE LL K I RAE(T 5 (spools)e {E54H LKA 8k
RE B AR NE B P RE VA TR, - R A B R RIEE I 2BURNEZ PR F ~ Bl AFEEFERME - #HEiE
Seff I A A EIL GB DL » HEBVIRL « 2O ERE —E S M&varitmp  LUEFF i packages

Miusr 58 F 22 A A A SUEER TR IES ~ TEREE > #l4 : ports(7) collectionf i %
4%)Hsource tree(optional) £ &L 4éFreeBSORF » 15 i & & & Al R R BN o ol - BESEImE#EE D
HH2GB A ML LA -
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AE] D FI AN > B 2 RN RZ M - BRIE M HIEN T - (25— @0 EARRR L =/
WEMHE RS -

I AL AT EEE # Bisysinstall(8) AAuto-defaults(  HETERAE) Frifpyo&IEA/ ) » AR EEENar DU 5
FIEFANT - AR A RERBIULFER » KT E RN O E R A -

11.2.1.2. Swap 5| [&

HRIRAEERVER » T8 5 swap 7y 5l & ERZ 3% & A SRR (RAM) RN MR EITAT - SBEIAGH « a4 128 MB
RAM (3% » HlEswapH!ER%Z 3% #5256 MB ° SLIBHEE D RIMKAS » AT LUZ B I 2 swapZs fi AR 744 5E
H I swapzs A B K54 256 MB » T ER% % AN IBRE 7 & R IR o Eswapi Rt BRI 5K
[F » kernelfJVM paging {E51% & 1EABER B 2 B BN RE - (EE Z AR IRIRRA - [Hswaphl#E] KA
A EEEIVM page R IlHSCRIRIK - tAh R INE Z LB RN - tha g REIRIIEE -

FEBCAR TR RS 1A - % & A £ FESCSIHERE (s £ 5HIDE WiREE7E R EIDE R HE L) - @S EE -

H i swap % 2P0 AE) o 8 LswaplEiZ AL KA —ER R/ » Kernel ATHEZ AL B R/ M swape (B AERE R

LERERIE A swapla 5 o A (REEswapay R A/ NG > RII AT ikernel & L8 A A HETE 2 F B swap
ZH e BMEAKFEGRE » SECKswapth ZRR Al #:5% » R A vl 7R & HI BB 2 BB IR E A S E )
AP IRIEEH -

11.2.1.3. B E& &l Partition ?

BENEBEERMEER S —@ARXEERT T > HEFE LELEREgBARMELEMRS T &
5t BB EEE A FEELEERE - BB MO BREE ] B R RGUGREE o b -/ Dlusr 4385
K HAEERTE » BEEA - MESHREENHENar  Kivartmp  ©

By properly partitioning a system, fragmentation introeldn the smaller write heavy partitions will not bleed over
into the mostly-read partitions. Keeping the write-loagaditions closer to the disk’s edge, will increase 1/0
performance in the partitions where it occurs the most. Ndwen/O performance in the larger partitions may be
needed, shifting them more toward the edge of the disk willeed to a significant performance improvement over
moving/var to the edge. Finally, there are safety concerns. A smak&tan root partition which is mostly
read-only has a greater chance of surviving a bad crash.

11.3. s EEHIR EIE

The principal location for system configuration informatie within/etc/rc.conf . This file contains a wide
range of configuration information, principally used atteys startup to configure the system. Its name directly
implies this; it is configuration information for the = files.

An administrator should make entries in theconf ~ file to override the default settings from
letc/defaults/rc.conf . The defaults file should not be copied verbatimeto - it contains default values, not
examples. All system-specific changes should be made ircdunf file itself.

A number of strategies may be applied in clustered apptinatio separate site-wide configuration from
system-specific configuration in order to keep adminisiretiverhead down. The recommended approach is to place
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site-wide configuration into another file, such/ets/rc.conf.site , and then include this file into
Jetc/rc.conf , which will contain only system-specific information.

Asrc.conf isread by sh(1) itis trivial to achieve this. For example:

- rc.conf:

. letc/rc.conf.site
hostname="nodel5.example.com"
network_interfaces="fxp0 100"
ifconfig_fxp0="inet 10.1.1.1"

- rc.conf.site:

defaultrouter="10.1.1.254"
saver="daemon"
blanktime="100"

Therc.conf.site file can then be distributed to every system usygc or a similar program, while the
rc.conf file remains unique.

Upgrading the system using sysinstall(8haake world will not overwrite therc.conf  file, so system
configuration information will not be lost.

11.4. & 20 F AR SR 3 e

JFAIE - ZEMEEEH S A B ARRER - LEH H Crsi GRS o Bk - A5 HEE R
PEHEZEENRE W2 - B0 TR n] DUREE 5 HO4% H 15 LU0E 1 I E AR e
JF AL - BERE & B E fE /usr/local/etc ° i SLECREHRUEIE R BORZ - B & H NS —(H H kDLt
WA

W E ~1lport&packagdf£¢r%€ﬁﬁﬂﬂf s —ESERHIBUE A g R - Lﬁbffﬂ:_ T
F.default  MUAEIREY o & ZHRRFE BITERIVEESUEN » B RE () default  FREMATH
R E

SBAE G+ » FAFI2KFE B lusr/localletclapache

%%JE#

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.defaul t
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf

-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf.default

-rw-r--r-- 1 root wheel 12205 May 20 1998 magic

-rw-r--r-- 1 root wheel 12205 May 20 1998 magic.default

-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types

-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types.default

-rw-r--r-- 1 root wheel 7980 May 20 1998 srm.conf

-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default

srm.conf  FURESERBUEHOR T » F 1R Apache B AN & $1E (H O B EOR AR E R UL T EH) -
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11.5. &M Services HEE)
Contributed by Tom Rhodes.

Many users choose to install third party software on FreeB8m the Ports Collection. In many of these situations
it may be necessary to configure the software in a manner wtilthllow it to be started upon system initialization.
Services, such asail/postfix or www/apachel3 are just two of the many software packages which may be
started during system initialization. This section expéathe procedures available for starting third party safwa

In FreeBSD, most included services, such as cron(8), artedtdrough the system start up scripts. These scripts
may differ depending on FreeBSD or vendor version; howekiermost important aspect to consider is that their
start up configuration can be handled through simple staxttipts.

Before the advent at.d , applications would drop a simple start up script into/tke#/local/etc/rc.d
directory which would be read by the system initializatienjsts. These scripts would then be executed during the
latter stages of system start up.

While many individuals have spent hours trying to merge tdeconfiguration style into the new system, the fact
remains that some third party utilities still require a ptgimply dropped into the aforementioned directory. The
subtle differences in the scripts depend whether oradt is being used. Prior to FreeBSD 5.1 the old
configuration style is used and in almost all cases a new stylpt would do just fine.

While every script must meet some minimal requirementstmofthe time these requirements are FreeBSD version
agnostic. Each script must havesh extension appended to the end and every script must be ekéelbly the
system. The latter may be achieved by usingctiveod command and setting the unique permissiongsaf. There
should also be, at minimal, an optiond@rt the application and an option stop the application.

The simplest start up script would probably look a littlelii this one:

#1/bin/sh
echo -n

" utility’

case "$1" in

start)

/usr/local/bin/utility

stop)
kill -9 ‘cat /var/run/utility.pid

*)
echo "Usage: ‘basename $0' {start|stop}" >&2
exit 64

esac

exit 0

This script provides for atop andstart option for the application hereto referred simplyugitty

Could be started manually with:
# lusr/local/etc/rc.d/utility.sh start

While not all third party software requires the linerinconf , almost every day a new port will be modified to
accept this configuration. Check the final output of the itegian for more information on a specific application.
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Some third party software will provide start up scripts whpermit the application to be used withd ; although,
this will be discussed in the next section.

11.5.1. Extended Application Configuration

Now that FreeBSD includes.d , configuration of application startup has become easiérnaare featureful.
Using the key words discussed in tteed section, applications may now be set to start after certhiarservices for
example DNS; may permit extra flags to be passed threzigtnf  in place of hard coded flags in the start up
script, etc. A basic script may look similar to the following

#!/bin/sh

#

# PROVIDE: utility

# REQUIRE: DAEMON
# KEYWORD: shutdown

. letc/rc.subr

name=utility
rcvar=utility_pidfile

command="/usr/local/shin/utility"
load_rc_config $name

DO NOT CHANGE THESE DEFAULT VALUES HERE
SET THEM IN THE /etc/rc.conf FILE

H* OH H R

utility_enable=${utility_enable-"NO"}
pidfile=${utility_pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

This script will ensure that the providedility will be started after thedaemon service. It also provides a method for
setting and tracking the PID, or process ID file.

This application could then have the following line placedeic/rc.conf
utility_enable="YES"

This new method also allows for easier manipulation of them@and line arguments, inclusion of the default
functions provided iretc/rc.subr , compatibility with the rcorder(8) utility and providesrfeasier configuration
via therc.conf file.

11.5.2. LlServices RIEE) % Services

Other services, such as POP3 server daemons, IMAP, etcl bewtarted using the inetd(8). This involves installing
the service utility from the Ports Collection with a configtion line appended to thietc/inetd.conf file, or
uncommenting one of the current configuration lines. Waykirth inetd and its configuration is described in depth
in theinetd section.
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In some cases, it may be more plausible to use the cron(8)atatmstart system services. This approach has a
number of advantages becausan runs these processes as thentab s file owner. This allows regular users to
start and maintain some applications.

Thecron utility provides a unique featur@reboot , which may be used in place of the time specification. This wil
cause the job to be run when cron(8) is started, normallyndwsystem initialization.

11.6. B xEcron
Contributed by Tom Rhodes.

FreeBSDE(IF R T B 2 —il@&cron(8)° cron EEE & M&E(E » WA EEE/etc/crontab  F&FLL

K Ivarlcron/tabs Hék o KEFEG A Ficrontab 1S © i5%crontab  HEEAA—LHERE TAERVRLE >
Héacron AT ©

cron FEZ » AT [RIFFER A ARSI BLAURCERE © R ARAS S Hcrontab X i I & < B B crontabe T i A% i
—ZBITERNE 7SHIAIE 5 Inthe system crontab, the sixth field is the name of a usehfacommand to run as.
This gives the system crontab the ability to run commandsasiser. In a user crontab, the sixth field is the
command to run, and all commands run as the user who creaedahtab; this is an important security feature.

7E: User crontabs allow individual users to schedule tasks without the need for root privileges. Commands in a
user’s crontab run with the permissions of the user who owns the crontab.

The root user can have a user crontab just like any other user. This one is different from /etc/crontab (the
system crontab). Because of the system crontab, there is usually no need to create a user crontab for root .

Let us take a look at thietc/crontab file (the system crontab):

# letc/crontab - root’s crontab for FreeBSD

#

# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 to m Exp $
# 0

#

SHELL=/bin/sh

PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin a

HOME-=/varl/log

#

#

#minute hour mday month  wday who command 0O
#

#
*[5 * * * * root lusr/libexec/atrun O

0 Like most FreeBSD configuration files, thecharacter represents a comment. A comment can be placea in th
file as a reminder of what and why a desired action is perfor@echments cannot be on the same line as a
command or else they will be interpreted as part of the condythiey must be on a new line. Blank lines are
ignored.
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O First, the environment must be defined. The equdlsliaracter is used to define any environment settings, as
with this example where it is used for t&eIELL, PATH andHOMBptions. If the shell line is omittedron will
use the default, which ish. If the PATHvariable is omitted, no default will be used and file locasiovill need
to be absolute. IHOMEs omitted,cron will use the invoking users home directory.

O This line defines a total of seven fields. Listed here are theesaninute , hour , mday, month , wday, who, and
command These are almost all self explanatarynute is the time in minutes the command will be runour
is similar to theminute option, just in hoursmday stands for day of the monthonth is similar tohour and
minute , as it designates the month. Theay option stands for day of the week. All these fields must be
numeric values, and follow the twenty-four hour clock. Wie field is special, and only exists in the
letc/crontab file. This field specifies which user the command should be sukiden a user installs his or
hercrontab file, they will not have this option. Finally, themmandoption is listed. This is the last field, so
naturally it should designate the command to be executed.

0 This last line will define the values discussed above. Ndtare we have &/5 listing, followed by several
morex characters. Thesecharacters mean first-last’ , and can be interpreted aserytime. So, judging by
this line, it is apparent that therun  command is to be invoked bygot every five minutes regardless of what
day or month it is. For more information on thgun command, see the atrun(8) manual page.

Commands can have any number of flags passed to them; howeranands which extend to multiple lines
need to be broken with the backslash” continuation character.

This is the basic set up for evesyontab file, although there is one thing different about this oneld~humber six,
where we specified the username, only exists in the sy&terarontab file. This field should be omitted for
individual usercrontab files.

11.6.1. TYEHEFE (Crontab) FHEE BL & B

EZ: You must not use the procedure described here to edit/install the system crontab. Simply use your favorite
editor: the cron utility will notice that the file has changed and immediately begin using the updated version. See
this FAQ entry (../../../../doc/zh_TW.Big5/books/fag/admin.htmi#ROOT-NOT-FOUND-CRON-ERRORS) for more
information.

To install a freshly written usetrontab , first use your favorite editor to create a file in the propenfat, and then
use thecrontab  utility. The most common usage is:

% crontab crontab-file

In this examplegrontab-file is the filename of arontab that was previously created.
There is also an option to list installecbntab  files: just pass theé option tocrontab and look over the output.

For users who wish to begin their own crontab file from scratgthout the use of a template, thentab -e
option is available. This will invoke the selected editottwan empty file. When the file is saved, it will be
automatically installed by therontab command.

If you later want to remove your userontab completely, userontab with the-r option.
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11.7. ZEFreeBSD f# Hrc
Contributed by Tom Rhodes.

11E20024F#E » FreeBSD# A T NetBSDHre.d  H 2R A1E 2 R IRBSE Eh %] o v LLE/etc/re.d Hek N &
E o REHEREEFEAIRES » ] LU Hstart |, stop Mrestart  AE A FRAADERIE o E4@EFF - o] LA T3FE
L EFTVE Esshd(8):

# letc/rc.d/sshd restart

HAMARES B R HEMUETE » EER » IRESEE R EAErc.conf(5)N B 18 EMIEE » & 7E IR oL B Bk E) - 224
AR, » 5 BB X ENAT (Network Address Translation) daem@fish » H E 7 /etc/rc.conf WL AE
FTRAH] -

natd_enable="YES"

HIRARE R Znatd_enable="NO"  FP/EEH EHINOM A YESELLF T © rc scripts& 7 MR EFIMEEF » HEjEA
FHRE (B AR AIRES » AN FRMEsEEE iy -

Since thec.d system is primarily intended to start/stop services aesysitartup/shutdown time, the standard
start ,stop andrestart  options will only perform their action if the appropriatec/rc.conf variables are
set. For instance the abowshd restart ~ command will only work ifsshd_enable is set toYESin

Jetc/rc.conf .Tostart ,stop orrestart a service regardless of the settinggete/rc.conf , the commands
should be prefixed with“force” . For instance to restasshd regardless of the curreftc/rc.conf setting,
execute the following command:

# letc/rc.d/sshd forcerestart

Itis easy to check if a service is enabledért/rc.conf by running the appropriate.d script with the option
rcvar . Thus, an administrator can check thsitd is in fact enabled iretc/rc.conf by running:

# letc/rc.d/sshd rcvar
# sshd
$sshd_enable=YES

7E£: The second line (# sshd ) is the output from the sshd command, not a root console.

HEMBERPZTAEENE > 7T Mstatus  RIEACER o A - FEMERsshd B EEHHKEES - A
JEEAT

# letc/rc.d/sshd status
sshd is running as pid 433.

In some cases it is also possible¢tbad a service. This will attempt to send a signal to an individiealice,
forcing the service to reload its configuration files. In moestes this means sending the servisgGHUPSsignal.
Support for this feature is not included for every service.

Therc.d system is not only used for network services, it also couateb to most of the system initialization. For
instance, consider theyfsck file. When this script is executed, it will print out the folling message:

Starting background file system checks in 60 seconds.
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Therefore this file is used for background file system cheek#;h are done only during system initialization.

Many system services depend on other services to functageply. For example, NIS and other RPC-based
services may fail to start until after thgcbind  (portmapper) service has started. To resolve this isst@nmation
about dependencies and other meta-data is included in thmeats at the top of each startup script. The rcorder(8)
program is then used to parse these comments during systatization to determine the order in which system
services should be invoked to satisfy the dependenciesiollbe/ing words may be included at the top of each
startup file:

- PROVIDE Specifies the services this file provides.
- REQUIRE Lists services which are required for this service. ThisWill run after the specified services.
- BEFORELists services which depend on this service. This file wifi beforethe specified services.

By using this method, an administrator can easily contrsteay services without the hassle Gfunlevels’ like
some other UNIX operating systems.

Additional information about thec.d system can be found in the rc(8) and rc.subr(8) manual pages.

11.8. B E 4R

Contributed by Marc Fonvieille.

Nowadays we can not think about a computer without thinkingLé a network connection. Adding and configuring
a network card is a common task for any FreeBSD administrator

11.8.1. R IEHE ~ 7] H AV ERENFE =X (Driver)

Before you begin, you should know the model of the card yowehtie chip it uses, and whether it is a PCl or ISA
card. FreeBSD supports a wide variety of both PCI and ISAcateck the Hardware Compatibility List for your
release to see if your card is supported.

Once you are sure your card is supported, you need to detethemproper driver for the card.
[usr/src/sys/conf/NOTES and/ustr/src/sys/ ar ch/conf/NOTES  will give you the list of network interface
drivers with some information about the supported chigsatds. If you have doubts about which driver is the
correct one, read the manual page of the driver. The mangalwal give you more information about the supported
hardware and even the possible problems that could occur.

If you own a common card, most of the time you will not have tokdeery hard for a driver. Drivers for common
network cards are present in tB&NERICkernel, so your card should show up during boot, like so:

dc0: <82c169 PNIC 10/100BaseTX> port 0xa000-0xaOff mem Oxd 3800000-0xd38
000ff irg 15 at device 11.0 on pciO

dcO: Ethernet address: 00:a0:cc:da:da:da

miibusO: <MII bus> on dcO

ukphyO: <Generic IEEE 802.3u media interface> on miibusO

ukphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

dcl: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem Oxd 3000000-0xd30
000ff irq 11 at device 12.0 on pciO

dcl: Ethernet address: 00:a0:cc:da:da:db

miibusl: <MIl bus> on dcl

ukphyl: <Generic IEEE 802.3u media interface> on miibusl

278



11, RAEFZFEFT(Tuning)
ukphyl: 10baseT, 1ObaseT-FDX, 100baseTX, 100baseTX-FDX, auto

In this example, we see that two cards using the dc(4) driveepeesent on the system.

If the driver for your NIC is not present iBENERIC you will need to load the proper driver to use your NIC. This
may be accomplished in one of two ways:

- The easiest way is to simply load a kernel module for your netward with kldload(8), or automatically at boot
time by adding the appropriate line to the fit@ot/loader.conf . Not all NIC drivers are available as
modules; notable examples of devices for which modules dexist are ISA cards.

- Alternatively, you may statically compile the support fauy card into your kernel. Check
lusr/src/sys/conf/NOTES , lusr/src/sys/ ar ch/conf/NOTES and the manual page of the driver to know
what to add in your kernel configuration file. For more infotima about recompiling your kernel, please see
pU 8 Z. If your card was detected at boot by your kerr@ENERIQ you do not have to build a new kernel.

11.8.1.1. Using Windows NDIS Drivers

Unfortunately, there are still many vendors that do not gleschematics for their drivers to the open source
community because they regard such information as tradetse€onsequently, the developers of FreeBSD and
other operating systems are left two choices: develop tiverdrby a long and pain-staking process of reverse
engineering or using the existing driver binaries avaddbl the Microsoft Windows platforms. Most developers,
including those involved with FreeBSD, have taken the tatfgproach.

Thanks to the contributions of Bill Paul (wpaul), as of Fr&&B5.3-RELEASE there is“nativeé’ support for the
Network Driver Interface Specification (NDIS). The FreeBEDISulator (otherwise known as Project Evil) takes a
Windows driver binary and basically tricks it into thinkiitgs running on Windows. Because the ndis(4) driver is
using a Windows binary, it is only usable on i386 and amd64esys.

7. The ndis(4) driver is designed to support mainly PCI, CardBus and PCMCIA devices, USB devices are not
yet supported.

In order to use the NDISulator, you need three things:

1. Kernel sources
2. Windows XP driver binary.§YS extension)
3. Windows XP driver configuration fileINF extension)

Locate the files for your specific card. Generally, they cafobned on the included CDs or at the vendors’ websites.
In the following examples, we will us&/32DRIVER.SYSandW32DRIVER.INF.

#E: You can not use a Windows/i386 driver with FreeBSD/amd64, you must get a Windows/amd64 driver to make

it work properly.

The next step is to compile the driver binary into a loadaklekl module. To accomplish this, st , use
ndisgen(8):

# ndisgen /path/to/ WB2DRI VER | NF / pat h/t o/ WB2DRI VER. SYS
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The ndisgen(8) utility is interactive and will prompt foryaextra information it requires; it will produce a kernel
module in the current directory which can be loaded as fatow

# klidload ./ \B2DRI VER. ko

In addition to the generated kernel module, you must loaddiseko andif_ndis.ko modules. This should be
automatically done when you load any module that dependslimi4). If you want to load them manually, use the
following commands:

# kidload ndis
# Kkldload if_ndis

The first command loads the NDIS miniport driver wrapper,d4beond loads the actual network interface.

Now, check dmesg(8) to see if there were any errors loadiradl.went well, you should get output resembling the
following:

ndisO: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101ff f irg 3 at device 8.0 on pcil
ndisO: NDIS API version: 5.0

ndisO: Ethernet address: Oa:bl:2c:d3:4e:f5

ndisO: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps

ndisO: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54 Mbps

From here you can treat tinelisO device like any other network interface (e dc ).

You can configure the system to load the NDIS modules at bt ith the same way as with any other module.
First, copy the generated modug32DRIVER.ko, to the/boot/modules  directory. Then, add the following line to
/boot/loader.conf

W32DRIVER_load="YES"

11.8.2. R EHKF

Once the right driver is loaded for the network card, the carelds to be configured. As with many other things, the
network card may have been configured at installation timgyisinstall

To display the configuration for the network interfaces onrygystem, enter the following command:

% ifconfig

dcO: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500
inet 192.168.1.3 netmask Oxffffff00 broadcast 192.168.1. 255
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

dcl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500
inet 10.0.0.1 netmask Oxffffff00 broadcast 10.0.0.255
ether 00:a0:cc:da:da:db
media: Ethernet 10baseT/UTP
status: no carrier

Ip0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 150 0

100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84
inet 127.0.0.1 netmask O0xff000000

280



11, RAEFZFEFT(Tuning)

tun0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

7E: Old versions of FreeBSD may require the -a option following ifconfig(8), for more details about the correct
syntax of ifconfig(8), please refer to the manual page. Note also that entries concerning IPv6 (inet6 etc.) were
omitted in this example.

In this example, the following devices were displayed:

- dc0: The first Ethernet interface

- dcl: The second Ethernet interface
- Ip0 : The parallel port interface

- 100 : The loopback device

- tun0 : The tunnel device used tppp

FreeBSD uses the driver name followed by the order in whightbe card is detected at the kernel boot to name the
network card. For examphlds2 would be the third network card on the system using the sth{er.

In this example, thelcO device is up and running. The key indicators are:

1. UPmeans that the card is configured and ready.

2. The card has an Internétét ) address (in this casi92.168.1.3 ).

3. It has a valid subnet masketmask ; 0xffffff00 is the same a855.255.255.0 ).
4. It has a valid broadcast address (in this case,168.1.255 ).

5. The MAC address of the cardther ) is 00:a0:cc:da:da:da

6. The physical media selection is on autoselection modelig: Ethernet autoselect (100baseTX
<full-duplex>) ). We see thatic1 was configured to run withObaseT/UTP media. For more information on
available media types for a driver, please refer to its mbpage.

7. The status of the linksatus ) isactive , i.e. the carrier is detected. Fde¢l , we seestatus: no carrier
This is normal when an Ethernet cable is not plugged into #nd.c

If the ifconfig(8) output had shown something similar to:

dc0: flags=8843<BROADCAST,SIMPLEX,MULTICAST> mtu 1500
ether 00:a0:cc:da:da:da
it would indicate the card has not been configured.

To configure your card, you needabt privileges. The network card configuration can be done frioencommand
line with ifconfig(8) but you would have to do it after each oebof the system. The filietc/rc.conf is where to
add the network card’s configuration.

Open/etc/rc.conf in your favorite editor. You need to add a line for each nekngard present on the system, for
example in our case, we added these lines:

ifconfig_dcO="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dcl="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

281



11, RAEFZFEFT(Tuning)

You have to replacdc0, dc1, and so on, with the correct device for your cards, and theesdds with the proper
ones. You should read the card driver and ifconfig(8) managép for more details about the allowed options and
also rc.conf(5) manual page for more information on theayof /etc/rc.conf

If you configured the network during installation, some $radout the network card(s) may be already present.
Double checletc/rc.conf before adding any lines.

You will also have to edit the filéetc/nosts ~ to add the names and the IP addresses of various machines of th
LAN, if they are not already there. For more information gleaefer to hosts(5) and to
/usr/share/examples/etc/hosts

11.8.3. IR B SR B HERR

Once you have made the necessary changfesciinc.conf , Yyou should reboot your system. This will allow the
change(s) to the interface(s) to be applied, and verifytth@asystem restarts without any configuration errors.

Once the system has been rebooted, you should test the kettarfaces.

11.8.3.1. HIE Z K488 K (Ethernet Card)

To verify that an Ethernet card is configured correctly, yauénto try two things. First, ping the interface itself, and
then ping another machine on the LAN.

First test the local interface:

% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes

64 bytes from 192.168.1.3: icmp_seq=0 ttI=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp_seq=1 ttI=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttI=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp_seq=3 ttI=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttI=64 time=0.076 ms

192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.01 3 ms

Now we have to ping another machine on the LAN:

% ping -c5 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: icmp_seq=0 ttI=64 time=0.726 ms
64 bytes from 192.168.1.2: icmp_seq=1 ttI=64 time=0.766 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttI=64 time=0.700 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttI=64 time=0.747 ms
64 bytes from 192.168.1.2: icmp_seq=4 ttI=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.02 5 ms

You could also use the machine name insteatbPaf168.1.2  if you have set up théetc/hosts  file.
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11.8.3.2. SEEEHERR

Troubleshooting hardware and software configurationsigays a pain, and a pain which can be alleviated by
checking the simple things first. Is your network cable pkajgn? Have you properly configured the network
services? Did you configure the firewall correctly? Is thalgayu are using supported by FreeBSD? Always check
the hardware notes before sending off a bug report. Updatevwarsion of FreeBSD to the latest STABLE version.
Check the mailing list archives, or perhaps search therieter

If the card works, yet performance is poor, it would be wottlile/to read over the tuning(7) manual page. You can
also check the network configuration as incorrect netwottknggs can cause slow connections.

Some users experience one or evice timeout  messages, which is normal for some cards. If they continue, o
are bothersome, you may wish to be sure the device is not ctimdliwith another device. Double check the cable
connections. Perhaps you may just need to get another card.

At times, users see a fematchdog timeout  errors. The first thing to do here is to check your networkeabl
Many cards require a PCI slot which supports Bus Masterimgs@ne old motherboards, only one PCI slot allows it
(usually slot 0). Check the network card and the motherbdacdimentation to determine if that may be the problem.

No route to host —messages occur if the system is unable to route a packet te#ti@ation host. This can
happen if no default route is specified, or if a cable is ungady Check the output oktstat -rn and make sure
there is a valid route to the host you are trying to reach.dféhis not, read on taU 29 Z.

ping: sendto: Permission denied error messages are often caused by a misconfigured firefugflv| is
enabled in the kernel but no rules have been defined, therethaltpolicy is to deny all traffic, even ping requests!
Read on tq:U 28 Z for more information.

Sometimes performance of the card is poor, or below avelagleese cases it is best to set the media selection mode
fromautoselect  to the correct media selection. While this usually worksrfarst hardware, it may not resolve
this issue for everyone. Again, check all the network sg#tjmnd read over the tuning(7) manual page.

11.9. E#E M (Virtual Hosts)

A very common use of FreeBSD is virtual site hosting, where sgrver appears to the network as many servers.
This is achieved by assigning multiple network addressessiogle interface.

A given network interface has onéreal’ address, and may have any numberGilias’ addresses. These aliases
are normally added by placing alias entriegdte/rc.conf

An alias entry for the interfacp0 looks like:

ifconfig_fxp0_alias0="inet XXX.XXX.XXX.XXX netmask Xxx XXX XXX XXX

Note that alias entries must start witlas0O and proceed upwards in order, (for exampk#iasl , _alias2 , and
so on). The configuration process will stop at the first mgsinmber.

The calculation of alias netmasks is important, but fortalyaquite simple. For a given interface, there must be one
address which correctly represents the network’s netnfaskother addresses which fall within this network must
have a netmask of alls (expressed as eith#$5.255.255.255  or Oxffffffff ).

For example, consider the case wherefiipe interface is connected to two networks, ttee1.1.0  network with
a netmask 0£55.255.255.0 and the202.0.75.16  network with a netmask @f55.255.255.240 . We want the
system to appear ab.1.1.1  through10.1.1.5 and at202.0.75.17 through202.0.75.20 . As noted above,
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only the first address in a given network range (in this ca8@,1.1 and202.0.75.17 ) should have a real
netmask; all the rest.0.1.1.2  through10.1.1.5 and202.0.75.18 through202.0.75.20 ) must be configured
with a netmask 0£55.255.255.255

The following/etc/rc.conf entries configure the adapter correctly for this arrangemen

ifconfig_fxp0="inet 10.1.1.1 netmask 255.255.255.0"

ifconfig_fxp0_aliasO="inet 10.1.1.2 netmask 255.255.25 5.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.25 5.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.25 5.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.25 5.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255 .255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255 .255.255"
ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255 .255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255 .255.255"

11.10. 3= WPLL 3 B ERE IR 7

11.10.1. /etc Layout

There are a number of directories in which configurationrimiation is kept. These include:

letc Generic system configuration information; data here isesys$pecific.

letc/defaults Default versions of system configuration files.

letc/mail Extra sendmail(8) configuration, other MTA configuratiordil

letc/ppp Configuration for both user- and kernel-ppp programs.

letc/namedb Default location for named(8) data. Normatigmed.conf and zone files
are stored here.

lusr/localletc Configuration files for installed applications. May contpar-application
subdirectories.

lusr/local/etc/rc.d Start/stop scripts for installed applications.

Ivar/db Automatically generated system-specific database files, as the package

database, the locate database, and so on

11.10.2. Hostnames

11.10.2.1. /etc/resolv.conf
/etc/resolv.conf dictates how FreeBSD'’s resolver accesses the Internet Ddvi@ene System (DNS).

The most common entries tesolv.conf are:

nameserver The IP address of a name server the resolver should quergerhers are
queried in the order listed with a maximum of three.
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search Search list for hostname lookup. This is normally determibg the domain
of the local hostname.
domain The local domain name.

A typical resolv.conf

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

7£: Only one of the search and domain options should be used.

If you are using DHCP, dhclient(8) usually rewritesolv.conf  with information received from the DHCP server.

11.10.2.2. /etc/hosts

letc/hosts  is a simple text database reminiscent of the old Internetotks in conjunction with DNS and NIS
providing name to IP address mappings. Local computersemiad via a LAN can be placed in here for simplistic
naming purposes instead of setting up a named(8) serveitidwmally, /etc/hosts  can be used to provide a local
record of Internet names, reducing the need to query extgfoacommonly accessed names.

$FreeBSD$

#
#
# Host Database

# This file should contain the addresses and aliases

# for local hosts that share this file.

# In the presence of the domain name service or NIS, this file m ay

# not be consulted at all; see /etc/nsswitch.conf for the res olution order.
#
#

w1 localhost localhost.my.domain myname.my.domain
127.0.0.1 localhost localhost.my.domain myname.my.doma in
#

# Imaginary network.

#10.0.0.2 myname.my.domain myname

#10.0.0.3 myfriend.my.domain myfriend

#

# According to RFC 1918, you can use the following IP networks for
# private nets which will never be connected to the Internet:

#

# 10.0.0.0 - 10.255.255.255

# 172.16.0.0 - 172.31.255.255

# 192.168.0.0 - 192.168.255.255

#

# In case you want to be able to connect to the Internet, you nee d
# real official assigned numbers. PLEASE PLEASE PLEASE do no t try
# to invent your own network numbers but instead get one from y our
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# network provider (if any) or from the Internet Registry (ft p to
# rs.internic.net, directory ‘/templates’).
#

letc/hosts  takes on the simple format of:

[Internet address] [official hostname] [aliasl] [alias2]

For example:

10.0.0.1 myRealHostname.example.com myRealHostname foo barl foobar2

Consult hosts(5) for more information.

11.10.3. Log File Configuration

11.10.3.1. syslog.conf

syslog.conf is the configuration file for the syslogd(8) program. It iraties which types adyslog
logged to particular log files.

# $FreeBSD$

#
# Spaces ARE valid field separators in this file. However,

# other *nix-like systems still insist on using tabs as field

# separators. If you are sharing this file between systems, y ou
# may want to use only tabs as field separators here.

# Consult the syslog.conf(5) manual page.

*

.err;kern.debug;auth.notice;mail.crit /dev/console
* .notice;kern.debug;lpr.info;mail.crit;news.err /var/ log/messages
security.  * Ivar/log/security
mail.info /var/log/maillog
Ipr.info Ivar/log/lpd-errs
cron. * /var/log/cron
*.err root
* .notice;news.err root
= .alert root
*.emerg *
# uncomment this to log all writes to /dev/console to /var/lo g/console.log
#console.info Ivar/log/console.log
# uncomment this to enable logging of all log messages to /var /log/all.log
He ., x Ivar/log/all.log
# uncomment this to enable logging to a remote log host named | oghost
H#x x @loghost
# uncomment these if you’re running inn
# news.crit Ivar/log/news/news.crit
# news.err Ivar/log/news/news.err
# news.notice /var/log/news/news.notice
Istartslip
* L% /var/log/slip.log
'ppp

E#7#(Tuning)

messages are
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e Ivar/log/ppp.log

Consult the syslog.conf(5) manual page for more infornmatio

11.10.3.2. newsyslog.conf

newsyslog.conf  is the configuration file for newsyslog(8), a program thatdemally scheduled to run by cron(8).
newsyslog(8) determines when log files require archivingearranginglogfile ~ is moved tdogfile.0

logfile.0 is moved tdogfile.1  , and so on. Alternatively, the log files may be archived irp{¥) format
causing them to be namedgyfile.0.gz , logfile.1.gz , and so on.

newsyslog.conf indicates which log files are to be managed, how many are t@pg &nd when they are to be
touched. Log files can be rearranged and/or archived wherhthe either reached a certain size, or at a certain
periodic time/date.

# configuration file for newsyslog
# $FreeBSD$

#

# filename [owner:group] mode count size when [ZB] [/pid_fi le] [sig_num]
/var/log/cron 600 3 100 * z
Ivar/log/amd.log 644 7 100 * Z
Ivar/log/kerberos.log 644 7 100 * z
Ivar/log/lpd-errs 644 7 100 * Z
/var/log/maillog 644 7 * @T00 Z
Ivar/log/sendmail.st 644 10 * 168 B
/var/log/messages 644 5 100 * z
Ivar/log/all.log 600 7 * @T00 Z
Ivar/log/slip.log 600 3 100 * Z
/var/log/ppp.log 600 3 100 * z
Ivar/log/security 600 10 100 * Z
Ivar/log/wtmp 644 3 * @01T05 B
Ivar/log/daily.log 640 7 * @T00 Z
Ivar/log/weekly.log 640 5 1 $W6D0 Z
Ivar/log/monthly.log 640 12 * $M1D0 Z
/var/log/console.log 640 5 100 * Z

Consult the newsyslog(8) manual page for more information.

11.10.4. sysctl.conf

sysctl.conf looks much likerc.conf . Values are set in @ariable=value form. The specified values are set
after the system goes into multi-user mode. Not all varigble settable in this mode.

A samplesysctl.conf turning off logging of fatal signal exits and letting Linuxggrams know they are really
running under FreeBSD:

kern.logsigexit=0 # Do not log fatal signal exits (e.g. sig 1 1)
compat.linux.osname=FreeBSD
compat.linux.osrelease=4.3-STABLE
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11.11. Tuning with sysctl

sysctl(8) is an interface that allows you to make changestmaing FreeBSD system. This includes many advanced
options of the TCP/IP stack and virtual memory system thatdramatically improve performance for an
experienced system administrator. Over five hundred sygéeiables can be read and set using sysctl(8).

At its core, sysctl(8) serves two functions: to read and taifiysystem settings.

To view all readable variables:
% sysctl -a
To read a particular variable, for examptern.maxproc

% sysctl kern.maxproc
kern.maxproc: 1044

To set a particular variable, use the intuitivar i abl e=val ue syntax:

# sysctl kern.maxfiles=5000
kern.maxfiles: 2088 -> 5000

Settings of sysctl variables are usually either stringsjloers, or booleans (a boolean beinfpr yes or & for no).

If you want to set automatically some variables each timerihehine boots, add them to thegc/sysctl.conf
file. For more information see the sysctl.conf(5) manuakpagd the,U 11.10.4f.

11.11.1. sysctl(8) Read-only
Contributed by Tom Rhodes.

In some cases it may be desirable to modify read-only syatilues. While this is sometimes unavoidable, it can
only be done on (re)boot.

For instance on some laptop models the cardbus(4) devitaatiprobe memory ranges, and fail with errors which
look similar to:

cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

Cases like the one above usually require the modificationmwiesdefault sysctl(8) settings which are set read only.

To overcome these situations a user can put syscti®)Ds” in their local/boot/loader.conf . Default
settings are located in thisoot/defaults/loader.conf file.
Fixing the problem mentioned above would require a userttbvg@ci.allow_unsupported_io_range=1 in

the aforementioned file. Now cardbus(4) will work properly.
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11.12. Tuning Disks

11.12.1. Sysctl Variables

11.12.1.1. vfs.vmiodirenable

Thevfs.vmiodirenable sysctl variable may be set to either 0 (off) or 1 (on); it is 1d@fault. This variable

controls how directories are cached by the system. Mostidiries are small, using just a single fragment (typically

1 K) in the file system and less (typically 512 bytes) in thefdaudache. With this variable turned off (to 0), the

buffer cache will only cache a fixed number of directoriesefgou have a huge amount of memory. When turned
on (to 1), this sysctl allows the buffer cache to use the VMe@gche to cache the directories, making all the
memory available for caching directories. However, theimim in-core memory used to cache a directory is the
physical page size (typically 4 K) rather than 512 bytes. 8émmmend keeping this option on if you are running
any services which manipulate large numbers of files. Suchices can include web caches, large mail systems, and
news systems. Keeping this option on will generally not edperformance even with the wasted memory but you
should experiment to find out.

11.12.1.2. vfs.write_behind

Thevfs.write_behind sysctl variable defaults tb (on). This tells the file system to issue media writes as full
clusters are collected, which typically occurs when wgtiarge sequential files. The idea is to avoid saturating the
buffer cache with dirty buffers when it would not benefit I/@rformance. However, this may stall processes and
under certain circumstances you may wish to turn it off.

11.12.1.3. vfs.hirunningspace

Thevfs.hirunningspace sysctl variable determines how much outstanding write /&y ime queued to disk
controllers system-wide at any given instance. The defaulsually sufficient but on machines with lots of disks you
may want to bump it up to four or fivmegabytesNote that setting too high a value (exceeding the buffeheac

write threshold) can lead to extremely bad clustering petémce. Do not set this value arbitrarily high! Higher
write values may add latency to reads occurring at the sane ti

There are various other buffer-cache and VM page cachedtedyisctls. We do not recommend modifying these
values, the VM system does an extremely good job of autoaibtining itself.

11.12.1.4. vm.swap_idle_enabled

Thevm.swap_idle_enabled sysctl variable is useful in large multi-user systems wlyexehave lots of users
entering and leaving the system and lots of idle processeh §/stems tend to generate a great deal of continuous
pressure on free memory reserves. Turning this feature ditvaeking the swapout hysteresis (in idle seconds) via
vm.swap_idle_threshold1 andvm.swap_idle_threshold2 allows you to depress the priority of memory
pages associated with idle processes more quickly therottmeah pageout algorithm. This gives a helping hand to
the pageout daemon. Do not turn this option on unless you ihdsetause the tradeoff you are making is essentially
pre-page memory sooner rather than later; thus eating ma@ne and disk bandwidth. In a small system this option
will have a determinable effect but in a large system thalresay doing moderate paging this option allows the VM
system to stage whole processes into and out of memory easily
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11.12.1.5. hw.ata.wc

FreeBSD 4.3 flirted with turning off IDE write caching. Thisduced write bandwidth to IDE disks but was
considered necessary due to serious data consistency issweluced by hard drive vendors. The problem is that
IDE drives lie about when a write completes. With IDE writekang turned on, IDE hard drives not only write data
to disk out of order, but will sometimes delay writing somedXs indefinitely when under heavy disk loads. A crash
or power failure may cause serious file system corruptiose BED’s default was changed to be safe. Unfortunately,
the result was such a huge performance loss that we changedaching back to on by default after the release.
You should check the default on your system by observindgithata.wc  sysctl variable. If IDE write caching is
turned off, you can turn it back on by setting the kernel Vagdack to 1. This must be done from the boot loader at
boot time. Attempting to do it after the kernel boots will leavo effect.

For more information, please see ata(4).

11.12.1.6. SCSI_DELAY (kern.cam.scsi_delay )

TheSCSI_DELAYkernel config may be used to reduce system boot times. Thaltkeéae fairly high and can be
responsible foll5 seconds of delay in the boot process. Reducingstseconds usually works (especially with
modern drives). Newer versions of FreeBSD (5.0 and higtnenilsl use thé&ern.cam.scsi_delay boot time
tunable. The tunable, and kernel config option accept vahuesms ofmillisecondsandnot seconds

11.12.2. Soft Updates

The tunefs(8) program can be used to fine-tune a file systeis pfbigram has many different options, but for now
we are only concerned with toggling Soft Updates on and dffctvis done by:

# tunefs -n enable [filesystem
# tunefs -n disable /filesystem

A filesystem cannot be modified with tunefs(8) while it is mtadh A good time to enable Soft Updates is before
any partitions have been mounted, in single-user mode.

Soft Updates drastically improves meta-data performanedly file creation and deletion, through the use of a
memory cache. We recommend to use Soft Updates on all of yewytems. There are two downsides to Soft
Updates that you should be aware of: First, Soft Updatesamiees filesystem consistency in the case of a crash but
could very easily be several seconds (even a minute!) belpddting the physical disk. If your system crashes you
may lose more work than otherwise. Secondly, Soft Updatiysi¢he freeing of filesystem blocks. If you have a
filesystem (such as the root filesystem) which is almost pelfforming a major update, suchraake

installworld , can cause the filesystem to run out of space and the updati to f

11.12.2.1. More Details about Soft Updates

There are two traditional approaches to writing a file systemta-data back to disk. (Meta-data updates are updates
to non-content data like inodes or directories.)

Historically, the default behavior was to write out metdedapdates synchronously. If a directory had been changed,
the system waited until the change was actually written $&.dihe file data buffers (file contents) were passed
through the buffer cache and backed up to disk later on asgnohsly. The advantage of this implementation is that
it operates safely. If there is a failure during an update ntieta-data are always in a consistent state. A file is either
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created completely or not at all. If the data blocks of a filkmidt find their way out of the buffer cache onto the disk
by the time of the crash, fsck(8) is able to recognize thisrapdir the filesystem by setting the file length to 0.
Additionally, the implementation is clear and simple. Th&advantage is that meta-data changes are slowmAn

-r , for instance, touches all the files in a directory sequéwntiaut each directory change (deletion of a file) will be
written synchronously to the disk. This includes updatabéodirectory itself, to the inode table, and possibly to
indirect blocks allocated by the file. Similar considerai@pply for unrolling large hierarchies( -x ).

The second case is asynchronous meta-data updates. Tegisfault for Linux/ext2fs anshount -o async for
*BSD ufs. All meta-data updates are simply being passeditittdhe buffer cache too, that is, they will be
intermixed with the updates of the file content data. The athge of this implementation is there is no need to wait
until each meta-data update has been written to disk, spathtions which cause huge amounts of meta-data
updates work much faster than in the synchronous case. thlsimplementation is still clear and simple, so there is
a low risk for bugs creeping into the code. The disadvantatfeat there is no guarantee at all for a consistent state of
the filesystem. If there is a failure during an operation thtated large amounts of meta-data (like a power failure,
or someone pressing the reset button), the filesystem wilfban an unpredictable state. There is no opportunity to
examine the state of the filesystem when the system comesairg #te data blocks of a file could already have been
written to the disk while the updates of the inode table orabsociated directory were not. It is actually impossible
to implement &sck which is able to clean up the resulting chaos (because tresgaxy information is not available
on the disk). If the filesystem has been damaged beyond yépaionly choice is to use newfs(8) on it and restore it
from backup.

The usual solution for this problem was to impleméinty region logging which is also referred to gsurnaling,
although that term is not used consistently and is occakyoaaplied to other forms of transaction logging as well.
Meta-data updates are still written synchronously, buy artb a small region of the disk. Later on they will be

moved to their proper location. Because the logging areaisall, contiguous region on the disk, there are no long
distances for the disk heads to move, even during heavy tigpesaso these operations are quicker than synchronous
updates. Additionally the complexity of the implementatis fairly limited, so the risk of bugs being presentis low.

A disadvantage is that all meta-data are written twice (émizethe logging region and once to the proper location)

so for normal work, a performancépessimization might result. On the other hand, in case of a crash, all pgndin
meta-data operations can be quickly either rolled-baclooraeted from the logging area after the system comes up
again, resulting in a fast filesystem startup.

Kirk McKusick, the developer of Berkeley FFS, solved thislplem with Soft Updates: all pending meta-data
updates are kept in memory and written out to disk in a soegdance (“ordered meta-data update$. This has

the effect that, in case of heavy meta-data operations,Uatates to an item“catch’ the earlier ones if the earlier
ones are still in memory and have not already been writteiista &o all operations on, say, a directory are generally
performed in memory before the update is written to disk ¢taa blocks are sorted according to their position so
that they will not be on the disk ahead of their meta-datajéfsystem crashes, this causes an implidibg

rewind” : all operations which did not find their way to the disk appasif they had never happened. A consistent
filesystem state is maintained that appears to be the onetof@Dseconds earlier. The algorithm used guarantees
that all resources in use are marked as such in their apptenitmaps: blocks and inodes. After a crash, the only
resource allocation error that occurs is that resourcesiarked as “used which are actually “free” . fsck(8)
recognizes this situation, and frees the resources thaalmnger used. It is safe to ignore the dirty state of the
filesystem after a crash by forcibly mounting it wittount -f . In order to free resources that may be unused,
fsck(8) needs to be run at a later time. This is the idea bethimbdackground fsckat system startup time, only a
snapshobf the filesystem is recorded. Tkk can be run later on. All file systems can then be mountetirty” |

so the system startup proceeds in multiuser mode. Thengbaahkdfsck s will be scheduled for all file systems
where this is required, to free resources that may be un(isiéel systems that do not use Soft Updates still need the
usual foregrounésck though.)
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The advantage is that meta-data operations are nearlytasfasynchronous updates (i.e. faster than wiging

which has to write the meta-data twice). The disadvantagetha complexity of the code (implying a higher risk for

bugs in an area that is highly sensitive regarding loss afdat), and a higher memory consumption. Additionally

there are some idiosyncrasies one has to get used to. Aftash, ¢he state of the filesystem appears to be somewhat
“older’ . In situations where the standard synchronous approacliiame caused some zero-length files to

remain after thésck , these files do not exist at all with a Soft Updates filesystemabse neither the meta-data nor

the file contents have ever been written to disk. Disk spanetiseleased until the updates have been written to disk,

which may take place some time after running This may cause problems when installing large amountstaf da

on a filesystem that does not have enough free space to hotebdiles twice.

11.13. Tuning Kernel Limits

11.13.1. File/Process Limits

11.13.1.1. kern.maxfiles

kern.maxfiles can be raised or lowered based upon your system requireniégs/ariable indicates the
maximum number of file descriptors on your system. When tealfiscriptor table is fulfjle: table is full
will show up repeatedly in the system message buffer, whichbe viewed with themesg command.

Each open file, socket, or fifo uses one file descriptor. A kagge production server may easily require many
thousands of file descriptors, depending on the kind and euwitservices running concurrently.

In older FreeBSD releasdsrn.maxfile  ’s default value is derived from theaxusers option in your dictated by
themaxusers option in your kernel configuration fil&ern.maxfiles grows proportionally to the value of

maxusers . When compiling a custom kernel, it is a good idea to set taisdl configuration option according to the
uses of your system. From this number, the kernel is givert ofdts pre-defined limits. Even though a production
machine may not actually have 256 users connected at orcesgburces needed may be similar to a high-scale web
server.

As of FreeBSD 4.5kern.maxusers  is automatically sized at boot based on the amount of memailadle in the
system, and may be determined at run-time by inspectingahewf the read-onlgern.maxusers  sysctl. Some
sites will require larger or smaller valueskafrn.maxusers ~ and may set it as a loader tunable; values of 64, 128,
and 256 are not uncommon. We do not recommend going abover?&&suyou need a huge number of file
descriptors; many of the tunable values set to their defdnylkern.maxusers ~ may be individually overridden at
boot-time or run-time irboot/loader.conf (see the loader.conf(5) man page or the

/boot/defaults/loader.conf file for some hints) or as described elsewhere in this doctirggstems older
than FreeBSD 4.4 must set this value via the kernel config{Bdomaxusers instead.

The system will auto-tunmaxusers for you if you explicitly set it to0’. When setting this option, you will want to
setmaxusers to at least 4, especially if you are using the X Window Systemompiling software. The reason is
that the most important table set maxusers is the maximum number of processes, which is s@btor 16 *
maxusers , S0 if you setmaxusers to 1, then you can only have 36 simultaneous processesdinglthe 18 or so

that the system starts up at boot time and the 15 or so you mitigbly create when you start the X Window System.
Even a simple task like reading a manual page will start up piocesses to filter, decompress, and view it. Setting
maxusers to 64 will allow you to have up to 1044 simultaneous processegh should be enough for nearly all
uses. If, however, you see the dreaded proc table full erh@nvirying to start another program, or are running a
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server with a large number of simultaneous users (tikEreeBSD.org ), you can always increase the number
and rebuild.

7. maxusers does not limit the number of users which can log into your machine. It simply sets various table
sizes to reasonable values considering the maximum number of users you will likely have on your system and
how many processes each of them will be running. One keyword which does limit the number of simultaneous
remote logins and X terminal windows is pseudo-device pty 16 . With FreeBSD 5.X, you do not have to worry
about this number since the pty(4) driver is  “auto-cloning” ; you simply use the line device pty in your
configuration file.

11.13.1.2. kern.ipc.somaxconn

Thekern.ipc.somaxconn sysctl variable limits the size of the listen queue for atioggnew TCP connections.
The default value 0f28 is typically too low for robust handling of new connectionsa heavily loaded web server
environment. For such environments, it is recommendedd@ase this value tt024 or higher. The service daemon
may itself limit the listen queue size (e.g. sendmail(8)Apache) but will often have a directive in its configuration
file to adjust the queue size. Large listen queues also dder lpah of avoiding Denial of Service (DoS) attacks.

11.13.2. Network Limits

TheNMBCLUSTERKernel configuration option dictates the amount of netwotlulig available to the system. A
heavily-trafficked server with a low number of Mbufs will liier FreeBSD's ability. Each cluster represents
approximately 2 K of memory, so a value of 1024 represents@aimges of kernel memory reserved for network
buffers. A simple calculation can be done to figure out howyreae needed. If you have a web server which maxes
out at 1000 simultaneous connections, and each conneeétisiad 6 K receive and 16 K send buffer, you need
approximately 32 MB worth of network buffers to cover the vgalover. A good rule of thumb is to multiply by 2, so
2x32MB /2 KB =64 MB / 2 kB = 32768. We recommend values betwe@®64and 32768 for machines with
greater amounts of memory. Under no circumstances shouldpecify an arbitrarily high value for this parameter
as it could lead to a boot time crash. Theoption to netstat(1) may be used to observe network cluser u

kern.ipc.nmbclusters loader tunable should be used to tune this at boot time. Adbr@ersions of FreeBSD
will require you to use th&IMBCLUSTERKernel config(8) option.

For busy servers that make extensive use of the sendfilegraycall, it may be necessary to increase the number of
sendfile(2) buffers via thRSFBUFSernel configuration option or by setting its valué@tioot/loader.conf (see
loader(8) for details). A common indicator that this partaneeeds to be adjusted is when processes are seen in the
sfoufa state. The sysctl variablern.ipc.nsfbufs is a read-only glimpse at the kernel configured variables Thi
parameter nominally scales wikkrn.maxusers , however it may be necessary to tune accordingly.

HE 2 Even though a socket has been marked as non-blocking, calling sendfile(2) on the non-blocking socket
may result in the sendfile(2) call blocking until enough struct sf_buf 's are made available.
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11.13.2.1. net.inet.ip.portrange. *

Thenet.inet.ip.portrange. = sysctl variables control the port number ranges autonibticaund to TCP and
UDP sockets. There are three ranges: a low range, a defagk rand a high range. Most network programs use the
default range which is controlled by tiet.inet.ip.portrange.first and

net.inet.ip.portrange.last , Which default to 1024 and 5000, respectively. Bound parges are used for
outgoing connections, and it is possible to run the systenofoports under certain circumstances. This most
commonly occurs when you are running a heavily loaded wekypiithe port range is not an issue when running
servers which handle mainly incoming connections, suchresmal web server, or has a limited number of
outgoing connections, such as a mail relay. For situatidmsgyou may run yourself out of ports, it is
recommended to increaset.inet.ip.portrange.last modestly. A value 00000, 20000 or 30000 may be
reasonable. You should also consider firewall effects wi@mging the port range. Some firewalls may block large
ranges of ports (usually low-numbered ports) and expetesysto use higher ranges of ports for outgoing
connections—for this reason it is not recommended that.inet.ip.portrange.first be lowered.

11.13.2.2. TCP Bandwidth Delay Product

The TCP Bandwidth Delay Product Limiting is similar to TCBfas in NetBSD. It can be enabled by setting
net.inet.tcp.inflight.enable sysctl variable td.. The system will attempt to calculate the bandwidth delay
product for each connection and limit the amount of data gdéa the network to just the amount required to
maintain optimum throughput.

This feature is useful if you are serving data over modemgakit Ethernet, or even high speed WAN links (or any
other link with a high bandwidth delay product), especi#llyou are also using window scaling or have configured a
large send window. If you enable this option, you should &lssure to setet.inet.tcp.inflight.debug to0
(disable debugging), and for production use settigignet.tcp.inflight.min to at leas6144 may be
beneficial. However, note that setting high minimums magai¥ely disable bandwidth limiting depending on the
link. The limiting feature reduces the amount of data byjlimiintermediate route and switch packet queues as well
as reduces the amount of data built up in the local host'sfate queue. With fewer packets queued up, interactive
connections, especially over slow modems, will also be abtgerate with loweRound Trip TimesHowever, note
that this feature only effects data transmission (uplogdserver side). It has no effect on data reception
(downloading).

Adjustingnet.inet.tcp.inflight.stab is notrecommended. This parameter defaults to 20, representing 2
maximal packets added to the bandwidth delay product wintideulation. The additional window is required to
stabilize the algorithm and improve responsiveness togihgrconditions, but it can also result in higher ping times
over slow links (though still much lower than you would gethvaiut the inflight algorithm). In such cases, you may
wish to try reducing this parameter to 15, 10, or 5; and may la#&ve to reduceet.inet.tcp.inflight.min

(for example, to 3500) to get the desired effect. Reduciegdtparameters should be done as a last resort only.

11.13.3. Virtual Memory

11.13.3.1. kern.maxvnodes

A vnode is the internal representation of a file or direct@wyincreasing the number of vnodes available to the
operating system cuts down on disk I/O. Normally this is Haddy the operating system and does not need to be
changed. In some cases where disk I/O is a bottleneck angdtensis running out of vnodes, this setting will need
to be increased. The amount of inactive and free RAM will nieelge taken into account.
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To see the current number of vnodes in use:

# sysctl vfs.numvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.maxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, incredg&ngmaxvnodes by a value of 1,000 is probably a
good idea. Keep an eye on the numbevfsfnumvnodes . If it climbs up to the maximum again,

kern.maxvnodes  will need to be increased further. A shift in your memory wsag reported by top(1) should be
visible. More memory should be active.

11.14. Adding Swap Space

No matter how well you plan, sometimes a system does not ryowasxpect. If you find you need more swap space,
it is simple enough to add. You have three ways to increasp space: adding a new hard drive, enabling swap over
NFS, and creating a swap file on an existing partition.

For information on how to encrypt swap space, what optionshiie task exist and why it should be done, please
refer top U 18.17f of the Handbook.

11.14.1. Swap on a New Hard Drive

The best way to add swap, of course, is to use this as an excadd aanother hard drive. You can always use
another hard drive, after all. If you can do this, go rereaddiscussion of swap spaceyify 11.2f of the
Handbook for some suggestions on how to best arrange yoyr. swa

11.14.2. Swapping over NFS

Swapping over NFS is only recommended if you do not have d lara disk to swap to; NFS swapping will be
limited by the available network bandwidth and puts an aoidé burden on the NFS server.

11.14.3. Swapfiles

You can create a file of a specified size to use as a swap filerlexample here we will use a 64MB file called
fusr/swapO . You can use any name you want, of course.

#iffl11-1. Creating a Swapfile on FreeBSD

1. Be certain that your kernel configuration includes the mrdisk driver (md(4)). It is default IGENERIC
kernel.
device md  # Memory "disks"
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2. Create a swapfilgusr/swap0 ):
# dd if=/dev/zero of=/usr/swap0 bs=1024k count=64

3. Set proper permissions ofagr/swap0 ):
# chmod 0600 /usr/swapO

4. Enable the swap file ifetc/rc.conf
swapfile="/usr/swap0" # Set to name of swapfile if aux swapf ile desired.

5. Reboot the machine or to enable the swap file immediatgieg, t
# mdconfig -a -t vnode -f /usr/swap0 -u 0 && swapon /dev/mdO

11.15. Power and Resource Management
Written by Hiten PandyaZTom Rhodes.

Itis very important to utilize hardware resources in an &ffitmanner. Before ACPI was introduced, it was very
difficult and inflexible for operating systems to manage tbegr usage and thermal properties of a system. The
hardware was controlled by some sort of BIOS embedded adeysuch aBlug and Play BIOS (PNPBIOS)r
Advanced Power Management (APM)d so on. Power and Resource Management is one of the keyoemig of

a modern operating system. For example, you may want antipgsgstem to monitor system limits (and possibly
alert you) in case your system temperature increased uoedgg

In this section of the FreeBSD Handbook, we will provide coetygensive information about ACPI. References will
be provided for further reading at the end.

11.15.1. What Is ACPI?

Advanced Configuration and Power Interface (ACPI) is a stathdritten by an alliance of vendors to provide a
standard interface for hardware resources and power maneagé€hence the name). It is a key elemer®jperating
System-directed configuration and Power Managenmiant it provides more control and flexibility to the openat
system (OS). Modern systemsstretched the limits of the current Plug and Play interfaces prior & th
introduction of ACPI. ACPI is the direct successor to APM {adced Power Management).

11.15.2. Shortcomings of Advanced Power Management (APM)

The Advanced Power Management (APfdgility controls the power usage of a system based on itgigciThe
APM BIOS is supplied by the (system) vendor and it is speaifithe hardware platform. An APM driver in the OS
mediates access to théM Software Interfagevhich allows management of power levels.

There are four major problems in APM. Firstly, power managetis done by the (vendor-specific) BIOS, and the
OS does not have any knowledge of it. One example of this, ewthe user sets idle-time values for a hard drive in
the APM BIOS, that when exceeded, it (BIOS) would spin dowanhhrd drive, without the consent of the OS.
Secondly, the APM logic is embedded in the BIOS, and it opsratitside the scope of the OS. This means users can
only fix problems in their APM BIOS by flashing a new one into R@M; which is a very dangerous procedure

with the potential to leave the system in an unrecoverahte tit fails. Thirdly, APM is a vendor-specific

technology, which means that there is a lot of parity (dwgtian of efforts) and bugs found in one vendor’s BIOS,
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may not be solved in others. Last but not the least, the APM3Bdit@ not have enough room to implement a
sophisticated power policy, or one that can adapt very welé purpose of the machine.

Plug and Play BIOS (PNPBIOS$)as unreliable in many situations. PNPBIOS is 16-bit teébgy so the OS has to
use 16-bit emulation in order to‘interfacé’  with PNPBIOS methods.

The FreeBSD APM driver is documented in the apm(4) manuat pag

11.15.3. Configuring ACPI

Theacpi.ko driver is loaded by default at start up by the loader(8) armikhnot be compiled into the kernel. The
reasoning behind this is that modules are easier to work st if switching to anothexcpi.ko  without doing a
kernel rebuild. This has the advantage of making testinggeamother reason is that starting ACPI after a system
has been brought up is not too useful, and in some cases catebdrf doubt, just disable ACPI all together. This
driver should not and can not be unloaded because the systeusbs it for various hardware interactions. ACPI can
be disabled with the acpiconf(8) utility. In fact most of tinéeraction with ACPI can be done via acpiconf(8).
Basically this means, if anything about ACPI is in the dm8%g(tput, then most likely it is already running.

#£: ACPI and APM cannot coexist and should be used separately. The last one to load will terminate if the driver
notices the other running.

In the simplest form, ACPI can be used to put the system inteepanode with acpiconf(8), the flag, and aL-5
option. Most users will only neetl Option5 will do a soft-off which is the same action as:

# halt -p

The other options are available. Check out the acpiconféd)ual page for more information.

11.16. Using and Debugging FreeBSD ACPI
Written by Nate Lawson. With contributions from Peter Szh&Tom Rhodes.

ACPI is a fundamentally new way of discovering devices, ngamapower usage, and providing standardized access
to various hardware previously managed by the BIOS. Pragsdseing made toward ACPI working on all systems,
but bugs in some motherboardsCPIl Machine Languag@AML) bytecode, incompleteness in FreeBSD’s kernel
subsystems, and bugs in the Intel ACPI-CA interpreter oietto appear.

This document is intended to help you assist the FreeBSD A@Gitainers in identifying the root cause of
problems you observe and debugging and developing a soldtianks for reading this and we hope we can solve
your system’s problems.

11.16.1. Submitting Debugging Information

7E: Before submitting a problem, be sure you are running the latest BIOS version and, if available, embedded
controller firmware version.
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For those of you that want to submit a problem right away, gg¢esend the following information to
freebsd-acpi@FreeBSD.org (mailto:freebsd-acpi@FréeBs):

- Description of the buggy behavior, including system typeé amodel and anything that causes the bug to appear.
Also, please note as accurately as possible when the bug begarring if it is new for you.

- The dmesg(8) output afteoot -v , including any error messages generated by you exercisengug.
- The dmesg(8) output fromoot -v with ACPI disabled, if disabling it helps fix the problem.
- Output fromsysctl hw.acpi . This is also a good way of figuring out what features youresysoffers.

- URL where yourACPI Source Languag@SL) can be found. Daotsend the ASL directly to the list as it can be
very large. Generate a copy of your ASL by running this comenan

# acpidump -t -d > name- syst emasl
(Substitute your login name forame and manufacturer/model fey st em Examplenjl-FooCo6000.as! )

Most of the developers watch the FreeBSD-CURRENE:i1E
(http://lists.FreeBSD.org/mailman/listinfo/freebsdrrent) but please submit problems to freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebadpi) to be sure it is seen. Please be patient, all of us have
full-time jobs elsewhere. If your bug is not immediately apgnt, we will probably ask you to submit a PR via
send-pr(1). When entering a PR, please include the sameriafion as requested above. This will help us track the
problem and resolve it. Do not send a PR without emailingtfseleacpi
(http://lists.FreeBSD.org/mailman/listinfo/freebadpi) first as we use PRs as reminders of existing problenig, no
reporting mechanism. It is likely that your problem has besported by someone before.

11.16.2. Background

ACPI is present in all modern computers that conform to tB& i&86), ia64 (Itanium), and amd64 (AMD)
architectures. The full standard has many features inetu@PU performance management, power planes control,
thermal zones, various battery systems, embedded camgadind bus enumeration. Most systems implement less
than the full standard. For instance, a desktop systemlysrdy implements the bus enumeration parts while a
laptop might have cooling and battery management suppevelsLaptops also have suspend and resume, with
their own associated complexity.

An ACPI-compliant system has various components. The Bl@Schipset vendors provide various fixed tables
(e.g., FADT) in memory that specify things like the APIC magédd for SMP), config registers, and simple
configuration values. Additionally, a table of bytecodee(@lifferentiated System Description Tald&DT) is
provided that specifies a tree-like name space of devicemaititods.

The ACPI driver must parse the fixed tables, implement ampnéger for the bytecode, and modify device drivers
and the kernel to accept information from the ACPI subsysteanFreeBSD, Intel has provided an interpreter
(ACPI-CA) that is shared with Linux and NetBSD. The path te A&CPI-CA source code is
src/sys/contrib/dev/acpica . The glue code that allows ACPI-CA to work on FreeBSD is in
src/sys/dev/acpica/Osd . Finally, drivers that implement various ACPI devices arerfd in

src/sys/dev/acpica
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11.16.3. Common Problems

For ACPI to work correctly, all the parts have to work corhgdtlere are some common problems, in order of
frequency of appearance, and some possible workaroundesr fi

11.16.3.1. Mouse Issues

In some cases, resuming from a suspend operation will chesaduse to fail. A known work around is to add
hint.psm.0.flags="0x3000" to the/boot/loader.conf file. If this does not work then please consider
sending a bug report as described above.

11.16.3.2. Suspend/Resume

ACPI has three suspend to RAM (STR) stat&s,S3, and one suspend to disk stagTp), calleds4. S5is  “soft

off” and is the normal state your system is in when plugged in bipmwered upS4 can actually be implemented
two separate ways4BIOS is a BIOS-assisted suspend to diskOS is implemented entirely by the operating
system.

Start by checkingysctl hw.acpi for the suspend-related items. Here are the results forkphd:

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0

This means that we can uaepiconf -s  to testS3, S40S, andss. If s4bios  was one {), we would haves4BIOS
support instead a4 OS.

When testing suspend/resume, start V@ithif supported. This state is most likely to work since it doesrequire
much driver support. No one has implemeng2dout if you have it, it is similar t&s1. The next thing to try iS3.

This is the deepest STR state and requires a lot of driverastigpproperly reinitialize your hardware. If you have
problems resuming, feel free to email the freebsd-acppists.FreeBSD.org/mailman/listinfo/freebsd-gdisit

but do not expect the problem to be resolved since there ate&drivers/hardware that need more testing and work.

To help isolate the problem, remove as many drivers from keumel as possible. If it works, you can narrow down
which driver is the problem by loading drivers until it fadgain. Typically binary drivers likavidia.ko , X11
display drivers, and USB will have the most problems whiledEhet interfaces usually work fine. If you can
properly load/unload the drivers, you can automate thisuiging the appropriate commands/éntc/rc.suspend

and/etc/rc.resume . There is a commented-out example for unloading and loaalthgver. Try setting
hw.acpi.reset_video to zero () if your display is messed up after resume. Try setting lomgehorter values
for hw.acpi.sleep_delay to see if that helps.

Another thing to try is load a recent Linux distribution wiiCPI support and test their suspend/resume support on
the same hardware. If it works on Linux, it is likely a FreeB8idver problem and narrowing down which driver
causes the problems will help us fix the problem. Note thaBBI maintainers do not usually maintain other
drivers (e.g sound, ATA, etc.) so any work done on trackingmla driver problem should probably eventually be
posted to the freebsd-current (http://lists.FreeBSDagman/listinfo/freebsd-current) list and mailed te triver
maintainer. If you are feeling adventurous, go ahead amtimi&ting some debugging printf(3)s in a problematic
driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If pead/resume works with APM, you may be better off
sticking with APM, especially on older hardware (pre-2Q00jook vendors a while to get ACPI support correct and
older hardware is more likely to have BIOS problems with ACPI
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11.16.3.3. System Hangs (temporary or permanent)

Most system hangs are a result of lost interrupts or an impéstorm. Chipsets have a lot of problems based on how
the BIOS configures interrupts before boot, correctnesseoAPIC (MADT) table, and routing of th&ystem
Control Interrupt(SCI).

Interrupt storms can be distinguished from lost interrigytshecking the output ofmstat -i  and looking at the
line that hasacpi0 . If the counter is increasing at more than a couple per seganchave an interrupt storm. If the
system appears hung, try breaking to DOBIRL +ALT +ESC on console) and typshow interrupts

Your best hope when dealing with interrupt problems is tadisabling APIC support with
hint.apic.0.disabled="1" in loader.conf

11.16.3.4. Panics

Panics are relatively rare for ACPI and are the top prionthé fixed. The first step is to isolate the steps to
reproduce the panic (if possible) and get a backtrace. wdhe advice for enablingptions DDB and setting up a
serial console (seeU 24.6.5.3f) or setting up a dump(8) partition. You can get a backtrad2® with tr . If you
have to handwrite the backtrace, be sure to at least getuhestdive (5) and top five (5) lines in the trace.

Then, try to isolate the problem by booting with ACPI disablé that works, you can isolate the ACPI subsystem by
using various values afebug.acpi.disable . See the acpi(4) manual page for some examples.

11.16.3.5. System Powers Up After Suspend or Shutdown

First, try settinghw.acpi.disable_on_poweroff="0" in loader.conf(5). This keeps ACPI from disabling various
events during the shutdown process. Some systems needlinsset tal (the default) for the same reason. This
usually fixes the problem of a system powering up spontargattser a suspend or poweroff.

11.16.3.6. Other Problems

If you have other problems with ACPI (working with a dockirtgtion, devices not detected, etc.), please email a
description to the mailing list as well; however, some olthessues may be related to unfinished parts of the ACPI
subsystem so they might take a while to be implemented. @leapatient and prepared to test patches we may send
you.

11.16.4. ASL, acpidump , and IASL

The most common problem is the BIOS vendors providing irexirfor outright buggy!) bytecode. This is usually
manifested by kernel console messages like this:

ACPI-1287: + Error. Method execution failed [\\_SB_.PCI0.LPCO.FIGD._ STA] \
(Node 0xc3f6d160), AE_NOT_FOUND

Often, you can resolve these problems by updating your BtdBe latest revision. Most console messages are
harmless but if you have other problems like battery statisworking, they are a good place to start looking for
problems in the AML. The bytecode, known as AML, is compileahi a source language called ASL. The AML is
found in the table known as the DSDT. To get a copy of your ASde, acpidump(8). You should use both the

300



11, RAEFZFEFT(Tuning)
(show contents of the fixed tables) ad(disassemble AML to ASL) options. See the
Submitting Debugging Informatiosection for an example syntax.

The simplest first check you can do is to recompile your ASLhteak for errors. Warnings can usually be ignored
but errors are bugs that will usually prevent ACPI from warckcorrectly. To recompile your ASL, issue the
following command:

# iasl your.asl

11.16.5. Fixing Your ASL

In the long run, our goal is for almost everyone to have ACPikwathout any user intervention. At this point,
however, we are still developing workarounds for commortakiss made by the BIOS vendors. The Microsoft
interpreter &cpi.sys andacpiec.sys ) does not strictly check for adherence to the standard,larsirhany BIOS
vendors who only test ACPI under Windows never fix their ASle lépe to continue to identify and document
exactly what non-standard behavior is allowed by Micrdsdfiterpreter and replicate it so FreeBSD can work
without forcing users to fix the ASL. As a workaround and tgohgs identify behavior, you can fix the ASL
manually. If this works for you, please send a diff(1) of theé and new ASL so we can possibly work around the
buggy behavior in ACPI-CA and thus make your fix unnecessary.

Here is a list of common error messages, their cause, anddfimthem:

11.16.5.1. _OS dependencies

Some AML assumes the world consists of various Windows eessiYou can tell FreeBSD to claim it is any OS to
see if this fixes problems you may have. An easy way to ovethidas to sehw.acpi.osname="Windows 2001"
in /boot/loader.conf or other similar strings you find in the ASL.

11.16.5.2. Missing Return statements

Some methods do not explicitly return a value as the stanéapdres. While ACPI-CA does not handle this,
FreeBSD has a workaround that allows it to return the valysiaitly. You can also add explicit Return statements
where required if you know what value should be returnedofodiasl to compile the ASL, use thé flag.

11.16.5.3. Overriding the Default AML

After you customizeyour.asl , you will want to compile it, run:
# iasl your.asl

You can add thef flag to force creation of the AML, even if there are errors dgreompilation. Remember that
some errors (e.g., missing Return statements) are autatiativorked around by the interpreter.

DSDT.aml is the default output filename feasl . You can load this instead of your BIOS's buggy copy (which is
still present in flash memory) by editirigoot/loader.conf as follows:

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

Be sure to copy youbSDT.aml to the/boot directory.

301



11, RAEFZFEFT(Tuning)

11.16.6. Getting Debugging Output From ACPI

The ACPI driver has a very flexible debugging facility. Italls you to specify a set of subsystems as well as the
level of verbosity. The subsystems you wish to debug areifipeas “layers’ and are broken down into ACPI-CA
components (ACPI_ALL_COMPONENTS) and ACPI hardware supf&CP|_ALL DRIVERS). The verbosity of
debugging output is specified as thdevel” and ranges from ACPI_LV_ERROR (just report errors) to
ACPI_LV_VERBOSE (everything). The“level” is a bitmask so multiple options can be set at once, sepagted
spaces. In practice, you will want to use a serial consoleddhe output if it is so long it flushes the console
message buffer. A full list of the individual layers and levis found in the acpi(4) manual page.

Debugging output is not enabled by default. To enable it,aquiidns ACPI_DEBUG to your kernel configuration
file if ACPI is compiled into the kernel. You can addCPI_DEBUG=1t0 your/etc/make.conf to enable it
globally. If it is a module, you can recompile just yaapi.ko module as follows:

# cd /sys/modules/acpi/acpi
&& make clean &&
make ACPI_DEBUG=1

Installacpi.ko  in /boot/kernel and add your desired level and layeitdader.conf . This example enables
debug messages for all ACPI-CA components and all ACPI hareldrivers (CPU, LID, etc.) It will only output
error messages, the least verbose level.

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVE RS"
debug.acpi.level="ACPI_LV_ERROR"

If the information you want is triggered by a specific evematy(s suspend and then resume), you can leave out
changes tdoader.conf ~ and instead ussysctl to specify the layer and level after booting and preparingryo
system for the specific event. Thesctl s are named the same as the tunablésaider.conf

11.16.7. References

More information about ACPI may be found in the following &ions:

- The FreeBSD ACPE!E#wIE (http://lists.FreeBSD.org/mailman/listinfo/freebadpi)
- The ACPI Mailing List Archives http://lists.freebsd.opgpermail/freebsd-acpi/

- The old ACPI Mailing List Archives http://home.jp.FreeB&ibg/mail-list/acpi-jp/

- The ACPI 2.0 Specification http://acpi.info/spec.htm

- FreeBSD Manual pages: acpi(4), acpi_thermal(4), acpid8mi@sl|(8), acpidb(8)

- DSDT debugging resource (http://www.cpglinux.com/alepiwto.html#fix_broken_dsdt). (Uses Compag as an
example but generally useful.)

7+

1. The auto-tuning algorithm setsaxusers equal to the amount of memory in the system, with a minimum2pf 3
and a maximum of 384.
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12.1. ik

The process of starting a computer and loading the opersyistgm is referred to as'the bootstrap process, or

simply “booting’ . FreeBSD'’s boot process provides a great deal of flexibiligustomizing what happens when
you start the system, allowing you to select from differguei@ting systems installed on the same computer, or even
different versions of the same operating system or inst&égnel.

This chapter details the configuration options you can sgham to customize the FreeBSD boot process. This
includes everything that happens until the FreeBSD keraglttarted, probed for devices, and started init(8). If you
are not quite sure when this happens, it occurs when theaéxt changes from bright white to grey.

Sob O Ve

AHSTIEE 0 M TR -

- What the components of the FreeBSD bootstrap system aréamthey interact.

- The options you can give to the components in the FreeBSDstraptto control the boot process.
- device.hints(SJlFE A&

x86 Only: This chapter only describes the boot process for FreeBSD running on Intel x86 systems.

12.2. Booting [H5E

Turning on a computer and starting the operating systemspasiteresting dilemma. By definition, the computer
does not know how to do anything until the operating systestaged. This includes running programs from the
disk. So if the computer can not run a program from the diskavit the operating system, and the operating system
programs are on the disk, how is the operating system sfarted

This problem parallels one in the bodke Adventures of Baron Munchaus@rcharacter had fallen part way down

a manhole, and pulled himself out by grabbing his bootstrapg lifting. In the early days of computing the term

bootstrapwas applied to the mechanism used to load the operatingsystieich has become shortened to
“booting” .

On x86 hardware the Basic Input/Output System (BIOS) isarsible for loading the operating system. To do this,
the BIOS looks on the hard disk for the Master Boot Record (IY{B#ich must be located on a specific place on the
disk. The BIOS has enough knowledge to load and run the MB&aasumes that the MBR can then carry out the
rest of the tasks involved in loading the operating systemasiply with the help of the BIOS.

The code within the MBR is usually referred to ab@t managerespecially when it interacts with the user. In this
case the boot manager usually has more code in therficdtof the disk or within some OS’s file system. (A boot
manager is sometimes also calledaot loader but FreeBSD uses that term for a later stage of booting.iRRop
boot managers includ®ot0 (a.k.a.Boot Easy, the standard FreeBSD boot managémyb, GAG, andLILO .

(Only bootOfits within the MBR.)

If you have only one operating system installed on your dikks a standard PC MBR will suffice. This MBR
searches for the first bootable (a.k.a. active) slice onisie dnd then runs the code on that slice to load the
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remainder of the operating system. The MBR installed byki@) by default, is such an MBR. It is based on
/boot/mbr

If you have installed multiple operating systems on youkslithen you can install a different boot manager, one that
can display a list of different operating systems, and algau to choose the one to boot from. Two of these are
discussed in the next subsection.

The remainder of the FreeBSD bootstrap system is dividedtimee stages. The first stage is run by the MBR,

which knows just enough to get the computer into a specifte stad run the second stage. The second stage can do
a little bit more, before running the third stage. The thiabe finishes the task of loading the operating system. The

work is split into these three stages because the PC stanplartimits on the size of the programs that can be run at

stages one and two. Chaining the tasks together allows Bie¢Bprovide a more flexible loader.

The kernel is then started and it begins to probe for devindsratialize them for use. Once the kernel boot process
is finished, the kernel passes control to the user procdg’)invhich then makes sure the disks are in a usable state.
init(8) then starts the user-level resource configuratibictvmounts file systems, sets up network cards to
communicate on the network, and generally starts all thegeges that usually are run on a FreeBSD system at
startup.

12.3. The Boot Manager and Boot Stages

12.3.1. The Boot Manager

The code in the MBR or boot manager is sometimes referredstage zermf the boot process. This subsection
discusses two of the boot managers previously mentidraatO andLILO .

The boot0 Boot Manager:The MBR installed by FreeBSD'’s installer or bootOcfg(8),d®fault, is based on
/boot/bootd . (ThebootO program is very simple, since the program in the MBR can oely46 bytes long
because of the slice table and 0x55AA identifier at the end®MBR.) If you have installedoot0and multiple
operating systems on your hard disks, then you will see dajigpmilar to this one at boot time:

#iff112-1.bootd0  Screenshot

F1 DOS

F2 FreeBSD
F3 Linux
F4 ?2?

F5 Drive 1

Default: F2

Other operating systems, in particular Windows, have beemk to overwrite an existing MBR with their own. If
this happens to you, or you want to replace your existing MBR the FreeBSD MBR then use the following
command:

# fdisk -B -b /boot/boot0 devi ce

wheredevi ce is the device that you boot from, sucha® for the first IDE disk,ad2 for the first IDE disk on a
second IDE controllega0 for the first SCSI disk, and so on. Or, if you want a custom camétjon of the MBR,
use boot0cfg(8).
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The LILO Boot Manager: To install this boot manager so it will also boot FreeBSD ftart Linux and add the
following to your existingetc/lilo.conf configuration file:

other=/dev/hdXY
table=/dev/hdX
loader=/boot/chain.b
label=FreeBSD

In the above, specify FreeBSD’s primary partition and dtigang Linux specifiers, replacingwith the Linux drive
letter andY with the Linux primary partition number. If you are using aSi@rive, you will need to change

/ dev/ hd to read something similar todev/ sd. Theloader=/boot/chain.b line can be omitted if you have
both operating systems on the same drive. Now/stim/lilo -v to commit your new changes to the system;
this should be verified by checking its screen messages.

12.3.2. Stage One, /boot/bootl , and Stage Two, /boot/boot2

Conceptually the first and second stages are part of the sagem, on the same area of the disk. Because of space
constraints they have been split into two, but you would giastall them together. They are copied from the
combined filelboot/boot by the installer odisklabel (see below).

They are located outside file systems, in the first track obtha slice, starting with the first sector. This is where
bootQ or any other boot manager, expects to find a program to ruchaill continue the boot process. The number
of sectors used is easily determined from the sizaft/boot

bootl is very simple, since it can only be 512 bytes in size, and lejost enough about the FreeB8i3klabe|
which stores information about the slice, to find and exebobe2 .

boot2 is slightly more sophisticated, and understands the FrBgB&system enough to find files on it, and can
provide a simple interface to choose the kernel or loadeuio r

Since thdoaderis much more sophisticated, and provides a nice easy-tbamteconfigurationhoot2 usually runs
it, but previously it was tasked to run the kernel directly.

#if12-2.boot2 Screenshot

>> FreeBSD/i386 BOOT

Default: 0:ad(0,a)/kernel

boot:

If you ever need to replace the installesbtl andboot2 use disklabel(8):

# disklabel -B di skslice

wheredi sksl i ce is the disk and slice you boot from, suchaa®s1 for the first slice on the first IDE disk.

Dangerously Dedicated Mode If you use just the disk name, such as ado0, in the disklabel(8) command you will
create a dangerously dedicated disk, without slices. This is almost certainly not what you want to do, so make
sure you double check the disklabel(8) command before you press Return .
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12.3.3. Stage Three, /boot/loader

The loader is the final stage of the three-stage bootstrajisdocated on the file system, usually/bsot/loader

The loader is intended as a user-friendly method for cordiom, using an easy-to-use built-in command set,
backed up by a more powerful interpreter, with a more comptermand set.

12.3.3.1. Loader Program Flow

During initialization, the loader will probe for a consoledfor disks, and figure out what disk it is booting from. It
will set variables accordingly, and an interpreter is st&here user commands can be passed from a script or
interactively.

The loader will then reatboot/loader.rc , which by default reads ifboot/defaults/loader.conf which
sets reasonable defaults for variables and réaas/loader.conf for local changes to those variables.
loader.rc  then acts on these variables, loading whichever module&enme@! are selected.

Finally, by default, the loader issues a 10 second wait fgigresses, and boots the kernel if it is not interrupted. If
interrupted, the user is presented with a prompt which wstdeds the easy-to-use command set, where the user may
adjust variables, unload all modules, load modules, andfihally boot or reboot.

12.3.3.2. Loader Built-In Commands

These are the most commonly used loader commands. For aetend@cussion of all available commands, please
see loader(8).

autobookeconds
Proceeds to boot the kernel if not interrupted within theetspan given, in seconds. It displays a countdown,
and the default time span is 10 seconds.

boot [ opt i ons] [ker nel nane]

Immediately proceeds to boot the kernel, with the givenangj if any, and with the kernel name given, if it is.

boot-conf
Goes through the same automatic configuration of modulesdb@s variables as what happens at boot. This
only makes sense if you useload first, and change some variables, most comme&aiiel

help [t opi c]
Shows help messages read frtowot/loader.help . If the topic given igndex , then the list of available
topics is given.

includefi | ename -
Processes the file with the given filename. The file is readhid jaterpreted line by line. An error immediately
stops the include command.

load [t type]fil enanme

Loads the kernel, kernel module, or file of the type givenhwlie filename given. Any arguments after filename
are passed to the file.
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Is [-1 ][pat h]
Displays a listing of files in the given path, or the root diog, if the path is not specified. if is specified,
file sizes will be shown too.

Isdev fv ]
Lists all of the devices from which it may be possible to loagdules. If-v is specified, more details are
printed.

Ismod fv ]

Displays loaded modules. ¥ is specified, more details are shown.

morefi | enanme

Displays the files specified, with a pause at edlES displayed.

reboot

Immediately reboots the system.
setvari abl e
setvari abl e=val ue

Sets the loader’s environment variables.

unload

Removes all loaded modules.

12.3.3.3. Loader Examples

Here are some practical examples of loader usage:

- To simply boot your usual kernel, but in single-user mode:
boot -s
- To unload your usual kernel and modules, and then load justgid (or another) kernel:

unload
load kernel.old

You can usé&ernel. GENERIC to refer to the generic kernel that comes on the install diskernel.old  to
refer to your previously installed kernel (when you haverapgd or configured your own kernel, for example).

7E: Use the following to load your usual modules with another kernel:

unload
set kernel="  kernel .ol d"
boot-conf

- To load a kernel configuration script (an automated scriptiwvboes the things you would normally do in the
kernel boot-time configurator):
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load -t userconfig_script / boot / ker nel . conf

12.4. Kernel Interaction During Boot

Once the kernel is loaded by eitHeader(as usual) oboot2(bypassing the loader), it examines its boot flags, if any,
and adjusts its behavior as necessary.

12.4.1. Kernel Boot Flags

Here are the more common boot flags:

-a
during kernel initialization, ask for the device to mountias root file system.
-C
boot from CDROM.
-C
run UserConfig, the boot-time kernel configurator
-S
boot into single-user mode
-V

be more verbose during kernel startup

7E£: There are other boot flags, read boot(8) for more information on them.

12.5. Device Hints
Contributed by Tom Rhodes.

1F: This is a FreeBSD 5.0 and later feature which does not exist in earlier versions.

During initial system startup, the boot loader(8) will read device.hints(5) file. This file stores kernel boot
information known as variables, sometimes referred to dgvice hintS . These “device hintS are used by
device drivers for device configuration.

Device hints may also be specified at tBéage 3 boot loadgarompt. Variables can be added us#sg , removed
with unset , and viewed with thehow commands. Variables set in thot/device.hints file can be
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overridden here also. Device hints entered at the boot fca@enot permanent and will be forgotten on the next
reboot.

Once the system is booted, the kenv(1) command can be useditoall of the variables.

The syntax for théboot/device.hints file is one variable per line, using the standard haS$i’ as comment
markers. Lines are constructed as follows:

hint.driver.unit.keyword=" val ue"
The syntax for the Stage 3 boot loader is:

set hint.driver.unit.keyword= val ue

driver is the device driver namanit is the device driver unit number, akdyword is the hint keyword. The
keyword may consist of the following options:

- at : specifies the bus which the device is attached to.

- port : specifies the start address of the 1/O to be used.

- irq : specifies the interrupt request number to be used.

- drq : specifies the DMA channel number.

- maddr : specifies the physical memory address occupied by theelevic
- flags : sets various flag bits for the device.

- disabled :if settol the device is disabled.

Device drivers may accept (or require) more hints not listek, viewing their manual page is recommended. For
more information, consult the device.hints(5), kenv(@ader.conf(5), and loader(8) manual pages.

12.6. Init: Process Control Initialization

Once the kernel has finished booting, it passes control tageeprocess init(8), which is locatedsiin/init ,or
the program path specified in tivét_path ~ variable inloader .

12.6.1. Automatic Reboot Sequence

The automatic reboot sequence makes sure that the file syaiaitable on the system are consistent. If they are
not, and fsck(8) cannot fix the inconsistencies, init(8)drthe system intsingle-user modéor the system
administrator to take care of the problems directly.

12.6.2. Single-User Mode

This mode can be reached through shtomatic reboot sequena® by the user booting with the option or
setting theboot_single  variable inloader .

It can also be reached by calling shutdown(8) without theoelr ) or halt ¢h ) options, frommulti-user mode

If the systentonsole is settoinsecure in/etc/ttys , then the system prompts for theot password before
initiating single-user mode.
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#if5]12-3. An Insecure Console irletc/ttys

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.

console none unknown off insecure

7£: Aninsecure  console means that you consider your physical security to the console to be insecure, and want
to make sure only someone who knows the root password may use single-user mode, and it does not mean that
you want to run your console insecurely. Thus, if you want security, choose insecure , not secure .

12.6.3. Multi-User Mode

If init(8) finds your file systems to be in order, or once therdsss finished irsingle-user modehe system enters
multi-user mode, in which it starts the resource configoratif the system.

12.6.3.1. Resource Configuration (rc)

The resource configuration system reads in configuraticaudisffrom/etc/defaults/rc.conf ,and
system-specific details frofatc/rc.conf , and then proceeds to mount the system file systems mentioned
letc/fstab  , start up networking services, start up miscellaneougsysiaemons, and finally runs the startup
scripts of locally installed packages.

The rc(8) manual page is a good reference to the resourceooaipon system, as is examining the scripts
themselves.

12.7. Shutdown Sequence

Upon controlled shutdown, via shutdown(8), init(8) wiltexnpt to run the scripktc/rc.shutdown , and then
proceed to send all processes TiRMsignal, and subsequently théLL signal to any that do not terminate timely.

To power down a FreeBSD machine on architectures and systeisupport power management, simply use the
commandshutdown -p now to turn the power off immediately. To just reboot a FreeBSBtesyn, just use
shutdown -r now . You need to beoot or a member obperator group to run shutdown(8). The halt(8) and
reboot(8) commands can also be used, please refer to theirahages and to shutdown(8)’s one for more
information.

7E£: Power management requires acpi(4) support in the kernel or loaded as module for FreeBSD 5.X and apm(4)
support for FreeBSD 4.X.
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Contributed by Neil Blakey-Milner.

13.1. #Euk
FreeBSD#F 2 ([ {#F F & FIHF (F A EEE - B8 » BHAEMREL AFRFALIER—E& BHESEL > 702 HAb A&
Al LLi7s e 48 B A 5 A [R]— & BB I8 LA SE s M TAE o B8 F RARAUEE - APEEEE A B ISE —(EIRSE -

AHTEIEE A T

- fEFreeBSDAR_EARIMRSEZ MR & A -

- QRSN BREE o

- QAR HIERIRSR o

- AT R BOMRSRAV B AR - BOR RSN 244 - SURfE F RYshell FEXH o

- AfRTEHEIRTE ~ REAHGERIR - AN - RFFFEGEIEREEICPUBIRZ 55 -
- AR - RS S R ERSE

FEPHIRBIREIE R 2 Al » R

- BEARUNIX X FreeBSD (U 3 Z) AR REHE & o

13.2. M43

R A BUR A HIRIRAEAT » A A RIFE U process HI it Fl & 2REAT » BT LU & JIRIRAVE 2 >
Ji/&FreeBSDARA LA Al B BRATEL S -

Fi A R FreeBSDA K+ HOMRE & 6 & T 71 AH BE & AR A AR 5 1

(C

EE AR A\ fElogin: SR HBUR - HHEZHML/ELE " - NEAEENEMRELHE - =
AT ST B R A A TRAOHLRY > sE 2 B passwd (SRR o 8% (5 F & 4 R DL 8 LA NS 71
P 4ELA, ©

BEMRSEES T A — 40208 o BFSH ] DURES » WA TR H BRI v B A RS - (HE B IEYR »
B EMRITES B E — AT o
5 & 5% (User ID, UID)

UID /& R &t HI AR Bkl 5 O B - 08 o [&] 2 70 $1165535% © FreeBSDA BT (# FIUID AH R &
—FreeBSDAEMAT LM HEE fEHHHITES Z AT > #ELICHEHE AR AUID © bl » thinar bl
BEAEAFRIE A E 20 B2 AR —EUID » $fFreeBSDAH » & LIRIFE A ARF—fHHE -
A B BT EE R M ATREPE AN K
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FEAE 5% (Group ID, GID)
GID J& R0 AR 56 F & P R A AH A B - IR i [E] 2 1¢0 21165535 » MAFAHACE S EIRAFR - 7TA
ROk >—BE R R/ o Ak > {308 AT AR RR SR A 22 RN RO BEAH -

BN\ #H (Login classes)

BN R R RISERE] » 3RO T ARG & SRR -

S 8 T AR
FreeBSDFE Sl A~ B i F 2 A0 Pt 1 B s o 4] DA Sy 4 BB PR 25 7 P 2 TR 1
IR U

IESR IR

FreeBSDIUIRIZIZ B THE AR » an SRR D ALERSER IR » Flan > 2 iR Hhe 4 i rik
9% 0 AITEEE L IRSRIRF R EMRSEAHAIR o ERILE G & MIE S A RS o (HEZIRIRAY H Bk AR RAIE R
57

EME 2%
FreeBSDUMRIE(E F i & 2 M 2 - EOERE 2L A—EEREEERENES - RHIRIEHT
FHIAHB &R -

X H Bk

K Hik R R EFARFR I B B8 B R - B H &l g 8 & IR B B ECE i home/  #647#
% Slustihome/ /£ o EE A LU AR BERIE R KK Bk & » i IR E SR T
L H #%

{5 F & Shell

Shell 2 TR A BRIFAR G & BEL ARG BB o Shell WA B AN F ROTEESE, wT HLyE RS (8 F &R i F 5 182
= o
MRIEEE R P =8 RREEEIRIE, RFRSE - LEREIRSE - RAEHEERIRAIIRIRE R oot -

PEE BRRRIERACE B AL - RAIRIRAARBUTAMRESIRE - &i% - FAERSEBEIENENESER > W
B EHEEE -

13.3. RHAEEHHE RS

The superuser account, usually caltedt , comes preconfigured to facilitate system administraaol, should not
be used for day-to-day tasks like sending and receiving, meiieral exploration of the system, or programming.

This is because the superuser, unlike normal user accaamsperate without limits, and misuse of the superuser
account may result in spectacular disasters. User accarstmable to destroy the system by mistake, so it is
generally best to use normal user accounts whenever pessiless you especially need the extra privilege.

You should always double and triple-check commands yowiasithe superuser, since an extra space or missing
character can mean irreparable data loss.

So, the first thing you should do after reading this chapter tyeate an unprivileged user account for yourself for
general usage if you have not already. This applies equdibtier you are running a multi-user or single-user
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machine. Later in this chapter, we discuss how to creatdiaddl accounts, and how to change between the normal
user and superuser.

13.4. AHIRSE

System users are those used to run services such as DNSwetadervers, and so forth. The reason for this is
security; if all services ran as the superuser, they couldleout restriction.

Examples of system users atgemon, operator , bind (for the Domain Name Service)ews, andwww

nobody is the generic unprivileged system user. However, it is irtggd to keep in mind that the more services that
usenobody , the more files and processes that user will become asswevite and hence the more privileged that
user becomes.

13.5. ¥ F &R 5%

User accounts are the primary means of access for real p@aple system, and these accounts insulate the user and
the environment, preventing the users from damaging thtesysr other users, and allowing users to customize their
environment without affecting others.

Every person accessing your system should have a uniquecsaunt. This allows you to find out who is doing
what, prevent people from clobbering each others’ settimgeading each others’ mail, and so forth.

Each user can set up their own environment to accommodateideeof the system, by using alternate shells,
editors, key bindings, and language.

13.6. B AR 5%

FEUNIX HUEREE 2 it T &R R T8 < BB GE AT B RTE » DU Rl i F B i <0 22 R B A 8 P o
{1 -

B ES

adduser(8) Bt -

rmuser(8) R -

chpass(1) EREHEER
passwd(1) B U BB o

pw(8) BT & ) & R EOR

13.6.1. adduser

adduser(8Ye —ZHr i & IO B o BEE s RN Rl passwd Hlgroup R H o AR &
SAERERIFR B S > € Jusr/share/skel EELTERL FUAHRERE ( “dotfiles’ ) » 3lfi AT DLZ R AO B8 E0 5 (3
FEEGIEE -
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#if5113-1. 7EFreeBSD A Fr e (i FI &

# adduser

Username: jru

Full name: J. Random User
Uid (Leave empty for default):
Login group [jru]:

Login group is jru. Invite jru into other groups? []: wheel
Login class [default]:
Shell (sh csh tcsh zsh nologin) [sh]: zsh

Home directory [fhomeljru]:

Use password-based authentication? [yes]:
Use an empty password? (yes/no) [no]:
Use a random password? (yes/no) [no]:
Enter password:

Enter password again:

Lock out the account after creation? [no]:

Username :jru

Password i

Full Name : J. Random User

Uid : 1001

Class

Groups : jru wheel

Home : /homel/jru

Shell . lusr/local/bin/zsh
Locked : no

OK? (yes/no): yes

adduser: INFO: Successfully added (jru) to the user databas e.
Add another user? (yes/no): no
Goodbye!

#

E: CE ARV ERSIL A G BB SR - UG LSRR - SERE AT AR S

13.6.2. rmuser
SRE] LU F rmuser (8BRS (3 F & 1k R 4% 2 H 52 & brrmuser(8)& 41T LA T B E:

FFRaZ 3 & I crontab(1)& BHUN R AFAE) ©

bR A &% 8 F & hat(1) TAE -
HETR 2 R B A IR

R R AT IS AR T E F R -
MbRaZ 1 & MR B $k(A R Az & BT R)
H¥rivarimail B IAELE & BB o
MERETAF S M (A0 tmp ) W TR BN R OISR -

N o o s~ 0 Dd e

314



F13. [E I E BRI E
8. mf% > fEletc/group  TENFERREZ A & IRIE o

HE: HAHHCER A - B0 SR A MR O R B 2RI - QIR S ehR © iR (E& Eadduser(8)
Pl i SL MRS AR JE

rmuser(8YEVARS IR A E HE IRIUIRTE - A ERMCREENBIRITR
R T REDIERIIRIE - THRREBR

Bl 13-2.rmuser MRSEREER

# rmuser jru
Matching password entry:

jru: *:1001:1001::0:0:J. Random User:/homel/jru:/usr/local/b in/zsh

Is this the entry you wish to remove? y

Remove user’'s home directory (/home/jru)? y

Updating password file, updating databases, done.

Updating group file: trusted (removing group jru -- persona | group is empty) done.

Removing user’s incoming mail file /var/mail/jru: done.

Removing files belonging to jru from /tmp: done.

Removing files belonging to jru from /var/tmp: done.

Removing files belonging to jru from /var/tmpl/vi.recover: done.
#

13.6.3. chpass

chpass(1)] 5 23 F & Bk 2505 ~ Shell)z B A EH -

18 A2 505 L R R 8 B R IE AT A F chpaiss (15 BCEC L 36 F 25 A R M 2 Tig

PrT e AE AN > EAINSE » chpass(LE i F & EHBURN iR a5 & o o M5 35 BE R A e
anliy T B A

T F A AERGUE EEIRR - (EBER A A B S P AR A

#i513-3. R4 EH E MR Fchpass

#Changing user database information for jru.

Login: jru
Password:  *
Uid [#]: 1001

Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:

Home directory: /home/jru
Shell: /usr/local/bin/zsh
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Full Name: J. Random User
Office Location:

Office Phone:

Home Phone:

Other information:

— MAE A AT R E SRR AR o

#if13-4. — M F & chpass

#Changing user database information for jru.
Shell: /usr/local/bin/zsh

Full Name: J. Random User

Office Location:

Office Phone:

Home Phone:

Other information:

H:: chin(1) Edchsh(1) Bl & chpass(1) » thElypchpass(l) ~ ypchfn(1) Eypchsh(1) = NIS 37 & H B0 » T LIRS
FEFEA RN byp o FHEGHRIEE > LD > pU 27 F EEHENIS HUEHDAIFE

13.6.4. passwd

passwd(1)E F B RS H AR » bR TR AR B T B R A 6 A B B A M A B A A S
5

R TR BANECRE R BRI B - £ FFT RS T 75 A\ RS o

Hi613-5. F AR S

% passwd

Changing local password for jru.
Old password:

New password:

Retype new password:

passwd: updating the database...
passwd: done

#iBi13-6. LUAR B BLE IR SR 25 B BCH A 8 F 3 A0S

# passwd jru

Changing local password for jru.
New password:

Retype new password:

passwd: updating the database...
passwd: done
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7: chpass(1) ~ yppasswd(1) Bl Zpasswd(1) » B ZHENIS -

13.6.5. pw

pw(8) FIZREEL ~ kR ~ BB K B A6 A5 SRR o HLIhBERN & AR A 66 A & MOREAEE AR - pw(8) #ER
KRERFES S EBEGE G Fshell scriptd » $57 FAGH & AR CHHEANIR S HRERTF L

13.7. 5 & B IRFR H

HEHERERF 2 ERE - B SRR AR B AV EIR - FreeBSDIRBEE HLE 3T £ T AR H R ARV E
IR RN o 5 LEPR0 53 K M (R 00 MERRRRAR » LUK H AL EYRPR

R PRAR AT LAPR ) 66 A& AOREBR A & > B3 Bt T — Ry TR ] LDV MR M3 T 5 & AN & T
5o BARNRATRPR A 7Y U 18,1667 & o

HAEFERFIE S TCPU i fEf8 ~ DU B8 68 & v 8 A EIR MR F » 15 L PR% T FLogin class
HAE M ATEA T 5T 5 ©

Login classiE #& A /etc/login.conf o BARERE B AN E TR A HT A (HEF A AU IR & 7Elogin.conf(B)SU - H o
i F & THE 0 BL 2 —{F Login classH (TE#% Bdefault ) » T &{f Login classél A H &R AR H(Login
capabilitiy) © Login capabilitiy LA # 2= & FUE » &7 REREIRIEE > T # HIEBRNTE » S EAHENS
B - B AELogin classk Login capabilitytH & fifi B > 3lfi [ 7Elogin.conf(5) - EE AR

E: RHAE B EiE Uetc/login.conf ROAH AT 2 sE BUR it E R B T AT /etc/login.conf.db EORLEERE o B
¢ 1etc/login.conf JE# £ Jetc/login.conf.db TEHITLU T84

# cap_mkdb /etc/login.conf

BIRFR IR — B Login capabilityH MIRG AN © 55— - BRI 7 A BCE PR B XAEPERR ) o BOPEPR AT
6 B AR AR - (BRI REMERR ) o REIRBIAT BRI - (HEEHERR - B2 ZHE
JRFR 5 S8 B R A TRZIR B > TUNERMERERFIEITE - 1R - BREREHREENRSIRE
AL - WAREEHLogin capabilityFIZRRE (AN » 38 LA AL B AR ERR)

AN > By THEGIRAR » LU B B F B B IRBR H O~ =AY Login capability A] #£login.conf(5) F £ £/
i) ©

coredumpsize

The limit on the size of a core file generated by a program ipliwious reasons, subordinate to other limits on

disk usage (e.dfilesize  , or disk quotas). Nevertheless, it is often used as a lesgeseethod of controlling

disk space consumption: since users do not generate car¢hi@mselves, and often do not delete them, setting

this may save them from running out of disk space should & lprggram (e.gemac$ crash.
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cputime

This is the maximum amount of CPU time a user’s process magwog. Offending processes will be killed by
the kernel.

7E: This is a limit on CPU time consumed, not percentage of the CPU as displayed in some fields by top(1)
and ps(1). A limit on the latter is, at the time of this writing, not possible, and would be rather useless: a
compiler—probably a legitimate task—can easily use almost 100% of a CPU for some time.

filesize

This is the maximum size of a file the user may possess. Udl#equotasthis limit is enforced on individual
files, not the set of all files a user owns.

maxproc

This is the maximum number of processes a user may be runfimgincludes foreground and background
processes alike. For obvious reasons, this may not be ldrgethe system limit specified by the

kern.maxproc ~ sysctl(8). Also note that setting this too small may hindaser’s productivity: it is often

useful to be logged in multiple times or execute pipelinesn8 tasks, such as compiling a large program, also
spawn multiple processes (e.g., make(1), cc(1), and atktenmiediate preprocessors).

memorylocked

This is the maximum amount a memory a process may have reguedbe locked into main memory (e.g., see
mlock(2)). Some system-critical programs, such as amt{&),into main memory such that in the event of
being swapped out, they do not contribute to a system’sitrgsh time of trouble.

memoryuse

This is the maximum amount of memory a process may consunmy/ativen time. It includes both core
memory and swap usage. This is not a catch-all limit for igt§tig memory consumption, but it is a good start.

openfiles

This is the maximum amount of files a process may have openeleBSD, files are also used to represent
sockets and IPC channels; thus, be careful not to set thiswod he system-wide limit for this is defined by
thekern.maxfiles sysctl(8).

shsize
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This is the limit on the amount of network memory, and thus fepa user may consume. This originated as a
response to an old DoS attack by creating a lot of socketganube generally used to limit network
communications.

stacksize

This is the maximum size a process’ stack may grow to. Thiseals not sufficient to limit the amount of
memory a program may use; consequently, it should be usezhjnrction with other limits.

There are a few other things to remember when setting resdiarits. Following are some general tips, suggestions,
and miscellaneous comments.

- Processes started at system startugetayrc ~ are assigned to thdmemon login class.

- Although the/etc/login.conf that comes with the system is a good source of reasonables/fdumost
limits, only you, the administrator, can know what is appiae for your system. Setting a limit too high may
open your system up to abuse, while setting it too low may miitaan on productivity.

- Users of the X Window System (X11) should probably be grantede resources than other users. X11 by itself
takes a lot of resources, but it also encourages users tooumpnograms simultaneously.

- Remember that many limits apply to individual processesth®user as a whole. For example, setting
openfiles  to 50 means that each process the user runs may open up toss50Tfiles, the gross amount of files a
user may open is the value e@fenfiles ~ multiplied by the value omaxproc . This also applies to memory
consumption.

For further information on resource limits and login clasaad capabilities in general, please consult the relevant
manual pages: cap_mkdb(1), getrlimit(2), login.conf(5).

13.8. #4H

A group is simply a list of users. Groups are identified byitigeopup name and GID (Group ID). In FreeBSD (and
most other UNIX like systems), the two factors the kernebusedecide whether a process is allowed to do
something is its user ID and list of groups it belongs to. kink user ID, a process has a list of groups associated
with it. You may hear some things refer to thégroup ID” of a user or process; most of the time, this just means
the first group in the list.

The group name to group ID map is/etc/group . This is a plain text file with four colon-delimited fields. &h
first field is the group name, the second is the encrypted madsthe third the group ID, and the fourth the
comma-delimited list of members. It can safely be editeddych(assuming, of course, that you do not make any
syntax errors!). For a more complete description of theay,rgee the group(5) manual page.

If you do not want to edifetc/group  manually, you can use the pw(8) command to add and edit gréaps
example, to add a group calleshmtwo and then confirm that it exists you can use:

#if513-7. Adding a Group Using pw(8)
# pw groupadd teamtwo

# pw groupshow teamtwo
teamtwo: =*:1100:
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The numben100 above is the group ID of the grougamtwo . Right now,teamtwo has no members, and is thus
rather useless. Let’s change that by inviting to theteamtwo group.

#if113-8. Adding Somebody to a Group Using pw(8)

# pw groupmod teamtwo -M jru
# pw groupshow teamtwo
teamtwo: *:1100:jru

The argument to theM option is a comma-delimited list of users who are membera@froup. From the preceding
sections, we know that the password file also contains a dooigach user. The latter (the user) is automatically
added to the group list by the system; the user will not shoawsi@a member when using theupshow command

to pw(8), but will show up when the information is queried \dél) or similar tool. In other words, pw(8) only
manipulates théetc/group  file; it will never attempt to read additionally data fromc/passwd

#if113-9. Using id(1) to Determine Group Membership

% id jru
uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100(tea mtwo)

As you can segru  is a member of the groups  andteamtwo .

For more information about pw(8), see its manual page, anchéwe information on the format éétc/group
consult the group(5) manual page.

1. Well. R4S EE multiple terminals SR MTE LU 24 3 %3
2. UID/GID s K n] {# F 224294967295 {HIEHkAVID 7] BE & i Bt & B py sk s i 2 R o
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Much of this chapter has been taken from the security(7) migmage by Matthew Dillon.

14.1. HEk

B A R L B EE TR - BRI AL - BN R LB E 1 DU FreeBSD MHY— L5
RAPIEERE o SEFMEF 2 NB B — MR RS M InternetZ 2 H# A o @14 - Internet FRFHR LURTAINEE &
ENNFREE AR ED TREST - WHRARE T2 FRERESNER - HEVE - H&
P DA S AR 2 317G » TTAZE WA RE SO FE BRI AFTREH

FreeBSDifft T — R 5 THAMAHBIES] » AR RGTMARHI T HE ~ 24 o

AESTIEE - AR T

- FreeBSDARFINEAZ &

- FreeBSDHEF £ RI FHRUINE A& - (FIHIDES X MD5 °

- AT ST — R M (one-time BE FEER S I o

- WA RETCP Wrapper$ A f# Blinetd  Fr & o

- WA EFreeBSD 5.0 Hi fIMUZS 5% EKerberosIV ©

- WA fEFreeBSD 5.0 Z & hUAN) -5 EKerberos5 °

- WA E IPseckh K 7EFreeBSD/Windowsh & 7 VPN 48 o

- AATERE ~ S OpenSSH LK FreeBSDHSSH & {E /7 =X (implementation)
- THRRE R R HINIACLS BRI KA > DL INATEA o

- Ja] {5 F Portaudit T E 2 #5# (audit) 7€ Ports Collection& 2 HIBIES 2 21 -
- {3 F FreeBSD% £ /A 5 (Security Advisories) I FFEUFEFE i

- BEf#Process Accounting il & 41{7 7 FreeBSD. LS # o
TEFIRBIREE B2 Al - BFRE

- BEf#EFreeBSDMX Internetf ZAME & o

AREFRELMTE - tE AL EREAMEERE o fl0 : f£4U 16 F HkFIMandatory Access
Control» Internet Firewall$ll|7£ U 28 % o

14.2. W48

Ze o HAREHEENS - EERBELEEARMER - YA RIBSD UNIX multi-user R A AL TR T 824
(BACHIEAZ & » FRUUEESL ~ MERERRS N A i) » DIRER G B RY TRISE) - TRE L2 AU A&
FEREENREES T - B T2 BRI R ETE N ZEHt > T2 Z2TmrEE - AIgE A
(E I RERERF R EAAR TG o — G » UNIX AT RIRFETH 2 B H i9REprocess It HH A5F

% processth[A]ff Ll Serverim AGENE - ——@BIRE » SN E BEIRAR AEA B E M AR ER: - WAL HH) - 3
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TER)— MRt > CAREESTE B LURT /N E AR L 22 KB T HEROPERE - T BEE 8 Lo BR R A A8 B e A 7 BE K

N EARERE » bR T —8 H i BIRIRE -

TR » ZEESERBR TR AR EREPER - 55 - B2 TR 2 g IR L &)

S SN BT IRSFEET B RS AR EERS © You do not want to overbuild your security or you will interée

with the detection side, and detection is one of the singlstimaportant aspects of any security mechanism. For
example, it makes little sense to set tisag flag (see chflags(1)) on every system binary because whderthy
temporarily protect the binaries, it prevents an attackes vas broken in from making an easily detectable change
that may result in your security mechanisms not detectiegttacker at all.

System security also pertains to dealing with various foofrettack, including attacks that attempt to crash, or
otherwise make a system unusable, but do not attempt to conige theroot account (“break root ). Security
concerns can be split up into several categories:

1. IR B5REET T % (DoS)

2. 5 B A £ FH 35 RS o

3. %% U Server I FT Y Service K 78 Bitroot 5%
4. 358 (F I EMRIERE Blroot BRER o

5. ff&FT o

A denial of service attack is an action that deprives the nmechf needed resources. Typically, DoS attacks are
brute-force mechanisms that attempt to crash or otherwéera machine unusable by overwhelming its servers or
network stack. Some DoS attacks try to take advantage ofibube networking stack to crash a machine with a
single packet. The latter can only be fixed by applying a butpfihe kernel. Attacks on servers can often be fixed
by properly specifying options to limit the load the servieiaur on the system under adverse conditions. Brute-force
network attacks are harder to deal with. A spoofed-packatiatfor example, is nearly impossible to stop, short of
cutting your system off from the Internet. It may not be abl¢stke your machine down, but it can saturate your
Internet connection.

A user account compromise is even more common than a Dok altfany sysadmins still run standatelnetd,

rlogind, rshd, andftpd servers on their machines. These servers, by default, dopeoate over encrypted
connections. The result is that if you have any moderatedsiser base, one or more of your users logging into your
system from a remote location (which is the most common andeagent way to login to a system) will have his or
her password sniffed. The attentive system admin will arehjis remote access logs looking for suspicious source
addresses even for successful logins.

One must always assume that once an attacker has accesstemaamint, the attacker can breaét . However,
the reality is that in a well secured and maintained systegess to a user account does not necessarily give the
attacker access toot . The distinction is important because without accessdo the attacker cannot generally
hide his tracks and may, at best, be able to do nothing morenttess with the user’s files, or crash the machine.
User account compromises are very common because usernsaetodtake the precautions that sysadmins take.

System administrators must keep in mind that there are pallgrmany ways to breakoot on a machine. The
attacker may know theot password, the attacker may find a bug in a root-run server ardble to breakoot

over a network connection to that server, or the attackerknay of a bug in a suid-root program that allows the
attacker to breakoot once he has broken into a user’s account. If an attacker liaslf@ way to breakoot on a
machine, the attacker may not have a need to install a backdaay of theroot holes found and closed to date
involve a considerable amount of work by the attacker toralpaafter himself, so most attackers install backdoors.
A backdoor provides the attacker with a way to easily regain access to the system, but it also gives the smart
system administrator a convenient way to detect the irdrudlaking it impossible for an attacker to install a
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backdoor may actually be detrimental to your security, beeat will not close off the hole the attacker found to
break in the first place.

Security remedies should always be implemented with a faytéred “onion peel approach and can be
categorized as follows:

1. Securingoot and staff accounts.

2. Securingoot —run servers and suid/sgid binaries.

3. Securing user accounts.

4. Securing the password file.

5. Securing the kernel core, raw devices, and file systems.

6. Quick detection of inappropriate changes made to thesyst
7. Paranoia.

The next section of this chapter will cover the above butkatis in greater depth.

14.3. FreeBSD W R&HEL

Command vs. Protocol:  Throughout this document, we will use bold text to refer to an application, and a
monospaced font to refer to specific commands. Protocols will use a normal font. This typographical distinction is
useful for instances such as ssh, since it is a protocol as well as command.

The sections that follow will cover the methods of securingiyFreeBSD system that were mentioned in the
last sectiorof this chapter.

14.3.1. Securing the root Account and Staff Accounts

First off, do not bother securing staff accounts if you havesecured theoot account. Most systems have a
password assigned to thiot account. The first thing you do is assume that the passwaildvesyscompromised.
This does not mean that you should remove the password. Bs&ped is almost always necessary for console
access to the machine. What it does mean is that you shoufdalat it possible to use the password outside of the
console or possibly even with the su(1) command. For examm&e sure that your ptys are specified as being
insecure in théetc/ttys file so that directoot logins viatelnet orrlogin  are disallowed. If using other login
services such asshd make sure that direecbot logins are disabled there as well. You can do this by editimgyy
/etc/ssh/sshd_config file, and making sure th&ermitRootLogin  is set toNQ Consider every access method
—services such as FTP often fall through the cracks. Ditett logins should only be allowed via the system
console.

Of course, as a sysadmin you have to be able to gebto, so we open up a few holes. But we make sure these
holes require additional password verification to opet@tes way to makeoot accessible is to add appropriate
staff accounts to theheel group (in/etc/group ). The staff members placed in thdeel group are allowed teu
toroot . You should never give staff members nativiecel access by putting them in theheel group in their
password entry. Staff accounts should be placedstafea  group, and then added to thwreel group via the
letc/group  file. Only those staff members who actually need to hage access should be placed in thieel
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group. Itis also possible, when using an authenticatiomotesuch as Kerberos, to use Kerbergslogin  file in

theroot accountto allow a ksu(1) tmot without having to place anyone at all in tivdeel group. This may be

the better solution since theneel mechanism still allows an intruder to brealot if the intruder has gotten hold
of your password file and can break into a staff account. Wiakéng thewheel mechanism is better than having
nothing at all, it is not necessarily the safest option.

An indirect way to secure staff accounts, and ultimatety access is to use an alternative login access method and
do what is known as“starring’ out the encrypted password for the staff accounts. Usingipive(8) command,

one can replace each instance of an encrypted password siiigla "+ character. This command will update
the/etc/master.passwd file and user/password database to disable password-&otted logins.

A staff account entry such as:

foobar:R9DT/Fal/LV9U:1000:1000::0:0:Foo Bar:/home/fo obar:/usr/local/bin/tcsh

Should be changed to this:

foobar: *:1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/ tcsh

This change will prevent normal logins from occurring, sinlse encrypted password will never matc¢h ™ . With

this done, staff members must use another mechanism tordigtite themselves such as kerberos(1) or ssh(1) using
a public/private key pair. When using something like Kedseone generally must secure the machines which run the
Kerberos servers and your desktop workstation. When uspuphc/private key pair with ssh, one must generally
secure the machine used to lodliom (typically one’s workstation). An additional layer of peation can be added

to the key pair by password protecting the key pair when trgétwith ssh-keygen(1). Being able tostar’  out

the passwords for staff accounts also guarantees thahstafibers can only login through secure access methods
that you have set up. This forces all staff members to usesgencrypted connections for all of their sessions,

which closes an important hole used by many intruders: sgitfie network from an unrelated, less secure machine.

The more indirect security mechanisms also assume thatrgdogging in from a more restrictive server to a less
restrictive server. For example, if your main box is runnafigsorts of servers, your workstation should not be
running any. In order for your workstation to be reasonablyuse you should run as few servers as possible, up to
and including no servers at all, and you should run a passymtécted screen blanker. Of course, given physical
access to a workstation an attacker can break any sort ofityegou put on it. This is definitely a problem that you
should consider, but you should also consider the fact leatast majority of break-ins occur remotely, over a
network, from people who do not have physical access to youkstation or servers.

Using something like Kerberos also gives you the abilityigatle or change the password for a staff accountin one
place, and have it immediately affect all the machines orclvtiie staff member may have an account. If a staff
member’s account gets compromised, the ability to instarithnge his password on all machines should not be
underrated. With discrete passwords, changing a passwadxdmachines can be a mess. You can also impose
re-passwording restrictions with Kerberos: not only carealderos ticket be made to timeout after a while, but the
Kerberos system can require that the user choose a new passfier a certain period of time (say, once a month).

14.3.2. Securing Root-run Servers and SUID/SGID Binaries

The prudent sysadmin only runs the servers he needs to, e mless. Be aware that third party servers are often
the most bug-prone. For example, running an old versiamapd or popper is like giving a universaloot ticket

out to the entire world. Never run a server that you have netk&d out carefully. Many servers do not need to be
run asroot . For example, thatalk, comsat andfinger daemons can be run in special usandboxesA sandbox

is not perfect, unless you go through a large amount of teyutlt the onion approach to security still stands: If
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someone is able to break in through a server running in a santtiey still have to break out of the sandbox. The
more layers the attacker must break through, the lower klieéiHibod of his success. Root holes have historically
been found in virtually every server ever runrast , including basic system servers. If you are running a machin
through which people only login visshdand never login vigelnetd or rshd or rlogind, then turn off those services!

FreeBSD now defaults to runnimgalkd, comsat andfinger in a sandbox. Another program which may be a
candidate for running in a sandbox is named{&y/defaults/rc.conf includes the arguments necessary to
runnamedin a sandbox in a commented-out form. Depending on whetheay® installing a new system or
upgrading an existing system, the special user accountshysitnese sandboxes may not be installed. The prudent
sysadmin would research and implement sandboxes for samamever possible.

There are a number of other servers that typically do notmsandboxesendmail popper, imapd, ftpd, and
others. There are alternatives to some of these, but imgfaliem may require more work than you are willing to
perform (the convenience factor strikes again). You maghavun these servers amt and rely on other
mechanisms to detect break-ins that might occur throughthe

The other big potentiabot holes in a system are the suid-root and sgid binaries iestalh the system. Most of
these binaries, such dsgin, reside inbin , /shin , /usr/bin , or/usr/sbin . While nothing is 100% safe, the
system-default suid and sgid binaries can be considersdmahly safe. Stillkoot holes are occasionally found in
these binaries. Aoot hole was found irklib in 1998 that mad&term (which is typically suid) vulnerable. It is
better to be safe than sorry and the prudent sysadmin witicesuid binaries, that only staff should run, to a special
group that only staff can access, and get ridobfi{od 000) any suid binaries that nobody uses. A server with no
display generally does not needxerm binary. Sgid binaries can be almost as dangerous. If andatrcan break
an sgid-kmem binary, the intruder might be able to reled/kmem and thus read the encrypted password file,
potentially compromising any passworded account. Altiévaly an intruder who breaks grodgemcan monitor
keystrokes sent through ptys, including ptys used by ushoslagin through secure methods. An intruder that
breaks thety group can write to almost any user’s tty. If a user is runnitgreninal program or emulator with a
keyboard-simulation feature, the intruder can potentigdinerate a data stream that causes the user’s terminal to
echo a command, which is then run as that user.

14.3.3. Securing User Accounts

User accounts are usually the most difficult to secure. Walecan impose Draconian access restrictions on your
staff and “star’ out their passwords, you may not be able to do so with any génser accounts you might have.
If you do have sulfficient control, then you may win out and ble &b secure the user accounts properly. If not, you
simply have to be more vigilant in your monitoring of those@ants. Use of ssh and Kerberos for user accounts is
more problematic, due to the extra administration and tieeheupport required, but still a very good solution
compared to a crypted password file.

14.3.4. Securing the Password File

The only sure fire way is te out as many passwords as you can and use ssh or Kerberosdesaocthose
accounts. Even though the encrypted password/éte/¢§pwd.db ) can only be read bxoot , it may be possible
for an intruder to obtain read access to that file even if theckér cannot obtain root-write access.

Your security scripts should always check for and reporhglea to the password file (see tBbecking file integrity
section below).

325



14.3.5. Securing the Kernel Core, Raw Devices, and File syst ems

If an attacker break®ot he can do just about anything, but there are certain conveege For example, most
modern kernels have a packet sniffing device driver builtinder FreeBSD it is called thepf device. An intruder
will commonly attempt to run a packet sniffer on a compromisechine. You do not need to give the intruder the
capability and most systems do not have the need fasghedevice compiled in.

But even if you turn off théopf device, you still havédev/mem and/devikmem to worry about. For that matter,

the intruder can still write to raw disk devices. Also, thexanother kernel feature called the module loader,
kidload(8). An enterprising intruder can use a KLD modul@fstall his ownbpf device, or other sniffing device, on
a running kernel. To avoid these problems you have to runeghedt at a higher secure level, at least securelevel 1.
The securelevel can be set witlysctl  on thekern.securelevel variable. Once you have set the securelevel to
1, write access to raw devices will be denied and spebidlgs  flags, such aschg , will be enforced. You must

also ensure that theehg flag is set on critical startup binaries, directories, angpsdiles —everything that gets run
up to the point where the securelevel is set. This might bedmieg it, and upgrading the system is much more
difficult when you operate at a higher secure level. You magmmmise and run the system at a higher secure level
but not set thechg flag for every system file and directory under the sun. Anoplessibility is to simply mount
and/usr read-only. It should be noted that being too Draconian intwba attempt to protect may prevent the
all-important detection of an intrusion.

14.3.6. Checking File Integrity: Binaries, Configuration F iles, Etc.

When it comes right down to it, you can only protect your corgtsm configuration and control files so much before
the convenience factor rears its ugly head. For examplegebilags to set theschg bit on most of the files i
and/usr is probably counterproductive, because while it may pitdtexfiles, it also closes a detection window.

The last layer of your security onion is perhaps the most itamb—detection. The rest of your security is pretty
much useless (or, worse, presents you with a false senséetf)sdyou cannot detect potential incursions. Half the
job of the onion is to slow down the attacker, rather than &iop in order to give the detection side of the equation a
chance to catch him in the act.

The best way to detect an incursion is to look for modified sinig, or unexpected files. The best way to look for
modified files is from another (often centralized) limiteckass system. Writing your security scripts on the
extra-secure limited-access system makes them mosthkiliteito potential attackers, and this is important. In orde
to take maximum advantage you generally have to give theédavréccess box significant access to the other
machines in the business, usually either by doing a reaglMiRE export of the other machines to the limited-access
box, or by setting up ssh key-pairs to allow the limited-asdeox to ssh to the other machines. Except for its
network traffic, NFS is the least visible methedallowing you to monitor the file systems on each client box
virtually undetected. If your limited-access server ismected to the client boxes through a switch, the NFS method
is often the better choice. If your limited-access servepisnected to the client boxes through a hub, or through
several layers of routing, the NFS method may be too insqo@tavork-wise) and using ssh may be the better
choice even with the audit-trail tracks that ssh lays.

Once you give a limited-access box, at least read access ti¢imt systems it is supposed to monitor, you must
write scripts to do the actual monitoring. Given an NFS mowati can write scripts out of simple system utilities
such as find(1) and md5(1). It is best to physically md5 thentibox files at least once a day, and to test control files
such as those found fatc  and/usr/local/etc even more often. When mismatches are found, relative to the
base md5 information the limited-access machine knowdlig,vashould scream at a sysadmin to go check it out. A
good security script will also check for inappropriate sbidaries and for new or deleted files on system partitions
such ag and/usr .
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When using ssh rather than NFS, writing the security scsiptiich more difficult. You essentially havedep the
scripts to the client box in order to run them, making theniblés and for safety you also needdep the binaries
(such as find) that those scripts use. Bhhclient on the client box may already be compromised. All inwding
ssh may be necessary when running over insecure links, isulgo a lot harder to deal with.

A good security script will also check for changes to user staff members access configuration filelsosts
.shosts , .ssh/authorized_keys and so forth- -files that might fall outside the purview of théD5check.

If you have a huge amount of user disk space, it may take tapttmnun through every file on those partitions. In
this case, setting mount flags to disallow suid binaries @awvitds on those partitions is a good idea. hibgev and
nosuid options (see mount(8)) are what you want to look into. Yowsthprobably scan them anyway, at least once
a week, since the object of this layer is to detect a breakhietiher or not the break-in is effective.

Process accounting (see accton(8)) is a relatively lowhmaal feature of the operating system which might help as a
post-break-in evaluation mechanism. It is especiallywiseftracking down how an intruder has actually broken into
a system, assuming the file is still intact after the breaseicurs.

Finally, security scripts should process the log files, dreddgs themselves should be generated in as secure a
manner as possible-remote syslog can be very useful. An intruder tries to coietracks, and log files are critical

to the sysadmin trying to track down the time and method ofrihiel break-in. One way to keep a permanent record
of the log files is to run the system console to a serial portcaidct the information on a continuing basis through a
secure machine monitoring the consoles.

14.3.7. Paranoia

A little paranoia never hurts. As a rule, a sysadmin can agchamber of security features, as long as they do not
affect convenience, and can add security featuregihaffect convenience with some added thought. Even more
importantly, a security administrator should mix it up a-bitf you use recommendations such as those given by this
document verbatim, you give away your methodologies to thepective attacker who also has access to this
document.

14.3.8. DoS(Denial of Service) AR #5PH k& o %

TE— IS 4R AR BSPE BT U © DoSIEGE K 2 LB AR T FUEAT IR - @ R IR A EMPHE R LR E
H i B R R R B - (EOE R ] LUER — 287 AR R E B R E - FEMERRES AR -

1. Limiting server forks.
2. Limiting springboard attacks (ICMP respon&é# - ping broadcast %)
3. Kernel Route Cache.

A common DoS attack is against a forking server that attemoptause the server to eat processes, file descriptors,
and memory, until the machine digsetd (see inetd(8)) has several options to limit this sort ofckttdt should be
noted that while it is possible to prevent a machine from gaiawn, it is not generally possible to prevent a service
from being disrupted by the attack. Read ithetd manual page carefully and pay specific attention to-¢heC,

and-R options. Note that spoofed-IP attacks will circumvent4beoption toinetd, so typically a combination of
options must be used. Some standalone servers have delfrfatation parameters.

Sendmailhas its-OMaxDaemonChildren  option, which tends to work much better than trying to usedseail’s
load limiting options due to the load lag. You should speeifyaxDaemonChildren parameter, when you start
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sendmail high enough to handle your expected load, but not so higtthleacomputer cannot handle that number of
sendmailswithout falling on its face. It is also prudent to run sendihragueued mode

(-ODeliveryMode=queued ) and to run the daemondndmail -bd ) separate from the queue-russrdmail

-q15m). If you still want real-time delivery you can run the qued@anuch lower interval, such agim, but be sure

to specify a reasonablaxDaemonChildren option forthat sendmail to prevent cascade failures.

Syslogdcan be attacked directly and it is strongly recommendedythause thes option whenever possible, and
the-a option otherwise.

You should also be fairly careful with connect-back sersisach a§ CP Wrapper'’s reverse-identd, which can be
attacked directly. You generally do not want to use the is«dlent feature of CP Wrapper for this reason.

Itis a very good idea to protect internal services from endeaccess by firewalling them off at your border routers.
The idea here is to prevent saturation attacks from outside lyAN, not so much to protect internal services from
network-baseebot compromise. Always configure an exclusive firewall, i.€firewall everythingexceptports A,

B, C, D, and M-Z' . This way you can firewall off all of your low ports except fagrtain specific services such as
named (if you are primary for a zoneptalkd, sendmail and other Internet-accessible services. If you try to
configure the firewall the other way-as an inclusive or permissive firewall, there is a good chémeteyou will
forgetto “clos€ a couple of services, or that you will add a new internal seraind forget to update the firewall.
You can still open up the high-numbered port range on the éilleto allow permissive-like operation, without
compromising your low ports. Also take note that FreeBSDvedl you to control the range of port numbers used for
dynamic binding, via the variouset.inet.ip.portrange sysctl 's (sysctl -a | fgrep portrange ),

which can also ease the complexity of your firewall’s confégiom. For example, you might use a normal first/last
range of 4000 to 5000, and a hiport range of 49152 to 65536 liluek off everything under 4000 in your firewall
(except for certain specific Internet-accessible portspofse).

Another common DoS attack is called a springboard attatl attack a server in a manner that causes the server to
generate responses which overloads the server, the ladeadmke or some other machine. The most common attack
of this nature is théCMP ping broadcast attacklhe attacker spoofs ping packets sent to your LAN's brostdca
address with the source IP address set to the actual mableyevish to attack. If your border routers are not
configured to stomp on ping’s to broadcast addresses, yolirwitds up generating sufficient responses to the
spoofed source address to saturate the victim, especibfythe attacker uses the same trick on several dozen
broadcast addresses over several dozen different netabokee. Broadcast attacks of over a hundred and twenty
megabits have been measured. A second common springbtsukl iatagainst the ICMP error reporting system. By
constructing packets that generate ICMP error responsesiacker can saturate a server’s incoming network and
cause the server to saturate its outgoing network with IC&#ponses. This type of attack can also crash the server
by running it out of mbuf’s, especially if the server cannmid the ICMP responses it generates fast enough.
FreeBSD 4.X kernels have a kernel compile option caldP_BANDLIMwhich limits the effectiveness of these

sorts of attacks. Later kernels use Hysctlvariablenet.inet.icmp.icmplim . The last major class of

springboard attacks is related to certain intefnatd services such as the udp echo service. An attacker simply
spoofs a UDP packet with the source address being servectis@ort, and the destination address being server B’s
echo port, where server A and B are both on your LAN. The tweessrthen bounce this one packet back and forth
between each other. The attacker can overload both semvetiair LANs simply by injecting a few packets in this
manner. Similar problems exist with the interehbrgenport. A competent sysadmin will turn off all of these
inetd-internal test services.

Spoofed packet attacks may also be used to overload thel keute cache. Refer to theet.inet.ip.rtexpire ,
rtminexpire , andrtmaxcache sysctl parameters. A spoofed packet attack that uses a randonmed&undll

cause the kernel to generate a temporary cached route inutestable, viewable withetstat -rna | fgrep

W3 These routes typically timeout in 1600 seconds or so. Ikdreel detects that the cached route table has gotten
too big it will dynamically reduce theexpire  but will never decrease it to less thaminexpire . There are two
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problems:

1. The kernel does not react quickly enough when a lightlgdéabserver is suddenly attacked.
2. Thertminexpire is not low enough for the kernel to survive a sustained attack

If your servers are connected to the Internet via a T3 or hdtrmay be prudent to manually override both
rtexpire  andrtminexpire  via sysctl(8). Never set either parameter to zero (unlessyant to crash the
machine). Setting both parameters to 2 seconds should figiexifto protect the route table from attack.

14.3.9. Access Issues with Kerberos and SSH

There are a few issues with both Kerberos and ssh that needaddressed if you intend to use them. Kerberos V is
an excellent authentication protocol, but there are bugfsdrkerberizedelnet andrlogin applications that make

them unsuitable for dealing with binary streams. Also, bfadk Kerberos does not encrypt a session unless you use
the-x option.sshencrypts everything by default.

ssh works quite well in every respect except that it forwanmisyption keys by default. What this means is that if
you have a secure workstation holding keys that give yousacitethe rest of the system, and you ssh to an insecure
machine, your keys are usable. The actual keys themseleemaexposed, but ssh installs a forwarding port for the
duration of your login, and if an attacker has brokest on the insecure machine he can utilize that port to use
your keys to gain access to any other machine that your kdgskin

We recommend that you use ssh in combination with Kerber@nheter possible for staff loginsshcan be

compiled with Kerberos support. This reduces your reliamtpotentially exposed ssh keys while at the same time
protecting passwords via Kerberos. ssh keys should onlygée for automated tasks from secure machines
(something that Kerberos is unsuited to do). We also recamdrtteat you either turn off key-forwarding in the ssh
configuration, or that you make use of tihen=IP/DOMAIN option that ssh allows in itsuthorized_keys  file to
make the key only usable to entities logging in from specifachines.

14.4. DES, MD5, and Crypt

Parts rewritten and updated by Bill Swingle.

Every user on a UNIX system has a password associated wittretteunt. It seems obvious that these passwords
need to be known only to the user and the actual operatingray$h order to keep these passwords secret, they are
encrypted with what is known as done-way hash , that is, they can only be easily encrypted but not decrypred
other words, what we told you a moment ago was obvious is ret gue: the operating system itself does reaily
know the password. It only knows tleacryptedorm of the password. The only way to get thélain-tex{’

password is by a brute force search of the space of possisssvpads.

Unfortunately the only secure way to encrypt passwords ViétX came into being was based on DES, the Data
Encryption Standard. This was not such a problem for ussidest in the US, but since the source code for DES
could not be exported outside the US, FreeBSD had to find aevbgth comply with US law and retain
compatibility with all the other UNIX variants that still ad DES.

The solution was to divide up the encryption libraries sa & users could install the DES libraries and use DES
but international users still had an encryption method ¢batd be exported abroad. This is how FreeBSD came to
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use MD5 as its default encryption method. MD5 is believedaartore secure than DES, so installing DES is offered
primarily for compatibility reasons.

14.4.1. Recognizing Your Crypt Mechanism

Before FreeBSD 4.4ibcrypt.a was a symbolic link pointing to the library which was usedédocryption.
FreeBSD 4.4 changdithcrypt.a to provide a configurable password authentication hasarlbCurrently the
library supports DES, MD5 and Blowfish hash functions. ByadétfFreeBSD uses MD5 to encrypt passwords.

Itis pretty easy to identify which encryption method Fre€BS set up to use. Examining the encrypted passwords
in the/etc/master.passwd file is one way. Passwords encrypted with the MD5 hash areelothgn those
encrypted with the DES hash and also begin with the chassgt$r Passwords starting wigea$ are encrypted

with the Blowfish hash function. DES password strings do meehany particular identifying characteristics, but
they are shorter than MD5 passwords, and are coded in a 6datbralphabet which does not include ¢he
character, so a relatively short string which does not begfima dollar sign is very likely a DES password.

The password format used for new passwords is controlletidoyaisswd_format login capability in
/etc/login.conf , which takes values afes, md5or blf . See the login.conf(5) manual page for more
information about login capabilities.

14.5. One-time Passwords

S/Key is a one-time password scheme based on a one-way haslofu FreeBSD uses the MD4 hash for
compatibility but other systems have used MD5 and DES-MARe$ has been part of the FreeBSD base system
since version 1.1.5 and is also used on a growing number ef offerating systems. S/Key is a registered trademark
of Bell Communications Research, Inc.

From version 5.0 of FreeBSD, S/Key has been replaced witfutietionally equivalent OPIE (One-time Passwords
In Everything). OPIE uses the MD5 hash by default.

There are three different sorts of passwords which we wsitas below. The first is your usual UNIX style or

Kerberos password; we will call this &UNIX password . The second sort is the one-time password which is

generated by the S/K&ey program or the OPIE opiekey(1) program and accepted bieieit  or

opiepasswd(1) programs and the login prompt; we will cadl ¢n “one-time password . The final sort of password

is the secret password which you give to Kag /opiekey programs (and sometimes tkeyinit /opiepasswd

programs) which it uses to generate one-time passwords;ilveallit a “secret password or just unqualified
“password .

The secret password does not have anything to do with youXUidssword; they can be the same but this is not
recommended. S/Key and OPIE secret passwords are notditoi&characters like old UNIX passwotgdthey can
be as long as you like. Passwords of six or seven word longsphrare fairly common. For the most part, the S/Key
or OPIE system operates completely independently of thed idlssword system.

Besides the password, there are two other pieces of datarthahportant to S/Key and OPIE. One is what is known
asthe “seed or “key’ , consisting of two letters and five digits. The other is wisatalled the “iteration

count’ , a number between 1 and 100. S/Key creates the one-time @asbyconcatenating the seed and the secret
password, then applying the MD4/MD5 hash as many times asfiguEby the iteration count and turning the result
into six short English words. These six English words areryme-time password. The authentication system
(primarily PAM) keeps track of the last one-time passworeldjsnd the user is authenticated if the hash of the
user-provided password is equal to the previous passwechlte a one-way hash is used it is impossible to
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generate future one-time passwords if a successfully usssiyord is captured; the iteration count is decremented
after each successful login to keep the user and the loggranoin sync. When the iteration count gets down to 1,
S/Key and OPIE must be reinitialized.

There are three programs involved in each system which wealisduss below. Thkey andopiekey programs
accept an iteration count, a seed, and a secret passwordenachte a one-time password or a consecutive list of
one-time passwords. Theyinit andopiepasswd programs are used to initialize S/Key and OPIE respectively
and to change passwords, iteration counts, or seeds; tkegither a secret passphrase, or an iteration count, seed,
and one-time password. Tkeyinfo andopieinfo  programs examine the relevant credentials files

(/etc/skeykeys or /etc/opiekeys ) and print out the invoking user’s current iteration coumd aeed.

There are four different sorts of operations we will covdreTirst is usingeyinit ~ or opiepasswd over a secure
connection to set up one-time-passwords for the first tim&g ohange your password or seed. The second operation
is usingkeyinit  or opiepasswd Over an insecure connection, in conjunction Wiy or opiekey over a secure
connection, to do the same. The third is usiag /opiekey to log in over an insecure connection. The fourth is
usingkey or opiekey to generate a number of keys which can be written down orgdiout to carry with you

when going to some location without secure connectionsyahare.

14.5.1. Secure Connection Initialization

To initialize S/Key for the first time, change your passwandgchange your seed while logged in over a secure
connection (e.g. on the console of a machine oisgld, use thekeyinit  command without any parameters while
logged in as yourself:

% keyinit

Adding unfurl:

Reminder - Only use this method if you are directly connected .

If you are using telnet or rlogin exit with no password and use keyinit -s.
Enter secret password:

Again secret password:

ID unfurl s/key is 99 tol7757
DEFY CLUB PRO NASH LACE SOFT

For OPIE,opiepasswd is used instead:

% opiepasswd -c

[grimreaper] ~ $ opiepasswd -f -c

Adding unfurl:

Only use this method from the console; NEVER from remote. If y ou are using
telnet, xterm, or a dial-in, type "C now or exit with no passwo rd.
Then run opiepasswd without the -c parameter.

Using MD5 to compute responses.

Enter new secret pass phrase:

Again new secret pass phrase:

ID unfurl OTP key is 499 to4268

MOS MALL GOAT ARM AVID COED

AttheEnter new secret pass phrase: or Enter secret password: prompts, you should enter a password
or phrase. Remember, this is not the password that you véltatgin with, this is used to generate your one-time
login keys. The “ID” line gives the parameters of your particular instance: yogin name, the iteration count,
and seed. When logging in the system will remember thesarpesis and present them back to you so you do not
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have to remember them. The last line gives the particulaitiome password which corresponds to those parameters
and your secret password,; if you were to re-login immedyatkis one-time password is the one you would use.

14.5.2. Insecure Connection Initialization

To initialize or change your secret password over an ingeconnection, you will need to already have a secure
connection to some place where you cankew or opiekey ; this might be in the form of a desk accessory on a
Macintosh, or a shell prompt on a machine you trust. You visibaneed to make up an iteration count (100 is
probably a good value), and you may make up your own seed @& tesedomly-generated one. Over on the insecure
connection (to the machine you are initializing), usekégnit -s  command:

% keyinit -s

Updating unfurl:

Old key: t017758

Reminder you need the 6 English words from the key command.
Enter sequence count from 1 to 9999: 100

Enter new key [default to17759]:

s/lkey 100 to 17759

s/key access password:

s/key access password: CURE MIKE BANE HIM RACY GORE

For OPIE, you need to usmpiepasswd :
% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
Old secret pass phrase:
otp-md5 498 t04268 ext
Response: GAME GAG WELT OUT DOWN CHAT
New secret pass phrase:
otp-md5 499 to4269
Response: LINE PAP MILK NELL BUOY TROY

ID mark OTP key is 499 gr4269
LINE PAP MILK NELL BUOY TROY

To accept the default seed (which theyinit  program confusingly calls keey ), pressReturn. Then before
entering an access password, move over to your secure dammercS/Key desk accessory, and give it the same
parameters:

% key 100 to17759

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password: <secret password>

CURE MIKE BANE HIM RACY GORE

Or for OPIE:
% opiekey 498 t04268
Using the MD5 algorithm to compute response.

Reminder: Don't use opiekey from telnet or dial-in sessions
Enter secret pass phrase:
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GAME GAG WELT OUT DOWN CHAT

Now switch back over to the insecure connection, and coppiigetime password generated over to the relevant
program.

14.5.3. Generating a Single One-time Password
Once you have initialized S/Key or OPIE, when you login yoll e presented with a prompt like this:

% telnet example.com

Trying 10.0.0.1...
Connected to example.com
Escape character is "]

FreeBSD/i386 (example.com) (ttypa)

login: <username>
slkey 97 fw13894
Password:

Or for OPIE:

% telnet example.com

Trying 10.0.0.1...
Connected to example.com
Escape character is "]

FreeBSD/i386 (example.com) (ttypa)

login: <username>
otp-md5 498 gr4269 ext
Password:

As a side note, the S/Key and OPIE prompts have a useful &2atot shown here): if you pre§eturn at the
password prompt, the prompter will turn echo on, so you candet you are typing. This can be extremely useful
if you are attempting to type in a password by hand, such as &g@rintout.

At this point you need to generate your one-time passwordswar this login prompt. This must be done on a
trusted system that you can rkey or opiekey on. (There are versions of these for DOS, Windows and Mac OS as
well.) They need both the iteration count and the seed as @diime options. You can cut-and-paste these right
from the login prompt on the machine that you are logging in to

On the trusted system:

% key 97 fw13894

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password:

WELD LIP ACTS ENDS ME HAAG

For OPIE:

% opiekey 498 t04268
Using the MD5 algorithm to compute response.
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Reminder: Don't use opiekey from telnet or dial-in sessions
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

Now that you have your one-time password you can continugimhggn:

login: <username>

s/key 97 fw13894

Password: <return to enable echo>

slkey 97 fw13894

Password [echo on]: WELD LIP ACTS ENDS ME HAAG
Last login: Tue Mar 21 11:56:41 from 10.0.0.2 ...

14.5.4. Generating Multiple One-time Passwords

Sometimes you have to go places where you do not have accasaigied machine or secure connection. In this
case, it is possible to use tkey andopiekey commands to generate a number of one-time passwords bafwreh
to be printed out and taken with you. For example:

% key -n 5 30 zz99999

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password: <secret password>

26: SODA RUDE LEA LIND BUDD SILT

27: JILT SPY DUTY GLOW COWL ROT

28: THEM OW COLA RUNT BONG SCOT

29: COT MASH BARR BRIM NAN FLAG

30: CAN KNEE CAST NAME FOLK BILK

Or for OPIE:

% opiekey -n 5 30 zz99999

Using the MD5 algorithm to compute response.

Reminder: Don't use opiekey from telnet or dial-in sessions
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT

27: LATE BIAS SLAY FOLK MUCH TRIG

28: SALT TIN ANTI LOON NEAL USE

29: RIO ODIN GO BYE FURY TIC

30: GREW JIVE SAN GIRD BOIL PHI

The-n 5 requests five keys in sequence, 8despecifies what the last iteration number should be. Notetiiese
are printed out imeverseorder of eventual use. If you are really paranoid, you miganito write the results down
by hand; otherwise you can cut-and-paste Ipto. Note that each line shows both the iteration count and the
one-time password; you may still find it handy to scratch eswords as you use them.

14.5.5. Restricting Use of UNIX® Passwords

S/Key can place restrictions on the use of UNIX passwordedas the host name, user name, terminal port, or IP
address of a login session. These restrictions can be fouthe iconfiguration fildetc/skey.access .The
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skey.access(5) manual page has more information on theletniprmat of the file and also details some security
cautions to be aware of before depending on this file for sigcur

If there is noletc/skey.access file (this is the default on FreeBSD 4.X systems), then altsigeéll be allowed to
use UNIX passwords. If the file exists, however, then all sigéll be required to use S/Key unless explicitly
permitted to do otherwise by configuration statements irskeg.access file. In all cases, UNIX passwords are
permitted on the console.

Here is a samplekey.access  configuration file which illustrates the three most commontssof configuration
statements:

permit internet 192.168.0.0 255.255.0.0
permit user fnord
permit port ttydO

The first line permit internet ) allows users whose IP source address (which is vulneratsipdofing) matches
the specified value and mask, to use UNIX passwords. Thiddéinot be considered a security mechanism, but
rather, a means to remind authorized users that they arg asimsecure network and need to use S/Key for
authentication.

The second linepermit user ) allows the specified username, in this camed , to use UNIX passwords at any
time. Generally speaking, this should only be used for pewyhlo are either unable to use ey program, like
those with dumb terminals, or those who are ineducable.

The third line permit port ) allows all users logging in on the specified terminal lin@ise UNIX passwords; this
would be used for dial-ups.

OPIE can restrict the use of UNIX passwords based on the IReasidf a login session just like S/Key does. The
relevant file igetc/opieaccess , Which is present by default on FreeBSD 5.0 and newer systei@ase check
opieaccess(5) for more information on this file and whictusiég considerations you should be aware of when using
it.

Here is a samplepieaccess file:
permit 192.168.0.0 255.255.0.0

This line allows users whose IP source address (which isevabie to spoofing) matches the specified value and
mask, to use UNIX passwords at any time.

If no rules inopieaccess are matched, the default is to deny non-OPIE logins.

14.6. TCP Wrappers

Written by: Tom Rhodes.
B Hinetd(8) 1IN T EEE FEHTCP Wrapperss [E5 7Y - (EAR/ A BEE 2B A E R IREE Vi A
WE o R B NET & 207 JOR AR IR B RS - BESR > B kofE Rl AR R Bz - (EGAEEEE a0 « BT R EE
—BOUF BRI E 5 2 B0 - T TCPEERAN T LU EIE%: - BAHME L EE - LU BRIEAN » 3
HHELE T #TCP Wrapperde (i Thae » DL —L B RRE A R+ -
TCP Wrappers] LliEinetd A& A& (Flserver daemon #8&7ETCP Wrapper$l)ZEi2 2 F < iBIRTCP
Wrapperss fi /770 o] DL 55347 40 Bk(logging) ~ EIE— B U 4R AR KR E ~ 7] LLiEdaemonH #2572 A1 56,8
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AREEE o BRI T RE A B GRSt RT AR > (ETCP Wrappers FUg 3N T — g (R » =52 TR K
PRSI T

SR > FHTCP Wrappers/Tfi@ Btiig SRS 2 I fE - DNEZIR A EFH D JGRIEIT 2 © [BRZAE A TCP
Wrappersk B Kifif ~ AR % etk —hER A4 % BRA T LR ASIRME B L2l -

HE LR e i T B B inetd B SRBEY - B DABFIERE A0t 2 Mlinetd € —H7 -

1 BESRinetd(8) AT BN IR R I JE & £ EIEH) Fdaemonsy » {H— B3k » FATEE R 2 S HEIEA
Fdaemonsy » FEFAHEE A EFRKEFEE -

14.6.1. Initial Configuration

HEIEFreeBSDH# FITCP WrappergJih » R E M Einetd 7EEEIEF » T /etc/rc.conf B _E-ww i) 28]
BIWT » EEHEERSTERIE T - BEREFREHE B MUetc/hosts.allow FENE » {Esyslogd(8)h & 7E
FHtlog fEA » ZCERAHRBEEORL T AR -

7 FreeBSD HITCP Wrappers B AE 7 B E A (FZE R4t FAUTCP Wrappers Nk —1 » B fifFreeBSD 2 &8 5% 5
< F letc/hosts.deny » T — &4 i /etc/hosts.allow o

B i B A 7 =R 0 B B daemonfty EAR T i /etc/hosts.allow IR FE 2 RFFEIEAE - The default
configuration in FreeBSD is to allow a connection to everyndae started withinetd . Changing this will be
discussed only after the basic configuration is covered.

Basic configuration usually takes the formdalemon : address : action . Wheredaemon is the daemon name
whichinetd started. Theddress can be a valid hostname, an IP address or an IPv6 addressematdorackets
([D. The action field can be either allow or deny to grant onylaccess appropriately. Keep in mind that
configuration works off a first rule match semantic, meanirag the configuration file is scanned in ascending order
for a matching rule. When a match is found the rule is appliedithe search process will halt.

Several other options exist but they will be explained intarlaection. A simple configuration line may easily be
constructed from that information alone. For example, kmaPOP3 connections via theail/gpopper  daemon,
the following lines should be appendedasts.allow

# This line is required for POP3 connections:
gpopper : ALL : allow

b EHET 2% VHEFE Einetd o EHEETT AT LLAKIN(L) 84 0 BT [leteire.dlinetd
restart J ZR5EAL ©

14.6.2. Advanced Configuration

TCP Wrappers has advanced options too; they will allow forermntrol over the way connections are handled. In
some cases it may be a good idea to return a comment to ceostsidr daemon connections. In other cases, perhaps
a log file should be recorded or an email sent to the admitasti@ther situations may require the use of a service

for local connections only. This is all possible through tise of configuration options known a#idcards

expansion characters and external command execution.eXiéwp sections are written to cover these situations.
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14.6.2.1. External Commands

Suppose that a situation occurs where a connection shouldriied yet a reason should be sent to the individual
who attempted to establish that connection. How could itdree@ That action can be made possible by using the
twist option. When a connection attempt is magidst  will be called to execute a shell command or script. An
example already exists in thests.allow  file:

# The rest of the daemons are protected.
ALL : ALL \
. severity auth.info \
. twist /bin/echo "You are not welcome to use %d from %h."

This example shows that the message(ou are not allowed to usgaemon from hostname .”  will be returned for
any daemon not previously configured in the access file. Shegtremely useful for sending a reply back to the
connection initiator right after the established conr@tis dropped. Note that any message retumadtbe
wrapped in quoteé characters; there are no exceptions to this rule.

451t may be possible to launch a denial of service attack on the server if an attacker, or group of attackers
could flood these daemons with connection requests.

Another possibility is to use thepawn option in these cases. Likeist , thespawn implicitly denies the
connection and may be used to run external shell commandasiptss Unliketwist , spawn will not send a reply
back to the individual who established the connection. haample, consider the following configuration line:

# We do not allow connections from example.com:
ALL : .example.com \
. spawn (/bin/echo %a from %h attempted to access %d >> \
Ivar/log/connections.log) \
. deny

This will deny all connection attempts from theexample.com domain; simultaneously logging the hostname, IP
address and the daemon which they attempted to access/irath@y/connections.log file.

Aside from the already explained substitution characteove, e.g. %a, a few others exist. See the hosts_access(5)
manual page for the complete list.

14.6.2.2. Wildcard Options

Thus far theALL example has been used continuously throughout the exan@itlesr options exist which could
extend the functionality a bit further. For instangél. may be used to match every instance of either a daemon,
domain or an IP address. Another wildcard availablRARANOIDwhich may be used to match any host which
provides an IP address that may be forged. In other woedanoid may be used to define an action to be taken
whenever a connection is made from an IP address that diftersits hostname. The following example may shed
some more light on this discussion:

# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

In that example all connection requestséadmail which have an IP address that varies from its hostname will be
denied.
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& Using the PARANOIDmMay severely cripple servers if the client or server has a broken DNS setup.
Administrator discretion is advised.

To learn more about wildcards and their associated funalitgnsee the hosts_access(5) manual page.

Before any of the specific configuration lines above will wdHe first configuration line should be commented out
in hosts.allow . This was noted at the beginning of this section.

14.7. KerberosIV
Contributed by Mark Murray. Based on a contribution by Mar&pinz.

Kerberos is a network add-on system/protocol that allovesau® authenticate themselves through the services of a
secure server. Services such as remote login, remote @qyresinter-system file copying and other high-risk tasks
are made considerably safer and more controllable.

The following instructions can be used as a guide on how taséterberos as distributed for FreeBSD. However,
you should refer to the relevant manual pages for a compéstergbtion.

14.7.1. Installing KerberosIV

Kerberos is an optional component of FreeBSD. The easigstaiastall this software is by selecting theb4 or
krb5 distribution insysinstallduring the initial installation of FreeBSD. This will ingtthe “eBone$
(KerberoslV) or “Heimdal’ (Kerberos5) implementation of Kerberos. These implentantaare included
because they are developed outside the USA/Canada andhusravailable to system owners outside those
countries during the era of restrictive export controls pyptographic code from the USA.

Alternatively, the MIT implementation of Kerberos is awdile from the Ports Collection ascurity/krb5

14.7.2. Creating the Initial Database

This is done on the Kerberos server only. First make sureytiiatio not have any old Kerberos databases around.
You should change to the directaktc/kerberoslV and check that only the following files are present:

# cd /etc/kerberoslV
# Is
README krb.conf krb.realms

If any additional files (such gsincipal. * Or master_key ) exist, then use thiedb_destroy command to
destroy the old Kerberos database, or if Kerberos is notingisimply delete the extra files.

You should now edit thérb.conf ~ andkrb.reaims  files to define your Kerberos realm. In this case the realm will
be EXAMPLE.COMNd the server igrunt.example.com . We edit or create thieb.conf file:

# cat krb.conf

EXAMPLE.COM

EXAMPLE.COM grunt.example.com admin server
CS.BERKELEY.EDU okeeffe.berkeley.edu
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ATHENA.MIT.EDU kerberos.mit.edu
ATHENA.MIT.EDU kerberos-1.mit.edu
ATHENA.MIT.EDU kerberos-2.mit.edu
ATHENA.MIT.EDU kerberos-3.mit.edu
LCS.MIT.EDU kerberos.lcs.mit.edu
TELECOM.MIT.EDU bitsy.mit.edu
ARC.NASA.GOV trident.arc.nasa.gov

In this case, the other realms do not need to be there. Théyeaeeas an example of how a machine may be made
aware of multiple realms. You may wish to not include themdianplicity.

The first line names the realm in which this system works. Ttherines contain realm/host entries. The first item
on aline is a realm, and the second is a host in that realmglzating as a “key distribution centér . The words
admin server following a host's name means that host also provides anradtrative database server. For further
explanation of these terms, please consult the Kerberosahpages.

Now we have to addrunt.example.com  to theEXAMPLE.COMealm and also add an entry to put all hosts in the
.example.com domain in theEXAMPLE.COMealm. Thekrb.realms  file would be updated as follows:

# cat krb.realms

grunt.example.com EXAMPLE.COM
.example.com EXAMPLE.COM
.berkeley.edu CS.BERKELEY.EDU
.MIT.EDU ATHENA.MIT.EDU
.mit.edu ATHENA.MIT.EDU

Again, the other realms do not need to be there. They are bene example of how a machine may be made aware
of multiple realms. You may wish to remove them to simplifintys.

The first line puts thepecificsystem into the named realm. The rest of the lines show howfatt systems of a
particular subdomain to a named realm.

Now we are ready to create the database. This only needs tmrtire Kerberos server (or Key Distribution Center).
Issue thekdb_init  command to do this:

# kdb_init

Realm name [default ATHENA.MIT.EDU ]: EXAMPLE.COM

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter Kerberos master key:

Now we have to save the key so that servers on the local machingick it up. Use thistash command to do this:
# kstash

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!

This saves the encrypted master passworétirkerberoslV/master_key
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14.7.3. Making It All Run

Two principals need to be added to the databasedohsystem that will be secured with Kerberos. Their names are
kpasswd andrcmd . These two principals are made for each system, with thanestbeing the name of the
individual system.

These daemonkpasswdandrcmd allow other systems to change Kerberos passwords and rumaods like
rcp(1), rlogin(1) and rsh(1).

Now let us add these entries:

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.
Master key entered. BEWARE!

Previous or default values are in [brackets] ,

enter return to leave the same, or new value.

Principal name: passwd
Instance: grunt

<Not found>, Create [y] ? y

Principal: passwd, Instance: grunt, kdc_key ver: 1
New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ? vy

Principal's new key version = 1

Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( *5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.

Principal name: rcmd

Instance: grunt

<Not found>, Create [y] ?

Principal: rcmd, Instance: grunt, kdc_key ver: 1

New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ?

Principal's new key version = 1
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Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( *5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.

Principal name: <---- null entry here will cause an exit

14.7.4. Creating the Server File

We now have to extract all the instances which define the ses\wan each machine. For this we usedktesrvtab
command. This will create a file which must be copied or mdwedecure mearts each Kerberos client’'s
letc/kerberosIV directory. This file must be present on each server and ¢hetis crucial to the operation of
Kerberos.

# ext_srvtab grunt
Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Generating 'grunt-new-srvtab’....

Now, this command only generates a temporary file which meisehamed tervtab  so that all the servers can
pick it up. Use the mv(1) command to move it into place on thgioal system:

# mv grunt-new-srvtab srvtab

If the file is for a client system, and the network is not deeisege, then copy thel i ent -new-srvtab  to
removable media and transport it by secure physical meansul to rename it tarvtab  in the client’s
letc/kerberosIV directory, and make sure it is mode 600:

# mv grumble-new-srvtab srvtab
# chmod 600 srvtab

14.7.5. Populating the Database

We now have to add some user entries into the database.dfitst treate an entry for the ugare . Use the
kdb_edit command to do this:

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.
Master key entered. BEWARE!

Previous or default values are in [brackets] ,

enter return to leave the same, or new value.

Principal name: jane
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Instance:
<Not found>, Create [y] ? y

Principal: jane, Instance: , kdc_key ver: 1
New Password: <---- enter a secure password here
Verifying password

New Password: <---- re-enter the password here

Principal's new key version = 1

Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( *5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.

Principal name: <---- null entry here will cause an exit

14.7.6. Testing It All Out

First we have to start the Kerberos daemons. Note that if e borrectly edited youetc/rc.conf then this
will happen automatically when you reboot. This is only resaey on the Kerberos server. Kerberos clients will
automatically get what they need from tleec/kerberosIV directory.

# kerberos &

Kerberos server starting

Sleep forever on error

Log file is /var/log/kerberos.log

Current Kerberos master key version is 1.

Master key entered. BEWARE!

Current Kerberos master key version is 1

Local realm: EXAMPLE.COM

# kadmind -n &

KADM Server KADMO.0A initializing

Please do not use ’kill -9’ to kill this job, use a
regular kill instead

Current Kerberos master key version is 1.

Master key entered. BEWARE!

Now we can try using thkinit command to get a ticket for the Ifane that we created above:
% kinit jane

MIT Project Athena (grunt.example.com)

Kerberos Initialization for "jane"

Password:

Try listing the tokens usinglist  to see if we really have them:

% Klist
Ticket file: /tmp/tkt245
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Principal: jane@EXAMPLE.COM

Issued Expires Principal
Apr 30 11:23:22 Apr 30 19:23:22 krbtgt. EXAMPLE.COM@EXAMPL E.COM

Now try changing the password using passwd(1) to check ikplesswddaemon can get authorization to the
Kerberos database:

% passwd

realm EXAMPLE.COM
Old password for jane:
New Password for jane:
Verifying password
New Password for jane:
Password changed.

14.7.7. Adding su Privileges

Kerberos allows us to giveachuser who needsot privileges their owrseparatesu(1) password. We could now
add an ID which is authorized to su(1)rmt . This is controlled by having an instanceroét associated with a
principal. Usingkdb_edit we can create the entjgne.root  in the Kerberos database:

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.
Master key entered. BEWARE!

Previous or default values are in [brackets] ,

enter return to leave the same, or new value.

Principal name: jane
Instance: root

<Not found>, Create [y] ? vy

Principal: jane, Instance: root, kdc_key ver: 1

New Password: <---- enter a SECURE password here
Verifying password

New Password: <---- re-enter the password here

Principal's new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( *5 minutes) [ 255 ] ? 12 <--- Keep this short!

Attributes [ 0 ] ?

Edit O.K.

Principal name: <---- null entry here will cause an exit
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Now try getting tokens for it to make sure it works:
# Kkinit jane.root

MIT Project Athena (grunt.example.com)

Kerberos Initialization for "jane.root"

Password:

Now we need to add the userrmot ’'s .klogin  file:

# cat /root/.klogin
jane.root@EXAMPLE.COM

Now try doing the su(1):

% su
Password:

and take a look at what tokens we have:

# Kklist
Ticket file: /tmpl/tkt_root_245
Principal: jane.root@EXAMPLE.COM
Issued Expires Principal

May 2 20:43:12 May 3 04:43:12 krbtgt. EXAMPLE.COM@EXAMPLE. COM

14.7.8. Using Other Commands

In an earlier example, we created a principal cajé@@ with an instanceoot . This was based on a user with the
same name as the principal, and this is a Kerberos defaattattprincipal>.<instance> of the form
<username>.root  will allow that <username> to su(1) toroot if the necessary entries are in thégin ~ file in
root 's home directory:

# cat /root/.klogin
jane.root@EXAMPLE.COM

Likewise, if a user has in their own home directory lines @& form:

% cat ~/.klogin
jane@EXAMPLE.COM
jack@EXAMPLE.COM

This allows anyone in thEXAMPLE.COMealm who has authenticated themselvegias orjack (viakinit , see
above) to access jane ’'s account or files on this systergr(nt ) via rlogin(1), rsh(1) or rcp(1).

For examplejane now logs into another system using Kerberos:

% kinit

MIT Project Athena (grunt.example.com)

Password:

% rlogin grunt

Last login: Mon May 1 21:14:47 from grumble

Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
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The Regents of the University of California.  All rights rese rved.
FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1 995

Orjack logs intojane 's account on the same machijengé having set up theklogin  file as above, and the
person in charge of Kerberos having set up prindigek with a null instance):

% Kinit
% rlogin grunt -l jane
MIT Project Athena (grunt.example.com)
Password:
Last login: Mon May 1 21:16:55 from grumble
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California.  All rights rese rved.
FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1 995

14.8. Kerberos5

Contributed by Tillman Hodgson. Based on a contribution tarivMurray.

Every FreeBSD release beyond FreeBSD-5.1 includes supplgrfor Kerberos5. HenceKerberos5is the only
version included, and its configuration is similar in mangexgs to that oKerberoslIV. The following information
only applies tdKerberos5in post FreeBSD-5.0 releases. Users who wish to usEéhieeroslV package may
install thesecurity/krb4 port.

Kerberosis a network add-on system/protocol that allows users themiicate themselves through the services of a
secure server. Services such as remote login, remote @qyesinter-system file copying and other high-risk tasks
are made considerably safer and more controllable.

Kerberos can be described as an identity-verifying proxy systematt&lso be described as a trusted third-party
authentication systenerberos provides only one function-the secure authentication of users on the network. It
does not provide authorization functions (what users dogvel to do) or auditing functions (what those users did).
After a client and server have uskdrberos to prove their identity, they can also encrypt all of their
communications to assure privacy and data integrity asdgbeabout their business.

Therefore it is highly recommended thétrberos be used with other security methods which provide authtioza
and audit services.

The following instructions can be used as a guide on how tagsEerberos as distributed for FreeBSD. However,
you should refer to the relevant manual pages for a compésergbtion.

For purposes of demonstratind<arberos installation, the various name spaces will be handled é®s!

- The DNS domain (“zon€’ ) will be example.org.

- TheKerberos realm will be EXAMPLE.ORG.

7E: Please use real domain names when setting up Kerberos even if you intend to run it internally. This avoids
DNS problems and assures inter-operation with other Kerberos realms.
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14.8.1. History

Kerberos was created by MIT as a solution to network security problérheKerberos protocol uses strong
cryptography so that a client can prove its identity to asefand vice versa) across an insecure network connection.

Kerberos is both the name of a network authentication protocol anddggctive to describe programs that
implement the progrankgrberos telnet, for example). The current version of the protocekssion 5, described in
RFC 1510.

Several free implementations of this protocol are availabbvering a wide range of operating systems. The
Massachusetts Institute of Technology (MIT), whiexberos was originally developed, continues to develop their
Kerberos package. It is commonly used in the US as a cryptography ptods such it has historically been affected
by US export regulations. The MIRerberosis available as a porsécurity/krb5 ). HeimdalKerberosis another
version 5 implementation, and was explicitly developediulg of the US to avoid export regulations (and is thus
often included in non-commercial UNIX variants). The HemhKerberos distribution is available as a port
(security/heimdal ), and a minimal installation of it is included in the basedB&D install.

In order to reach the widest audience, these instructiocgaes the use of the Heimdal distribution included in
FreeBSD.

14.8.2. Setting up a Heimdal KDC

The Key Distribution Center (KDC) is the centralized autlieation service thaerberos provides—it is the
computer that issudéerberos tickets. The KDC is considered'trusted by all other computers in thiéerberos
realm, and thus has heightened security concerns.

Note that while running th&erberos server requires very few computing resources, a dedicasathime acting
only as a KDC is recommended for security reasons.

To begin setting up a KDC, ensure that yéetc/rc.conf file contains the correct settings to act as a KDC (you
may need to adjust paths to reflect your own system):

kerberos5_server_enable="YES"
kadmind5_server_enable="YES"
kerberos_stash="YES"

7E£: The kerberos_stash is only available in FreeBSD 4.X.

Next we will set up youKerberos config file, /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.ORG
[realms]
EXAMPLE.ORG = {
kdc = kerberos.example.org
admin_server = kerberos.example.org
}
[domain_realm]
.example.org = EXAMPLE.ORG

346



HA FRLE

Note that thigetc/krb5.conf file implies that your KDC will have the fully-qualified hostme of
kerberos.example.org . You will need to add a CNAME (alias) entry to your zone file twamplish this if your
KDC has a different hostname.

#E: For large networks with a properly configured BIND DNS server, the above example could be trimmed to:

[libdefaults]
default_realm = EXAMPLE.ORG

With the following lines being appended to the example.org  zonefile:

_kerberos._udp IN SRV 01 00 88 kerberos.example.org.
_kerberos._tcp IN SRV 01 00 88 kerberos.example.org.
_kpasswd._udp IN SRV 01 00 464 kerberos.example.org.
_kerberos-adm._tcp IN SRV 01 00 749 kerberos.example.org.
_kerberos IN  TXT EXAMPLE.ORG

7E: For clients to be able to find the Kerberos services, you must have either a fully configured /etc/krb5.conf
or a miminally configured /etc/krb5.conf and a properly configured DNS server.

Next we will create th&erberos database. This database contains the keys of all prin@palypted with a master
password. You are not required to remember this passwoxil| lie stored in a file frar/heimdal/m-key ). To
create the master key, ratash and enter a password.

Once the master key has been created, you can initializeatiabase using thedmin program with thel option
(standing for “local” ). This option instructgadmin to modify the database files directly rather than going tghou
thekadmind network service. This handles the chicken-and-egg problemnying to connect to the database before
it is created. Once you have tkedmin prompt, use th&it command to create your realms initial database.

Lastly, while still inkadmin , create your first principal using tkeeld command. Stick to the defaults options for the
principal for now, you can always change them later withrtleelify command. Note that you can use the
command at any prompt to see the available options.

A sample database creation session is shown below:

# kstash

Master key:  xxxxxxxx

Verifying password - Master key: XXXXXXXX
# kadmin -l

kadmin> init EXAMPLE.ORG

Realm max ticket life [unlimited]:

kadmin> add tillman

Max ticket life [unlimited]:

Max renewable life [unlimited]:

Attributes []:

Password:  xxxxxxxx

Verifying password - Password: XXXXXXXX
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Now it is time to start up the KDC services. Rigtc/rc.d/kerberos start and/etc/rc.d/kadmind

start  to bring up the services. Note that you will not have any kerdeel daemons running at this point but you
should be able to confirm the that the KDC is functioning byaaiihg and listing a ticket for the principal (user) that
you just created from the command-line of the KDC itself:

% K5init tillman
tilman@EXAMPLE.ORG’s Password:

% k5list
Credentials cache: FILE: ftmp/krb5cc_500
Principal: tillman@EXAMPLE.ORG
Issued Expires Principal

Aug 27 15:37:58 Aug 28 01:37:58 krbtgt/EXAMPLE.ORG@EXAMPL E.ORG

14.8.3. Kerberos enabling a server with Heimdal services

First, we need a copy of theerberos configuration file/etc/krb5.conf . To do so, simply copy it over to the
client computer from the KDC in a secure fashion (using nekwailities, such as scp(1), or physically via a floppy
disk).

Next you need detc/krb5.keytab file. This is the major difference between a server providegoeros

enabled daemons and a workstatiothe server must havekaytab file. This file contains the servers host key,
which allows it and the KDC to verify each others identityritist be transmitted to the server in a secure fashion, as
the security of the server can be broken if the key is madei@uittis explicitly means that transferring it via a clear
text channel, such as FTP, is a very bad idea.

Typically, you transfer to theeytab to the server using theadmin program. This is handy because you also need
to create the host principal (the KDC end of #1e5.keytab ) usingkadmin .

Note that you must have already obtained a ticket and thatittkiet must be allowed to use thkedmin interface in
thekadmind.acl . See the section titled‘Remote administration in the Heimdal info pagesrfo heimdal )
for details on designing access control lists. If you do nabitto enable remoteadmin access, you can simply
securely connect to the KDC (via local console, ssh(lenberos telnet(1)) and perform administration locally
usingkadmin -

After installing the/etc/krb5.conf file, you can us&admin from theKerberos server. Theadd
--random-key command will let you add the servers host principal, ancettecommand will allow you to extract
the servers host principal to its own keytab. For example:

# kadmin

kadmin> add --random-key host/myserver.example.org
Max ticket life [unlimited]:

Max renewable life [unlimited]:

Attributes []:

kadmin> ext host/myserver.example.org

kadmin> exit

Note that theext command (short for “extract’ ) stores the extracted key letc/krb5.keytab by default.
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If you do not havekadmind running on the KDC (possibly for security reasons) and trausat have access to
kadmin remotely, you can add the host principabgt/myserver. EXAMPLE.ORG ) directly on the KDC and then

extract it to a temporary file (to avoid over-writing thegc/krb5.keytab on the KDC) using something like this:
# kadmin
kadmin> ext --keytab=/tmp/example.keytab host/myserver.exampl e.org

kadmin> exit

You can then securely copy the keytab to the server compusgérgscp or a floppy, for example). Be sure to specify
a non-default keytab name to avoid over-writing the keytathe KDC.

At this point your server can communicate with the KDC (du#garb5.conf  file) and it can prove its own
identity (due to thérb5.keytab  file). It is now ready for you to enable soriferberos services. For this example
we will enable theelnet  service by putting a line like this into youstc/inetd.conf and then restarting the
inetd(8) service withetc/rc.d/inetd restart :

telnet stream tcp nowait root /usr/libexec/telnetd telnet d -a user

The critical bit is that thea (for authentication) type is set to user. Consult the tel{@tmanual page for more
details.

14.8.4. Kerberos enabling a client with Heimdal

Setting up a client computer is almost trivially easy. AsdaKerberos configuration goes, you only need the
Kerberos configuration file, located d#tc/krb5.conf . Simply securely copy it over to the client computer from
the KDC.

Test your client computer by attempting to kset , klist , andkdestroy  from the client to obtain, show, and
then delete a ticket for the principal you created above.sfwuld also be able to ug@rberos applications to
connect tKerberos enabled servers, though if that does not work and obtaintitket does the problem is likely
with the server and not with the client or the KDC.

When testing an application likelnet |, try using a packet sniffer (such as tcpdump(1)) to confirat ylour
password is not sent in the clear. Try usiapet  with the-x option, which encrypts the entire data stream (similar
tossh).

The coreKerberos client applications (traditionally namédhit , klist , kdestroy , andkpasswd ) are installed
in the base FreeBSD install. Note that FreeBSD versions fwib.0 renamed them t&init  , k5list
k5destroy , kSpasswd , andk5stash  (though it is typically only used once).

Various non-coré&erberos client applications are also installed by default. This feve the “minimal” nature of
the base Heimdal installation is feléinet  is the onlyKerberos enabled service.

The Heimdal port adds some of the missing client applicatigerberos enabled versions dfp , rsh , rcp ,
rlogin , and a few other less common programs. The MIT port also amafull suite ofKerberos client
applications.

14.8.5. User configuration files:  .kslogin  and .k5users

Users within a realm typically have thdderberos principal (such asiliman@EXAMPLE.ORG ) mapped to a local
user account (such as a local account natitiechkn ). Client applications such asinet usually do not require a
user name or a principal.
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Occasionally, however, you want to grant access to a loelarcount to someone who does not have a matching
Kerberos principal. For examplgijllman@EXAMPLE.ORG may need access to the local user account
webdevelopers . Other principals may also need access to that local account

The k5login  and.k5users files, placed in a users home directory, can be used simiptmwerful combination
of .hosts and.rhosts , solving this problem. For example, ifkblogin  with the following contents:

tillman@example.org
jdoe@example.org

Were to be placed into the home directory of the local wssbrdevelopers  then both principals listed would have
access to that account without requiring a shared password.

Reading the manual pages for these commands is recommétmtedhat theksu manual page coverksusers

14.8.6. Kerberos Tips, Tricks, and Troubleshooting

- When using either the Heimdal or MRerberos ports ensure that yolATHenvironment variable lists the
Kerberos versions of the client applications before the system vessi

- Do all the computers in your realm have synchronized timénggst? If not, authentication may fajtU 27.1187
describes how to synchronize clocks using NTP.

- MIT and Heimdal inter-operate nicely. Except fadmin , the protocol for which is not standardized.

- If you change your hostname, you also need to changehmstir principal and update your keytab. This also
applies to special keytab entries like thew/ principal used for Apacheww/mod_auth_kerb

- All hosts in your realm must be resolvable (both forwards @werse) in DNS (ofetc/hosts ~ as a minimum).
CNAMEs will work, but the A and PTR records must be correct anplace. The error message is not very
intuitive: Kerberos5 refuses authentication because Read req failed: Key table entry not
found .

- Some operating systems that may being acting as clientsuto§dC do not set the permissions ficsu to be
setuidroot . This means thatsu does not work, which is a good security idea but annoyings ot a KDC
error.

- With MIT Kerberos, if you want to allow a principal to have a ticket life longéan the default ten hours, you
must usenodify_principal in kadmin to change the maxlife of both the principal in question arekthtgt
principal. Then the principal can use the option withkinit  to request a ticket with a longer lifetime.

#E: If you run a packet sniffer on your KDC to add in troubleshooting and then run kinit ~ from a workstation, you
will notice that your TGT is sent immediately upon running kinit ~ —even before you type your password! The
explanation is that the Kerberos server freely transmits a TGT (Ticket Granting Ticket) to any unauthorized
request; however, every TGT is encrypted in a key derived from the user’s password. Therefore, when a user
types their password it is not being sent to the KDC, it is being used to decrypt the TGT that kinit ~ already
obtained. If the decryption process results in a valid ticket with a valid time stamp, the user has valid Kerberos
credentials. These credentials include a session key for establishing secure communications with the
Kerberos server in the future, as well as the actual ticket-granting ticket, which is actually encrypted with the
Kerberos server’'s own key. This second layer of encryption is unknown to the user, but it is what allows the
Kerberos server to verify the authenticity of each TGT.
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- If you want to use long ticket lifetimes (a week, for examgayl you are usin@penSSHto connect to the
machine where your ticket is stored, make sure eaberos TicketCleanup is set tono in your sshd_config
or else your tickets will be deleted when you log out.

- Remember that host principals can have a longer tickeirtiteis well. If your user principal has a lifetime of a
week but the host you are connecting to has a lifetime of nied) you will have an expired host principal in
your cache and the ticket cache will not work as expected.

- When setting up arb5.dict  file to prevent specific bad passwords from being used (thaiedgrage for
kadmind covers this briefly), remember that it only applies to pnirats that have a password policy assigned to
them. Thekrb5.dict  files format is simple: one string per line. Creating a syrnthotk to
lusr/share/dict/words might be useful.

14.8.7. Differences with the MIT port

The major difference between the MIT and Heimdal installatess to thekadmin program which has a different
(but equivalent) set of commands and uses a different pobt®his has a large implications if your KDC is MIT as
you will not be able to use the Heimdadmin program to administer your KDC remotely (or vice versa, fatt
matter).

The client applications may also take slightly differentgnand line options to accomplish the same tasks.
Following the instructions on the MIKerberos web site (http://web.mit.edu/Kerberos/wwwy/) is recomishexh Be
careful of path issues: the MIT port installs iritsr/local/ by default, and the “normal’ system applications
may be run instead of MIT if youPATHenvironment variable lists the system directories first.

7E£: With the MIT security/krb5 port that is provided by FreeBSD, be sure to read the
Jusr/local/share/doc/krb5/README.FreeBSD file installed by the port if you want to understand why logins
viatelnetd and klogind behave somewhat oddly. Most importantly, correcting the “incorrect permissions on
cache file” behavior requires that the login.krb5 binary be used for authentication so that it can properly
change ownership for the forwarded credentials.

14.8.8. Mitigating limitations found in Kerberos

14.8.8.1. Kerberos is an all-or-nothing approach

Every service enabled on the network must be modified to waittk erberos (or be otherwise secured against
network attacks) or else the users credentials could berstoid re-used. An example of this wouldKeerberos
enabling all remote shells (viah andtelnet , for example) but not converting the POP3 mail server whesids
passwords in plain text.
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14.8.8.2. Kerberos is intended for single-user workstatio ns

In a multi-user environmenkerberos is less secure. This is because it stores the tickets ifntipe directory,
which is readable by all users. If a user is sharing a compuithrseveral other people simultaneously (i.e.
multi-user), it is possible that the user’s tickets can loéest (copied) by another user.

This can be overcome with the filename command-line option or (preferably) #iRBSCCNAMENvironment
variable, but this is rarely done. In principal, storing tloéet in the users home directory and using simple file
permissions can mitigate this problem.

14.8.8.3. The KDC is a single point of failure

By design, the KDC must be as secure as the master passwalzhdatis contained on it. The KDC should have
absolutely no other services running on it and should beipa§g secured. The danger is high becalseberos
stores all passwords encrypted with the same key (theaster key), which in turn is stored as a file on the KDC.

As a side note, a compromised master key is not quite as batkawnight normally fear. The master key is only used
to encrypt theKerberos database and as a seed for the random number generatorgfaslaccess to your KDC is
secure, an attacker cannot do much with the master key.

Additionally, if the KDC is unavailable (perhaps due to a i@g¢nf service attack or network problems) the network
services are unusable as authentication can not be pedoemecipe for a denial-of-service attack. This can
alleviated with multiple KDCs (a single master and one orerglaves) and with careful implementation of
secondary or fall-back authentication (PAM is excellemttfas).

14.8.8.4. Kerberos Shortcomings

Kerberos allows users, hosts and services to authenticate betwesrs#ives. It does not have a mechanism to

authenticate the KDC to the users, hosts or services. Thamsgthat a trojannednit  (for example) could record
all user names and passwords. Somethingdécirity/tripwire or other file system integrity checking tools
can alleviate this.

14.8.9. Resources and further information

- TheKerberos FAQ (http://www.fags.org/fags/Kerberos-fag/genenadgmble.html)
- Designing an Authentication System: a Dialog in Four Scéhtip://web.mit.edu/Kerberos/wwwi/dialogue.html)

- RFC 1510, The&erberos Network Authentication Service (V5)
(http://www.ietf.org/rfc/rfc1510.txt?number=1510)

- MIT Kerberos home page (http://web.mit.edu/Kerberos/wwwy/)
- HeimdalKerberos home page (http://www.pdc.kth.se/heimdal/)
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14.9. OpenSSL
Written by: Tom Rhodes.

One feature that many users overlook is @@enSSLtoolkit included in FreeBSDOpenSSLprovides an
encryption transport layer on top of the normal commundgatilayer; thus allowing it to be intertwined with many
network applications and services.

Some uses dDpenSSLmay include encrypted authentication of mail clients, webda transactions such as credit
card payments and more. Many ports suckvag/apachel3-ssl , andmail/sylpheed-claws will offer
compilation support for building wit®penSSL

7E£: In most cases the Ports Collection will attempt to build the security/openss! port unless the
WITH_OPENSSL_BASHEnake variable is explicitly set to  “yes” .

The version oDpenSSLincluded in FreeBSD supports Secure Sockets Layer v2/VB&ESSLv3), Transport
Layer Security v1 (TLSv1) network security protocols and ba used as a general cryptographic library.

7. While OpenSSL supports the IDEA algorithm, it is disabled by default due to United States patents. To use it,
the license should be reviewed and, if the restrictions are acceptable, the MAKE_IDEAvariable must be set in
make.conf .

One of the most common uses@penSSLis to provide certificates for use with software applicasiofihese
certificates ensure that the credentials of the companydaridtual are valid and not fraudulent. If the certificate in
question has not been verified by one of the sevei@krtificate Authorities , or CAs, a warning is usually

produced. A Certificate Authority is a company, such as \igrighttp://www.verisign.com), which will sign

certificates in order to validate credentials of individuat companies. This process has a cost associated with it and
is definitely not a requirement for using certificates; hogreit can put some of the more paranoid users at ease.

14.9.1. Generating Certificates

To generate a certificate, the following command is avaglabl

# openssl req -new -nodes -out req.pem -keyout cert.pem
Generating a 1024 bit RSA private key
++++++

You are about to be asked to enter information that will be inc orporated
into your certificate request.
What you are about to enter is what is called a Distinguished N ame or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]: us
State or Province Name (full name) [Some-State]: PA
Locality Name (eg, city) [J: Pi tt sbur gh
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Organization Name (eg, company) [Internet Widgits Pty Ltd] : My Conpany
Organizational Unit Name (eg, section) [J: Syst ems Adni ni strat or

Common Name (eg, YOUR name) []: I ocal host.exanple.org

Email Address []: t r hodes @ eeBSD. or g

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []: SOVE PASSWORD
An optional company name []: Anot her Name

Notice the response directly after thetCommon Namé prompt shows a domain name. This prompt requires a
server name to be entered for verification purposes; plaiything but a domain name would yield a useless
certificate. Other options, for instance expire time, alée encryption algorithms, etc. are available. A compiste
may be obtained by viewing the openssl(1) manual page.

Two files should now exist in the directory in which the afomtioned command was issued. The certificate
requestreq.pem , may be sent to a certificate authority who will validate thedentials that you entered, sign the
request and return the certificate to you. The second fildedtesill be namedert.pem and is the private key for

the certificate and should be protected at all costs; if tills in the hands of others it can be used to impersonate you
(or your server).

In cases where a signature from a CA is not required, a selédigertificate can be created. First, generate the RSA
key:

# openssl dsaparam -rand -genkey -out myRSA.key 1024

Next, generate the CA key:

# openssl gendsa -des3 -out myca.key myRSA.key

Use this key to create the certificate:

# openssl req -new -x509 -days 365 -key mycakey -out new.crt

Two new files should appear in the directory: a certificathauity signature filemyca.key and the certificate itself,
new.crt . These should be placed in a directory, preferably uraer , which is readable only byoot .
Permissions of 0700 should be fine for this and they can beiethve chmod utility.

14.9.2. Using Certificates, an Example

So what can these files do? A good use would be to encrypt cbongto theSendmailMTA. This would dissolve
the use of clear text authentication for users who send rieathe local MTA.

7E£: This is not the best use in the world as some MUAs will present the user with an error if they have not
installed the certificate locally. Refer to the documentation included with the software for more information on
certificate installation.

The following lines should be placed inside the locad file:

dnl SSL Options
define('confCACERT_PATH’,'/etc/certs’)dnl
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define('confCACERT’,'/etc/certs/new.crt’)dnl
define(‘confSERVER_CERT’,'/etc/certs/new.crt’)dnl
define('confSERVER_KEY’,'/etc/certs/myca.key’)dnl
define(‘confTLS_SRV_OPTIONS’, ‘V')dnl

Where/etc/certs/ is the directory to be used for storing the certificate andfitey locally. The last few
requirements are a rebuild of the locél file. This is easily achieved by typingake i nst al | within the
letc/mail  directory. Follow that up witimake r est art which should start th&endmaildaemon.

If all went well there will be no error messages in thar/log/maillog file andSendmailwill show up in the
process list.

For a simple test, simply connect to the mail server usindahmet(1) utility:

# telnet  exanpl e.com 25
Trying 192.0.34.166...
Connected to  example.com .
Escape character is "]

220 example.com ESMTP Sendmail 8.12.10/8.12.10; Tue, 31 Aug 2004 03:41:22 - 0400 (EDT)
ehlo exanpl e. com
250-example.com Hello example.com [192.0.34.166], pleas ed to meet you

250-ENHANCEDSTATUSCODES
250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH LOGIN PLAIN
250-STARTTLS

250-DELIVERBY

250 HELP

quit

221 2.0.0 example.com closing connection
Connection closed by foreign host.

Ifthe “STARTTLS’ line appears in the output then everything is working cdlyec

14.10. VPN over IPsec
Written by Nik Clayton.

Creating a VPN between two networks, separated by the kettausing FreeBSD gateways.

14.10.1. Understanding IPsec
Written by Hiten M. Pandya.

This section will guide you through the process of settindRgec, and to use it in an environment which consists of
FreeBSD and/licrosoft Windows 2000/XPmachines, to make them communicate securely. In order tgpset
IPsec, it is necessary that you are familiar with the coreepbuilding a custom kernel (sedJ 8 ).
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IPsecis a protocol which sits on top of the Internet Protocol (H)dr. It allows two or more hosts to communicate
in a secure manner (hence the name). The FreeBSD IPsetwork stack is based on the KAME
(http://www.kame.net/) implementation, which has supfarboth protocol families, IPv4 and IPv6.

7E: FreeBSD 5.X contains a “hardware accelerated” IPsec stack, known as “Fast IPsec” , that was obtained
from OpenBSD. It employs cryptographic hardware (whenever possible) via the crypto(4) subsystem to optimize
the performance of IPsec. This subsystem is new, and does not support all the features that are available in the
KAME version of IPsec. However, in order to enable hardware-accelerated IPsec, the following kernel option has
to be added to your kernel configuration file:

options FAST_IPSEC # new IPsec (cannot define w/ IPSEC)

Note, that it is not currently possible to use the “Fast IPsec” subsystem in lue with the KAME implementation
of IPsec. Consult the fast_ipsec(4) manual page for more information.

IPsec consists of two sub-protocols:

- Encapsulated Security Payload (ESPijotects the IP packet data from third party interferebgeencrypting the
contents using symmetric cryptography algorithms (likevidish, 3DES).

- Authentication Header (AKprotects the IP packet header from third party interfeeearad spoofing, by
computing a cryptographic checksum and hashing the IP paelaeler fields with a secure hashing function. This
is then followed by an additional header that contains tiehh allow the information in the packet to be
authenticated.

ESP and AH can either be used together or separately, degeoaihe environment.

IPsec can either be used to directly encrypt the traffic betvte@o hosts (known akransport Modg or to build
“virtual tunnelS between two subnets, which could be used for secure comationidetween two corporate

networks (known agunnel Modg The latter is more commonly known a®/atual Private Network (VPN)The

ipsec(4) manual page should be consulted for detailedrimdtion on the IPsec subsystem in FreeBSD.

To add IPsec support to your kernel, add the following opstitanyour kernel configuration file:

options IPSEC #IP security
options IPSEC_ESP #IP security (crypto; define w/ IPSEC)

If IPsec debugging support is desired, the following keoplon should also be added:

options IPSEC_DEBUG #debug for IP security

14.10.2. The Problem

There is no standard for what constitutes a VPN. VPNs can pieimented using a number of different
technologies, each of which have their own strengths andtmesszes. This section presents a scenario, and the
strategies used for implementing a VPN for this scenario.
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14.10.3. The Scenario: Two networks, connected to the Inter net, to behave as one

The premise is as follows:

- You have at least two sites

- Both sites are using IP internally

- Both sites are connected to the Internet, through a gatdvedystrunning FreeBSD.
- The gateway on each network has at least one public IP address

- The internal addresses of the two networks can be publicieaiterlP addresses, it does not matter. You can be
running NAT on the gateway machine if necessary.

- The internal IP addresses of the two netwathsot collide While | expect it is theoretically possible to use a
combination of VPN technology and NAT to get this to work, pext it to be a configuration nightmare.

If you find that you are trying to connect two networks, bothwiiich, internally, use the same private IP address
range (e.g. both of them ug62.168.1.x ), then one of the networks will have to be renumbered.

The network topology might look something like this:

**********
Network #1 | WIin9x/NT/2K |  Private Net, 192.168.1.2-254

,,,,,,,,,,

fxpl  Private IR 192.168.1.1

fxp0  PubliclP, A.B.C.D

Internet

fxp0  PubliclP, W.X.Y.Z

FreeBSD

fxpl  Private IR 192.168.2.1

Network #2 | WIin9x/NT/2K |  Private Net, 192.168.2.2-254

,,,,,,,,,,

Notice the two public IP addresses. | will use the lettereferto them in the rest of this article. Anywhere you see
those letters in this article, replace them with your ownljul® addresses. Note also that internally, the two
gateway machines have .1 IP addresses, and that the tworkstwave different private IP address&82,168.1.x
and192.168.2.x  respectively). All the machines on the private networksehiawen configured to use thie

machine as their default gateway.

The intention is that, from a network point of view, each natwshould view the machines on the other network as
though they were directly attached the same router -- abdightly slow router with an occasional tendency to drop
packets.

This means that (for example), machir®2.168.1.20  should be able to run
ping 192.168.2.34

and have it work, transparently. Windows machines shoulalideto see the machines on the other network, browse
file shares, and so on, in exactly the same way that they cavsbnmachines on the local network.

And the whole thing has to be secure. This means that traffiedsn the two networks has to be encrypted.
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Creating a VPN between these two networks is a multi-stepga® The stages are as follows:

1. Create a “virtual” network link between the two networks, across the Inteffett it, using tools like ping(8),
to make sure it works.

2. Apply security policies to ensure that traffic betweentthe networks is transparently encrypted and decrypted
as necessary. Test this, using tools like tcpdump(1), tarerthat traffic is encrypted.

3. Configure additional software on the FreeBSD gatewayad]da Windows machines to see one another across
the VPN.

14.10.3.1. Step 1: Creating and testing a ~ “virtual ” network link

Suppose that you were logged in to the gateway machine ororett (with public IP address.B.C.D , private IP
addresd92.168.1.1 ), and you rarping 192.168.2.1  , which is the private address of the machine with IP
addressVv.X.Y.Z . What needs to happen in order for this to work?

1. The gateway machine needs to know how to re@@1168.2.1 . In other words, it needs to have a route to
192.168.2.1

2. Private IP addresses, such as those in#2e168.x range are not supposed to appear on the Internet at large.
Instead, each packet you sendiei?.168.2.1  will need to be wrapped up inside another packet. This packet
will need to appear to be from.B.C.D , and it will have to be sent tev.X.Y.Z . This process is called
encapsulation

3. Once this packet arrives\atX.Y.Z it will need to “unencapsulatéd, and delivered ta92.168.2.1

You can think of this as requiring a'tunnel’ between the two networks. The twotunnel mouths are the IP
addresses.B.C.D andw.X.Y.Z , and the tunnel must be told the addresses of the privatedfesges that will be
allowed to pass through it. The tunnel is used to transféfidnaith private IP addresses across the public Internet.

This tunnel is created by using the generic interfacgjfordevices on FreeBSD. As you can imagine, gife
interface on each gateway host must be configured with foadtesses; two for the public IP addresses, and two
for the private IP addresses.

Support for the gif device must be compiled in to the FreeB&mM&l on both machines. You can do this by adding
the line:

device gif

to the kernel configuration files on both machines, and thempde, install, and reboot as normal.

Configuring the tunnel is a two step process. First the tunmst be told what the outside (or public) IP addresses
are, using gifconfig(8). Then the private IP addresses naisbhfigured using ifconfig(8).

7E: In FreeBSD 5.X, the functionality provided by the gifconfig(8) utility has been merged into ifconfig(8).

On the gateway machine on network #1 you would run the folgwivo commands to configure the tunnel.

gifconfig gif0 A.B.C.D W.X.Y.Z
ifconfig gif0 inet 192.168.1.1 192.168.2.1 netmask Oxffff ffff
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On the other gateway machine you run the same commands, thutheiorder of the IP addresses reversed.

gifconfig gif0 W.X.Y.Z A.B.C.D
ifconfig gif0 inet 192.168.2.1 192.168.1.1 netmask OXxffff ffff

You can then run:
gifconfig gif0
to see the configuration. For example, on the network #1 gateyou would see this:

# gifconfig gif0

gif0: flags=8011<UP,POINTTOPOINT,MULTICAST> mtu 1280
inet 192.168.1.1 --> 192.168.2.1 netmask OXxffffffff

physical address inet A.B.C.D --> W.X.Y.Z

As you can see, a tunnel has been created between the pladiicabses.B.C.D andw.X.Y.Z , and the traffic
allowed through the tunnel is that betwe9?2.168.1.1 and192.168.2.1

This will also have added an entry to the routing table on nadichines, which you can examine with the command
netstat -rn . This outputis from the gateway host on network #1.

# netstat -rn
Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
192.168.2.1 192.168.1.1 UH 0 0 gifo

Asthe “Flags’ value indicates, this is a host route, which means that eateiwgy knows how to reach the other
gateway, but they do not know how to reach the rest of thepaetive networks. That problem will be fixed shortly.

It is likely that you are running a firewall on both machinekisiwill need to be circumvented for your VPN traffic.
You might want to allow all traffic between both networks, ouymight want to include firewall rules that protect
both ends of the VPN from one another.

It greatly simplifies testing if you configure the firewall thhoav all traffic through the VPN. You can always tighten
things up later. If you are using ipfw(8) on the gateway maekithen a command like

ipfw add 1 allow ip from any to any via gifO

will allow all traffic between the two end points of the VPN thdut affecting your other firewall rules. Obviously
you will need to run this command on both gateway hosts.

This is sufficient to allow each gateway machine to ping ttentOn192.168.1.1 , you should be able to run

ping 192.168.2.1

and get a response, and you should be able to do the same thihg other gateway machine.
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However, you will not be able to reach internal machines timeeinetwork yet. This is because of the routing --
although the gateway machines know how to reach one anttlegrdo not know how to reach the network behind
each one.

To solve this problem you must add a static route on each ggtevachine. The command to do this on the first
gateway would be:

route add 192.168.2.0 192.168.2.1 netmask Oxffffff00

”

This says “In order to reach the hosts on the netwdgR.168.2.0 , send the packets to the hase.168.2.1
You will need to run a similar command on the other gatewawith the192.168.1.x  addresses instead.

IP traffic from hosts on one network will now be able to reackth@n the other network.

That has now created two thirds of a VPN between the two néisyar as much as it is“virtual” and itis a
“network’ . It is not private yet. You can test this using ping(8) anditamp(1). Log in to the gateway host and run

tcpdump dst host 192.168.2.1

In another log in session on the same host run
ping 192.168.2.1

You will see output that looks something like this:

16:10:24.018080 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:24.018109 192.168.1.1 > 192.168.2.1: icmp: echo rep ly
16:10:25.018814 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:25.018847 192.168.1.1 > 192.168.2.1: icmp: echo rep ly
16:10:26.028896 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:26.029112 192.168.1.1 > 192.168.2.1: icmp: echo rep ly

As you can see, the ICMP messages are going back and fortenypéed. If you had used the parameter to
tcpdump(1) to grab more bytes of data from the packets youdsme more information.

Obviously this is unacceptable. The next section will déscsecuring the link between the two networks so that it all
traffic is automatically encrypted.
Summary:

- Configure both kernels with“pseudo-device gif .

- Edit/etc/rc.conf on gateway host #1 and add the following lines (replacingdé@sses as necessary).
gifconfig_gif0="A.B.C.D W.X.Y.Z"
ifconfig_gif0="inet 192.168.1.1 192.168.2.1 netmask Oxf feffef"

static_routes="vpn"
route_vpn="192.168.2.0 192.168.2.1 netmask Oxffffff00"

- Edit your firewall script fetc/rc.firewall , or similar) on both hosts, and add
ipfw add 1 allow ip from any to any via gif0

- Make similar changes tetc/rc.conf on gateway host #2, reversing the order of IP addresses.
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14.10.3.2. Step 2: Securing the link

To secure the link we will be using IPsec. IPsec provides ahan@ism for two hosts to agree on an encryption key,
and to then use this key in order to encrypt data between thébsts.

The are two areas of configuration to be considered here.

1. There must be a mechanism for two hosts to agree on themimrynechanism to use. Once two hosts have
agreed on this mechanism there is said to bésecurity associatioh between them.

2. There must be a mechanism for specifying which traffic khba encrypted. Obviously, you do not want to
encrypt all your outgoing traffic -- you only want to encrypettraffic that is part of the VPN. The rules that you
put in place to determine what traffic will be encrypted arkeca “security policies .

Security associations and security policies are both ramiaet by the kernel, and can be modified by userland
programs. However, before you can do this you must confidua&érnel to support IPsec and the Encapsulated
Security Payload (ESP) protocol. This is done by configuaitkgrnel with:

options IPSEC
options IPSEC_ESP

and recompiling, reinstalling, and rebooting. As befora yall need to do this to the kernels on both of the gateway
hosts.

You have two choices when it comes to setting up securityc@ssons. You can configure them by hand between
two hosts, which entails choosing the encryption algorjtancryption keys, and so forth, or you can use daemons
that implement the Internet Key Exchange protocol (IKE) écthis for you.

| recommend the latter. Apart from anything else, it is easieset up.

Editing and displaying security policies is carried outgssetkey(8). By analoggetkey is to the kernel's security
policy tables as route(8) is to the kernel's routing tabdeskey can also display the current security associations,
and to continue the analogy further, is akimtastat -r  in that respect.

There are a number of choices for daemons to manage secssdyiations with FreeBSD. This article will describe
how to use one of these, racoerwhich is available fronsecurity/ipsec-tools in the FreeBSD Ports
collection.

Theracoon software must be run on both gateway hosts. On each hosthfggared with the IP address of the
other end of the VPN, and a secret key (which you choose, arstllmetthe same on both gateways).

The two daemons then contact one another, confirm that tleeytao they say they are (by using the secret key that
you configured). The daemons then generate a new secretikysa this to encrypt the traffic over the VPN. They
periodically change this secret, so that even if an attaskee to crack one of the keys (which is as theoretically
close to unfeasible as it gets) it will not do them much godual-the time they have cracked the key the two
daemons have chosen another one.

The configuration file for racoon is stored${PREFIX}/etc/racoon . You should find a configuration file there,
which should not need to be changed too much. The other coamponracoon’s configuration, which you will need
to change, is the“pre-shared key .

The default racoon configuration expects to find this in tree$fiPREFIX}/etc/racoon/psk.txt . Itis important
to note that the pre-shared keynist the key that will be used to encrypt your traffic across the iRk it is simply
a token that allows the key management daemons to trust atleean
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psk.txt  contains a line for each remote site you are dealing withhisiéxample, where there are two sites, each
psk.txt  file will contain one line (because each end of the VPN is orlglithg with one other end).

On gateway host #1 this line should look like this:

W.X.Y.Z secret
That is, thepublic IP address of the remote end, whitespace, and a text stangitbvides the secret. Obviously, you
should not use “secret as your key -- the normal rules for choosing a password apply.

On gateway host #2 the line would look like this

A.B.C.D secret
That is, the public IP address of the remote end, and the saonet&keypsk.txt  must be mod@600 (i.e., only
read/write taroot ) before racoon will run.

You must run racoon on both gateway machines. You will alswinie add some firewall rules to allow the IKE
traffic, which is carried over UDP to the ISAKMP (Internet 88ty Association Key Management Protocol) port.
Again, this should be fairly early in your firewall ruleset.

ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp

Once racoon is running you can try pinging one gateway host fhe other. The connection is still not encrypted,
but racoon will then set up the security associations beatlee two hosts -- this might take a moment, and you may
see this as a short delay before the ping commands starndisigo

Once the security association has been set up you can viemg setkey(8). Run
setkey -D

on either host to view the security association information
That's one half of the problem. They other half is settingrysecurity policies.

To create a sensible security policy, let's review what'srbset up so far. This discussions hold for both ends of the
link.

Each IP packet that you send out has a header that contamalu@it the packet. The header includes the IP
addresses of both the source and destination. As we alreenly; brivate IP addresses, such as1b2168.x.y

range are not supposed to appear on the public Internezahsthey must first be encapsulated inside another
packet. This packet must have the public source and destin& addresses substituted for the private addresses.

So if your outgoing packet started looking like this:

Src: 192.168.1.1
Dst: 192.168.2.1
<other header info>

<packet data>

Then it will be encapsulated inside another packet, lookmmgething like this:
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Src: AB.C.D
Dst: W.X.Y.Z
<other header info>

Src: 192.168.1.1
Dst: 192.168.2.1
<other header info>

<packet data>

This encapsulation is carried out by tjié device. As you can see, the packet now has real IP addres#es on
outside, and our original packet has been wrapped up asrdade ithe packet that will be put out on the Internet.

Obviously, we want all traffic between the VPNSs to be encrgip¥®u might try putting this in to words, as:

“If a packet leaves from.B.C.D , and it is destined fow.X.Y.Z , then encrypt it, using the necessary security
associations.

“If a packet arrives fromv.X.Y.Z , and it is destined foh.B.C.D , then decrypt it, using the necessary security
associations.

That's close, but not quite right. If you did this, all trafficand fromw.X.Y.Z , even traffic that was not part of the
VPN, would be encrypted. That's not quite what you want. Téveexct policy is as follows

“If a packet leaves from.B.C.D , and that packet is encapsulating another packet, andestingd folw.X.Y.Z ,
then encrypt it, using the necessary security associations

“If a packet arrives fromv.X.Y.Z , and that packet is encapsulating another packet, andestsngd forA.B.C.D ,
then decrypt it, using the necessary security associations

A subtle change, but a necessary one.

Security policies are also set using setkey(8). setkeg@lfes a configuration language for defining the policy. You
can either enter configuration instructions via stdin, ar gan use thef  option to specify a filename that contains
configuration instructions.

The configuration on gateway host #1 (which has the publidid?essA.B.C.D ) to force all outbound traffic to
W.X.Y.Z to be encrypted is:

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec esp/tunn el/A.B.C.D-W.X.Y.Z/require;

Put these commands in a file (e/gfc/ipsec.conf ) and then run
# setkey -f /etclipsec.conf

spdadd tells setkey(8) that we want to add a rule to the secure pdiitgbase. The rest of this line specifies which
packets will match this policA.B.C.D/32 andW.X.Y.zZ/32 are the IP addresses and netmasks that identify the
network or hosts that this policy will apply to. In this cases want it to apply to traffic between these two hosts.
ipencap tells the kernel that this policy should only apply to paskibiat encapsulate other packels.out says
that this policy applies to outgoing packets, &kc says that the packet will be secured.

The second line specifies how this packet will be encrypisgl.is the protocol that will be used, whitennel
indicates that the packet will be further encapsulated ilParc packet. The repeated us&@.C.D andw.X.Y.Z

is used to select the security association to use, and tHedmmare = mandates that packets must be encrypted if
they match this rule.

This rule only matches outgoing packets. You will need alsimiule to match incoming packets.

spdadd W.X.Y.zZ/32 A.B.C.D/32 ipencap -P in ipsec esp/tunne I/W.X.Y.Z-A.B.C.D/require;
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Note thein instead obut in this case, and the necessary reversal of the IP addresses.

The other gateway host (which has the public IP addnezsy.z ) will need similar rules.

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec esp/tunn el/W.X.Y.Z-A.B.C.D/require;
spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec esp/tunne I/A.B.C.D-W.X.Y.Z/require;

Finally, you need to add firewall rules to allow ESP and IPENRKg#ackets back and forth. These rules will need to
be added to both hosts.

ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

Because the rules are symmetric you can use the same ruleslog&eway host.

Outgoing packets will now look something like this:

Src: AB.C.D
Dst: W.X.Y.Z
<other header info>

Src: AB.C.D
Dst: W.X.Y.Z Encrypted packet.
<other header info> Contents are

completely
Encapsuled | secure from third
Src: 192.168.1.1 J packet, party snooping

Dst: 192.168.2.1 Original packet, | with real IP addr
<other header info> private IP addr

<packet data>

When they are received by the far end of the VPN they will fiestlecrypted (using the security associations that
have been negotiated by racoon). Then they will entegitheinterface, which will unwrap the second layer, until
you are left with the innermost packet, which can then travéd the inner network.

You can check the security using the same ping(8) test fratieedrirst, log in to thea.B.C.D gateway machine,
and run:

tcpdump dst host 192.168.2.1

In another log in session on the same host run
ping 192.168.2.1

This time you should see output like the following:
XXX tcpdump output

Now, as you can see, tcpdump(1) shows the ESP packets. Ifytuéxamine them with thes option you will see
(apparently) gibberish, because of the encryption.

Congratulations. You have just set up a VPN between two reisitgs.

Summary
- Configure both kernels with:
options IPSEC
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options IPSEC_ESP

- Install security/ipsec-tools . Edit ${PREFIX}/etc/racoon/psk.txt on both gateway hosts, adding an
entry for the remote host’s IP address and a secret key tepbibth know. Make sure this file is mode 0600.

- Add the following lines tdetc/rc.conf on each host:

ipsec_enable="YES"
ipsec_file="/etc/ipsec.conf"

- Create arfetc/ipsec.conf on each host that contains the necessary spdadd lines. @mayatost #1 this
would be:
spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

On gateway host #2 this would be:

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

- Add firewall rules to allow IKE, ESP, and IPENCAP traffic to hdtosts:
ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp

ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp
ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z

ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D

ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

The previous two steps should suffice to get the VPN up andmgnMachines on each network will be able to refer
to one another using IP addresses, and all traffic acrosgtheill be automatically and securely encrypted.

14.11. OpenSSH
Contributed by Chern Lee.

OpenSSHis a set of network connectivity tools used to access rematchines securely. It can be used as a direct
replacement forlogin , rsh , rcp , andtelnet . Additionally, TCP/IP connections can be tunneled/forcheat
securely through SSHDpenSSHencrypts all traffic to effectively eliminate eavesdroppiconnection hijacking,
and other network-level attacks.

OpenSSHis maintained by the OpenBSD project, and is based upon SSHIlwith all the recent bug fixes and
updates. It is compatible with both SSH protocols 1 an@@enSSHhas been in the base system since FreeBSD 4.0.
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14.11.1. Advantages of Using OpenSSH

Normally, when using telnet(1) or rlogin(1), data is sen¢iothe network in an clear, un-encrypted form. Network
sniffers anywhere in between the client and server can gtealuser/password information or data transferred in
your sessionOpenSSHoffers a variety of authentication and encryption methadsrevent this from happening.

14.11.2. Enabling sshd

Thesshddaemon is enabled by default on FreeBSD 4.X. In FreeBSD 5d{ater enablingshdis an option
presented during &tandard install of FreeBSD. To see #shdis enabled, check the.conf file for:

sshd_enable="YES"

This will load sshd(8), the daemon program €@penSSH the next time your system initializes. Alternatively, you
can simply run directly theshddaemon by typingshd on the command line.

14.11.3. SSH Client
The ssh(2) utility works similarly to rlogin(1).

# ssh user @xanpl e. com

Host key not found from the list of known hosts.

Are you sure you want to continue connecting (yes/no)? yes
Host ’example.com’ added to the list of known hosts.
user@example.com’s password: ek

The login will continue just as it would have if a session wesated usinglogin  ortelnet . SSH utilizes a key
fingerprint system for verifying the authenticity of thewerwhen the client connects. The user is prompted to enter
yes only when connecting for the first time. Future attempts tiri@re all verified against the saved fingerprint key.
The SSH client will alert you if the saved fingerprint différem the received fingerprint on future login attempts.
The fingerprints are saved #i.ssh/known_hosts , Or ~/.ssh/known_hosts2 for SSH v2 fingerprints.

By default, recent versions of tt@penSSHservers only accept SSH v2 connections. The client will @ssion 2 if
possible and will fall back to version 1. The client can alsddrced to use one or the other by passing it-ther
-2 forversion 1 or version 2, respectively. The version 1 cotaipitity is maintained in the client for backwards
compatability with older versions.

14.11.4. Secure Copy

The scp(1) command works similarly to rcp(1); it copies atfil®r from a remote machine, except in a secure
fashion.

# scp user @xanpl e. com / COPYRI GHT COPYRI GHT

user@example.com’s password: skt

COPYRIGHT 100% + * | 4735
00:00

#

Since the fingerprint was already saved for this host in te&ipus example, it is verified when using scp(1) here.
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The arguments passed to scp(1) are similar to cp(1), witfileher files in the first argument, and the destination in
the second. Since the file is fetched over the network, tHr@®H, one or more of the file arguments takes on the
form user@host:<path_to_remote_file>

14.11.5. Configuration

The system-wide configuration files for both tBpenSSHdaemon and client reside within thetc/ssh  directory.
ssh_config  configures the client settings, whdehd_config  configures the daemon.

Additionally, thesshd_program  (/usr/shin/sshd by default), andshd_flags rc.conf options can provide
more levels of configuration.

14.11.6. ssh-keygen

Instead of using passwords, ssh-keygen(1) can be usedéoageiDSA or RSA keys to authenticate a user:

% ssh-keygen -t dsa

Generating public/private dsa key pair.

Enter file in which to save the key (/home/user/.ssh/id_dsa ):
Created directory '’home/user/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/user/.ssh/id_ dsa.

Your public key has been saved in /home/user/.ssh/id_dsa.p ub.

The key fingerprint is:

bb:48:db:f2:93:57:80:b6:aa:bc:f5:d5:ba:8f:79:17 user @host.example.com

ssh-keygen(1) will create a public and private key pair f&& in authentication. The private key is stored in
~/.sshfid_dsa or~/.ssh/id_rsa , Whereas the public key is stored+hssh/id_dsa.pub or
~/.sshfid_rsa.pub , respectively for DSA and RSA key types. The public key mesplaced in
~/.ssh/authorized_keys of the remote machine in order for the setup to work. SimildRISA version 1 public
keys should be placed i1.ssh/authorized_keys

This will allow connection to the remote machine based up®H &eys instead of passwords.

If a passphrase is used in ssh-keygen(1), the user will begted for a password each time in order to use the
private key. ssh-agent(1) can alleviate the strain of rigihaentering long passphrases, and is explored in the
1 U 14.11. 78 section below.

&5 The various options and files can be different according to the OpenSSH version you have on your system;
to avoid problems you should consult the ssh-keygen(1) manual page.

14.11.7. ssh-agent and ssh-add

The ssh-agent(1) and ssh-add(1) utilities provide metfmdSSHkeys to be loaded into memory for use, without
needing to type the passphrase each time.
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The ssh-agent(1) utility will handle the authenticatiomggshe private key(s) that are loaded into it. ssh-agent(1)
should be used to launch another application. At the moét bael, it could spawn a shell or at a more advanced
level, a window managetr.

To use ssh-agent(1) in a shell, first it will need to be spawnitiia shell as an argument. Secondly, the identity
needs to be added by running ssh-add(1) and providing itdesghrase for the private key. Once these steps have
been completed the user will be able to ssh(1) to any hoshtsathe corresponding public key installed. For
example:

% ssh-agent  csh

% ssh-add

Enter passphrase for /home/user/.ssh/id_dsa:

Identity added: /home/user/.ssh/id_dsa (/home/user/.ss h/id_dsa)

%

To use ssh-agent(1) in X11, a call to ssh-agent(1) will nedzktplaced ir-/.xinitrc . This will provide the

ssh-agent(1) services to all programs launched in X11. Aamgte~/.xinitrc file might look like this:
exec ssh-agent startxfce4

This would launch ssh-agent(1), which would in turn lauXétCE, every time X11 starts. Then once that is done
and X11 has been restarted so that the changes can take sffgay run ssh-add(1) to load all of your SSH keys.

14.11.8. SSH Tunneling

OpenSSHhas the ability to create a tunnel to encapsulate anoth&wgolin an encrypted session.

The following command tells ssh(1) to create a tunnetétmet:

% ssh -2 -N -f -L 5023: | ocal host: 23 user @ oo. exanpl e. com
%

Thessh command is used with the following options:

-2
Forcesssh to use version 2 of the protocol. (Do not use if you are workirtty older SSH servers)
-N
Indicates no command, or tunnel only. If omittedh would initiate a normal session.
-f
Forcesssh to run in the background.
-L

Indicates a local tunnel ihocal port : r enot ehost : r enot epor t fashion.

user@foo.example.com

The remote SSH server.
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An SSH tunnel works by creating a listen socketa@ralhost ~ on the specified port. It then forwards any
connection received on the local host/port via the SSH catioreto the specified remote host and port.

In the example, poi023 onlocalhost is being forwarded to po&t3 onlocalhost  of the remote machine.
Since23 is telnet, this would create a secutelnet session through an SSH tunnel.

This can be used to wrap any number of insecure TCP protogdfsas SMTP, POP3, FTP, etc.

#iff14-1. Using SSH to Create a Secure Tunnel for SMTP

% ssh -2 -N -f -L 5025: | ocal host: 25 user @mi | server. exanpl e. com
user@mailserver.example.com’s password: Fohkkk

% telnet localhost 5025

Trying 127.0.0.1...

Connected to localhost.

Escape character is "]

220 mailserver.example.com ESMTP

This can be used in conjunction with an ssh-keygen(1) andiadal user accounts to create a more
seamless/hassle-free SSH tunneling environment. Keybeased in place of typing a password, and the tunnels
can be run as a separate user.

14.11.8.1. Practical SSH Tunneling Examples

14.11.8.1.1. Secure Access of a POP3 Server

At work, there is an SSH server that accepts connectionstiernutside. On the same office network resides a mail
server running a POP3 server. The network, or network patkesn your home and office may or may not be
completely trustable. Because of this, you need to checkggnail in a secure manner. The solution is to create an
SSH connection to your office’s SSH server, and tunnel thndaghe mail server.

% ssh -2 -N -f -L 2110: mai | . exanpl e. com 110 user @sh-server. exanpl e. com
user@ssh-server.example.com’s password: kit

When the tunnel is up and running, you can point your maihtlie send POP3 requestsitoalhost ~ port 2110.
A connection here will be forwarded securely across thedltumail.example.com

14.11.8.1.2. Bypassing a Draconian Firewall

Some network administrators impose extremely draconiawéill rules, filtering not only incoming connections, but
outgoing connections. You may be only given access to coreamte machines on ports 22 and 80 for SSH and
web surfing.

You may wish to access another (perhaps non-work relatedgeesuch as an Ogg Vorbis server to stream music. If
this Ogg Vorbis server is streaming on some other port thaor 8D, you will not be able to access it.

The solution is to create an SSH connection to a machinedautdiyour network’s firewall, and use it to tunnel to
the Ogg Vorbis server.

% ssh -2 -N -f -L 8888: nusi c. exanpl e. com 8000 user @nfirewal | ed-system exanpl e. org
user@unfirewalled-system.example.org’s password: bk
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Your streaming client can now be pointeddoalhost  port 8888, which will be forwarded over to
music.example.com  port 8000, successfully evading the firewall.

14.11.9. The AllowUsers Users Option

Itis often a good idea to limit which users can log in and fromewe. TheAllowUsers  option is a good way to
accomplish this. For example, to only allow theet user to log in from92.168.1.32 , something like this would
be appropriate in thietc/ssh/sshd_config file:

AllowUsers root@192.168.1.32

To allow the useadmin to log in from anywhere, just list the username by itself:
AllowUsers admin

Multiple users should be listed on the same line, like so:

AllowUsers root@192.168.1.32 admin

7E: It is important that you list each user that needs to log in to this machine; otherwise they will be locked out.

After making changes t@tc/ssh/sshd_config you must tell sshd(8) to reload its config files, by running:

# letc/rc.d/sshd reload

14.11.10. Further Reading

OpenSSH (http://www.openssh.com/)

ssh(1) scp(1) ssh-keygen(1) ssh-agent(1) ssh-add(19@stig(5)
sshd(8) sftp-server(8) sshd_config(5)

14.12. File System Access Control Lists
Contributed by Tom Rhodes.

In conjunction with file system enhancements like snapsikoeeBSD 5.0 and later offers the security of File
System Access Control Lists (ACLS).

Access Control Lists extend the standard UNIX permissiodehim a highly compatible (POSIX.1e) way. This
feature permits an administrator to make use of and takensalya of a more sophisticated security model.

To enable ACL support for UFS file systems, the following:

options UFS_ACL
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must be compiled into the kernel. If this option has not beamiled in, a warning message will be displayed when
attempting to mount a file system supporting ACLs. This apisincluded in theSENERICkernel. ACLs rely on
extended attributes being enabled on the file system. Egtkatdributes are natively supported in the next generation
UNIX file system, UFS2.

7E£: A higher level of administrative overhead is required to configure extended attributes on UFS1 than on UFS2.
The performance of extended attributes on UFS2 is also substantially higher. As a result, UFS2 is generally
recommended in preference to UFSL1 for use with access control lists.

ACLs are enabled by the mount-time administrative feags , which may be added tletc/fstab . The
mount-time flag can also be automatically set in a persistamner using tunefs(8) to modify a superblock ACLs
flag in the file system header. In general, it is preferred &othe superblock flag for several reasons:

- The mount-time ACLs flag cannot be changed by a remount (ni@®)Hat), only by means of a complete
umount(8) and fresh mount(8). This means that ACLs canneniéled on the root file system after boot. It also
means that you cannot change the disposition of a file systemibis in use.

- Setting the superblock flag will cause the file system to asi@ymounted with ACLs enabled even if there is not
anfstab entry or if the devices re-order. This prevents accidentalming of the file system without ACLs
enabled, which can result in ACLs being improperly enfor@etl hence security problems.

#£: We may change the ACLs behavior to allow the flag to be enabled without a complete fresh mount(8), but we
consider it desirable to discourage accidental mounting without ACLs enabled, because you can shoot your feet
quite nastily if you enable ACLs, then disable them, then re-enable them without flushing the extended attributes.
In general, once you have enabled ACLs on a file system, they should not be disabled, as the resulting file
protections may not be compatible with those intended by the users of the system, and re-enabling ACLs may
re-attach the previous ACLs to files that have since had their permissions changed, resulting in other
unpredictable behavior.

File systems with ACLs enabled will show#&plus) sign in their permission settings when viewed. Famegle:

drwx------ 2 robert robert 512 Dec 27 11:54 private

drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directoryl
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public_html

Here we see that th#trectoryl  , directory2  , anddirectory3  directories are all taking advantage of ACLs.
Thepublic_html  directory is not.

14.12.1. Making Use of ACLs

The file system ACLs can be viewed by the getfacl(1) utilityr Fistance, to view the ACL settings on tleat file,
one would use the command:

% getfacl test
#file:test
#owner:1001
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#group:1001
user::rw-
group::r--
other::r--

To change the ACL settings on this file, invoke the setfaalfility. Observe:

% setfacl -k test

The-k flag will remove all of the currently defined ACLs from a file defsystem. The more preferable method
would be to useb as it leaves the basic fields required for ACLs to work.

% setfacl -m u:trhodes:rwx,group:web:r--,0::--- test

In the aforementioned command, the option was used to modify the default ACL entries. Sincediveere no
pre-defined entries, as they were removed by the previouseor, this will restore the default options and assign
the options listed. Take care to notice that if you add a usgraup which does not exist on the system|ravalid
argument error will be printed tostdout

14.13. Monitoring Third Party Security Issues
Contributed by Tom Rhodes.

In recent years, the security world has made many improvestemow vulnerability assessment is handled. The
threat of system intrusion increases as third party w@diire installed and configured for virtually any operating
system available today.

Vulnerability assessment is a key factor in security, andeAfreeBSD releases advisories for the base system,
doing so for every third party utility is beyond the FreeBSidjBct’s capability. There is a way to mitigate third
party vulnerabilities and warn administrators of knownwséy issues. A FreeBSD add on utility known as
Portaudit exists solely for this purpose.

Thesecurity/portaudit port polls a database, updated and maintained by the Fre&@8irity Team and ports
developers, for known security issues.

To begin usingPortaudit, one must install it from the Ports Collection:

# cd /usr/ports/security/portaudit && make install clean

During the install process, the configuration files for peidi¢8) will be updated, permittingortaudit output in the
daily security runs. Ensure the daily security run emailsiclv are sent teoot 's email account, are being read. No
more configuration will be required here.

After installation, an administrator can update the dagatzand view known vulnerabilities in installed packages by
invoking the following command:

# portaudit -Fda

7E£: The database will automatically be updated during the periodic(8) run; thus, the previous command is
completely optional. It is only required for the following examples.
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To audit the third party utilities installed as part of thert8cCollection at anytime, an administrator need only run th
following command:

# portaudit -a
Portaudit will produce something like this for vulnerable packages:

Affected package: cups-base-1.1.22.0_1
Type of problem: cups-base -- HPGL buffer overflow vulnerab ility.
Reference: <http://www.FreeBSD.org/ports/portaudit/4 O0a3bca2-6809-11d9-a9e7-0001020eed82.html>

1 problem(s) in your installed packages found.
You are advised to update or deinstall the affected package( s) immediately.

By pointing a web browser to the URL shown, an administratay mbtain more information about the vulnerability
in question. This will include versions affected, by Fre€BSort version, along with other web sites which may
contain security advisories.

In short,Portaudit is a powerful utility and extremely useful when coupled witie Portupgrade port.

14.14. FreeBSD Security Advisories
Contributed by Tom Rhodes.

Like many production quality operating systems, FreeBSbliphes “Security Advisorie$ . These advisories are
usually mailed to the security lists and noted in the Erralg after the appropriate releases have been patched. This
section will work to explain what an advisory is, how to uretand it, and what measures to take in order to patch a
system.

14.14.1. What does an advisory look like?

The FreeBSD security advisories look similar to the onewglaken from the freebsd-security-notifications
(http://lists.FreeBSD.org/mailman/listinfo/freebseeurity-notifications) mailing list.

FreeBSD-SA-XX:XX.UTIL Security Advisory
The FreeBSD Project

Topic: denial of service due to some problem ad
Category: core [
Module: sys O
Announced: 2003-09-23 O
Credits: Person@EMAIL-ADDRESS [
Affects: All releases of FreeBSD d
FreeBSD 4-STABLE prior to the correction date
Corrected: 2003-09-23 16:42:59 UTC (RELENG_4, 4.9-PREREL EASE)

2003-09-23 20:08:42 UTC (RELENG_5 1, 5.1-RELEASE-p6)
2003-09-23 20:07:06 UTC (RELENG_5 0, 5.0-RELEASE-p15)
2003-09-23 16:44:58 UTC (RELENG_4 8, 4.8-RELEASE-p8)
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2003-09-23 16:47:34 UTC (RELENG_4_7, 4.7-RELEASE-p18)

2003-09-23 16:49:46 UTC (RELENG_4_6, 4.6-RELEASE-p21)

2003-09-23 16:51:24 UTC (RELENG_4_5, 4.5-RELEASE-p33)

2003-09-23 16:52:45 UTC (RELENG_4_4, 4.4-RELEASE-p43)

2003-09-23 16:54:39 UTC (RELENG_4_3, 4.3-RELEASE-p39) 0
FreeBSD only: NO O

For general information regarding FreeBSD Security Adviso ries,

including descriptions of the fields above, security branc hes, and the
following sections, please visit

http://www.FreeBSD.org/security/.

I Background 0O

Il.  Problem Description (10)
Il. Impact (12)

IV.  Workaround (12)

V. Solution  (13)

VI. Correction details (14)

VII. References  (15)

0 TheTopic field indicates exactly what the problem is. It is basicallyir@roduction to the current security
advisory and notes the utility with the vulnerability.

0 ThecCategory refers to the affected part of the system which may be omeref, contrib , orports . The
core category means that the vulnerability affects a core corapbof the FreeBSD operating system. The
contrib  category means that the vulnerability affects softwardrimuted to the FreeBSD Project, such as
sendmail Finally theports category indicates that the vulnerability affects add divwsre available as part of
the Ports Collection.

0 TheModule field refers to the component location, for instarge. In this example, we see that the module,
sys , is affected; therefore, this vulnerability affects a cament used within the kernel.

0 TheAnnounced field reflects the date said security advisory was publishednnounced to the world. This
means that the security team has verified that the problesalast and that a patch has been committed to the
FreeBSD source code repository.

TheCredits field gives credit to the individual or organization who meti the vulnerability and reported it.

TheAffects field explains which releases of FreeBSD are affected byvihliserability. For the kernel, a quick
look over the output frondent  on the affected files will help in determining the revisioor ports, the version
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number is listed after the port namefirar/db/pkg . If the system does not sync with the FreeBSD CVS
repository and rebuild daily, chances are that it is affécte

ThecCorrected field indicates the date, time, time offset, and releasewtaatcorrected.

TheFreeBSD only field indicates whether this vulnerability affects just 8BSD, or if it affects other
operating systems as well.

0 TheBackground field gives information on exactly what the affected utility Most of the time this is why the
utility exists in FreeBSD, what it is used for, and a bit ofdnhation on how the utility came to be.

(10)TheProblem Description field explains the security hole in depth. This can includerimation on flawed
code, or even how the utility could be maliciously used toroasecurity hole.

(11)Thelmpact field describes what type of impact the problem could have system. For example, this could be
anything from a denial of service attack, to extra privilegeailable to users, or even giving the attacker
superuser access.

(12)Theworkaround field offers a feasible workaround to system administratdre may be incapable of
upgrading the system. This may be due to time constraint&onk availability, or a slew of other reasons.
Regardless, security should not be taken lightly, and acagtl system should either be patched or the security
hole workaround should be implemented.

(13)ThesSolution field offers instructions on patching the affected systehisTs a step by step tested and verified
method for getting a system patched and working securely.

(14)TheCorrection Details field displays the CVS branch or release name with the pedbdsged to
underscore characters. It also shows the revision numhbeddffected files within each branch.

(15)TheReferences field usually offers sources of other information. This cacluded web URLS, books, mailing
lists, and newsgroups.

14.15. Process Accounting
Contributed by Tom Rhodes.

Process accounting is a security method in which an admatistmay keep track of system resources used, their
allocation among users, provide for system monitoring,@imdmally track a user’s commands.

This indeed has its own positive and negative points. Onkeopositives is that an intrusion may be narrowed down
to the point of entry. A negative is the amount of logs geregtély process accounting, and the disk space they may
require. This section will walk an administrator througk thasics of process accounting.

14.15.1. Enable and Utilizing Process Accounting

Before making use of process accounting, it must be enabtedo this, execute the following commands:

# touch /var/account/acct
# accton /var/account/acct

# echo ’accounting_enable="YES"™ >> letc/rc.conf
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Once enabled, accounting will begin to track CPU stats, canus, etc. All accounting logs are in a non-human
readable format and may be viewed using the sa(8) utiliigslied without any optionsa will print information
relating to the number of per user calls, the total elapsed ih minutes, total CPU and user time in minutes,
average number of 1/0O operations, etc.

To view information about commands being issued, one woskdthie lastcomm(1) utility. Thastcomm may be
used to print out commands issued by users on specific thyfs(®xample:

# lastcomm Is
trhodes  ttypl

Would print out all known usage of the by trhodes on the ttypl terminal.

Many other useful options exist and are explained in thedasm(1), acct(5) and sa(8) manual pages.

7+

1. Under FreeBSD the standard login password may be up toH&¥@cters in length.
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Contributed by Matteo Riondato.
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- H#k Tl (directory subtree)— 5t & Ajail FIELES © — EifE Ajail Z1% » processhi AN F# aTF Bk
FlsubtreeldFh o & E 4T & 52 E chroot(2)x Wik FT I L & ME » ¥ A g 5 ZFreeBSD jaile

- F1% 2 FE (hostname)— F irjail ihostname H idjail == AERS ARTS » R &jail B8 45 » HINA
MEH TN EHEEER -

- |P address—& Fi 2K 4ajail 1€ » 3l H7Fjail 4 BB A EELSE 5 - B jail AYIP addresse BVA
fYalias address {HiE 1 &4 ZERY o

- ¥84 (Command)—#E & fEjail WBTHISCEEE « B4 BB ail BRIEAVIR B % - Hjail IRERHEA
] > MAZER -

brT Lz b > jail WATHEA B CAIIRSE Koot 1RS% © ER » B M root #EJ G HINail IREA - I B

TEhost RATHI A EAE » jail Broot A7 IEMEHTABEAIIRTS o tLANail froot I RNEEET H B 1Ajail(8) ERIELL

AN — E B RE © BAF root  AURE D EZRRA - MEMRE1RAOLU 15561 4R -
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15.4. 57 A1l Jail

AURGEHEELal 2% TFIME : “completefe®)” jail —iEH WIETEAIFreeBSDALL 3 F— TR
R “serviceflt®5)” jail —HFTAMIILE — AT REE A RFIRERORE Elservices 1B AE MG ERE S -
A AR BN AT S jail FIEAE o EHNANATE S jail FEjail(8) A HEEAIRHM -

setenv D /herel/is/the/jail

mkdir -p $D [

cd /usr/src

make world DESTDIR=$D [

cd etc/ !

make distribution DESTDIR=$D a
mount -t devfs $D/dev a

H OH H R HH B

0 HEEmALRjal HER - ZBEEEhost R H Hjail HREME o BHEEH
E lusrljaill jailname * j ai | nane 5B AZjail fihostnamel (EFER « @& usr  &H 52 A AE
fijail IR AL » HHY “completé jail ME > Tl H E1E T FreeBSDIER % 4<base systeriT B 1§ L1
Hig o

O 24 Eal ik 228 prFfbinary ~ library ~ manuakiBi % - 122 DIEL I FreeBSDT 252 Ak
—RVE SRR AR B ERE A0 -

O {3 Hdistribution i fflmake targets 3 fra & F 2 s ErE o fl B AL Z BN E & fE/usr/sreletel
EEI R jail IREEA et HELE$D/ete/

O #djail BB S » devis(BYER ASAIBNEIIEL/E » (BB —J7H » & TFFrE R & T2
F /> —{E A (device) 1B FEBR IR B ITAE o #EHljail FregFBrS#IEF 52 > FANIER
FIEERE > BB BUEE Bail BRI o Z A R devs(8)s-IEHIAUHR] » AT LI B devis(8)
JKedevfs.conf(S)iRH °

#hfjail 2 1% » HEAT LI jail(8) LB - jail(8) 75 BIUIE LN E S - E 287U 15.3.18F B4R - bR TiE

VOfE 28z 4b - 0] LR E H A28 > (52 LURFEIRTEfEjail ¥ Tprocess command S & fRjail FH2Y 1M

FE 5 Bhidvirtual systemgEAEF47) 0 BB R etere 0 RAE & 52 E IF FreeBSDA 45 5 &) i 75 (4

1E o #itservice@l@) jail & » FATHIFE S BURAH1Ejail A#ITRIservices B AR E ©

Jail i B EAE R LTRSS ) > K FreeBSDIrc 2 fik— 0 (5 ) i 77 =X AC AL 33 48 T4

1. BV ZEE B AYjail 75 B Z M Erc.conf(5)& E 1 -
jail_enable="YES" # FERy NO QIR EHEVEE) jail

jail_list=" w' # HAEFZ jail  AEELLIE HRRHKE

2. HNE—E il list Fir 2 H aYjail » 1 E fEre.conf(5) i H AHE EAIEAE -
jail_  wwmv_rootdir="/usr/jailvww" # jail TR H #%
jail_  ww_hostname=" wwv.example.org" # jail #J hostname
jail_ ww_ip="192.168.0.10" # jalil B IP address
jail_ ww_devfs_enable="YES" # 1E jail A mount devfs
jai