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1 Intr oduction

Network AssociatesLaboratorieshascompletedaninitial portof theFlasksecurity
architecture[1] andother componentsof Security EnhancedLinux (SELinux)[2] to
the FreeBSD[3]operating system. This project, called







grams,file systems,pipes, files, sockets,packets,network devices,andSystemV
IPCobjects.

SELinux
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hooks andlabel management tools, but enforcesno semantics





to provide a cleanseparation betweenpolicy enforcementandpolicy interpreta-
tion. The Flasksecurity architecture alsoincludesan access vector cache(AVC)
component to help minimize the performanceoverhead from the access control
computation. While policy enforcementcodeis largely systemspecific,



4 SEBSD

This section provides an overview of the SEBSD security modulearchitecture.
Much like the SELinux module, TrustedBSD MAC policies arebuilt asloadable
kerne





The MAC Framework is initialized early in the boot process,shortly after basic
kernel primitivesareinitialized (memoryallocation, system console, andlocking
primitives),but prior to probing devicesandstarting any ker15.es
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Program Description

getfmac Retrieve file label
setfmac Setfile label
getp



5.1.1 Process Labels

Thetask security struct, definedin sebsd labels.h, contains secu-
rity information for systePrstra1Td(informT Q
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struct mount_fs_security_struct {
security_id_t sid;

};

Field Description

sid SID for themount
usespsids Flag: this file system supportspersistentSIDs
usestask Flag: usecreating taskSID for vnodes
usesgenfs Flag: usesecurity genfs sid for vnodes
usestrans Flag: whether to call security transition



struct file_security_struct {
security_id_t sid;

};

5.1.5 Network and SystemV IPC Labels

TheSEBSD moduledoesnotyetprovidelabels for network objects,andtheTrust-
edBSDMACframework doesnotcurrentlyprovidelabeling or accesscontrol entry
points for mostof theSystemV IPCsubsystem.A prototypeimplementing access



Entry Point Description

sebsd init cred label
sebsd init



5.3 Inter nalize/Externalize Operations

In order to translatebetween kernelobject labelsanduserspacetextual representa-
tions, theTrustedBSDMAC framework providesentry point functionsto internal-
izeandexternalizeprocessandfile labels.SEBSD generatesastringrepresentation
of labels by composing themodulename





to alwaysdeny requests.

Thechanging of processlabelsat execution time hasprovento besufficiently dif-
ferent from thebehaviorof otherMAC policies,thattheTrustedBSDMAC frame-
work neededto bemodifiedto support it.

This execution time lab



these checks. This locking requirementled to thebreakup of therelabel operationirenofsepa



Hook Source Target Permission

sebsd check vnode access
sebsd check vnode open

credential file read,write, search
append,or execute

sebsd check vnode chdir
sebsd check vnode chroot

credential directory search

sebsd check vnode create credential directory
file
filesystem

add name,ch
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6.4 Pipe Entry Points

TheSEBSDpipeentrypointsperform accesscontrol for interprocesscommunica-
tion pipes. Thepermissionscheckedfor pipeobjectsaresimilar to thosechecked
for file objects. Thesepermissionsarelisted in thefollowing table:

Hook Source Target Permission







� SynchronizetheAVC andSecurity Server. SinceSEBSDoriginally branched
from the SELinux developmenttree, the SELinux project hasmademany
changes and improvements; SEBSD needs to make certain all important
changes



� All calls that returncontexts or context arraysnow provide automatic allo-
cationof context buffers andcontext arraybuffers of the proper size. This
simplifiesthe interface,asuserapplications no longer mustguessan initial
sizeandretry with a larger bufferuponfailure. SEBSDimplements






