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Tivoli Enterprise Portal Highlights

= Common user interface
— Tivoli Enterprise Portal (TEP)

— Manage z/OS system and distributed resources from a single user interface.
— Displays data in graphs, charts and table formats

— Displays real time and historical data
« Easy to configure
— Filters, Sort

— Customize workspaces and reports

— Define thresholds and generate events

= Out of the box Best Practices
— Workspaces

— Situations - Event Notification
— Problem Signatures and Expert Advice
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NLDM API | Trace APl | VTAMAPI | TCP/IP API SNMP |
Iz/OS Communications Server NMI API
Collected using the TCP/IP API:

Applications, Connections, TCP/IP Memory Statistics
FTP Sessions and Transfers, TN3270 Server Sessions

Collected using the VTAM API:
VTAM Summary, CSM Buffer Pools

Enterprise Extender (EE), High Performance Routing (HPR)

Collected using SNMP:
TCP/IP Summary, TCP/IP Stack Layers

Gateways and Devices, Interfaces, OSA

Collected using the TRACE API:
TCP/IP Packet Trace and Formatting

Collected using the “Session Awareness and trace” AP |
SNA Session Awareness and Trace

v Fast
v'Scalable

v'Reliable
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z/OS Communication Server Health Checks:
= MAXSOCKETS or MAXFILEPROC too small (z/OS 1.4+)

If too small you could run out of sockets or file descriptors (64K)

= TCP Max Receive Buffer Size could bee too small for FTP (z/OS 1.8+)
= TCP/IP Event Trace is running but without default options (z/OS 1.8+)
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— Check connectivity ;
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OMEGAMON XE for Mainframe Networks
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Out of the box Situations
for Operator awareness

IP Operations

* Ping, Remote Ping
* TRACERTE

* SNMP

» Packet Trace

NetView for z/OS

Other Recourses
* OSA-Express

* Interfaces

» Applications
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z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks

2. Denial of Service Attack F~oTicE )
— Intrusion Detection CHC/)&@IE}JI\TCE;R
3. DVIPA [NOT PERMITTED

4. OSA Express and Channel Interfaces
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6. Applications
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What is an Intrusion?

— Intrusions can occur from Internet or intranet Intrusions can ¢
occur from

— Information gathering (scan) | Internet or
— Network and system info, locations, ICMP, TCP, UDP
— Eavesdropping / Impersonation / Theft

— Denial of Service Attack Attacker

= Attack detection
Malformed packets

IP option restrictions

ICMP redirect restrictions

Outbound RAW socket restrictions

= Prevention
— Firewall can provide some level of protection from Internet

— Perimeter Security Strategy alone may not be sufficient

Attacker
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=NetView for z/OS
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=Unusual IP Stack statistics
*OMEGAMON XE for Mainframe Networks
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OMEGAMON Mainframe Networks

UDP Input Errors
High Traffic Increase OMEGAMON XE for Mainframe Networks IP Stack Layers  Workspace
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4. OSA Express and Channel Interfaces
5. TCP/IP Connections
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7.FTP
8.TN3270
9.SNA over IP

— Enterprise Extender and HPR
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— CCL (Communication Controller on Linux)
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TCP/IP & UDP Connections

UDP Connections
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Why is my performance so bad?

Yes, | see Round TripisHigh
So isthe Round Trip Variance

Thisisaresult of a high number of
retransmissions.

Total % Found Trip | Bound Trip Telnet Telnet e T Connection
Fetransmits Time Variance | Appl Mame LLI Marme Murmber

%) 1616 11.82 TCPO004 14545 35221 |
18 3.44 2.45 91482 | GOAT
15 7.09 3.19 91453 | 6083
0 3.26 112 | CICEACBZ |TCP0O012 220342053 =




® & _Initial Situation Values )
I—_@ TCPAP ~ E] Response | Application Conhnection Lacal Fareign Connection Zonnection gﬁ?sl g&tsé Tota
= ﬁ TCPIP: M S0, 1 Time Hame Type Fort Socket Fumber State Bacaiad Sent Byte:
wiiilages ' NI CICSADRS | TCP_Connection | 18085 | 9.65.243.124:3440 | B745433 | ESTABLISHED ga4 758 1=
Applications = 7 | i I
= Connections 4 - . el
% | 3 0 8 O
%Gmwaﬁ and Devices 8 Current Situation Values
FTP v | s A e e o 5
F e | Response | Application Connection Lacal Fareign Connection Caonnection g':'gasl -Er':'t:é Tatal B
b — e Time Mame Type Part Socket Mumber State Regnteived Sgnt Bytes | Re
63 MPNzIOS CICS Storage. BT CICSAORS TCP_Connection | 18085 | 0652431243440 | 6745432 | ESTAELISHED | 884 | 760 1643 =
| === Physical #e= zos_and_Storsse | | 4 I b

Take Action "@ » | QR a &

-Action Expert Advice

Maime: :Dru:up "

N3T_Conn_Rnd_Trip_Time

Comtnand:  |drop

Situation Description Connection round trip time

Arguments... Sungnested Actions

| The response time for the last TCP segment transmitted on the
connection. It is the elapsed time, in tenths of a second,

| starting when the segment was sent and ending when the

acknowledgment was received. Round trip time is hot

| end-te-end response time since it does not account for

| application time. However in conjunctien with the round trip
variance, it is a good indication of the general health of the

route. v

-Destination Systems-

| i
Run | ‘?" Expert Advice

eInitial Situation Values: Captures attributes at time situation triggers
«Current Situation Values: Compare current attributes with initial attributes
*Expert Advice: Provides best practices on situation

*Take Action: Issue commands from TEP

*Reflex Automation: Automatically issue commands when situation triggers



R esources ! BB Connections ' TCP/IP Connections '

* IP Stacks, USS » High number of Discards « Response Times
* Memory, Buffers CPU « Queued and Queue Limit R Fansmissions
» OSA-Express, Interfaces e Traffic rates

e Out of Order

GAMON MEN » Response times
" 2 -y « Connection Backlogs

OMEGAMCES - "" « Connection rejections

* Discards e
* Wrong port ;
« OMEGAMON MFN "
* NetView for z/OS

 Applications

TCP/IP Connection Situations
sConnections being rejected
sConnection byte rate
eConnections in backlog queue
*Retransmissions

eDatagram Rate

*% Datagrams discarded

*% Segments out of order

*0% Segments retransmitted
*Round Trip Time

*Round Trip Variance
«Connection Count

o

UDP Connections




z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks
2. Denial of Service Attack

— Intrusion Detection
3.DVIPA
4. OSA Express and Channel Interfaces
5. TCP/IP Connections
6. Applications
7.FTP
8.TN3270
9.SNA over IP
— Enterprise Extender and HPR

10.SNA

— CCL (Communication Controller on Linux)



What is wrong with
my applications?

Sa2e}Iau|

«Connections
«State, Rate, Backlog, Rejections

_ast activity time
Response Times
Retransmissions
*Transmit / Recelve Rates
*Out of order segments
CICS, IMS, WAS, z/0OS




Applications TCP/IP Performance

W Current Byte Rate >= 1024 .
R a— S =
= [ Tcrp A | _ | A~
= B TCPPMVSA ' ) Y Y 1 Current Datagram Rate >0
Address Spac = | o rrrririr [ ] o = = : e =
1 : o B s B I g 02:;; : : . : - : : i. ;’I —-
m_ | 1 ; _,% 2 B o (=] o o o o o = o (] )
Connections 3 G T 3 s s s # # # = m 0 m
Gl m o O O O O Q- O 0O 0O 0.0 .0 0 oW o O o X -+ = m m m m m m m P w = w
| =l o | D@k 5 5 gk XXM XEMXEO s - nlbd El G ar o o ) o G I A0 = m
£ » PRS00 000G ars 89 Eng E & & X 5 & E w E T E
— - - oo R e ) AL tEmzz=Eg ™ = E & o b = k) o = =
oo rZE = ; SaEELn T = w EE R =
#55 MFN Z/OS CICS Storage R R R i Applications v
R“g'E Phy=sical Applications £ > E|
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Total E]HES o Page:i 1 .0f2 Page:j 1 EDfZ
E: | Applications Summary Table
anoooooco /1 g R Total Retransmissions > 0 S| application Lateent Total Out Segments | G

Z 3 Mame [i] Sedments of Order | (] Retransmitted
o agooooooo £ TN T g mnn{\ ,(1 Retransmitted Sedgments £|
& i (L= [CICEAORE | 0 ] - |

"o o oo oo = 0. g D"l_l L’ (28] clcea0RT 0 0
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SoBampmT 2y 2 0 | =3 e 0] 0 0
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i i | i | | |

rE2z Applications =] ciesTive | 0] o) o

APpIications _ O Tatal Segments Retransmitted = g:gg$g§1 + g= g g
O Total Bytes Sent ..F‘ercent Segments Retlansmiﬂ:ed. iE = DENEIDlST 33 T-

TCP/IP Application Situations
sConnections being rejected because backlog limit reached
sConnections in backlog queue

*Application throughput rate

sDatagram rate & FTP byte rate

Out of the box Situations «Applications not accepting connections

for Operator awareness % Datagrams discarded to application

*% Segments out of order for application

*% Segments retransmitted for application
*Retransmissions to application



=2 Application TCP Cannections

Could it be a CICS

=2 Application UDP Endpoints

e | &2 Application TSP Listeners
&2 Application Connections
&2 Systermn CPU Liilization
£ S TCPRIP Statistics
(=,

& LinkWizard...

B |

YEY == LinkAnchor...

nary Tahle
Total Qut
af Qrder ‘E]

egments

Segments
Fetransmitted

oroblem?

C

["wli:ll:l jm o o | [ |

Kl

Redion Owverview

Storage Analysis
Subpool Detail=

TCPIP St;

Responze Time Analysis
Service Level Analysis
Service Task Details

System Intislization Takble
Tazk Class Analyms

Temporary Storage Gueues
Temporary Starage Summarsy
Tertminal Storage Yiolations

_I

3

CPAP =

lﬁ Phy=zical I

OMEGAMON XE for CICS

*|s Max Sockets Limit too low?
» This could cause delays or timeouts

Link from OMEGAMON XE for MFN
i » Application Workspace

fEaas b0 1aqunpy

Ccurrent Inbound Sockets
B Number Inbound Sockets Created

Oreak Inbaund Sockets

SEHOOS o laquny

u]

O current Outboun

B current Femsistent Sockets Dutbaund
Onumber Outbaund Sockets Closad
B Humber Outbaund Sockets Created
OPeak Outbound Sockets

OFeak Parsistent Sockets Dutbound

d Sockets

0BeO0O x

2= TCPIF

CICS Region M aximurm Current Current Peak Current Persistent
Mame | OPEN SIS ook ots limit| Inbound Sockets | T EAK INROUNd SOCkEs | o b o lind Sockets | Outhound Sockets | Sockets Outbound

& |[cicsL1s3 | Open 755 2 3 i 7 i
ol

MO x

OMEGAMON XE for CICS TCP/IP Statistics workspace

CICS Region q TCRIF Service Senice Open Service Open TCRI
Name TCRIIP Service Mame IF Address Fart Mumhber | Backlog | Open Status Time (GMT) Time (local) Protocal M D

CICEL1A3 EJETCP1 Q.42 46,26 1710 A | Dpen 09721006 06:48:58 | 09521006 02:48:588 [[IOP

CICEL153 EXMPPORT 942 46,26 123445 5| Qpen 09721006 06:48:98 [ 09521006 02:48:98 [HTTF




Application
Mame

®

Applications Summary Table

Fercent
Segments

Total Ot
af Crder
Segments

£l

Segments
Retransmitted

o

| &= || CICSADRE

Fetransmitted
1]

CICSADRT ]
(&= TcicaTive f
C @ Application TGP Connections

Application UDP Endpoints
Application TGP Listeners

Application Connections

Systern CPL Liilization

OMEGAMON XE for z/OS
What is CPU Utilization?
* Are there storage problems?

Link from OMEGAMON XE for Mainframe Networks
Application workspace

OMEGAMON XE on z/OS System CPU Utilization workspac

@ IS5 TCP/P Statistics
LS Vi == Link Wizard... m
& E2 Link Anchor.. .
rkload CPU Usage [Oaverage CPU Fercent Partition CPU
Operstor Alerts ] ” B Total TCB% 0401
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z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks

2.Denial of Service Attack
— Intrusion Detection

3.DVIPA
4. OSA Express and Channel Interfaces
5. TCP/IP Connections
6. Applications
7.FTP
8.TN3270
9.SNA over IP
— Enterprise Extender and HPR

10.SNA

— CCL (Communication Controller on Linux)




Who is doing large FTPs during 1% shift?

[
FTP  WEraareel
TCP/IP Sessions E

FTP Analysis

*Hung

B Wiew [Physical m m Too Large
D & 3 oo Login Failure reasons
IS Cnnnediunsﬂ g 20000 g eFailures codes
_:: eways at © 40000 2 200000000 ’LaSt Command
- T o a— A =l : a
Bl Interfaces [ 2 2 2 ] ] eDatasets names
EE “ 3 3 & &
- - m m
| By TCPAP MetmoL_d = = = 3
-Ehy TCPAP Stack I I & &
Lo :
r o = -] -]
o E Phrysical I Transfer Start Time Transfer Start Time
Lul i
- Last Reply e

4.0 Termiote P . Transmission Bytes Dataset
- Cormmand to Client : E] ; &
7 Port i Tz Duration Transrmittec Marme
52,3 L 2= 1210 | RETRIEVE | Reguested file action Ok... 2000 084 | AYOURN.SRCH
g =) 1208 | RETRIEVE | Reguested file action_0k... 2000 10906 | AYOUN.SUPE
7 = 20| 8TORE sty 6640 EFLEELTRIR SYS1.DUMP.C

ook K | 2|




ﬁge & Datasets ﬂ Resources FTP Transfers . A
Storage Device problems IP Stacks, USS e Last Command W=
* Memory, Buffers . Last Reply
* OSA-Express - Duration, Hangs
OMEGAMON XE Storage * Interfaces « Too Large
Y « Dataset

= OMEGAMONS

OMEGAMON MEN

FTP Situations
D S a— sInvalid Sequences
- P -—_.' TCP/IP Ses;i(;ns S— *Network Errors
= Sessions ﬁ' 'Servel’ EI‘I‘OI‘S
*System Resource Error
*File system error

*FTP byte rate

ﬁD Sessions

* Logon Failures
* Session end reasons

Out of the box Situations
for Operator awareness

ﬂx System Services
*|s FTPD running? - =

* USS Resources

TCP/IP Connections

* Response Times
* % Retransmitted
 Discards

H

OMEGAMON MFN i

OMEGAMON z/0OS e OMEGAMON MFN

« NetView for z/0S A




z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks
2.Denial of Service Attack
— Intrusion Detection
3.DVIPA
4. OSA Express and Channel Interfaces
5. TCP/IP Connections
6. Applications
7.FTP
8.TN3270
9.SNA over IP
— Enterprise Extender and HPR

10.SNA

— CCL (Communication Controller on Linux)




1' SNAResponse Time 01 average SNA response time Investigate:
*High application workload spike
> |IP Response Time 0r z/OS system resource constraints.

A ge Total Average IFP Averadge SHA : N HE:fi._ﬁ'_::l'lrl:f_:_ﬁI_-Il;_ilrr'E
‘esponse Time | Response Time | Response Time - ~ T il

2] a3 G| 04508506 -1:1::3:.?:2:5: S|iding Window

M3Z270 Response Time Percent Buckets

1 7

LOGMODE
«Can cause logon failures
*\Wrong screen sizes
Response times
*Average by IP & SNA time
«Standard Variation by IP & SNA time 0= o —
«Sliding Window (Buckets) =

esponse Times




NLDM.PIUT SESSION TRACE DATA PAGE 1
STV )Y =3V —— S — SECONDA

NAME ECHOA99 SA 00000063 EL 009D | NAME ECHOAO09 SA

__________________________________ O

SEL# TIME SEQ# DIR TYPE %+ REQ/RESP HEA

(1) 09:30:47 00B6 P-S DATA ....OC.DR.......BBEB.

(2) 09:30:47 00B6 S-P (+)RSP ...

(3) 09:30:47 00B6 S-P DATA ...

(4) 09:30:47 00B6 P-S (+)RSP ...

(5) 09:30:47 00B7 P-S DATA ...

(6) 09:30:47 00B7 S-P (+)RSP ...

(7) 09:30:47 00B7 S-P DATA

END OF DATA ENTER SEL# OR COMMAND CMD==>

00000009 EL OOE1 | CNM99
___________________ Fomeeeee

DER ****** RULEN SENS N

Since TN3270 appears as a SNA resource to VTAM
NetView SNA tools Like NLDM Trace will work.




Application Performance
*CPU, Storage
*Response times

ﬁesources
IP Stacks, USS
* Daemons running?
* Memory, Buffers

* OSA-Express
* Interfaces

TN3270 Situations

*Avg SNA Response Time
*Avg Response Time
*Bucket-5 Response time

OMEGAMON CICS, IMS,
WAS, DB2, Messaging, z/OS

< OMEGAMONS

Out of the box Situations
for Operator awareness

TN3270
SERS S

3270 LUZ2

- JNs270 l I
TCP/IP essIons D

1BMISS 0LZEN L

i~

SNA Sessions

TCP/IP Connections ' ~ A
* Response Times | i

TN3270 Server

H

* NLDM
* 95 Retransmitted -
. i : e Session Awareness
SNA & IP Response times N iscards -

» Logmode: Logon failure

s OMEGAMON MFN
* NetView for z/OS

OMEGAMON MFN NetView for z/OS

r 4
... ©207EBMCopomion




z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks
2.Denial of Service Attack
— Intrusion Detection
3.DVIPA
4. OSA Express and Channel Interfaces
5. TCP/IP Connections
6. Applications
7.FTP
8.TN3270
O9.SNA over IP
— Enterprise Extender and HPR

10.SNA

— CCL (Communication Controller on Linux)




SNA over IP

AP =
XLETIUC

How is my EE performing?

*EE flows over UDP

*EE performs retransmissions since UDP will not

*HPR can flow over EE

*HPR endpoints are responsible for error recovery and Flow Control
*MTU being too small can cause fragmentation or retransmissions

Network Priority Mappings

UDP Ports SNA Path Switch Timeout
12000¢ OLL2 wivTivE 10 Seconds)
12001 GRS N etwork 1 Minute
12002 AN o) TP(2) 2 Minutes
12003 .\ cdium TP(1) 3 Minutes
12004 SN 0w TP(O) 8 Minutes

Type of Service (TOS) Class of Service (COS) (LOGMODE)




APPN Sessions

Check T1BUF and T2BUF
VTAM Buffer Pools "

Out of the box Situations
for Operator awarenes

EE Situations
*00 Retransmissions

= .&ddres;-—-—i
*High Throughput Rates E%J—j

GO000000 72

40000000 1|

anU L ¢ EEphg

-High Retransmission Rates g L D

*Wrong Type of Service (TOS)

% |5 EE Conections Dietal

| =

1 1 1 - ‘ ; Type |Transmitl Receiwe | Transmit
» Too much at high priority g soonog] | | |pkocal | Remote JloalRem) 6 | VR TBye | Paciet
& 40000 | Serdice Fate Rate Fate
) = zo000§ ! i 84246..84282. | 12000 Signal | 14 i} 41
z : - Q4246 :9.42.8.2... 12001 | Metwark | ] 0|
UDP Port to SNA Ma In = ¢ i % i Q4246 |94282 . 12002 | High 109007 | 43161139 2001 |
o (e} o 1 Y: 1 1
5 5] 2 9_4._2_45__ 842832 | 12003 Medium | O] L —
Fort Humber H4246.. (9842832 12004 | Low I ETEDQ 41912817 1205 |
12001 Network i - ' g

[ITransmit Packet Fate|

12002 H |gh B Receive Facket Rate |
12003 Medium |« | 2]l | i

12004 Low OMEGAMON MFN EE Connection Details Workspace




sessions

HEE Vigwy [Physical Jl Al
" : g 2 L S| g -
|Smy HPR so Slow? s g 2 : of
. : g 2
*Retransmissions : N =
*Path Switches | —
*ABR Mode _ -'.l. al
«Adaptive Rate Based Flow control | [ i " ik ic & - £ = &
g3 Z 0 o
E| 40 E o o = o o
* Yello L F s e Z 3 3
. Gree\rl1v = 0 5 5 : g . - g
*Out of Sequence i % % Lo 7 FU e Local RTP PU Hame
.Response Tlme ] 2 DTransmitBy‘te Rate| — O Transmit Packet Rate|
Varlance Local RTP PU Name B Receive Byte Rate j B receive Packet Rate j
Class of Service ul m =
m l f P t R Local
*Throughput = 24 , | Sewce ) packets |0 BT ime | mTPRU
\Watch for CSM increase = G o Marme Retransrnitte Yariance MName
B k f k b ff 3 | g CPEYCOMG 0] Grean 387 | CHROOOOC Ugil
ackup ol un-ack butiers @ 40| g #INTER 3| Green 3 CNRODOID | U
sLook at UDP workspace . 3 #BATCH 3/ vellow 3/ CNRODDOF  [UST
.Ports 12000_12004 Local RTP PU Name Local RTP PU Name 1 »

OMEGAMON XE for MEFN HPR Connections Workspace



Out of the box Situations
for Operator awareness

HPR Situations
Out of the Box
*HPR Throughput
*Path Switches
*QOut of Sequence

N3VY_HPR_Conn_Path_Switch
HPR RTP connection with path switch due to error

Situation Description

A humber of path switches have one or more of the following path switch triggers:

+ TGINOP: The link of the first (or only) hop of the HPR RTP pipe is not functioning and triggers a path
switch.

+ SRT (Short Request Timer) Retries: The end point has repeatedly not responded within the specified time
interval to timing-sensitive packets sent to it. Therefore, the existing path is assumed to be unusable and
triggers a path switch.

+ Ho NCBE {Network Control Elock): The DLC associated with the HPR. RTP connection can no longer be
accessed. The first hop of the RTP pipe is therefore no longer usable and triggers a path switch.

+ Modify RTP Command

+ Auto Path Switch

+ Partner Initiated

Note: By default, this situation only tests for No NCE.

This situation is probably triggered by losing connectivity to the remote endpoint or constrained CPU in the
remote z/05 Communications server address space.

To determine this, the following metrics in the HPR connections table are used:

+ Path switches
+ Path switch trigger

This situation occurs when the path switches value is greater than zero for 3 consecutive intervals and the path
switch trigger value is one of the following in the third intenval:

+ TGINOP
+ 5SRT retries

+ No NCE Sugoested Actions

This is probahly because of lost connectivity to the remote endpoint or constrained CPU in remote YTAM
address space. To resolve this problem, use the following procedures:

+ Issue a trace route command to determine the most probable routing path.

+ Determine if this path is using a secondary or backup routing path. If it is, identify and fix the problem
with the primary path.

+ Query the routing interfaces on the routing path to determine the number of packets dropped.

+ ldentify the routers along the routing path with the highest numbers of packets dropped.

+ Validate the router configuration parameters.

+ Check the OSA adapter metrics to determine if adapter constraints (such as excessive processor
utilization or discards at the receive side) exist.

+ Confirm that the CPU utilization is high for the remote system (that is, the receive side) Communications
Server for 2/08 address space.

+ Redistribute the Communications Server for z/0S workload on the remote system (receive side) of the
HPR RTP connection.




*No Error recovery

* Done by endpoints, if any
* High number of Discards
*Queued and Queue Limit
* Endpoints responsible for
* High Datagram and byte traffic

e at wrong priority

Port to SNA Map

12001 - Network
12002 - High
12003 - Medium
12004 - Low

Part of OMEGAMON MFEN Connections UDP Endpoints Work

122 UDP Endosis Suninery Table o 1 | Mff Ubg eviEs
RPercent Queued Send Feceje Receive Receive 240000000
Lpngﬁ' D%‘jgﬁgs %?;igrrﬁ";”ds Datagrams | Datagram | Datagrarn | Datagram | Queus Limit | @ueue Limit Ds;‘;':gﬂ?f Datgg{f'tms
Discarded Biytes Size Limit | Size Lirmit (Butes) (Datanrams) 120000000
|| 12':”:'2,. ] ':',- DJ F5535 | F55345 | 29491EDT EIZIEIIJT 15954':',- 10003 SRV
12004 | EI_ EI_ o o] 55535__5 B5534 | 2949120 | 2000 | 2004745 | B032
GO0
a
4] | i3]

a
[}
[}
[}
k2

space

Out of the box Situations
for Operator awareness

00k

UDP Connection Situations

DEIy'tes FReceived|
HEIy'tes Sent

*% Datagrams Discarded

eDatagram
*Byte Rate

Rate




APPN Sessions |

=

kkkkk PRIMARY skkwkx

NAME  TYPE DOM
SEPACECP ILU C-C
NTYD2 LU  NTYD2
NTD2MYS LU  NTYD2
SEPACECP ILU C-C

kkkk SECONDARY #%xx

NAME  TYPE DOM
NTYD2 LU  NTVYD2
SEPACECP ILU C-C
SEPACECP ILU C-C
NTD2MVS LU  NTYD2

START TIME
01/31 15:25:18
01/31 15:25:19
01/31 15:24:11
01/31 15:24:11

END TIME
ACTIVE xxx

ACTIVE xxx Pd \/i W f rz
ACTIVE #®xx etview for z/OS

acTIvE xxx| NLDM (Session Monitor)

L34
L34
KKK
XKk

NLDM SESS name * ACTREF

»See sessions that transverse
EE connections

» Are sessions going over

correct EE?

NLDH . CON SESSION CONFIGURATION DATA

PRIMARY --------------- ommm oo SECONDARY

NAME SEPACECP SR 00D2 EL 00000042 |  NAME NTYD2 SA 00D2 EL 0000002A
______________________________________ +______________________________________

DOMAIN NTYDZ C-C PCID USIBMNT.SEPACECP.E747BC617FFEA4BE DOMAIN NTVD2

CNROOOOA ---
LOCAL DATA APPN TP 03

CP/55CP
SUBAREA PU

NTDZMY3
NTDZYTAM {0000

(002A

APPNCOS SHASYCMG
SUBACOS N/A
LOGMODE SHASYCMG
PADJ CP SEPACECP
SADJ CP N/A

Added with APAR OA16305




APPN Sessions

=

- 5;5 Netyiew for Z0S - HASL1 25_HCENS:KWWOD 5o T -:"_ j j | \/
~[Eh DVIPA Connections § ot , _ _
gy DWIPA Definition and Status o &
o 20 I 3 =
{ DVIPA Distributed Targets St . ; ; A P
H X -+ [ s e s g e ) - e
g DVIPA Sysplex Distributors = = 2 g = = = = 3
Bk Formatied Packet Trace o D (] ] w g o o i
; ; b= b=} =] & b=} =] =] =]
y Metiew Audit Log o i g g o g o 3 g
¢ Metview Command Response ; & L a = B o & i
: g Metiew Log a a2 o o ey = g 7 g
o = . - - - Time T:temal - -
=By TCPIP Caonnection Data —
DSuccessful Seszions
. “{E F'h\_.l'Si[Za|l "@‘E MEtvisw-MEN ViEW‘ E_-Sesaionswith Sense Codestg
Page:]_T ofz O B O x
Session Data Summary Table
| ¥
Frimary Mame |marg.rT1,-i Start Time IEnd TimEj Secondary Mame |Jndar5r{ FCID | Sense Cndefmaw Dnmé Secondary Dnmalni DLUS DLURi Se g|
USIBMWZYV.H... | SSCP | 11/28/2005 15:18:11 | ACTIWE | USIBMWZV.HCENSO0E | LU | USIBMWZV HSLW 2 E... HCENS | HCENS _ &
USIBMWEY.H... | SSCP | 11/28/2005 15:18:11 | ACTIVE | USIBMWZV.HCENS0OF | LU | USIBMWZY HSLW 2 E... HCENS | HCENS
USIEIMWZV H. S5EP 111'291'2[![15 1549811 ACTI\-"E USiEIMWZ\-‘*HCENﬁEIDC EE LB A HE LW 2B HCENﬁ HZERS:

*View SNA sessions in TEP NetView for z/OS

« Session failing with sense codes Seecin Date Winilerame

Added with APAR OA16305
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APPN Sessions

=(3 CIcs

-8 SYSL.CICsL1S3

—IEky Automatic Inttiste Descriptars

Eottleneck Analy

Business Tranzaction Services Analysis
Connections Analyzis

DE2 Sumtnaty
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View Application
Performance with
OMEGAMON XE:

*On z/0OS
For CICS

*For IMS

*For Messaging
oI TCAM for WAS
*For DB2



HPR Performance -
*Endpoint Recovery

*Out of Sequence
*Retransmissions

*Path Switches

*ABR Mode (flow control)
*Throughput

*Response Time Variance
*Class of Service
OMEGAMON MEN

Application Performance ﬁResources
*CPU, Storage Stacks, USS
*Response times *Memory, Buffers
*OSA-Express

eInterfaces (MTU size)
*CSM Storage

*Unacknowledged buffers
OMEGAMON MFN

EE DR

ﬁm Out of the box Situations
for Operator awareness

OMEGAMON CICS, IMS,
WAS, DB2, Messaging, z/OS

il

H

UDP Performance b '
* High number of Discards

* Queued and Queue Limit

* High Datagram and byte traffic
at wrong priority

* EE Sessions

» See sessions that _
transverse EE connections

» Are sessions going over
correct EE?

 EE Performance i

* High Throughput Rates

* High Retransmission Rates

» Wrong Type of Service (TOS)

» Too much at high priority
* T1BUF and T2BUF Buffers
OMEGAMON MFN

NetView for zOS

3270 & TEP Views /

OMEGAMON MEN /




z/OS Communication Server Top Ten Problems
1. TCP/IP Stacks

2.Denial of Service Attack
— Intrusion Detection

3.DVIPA
4. OSA Express and Channel Interfaces
5. TCP/IP Connections
6. Applications
7.FTP
8.TN3270
9.SNA over IP
— Enterprise Extender and HPR

10.SNA

— CCL (Communication Controller on Linux)




_ *z/VVM & Linux
|s SNA data backing up? «Memory and CPU Utilization

Communications Controller on Linux (CCL)

*NCP
*Buffers CPU Utilization

VTAM
Memory and CPU Utilization
*SNA Sessions

eLogmodes
*Traffic Rates
*Return codes

*\/RS

*Blocked Routes
*Window Sizes
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Buffer Situations
*Expansion Threshold
*|OBUF Expansion 90%

*Queued Buffer Requests

Out of the box Situations Buffers usage by Category

for Operator awareness ] ]
OMEGAMON XE for Mainframe Networks Application or Address Space
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«Monitor z/VM and Linux together OMEGAMON XE on z/VM and Linux Network Workspace

*CPU, Storage, Resources

*Hyperchannel
«See if performance issues due to Linux or z/VM




Application Performance esources CCL Performance
*CPU, Storage Stacks, USS Tuning, VRs

*Response times * Hyper Channels « CPU

* Memory, Buffers » Buffers & Memory
OMEGAMON CICS, IMS, * OSA-Express OMEGAMON for MFN
WAS, DB2, Messaging, z/0OS « Interfaces * (NPM), (OMEGAMON 11y

= OMEGAMONS = il NetView for z/OS
” ] i ' NTuneMon, MOSS Cons

ﬁi Sessions
ﬁi Sessions

o XA
SNA Sessions B |
* Session Awareness
* VRs
* Traces

VTAM Performance 6NM & Linux

» CPU Utilization i ' » CPU Utilization
* Memory ECSA, CSM * Memory

» Buffers » Tasks

* Hyperchannel

OMEGAMON MFN * Network NetView for zOS

3270 & TEP Views
OMEGAMON on z/VM & Linux 4 r/




Solution

Managed as part of Communication Server Top 10 List

IBM Tivoli OMEGAMON XE for Mainframe
Networks

Performance on TCP/IP Connections, UDP, FTP, OSA-Express,
Interfaces, TN3270, EE, HPR Performance, Buffers, Storage

IBM Tivoli NetView for z/OS

Operations on TCP/IP Connections (active and inactive),
TN3270, SNA Sessions, Interfaces, DVIPA, Intrusion Detection,
IP and SNA Trace

IBM Tivoli OMEGAMON XE on z/OS

USS, WLM, XCF, CPU, Memory

z/OS OMEGAMON Management Console

Health Checks on z/OS Communications Server

IBM Tivoli OMEGAMON XE on z/VM and
Linux

Hyper Channels, z/VM and Linux resources

IBM Tivoli OMEGAMON XE for Storage

Storage performance issues

IBM Tivoli OMEGAMON XE for CICS

Max Sockets, Bottleneck Analysis, Connection Analysis

IBM Tivoli OMEGAMON XE for IMS

IMS Resources, OTMA, Queues, IMS Connect

IBM Tivoli OMEGAMON XE for DB2 PE/PM

IBM Tivoli OMEGAMON XE for Messaging

DB2 Resources, Locking Conflicts, Thread Analysis,
DB2 Connect

WebSphere MQ Resources, Channels, Queues, Response Time

IBM Tivoli Composite Application for WAS

WAS, Resource Utilization, Request Analysis, JDBC Contention




= 7z/OS Communication Server Top Ten Problems:
1.TCP/IP Stacks

v 2.Denial of Service Attack
® |Intrusion Detection

v/ 3.DVIPA

v 4.0SA Express and Channel Interfaces
\/5.TCP/|P Connections
\/6.Applications

v 7FTP

v/ 8.TN3270

v/ 9.SNA over IP
®  Enterprise Extender and HPR
v/ 10.SNA

= |everaging OMEGAMON and NetView will reduce problem isolation time
— Out of the box best practices

— Workspaces
— Situations provides proactive notification
— Common intuitive interface (TEP)

— Isolate to all end-to-end resources




Product overviews, Manuals, Demos, and Support
http://www.ibm.com/software/tivoli/sw-atoz/index.html m o

Red Books: http://www.redbooks.ibm.com/
Introduction to the New Mainframe: Networking SG24-6772
OSA-Express Implementation Guide SG24-5948
EE Implementation Guide: SG24-7359
Customizing and Using IBM OMEGAMON z/OS Management Console REDP-4166
IBM Tivoli OMEGAMON XE Deep Dive on z/OS SG24-7155
Communications Server for z/OS TCP/IP Implementatio  n policy based Network Security SG24-7342
Svstem Z teleconferences:
Managing mainframe networks with NetView and OMEGAM  ON
http://mww-306.ibm.com/software/os/zseries/webcast/16may/
OMEGAMON XE for CICS V4.1 Technical Update
http://mww-306.ibm.com/software/os/zseries/telecon/13dec/
Managing Linux and z/VM Performance and Availabilit y Using OMEGAMON
http://mww-306.ibm.com/software/os/zseries/telecon/7dec/
OMEGAMON XE alert management considerations and bes t practices
http://mww-306.ibm.com/software/os/zseries/telecon/13jun/
Tivoli Enterprise Portal — Dashboard to IT Service M  anagement
http://www-306.ibm.com/software/os/zseries/telecon/23feb
Live ITM 6.1 DEMO with OMEGAMON 4.1 Simulation. Order (SK4T-0622--03)

T|voI| Technical Exchange Recorded Telecasts (select Previous Webcast Tab)

http://www-306.ibm.com/software/sysmgmt/products/support/supp_tech_exch.html
* NetView for z/OS V5 Ease of Use
* Introduction to NetView for z/OS and Web Seminar Se  ries

White Paper
= NetView for z/OS V5.2: Integrated enterprise manage ment with OMEGAMON

http://www-306.ibm.com/software/tivoli/features/ccr2/ccr2-2005-11/product_updatesll.html

Products A-Z .

& B CDEF I
i Tivoli OMEGAMON XE




IBM Networking Acronyms

MEN OMEGAMON for Mainframe Networks

© NPM Network Performance Monitor (part of OMEGAMON MFN)

* NLDM Network Logical Data Manager “session manager” (part of NetView)
* NPDA Network Problem Determination Application (part of NetView)
- LU Logical Unit

~ PU Physical Unit

= NCP Network Control Program

= RTP Response Time Monitor

= SAz/OS  System Automation for z/OS

= SLR Service Level Reporter (TDS for z/OS)

= SNA System Network Architecture

= SNI SNA Network Interconnection

= SNMP Simple Network Management Protocol

= TCPI/IP Transmission Control Protocol/Internet Protocol

= TDS z/OS Tivoli Decision Support for z/OS

= TDW Tivoli Data Warehouse

= TEC Tivoli Enterprise Console

= UDP User Datagram Protocol

= USS UNIX System Services

= VTAM Virtual Telecommunications Access Method

= WAS WebSphere Application Server
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