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Information Management

Database Monitoring: 3 Key Business Drivers

1. Internal threats

= ldentify unauthorized
changes (governance)

= Prevent data leakage

2. External threats

= Prevent theft

3. Compliance

= Simplify processes
= Reduce costs
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Information Management

The Complexity & Visibility Challenge

S Criminals
* Heterogeneous & distributed ol roinen:
Partners _"-"'3 Internet ': Firewall  DMZ
. . 14 Networks
* Multiple access paths Hacke--lr“s-.’ W
I . sers ﬁ . lﬁ b
« Firewalls can’t prevent traffic that )
.-, Web and
appears to be legitimate ézfv":f;uon

 Most organizations have

formal data security policies but ...

Network

ntsrnal
Users
= Corporate /

Database
Servers

* No practical enforcement
mechanisms ORACLE
« No visibility into what's really going SAP o= —
NS PeopleSoft.

on - especially with privileged users My

Zbea  SYBASE
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Information Management

Top Data Protection Challenges

Where is my sensitive data - and who's | | §F
accessing it (including privileged users)? ||| &

How can | enforce access control &
' change control policies for databases?

How do | check for vulnerabilities and
lock-down database configurations?

(3; _ " How do | reduce costs by automating &
b centrallzmg compllance controls’>
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1
- §

Guardﬂguy m

© 2009 IBM Corporation




Information Management

The Compliance Mandate
Data

i NIST
. . Privacy &
Audit Requirements IS0 27002 | o o i | SP800-53
(FISMA)

Laws

1. Access to Sensitive Data v v v v

(Successful/Failed SELECTSs)

2. Schema Changes (DDL) v v v v v

(Create/Drop/Alter Tables, etc.)

3. Data Changes (DML) v v

(Insert, Update, Delete)

4. Security Exceptions o 7 7 Vi Vi
(Failed logins, SQL errors, etc.)
5. Accounts, Roles &

Permissions (DCL) (GRANT,
REVOKE)

DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes)
DCL = Data Control Language Guardium
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Information Management

Addressing Key Stakeholders

@ & @
COMPLIANCE SECURITY APPLICATION
AUDIT OPERATIONS S MATADREE
v' Separation of duties v Real-time policies v Minimal impact
v' Best practices reports v' Secure audit trail v' Change management
v" Automated controls v" Data mining & v" Performance optimization
forensics

GUareitmEs 00 Vs s

Unimeds\iew:
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Information Management

Guardium Solution

Guardium network monitorin"g
appliance & audit repository

ORACLE

E-Business Suite

SAd

SIEBEL Ty

PeopleSoft. — -

JDEDWARDS !I.!i
Custom apps i

g
LT

* Non-invasive

* No DBMS changes

*  Minimal impact

* Does not rely on traditional DBMS-

resident logs that can easily be disabled
by DBAs

_"'_H-'- MySsOL

Switch a
a N “SYBASE

|[ERADATA

@ Sun

.... &

ORACLE

i 1

Informix

Guardium S-TAPs for local access
monitoring (shared memory, named
pipes, etc.)

Granular policies & monitoring
*  Who, what, when, how

Real-time alerting

Monitors all activities including local
access by privileged users

Guardium
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Information Management

Scalable Enterprise-wide Multi-Tier Architecture

Webs / Application

- Mainframe

European
Data Centers

SRt
- .. Collector
L

F
’
Collector
o=

.
. o
L . -
S S-GATE . \
g P S-TAP Web / Application -
Americas ! ~ v
S-TAP DataCenters = ™ b

Internet 2

Li , Collector . 7

a ¢ r\ - _

- E oo Central Policy Manager
- S-TAP » ®e ;  &Audit Repository
A" -
Remote Locations . - - ; i
e Integration with LDAP,
&Qutsourcers AsiaPacific IAM, IBM Tivoli SIEM,
DataCenters | " / IBM TSM, Remedy, ...
.. /
Firewall f l *
° .J =N
S-TAP Collector . .
Guardium
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Information Management

Continuous Fine-grained Auditing and Security

All SQL traffic contextually analyzed & filtered in real-time to provide
specific information required by auditors

- E -

ALL SQL commands

Client IP Server IP

| S Fields
Client host name erver port bi
_ ! S Objects
Domain login Servgr name Verbs
Client OS ession DDL
SQL patterns
MAC DML
TTL Network protocol
DCL
Oriain Server OS
9 _ - DB user name
Failed logins imestamp DB version
Access programs
App User ID DB type
DB protocol
Origin
DB errors . .
SELECTSs Guardium
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Information Management

Provide insight such as . ..

— Who is changing database schemas or dropping tables?
— When there are any unauthorized source programs changing data?
— What are DBAs or outsourced staff doing to the databases?

— How many failed login attempts have occurred?

— Who is extracting credit card data?

— What data is being accessed from which network node?
— What data is being accessed by which application?

— What are the access patterns based on time of day?

— What database errors are being generated?

— What Is the exposure to sensitive objects?

[ ]
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Information Management

Addressing the Full Lifecycle

g Prevent SQL injection attacks

» Monitor & block privileged users
+ Detect application-layer fraud
« Enforce change controls
» Real-time alerts

» Forensics data mining
* SIEM integration

.

« Automated & centralized controls
« Cross-DBMS audit repository
+ Preconfigured policies/reports
+ Sign-off management

« Long-term retention

« No database changes or

performance impact
Critical

Data
~ Infrastructure -~

- Discover & classify » Assess database

iti - Inerabilities
sensitive data , ASSsessS v g

« Continuously update ‘ 2 ' Conflguratlon auq!t!ng

security policies + Behavioral vulnerabilities

» Discover embedded A Hard =gl * Preconfigured tests based
malware & logic bombs " onbest practices standards
(STIG, CIS)

- ®

Guardium
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Information Management

Policies

Policy Rules
&€ Production Database Policy Fiter: | e | " 3 [ @
= Expand All = Collapse All & Select All £ Unselect All ¢ Remove Selected sk CopyRules ...

1 Baseline : baseline 8 hours (Action: Accept and don't cont. to next Rule) ;I

W ) 8EE 2Access Rule: Log full Details

mrD&IEI 3 Access Rule: Unauthorized user access to sensitive data
4 ) 8E[E 4Exception Rule: Alert on Failed Login

# () 8@ [E skxceptionRule:Alerton SQUErrors

[~ ) 8E[E 6Extrusion Rule: Unauthorized Data Privacy Access

) &8E  7Extn

|

[=]

Database

o Add Access Rule... | < Add Exception Rule... Rule Suggestion & Suggestfrom DB ACL
| dk Add Extrusion Rule... | Rule minimum ct. |0 Object Group minimum ct. |1 @ Suggest Rules
Q Cancel €) Policy Simulator Done ™

~ —<ardium
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Information Management

Rule #4 Description |Terminate Connection |

Category Classification |Vi0lati0n

| Severity HGH ¥

tot [] Servertp f

ot [ Clientlp Il anlor Graup

| andior Groyl | Production Servers w

Hot D Client MAC I:I Het. Protucoll:landior Group
DB Type| | Oracle ¥ Il et [ service Namel:landior Group

ot [] 0B Hame | |andIor Graup | ----------------------

ot [] DB User | |andI0r Grou |(PUb"C) Admin Users

v

Hot D App. User |:|andior omul| Oracle EBS Applser Group v |..Ei.
Hot D 05 User I:Iand,rgr Gmul Unauthorized O35 Users ¥ F.

tot [ sre App. I:Iandmr T —

v i

fot [ Field Hame I:landmr Grou;l Senstive Columns ¥ ada

Hot [] Object I:Iandmr GrourI|Fiﬂ3nCiﬁ| Objects

tot [] cCommand l:landmr Grou;I|(PUb|iC) DML Comimanis

Min.Ct 0 | Resetinterval (minutes) 0

JaLerToALy
Continue to next Rule ]  Rec. Vals. [] JALERT ONCE PER SESSION
JJ ALERT PER WATCH
i [ ALERT PER TIME GRANULARITY
Action |S-GATE TERMNATE L

J GHORE RESPONSES PER SESSION

4 anore session

§1noRe saL PR SESSION

J LoG FuLL DETALS

JLOG FULL DETALLS PER SESSION

LG FULL DETAILS WITH VALUES

§ LOG FULL DETAILS WITH VALUES PER SESSION
§ 106 1askeD DETALS

S TeP TERMNATE

| SKPLOGGNG _

Exception (ie. Invalid table)
3

Result Set

Which Servers

= Database

Which Databases

Which Users

Which Fields
Which Tables
Which SQL Commands

What Action?

Allow, Log, Log Full Details, Log
full Details with Values

Alert, Ignore, Terminate Guardiumr

SAFEGUARDING DATABASES™ = AN IBM® COMPANY

© 2009 IBM Corporation




Information Management

Dashboard

S - €] (2] € |9 4= K

Bt fd -

Guardiunr

I&jrstem View D ]_J’Administration Console UTools ]J[laiiy Monitor ]JGuardium Monitor UTap Monitor ]Jlncident Management ]

STAP Status Monitor [, [£] (=] [¥]

Aliazes: OFF

= DB Server Last Response Primary Host MSS DB2 Local =
=-1ap Host =-lap Version v SLatus = J1EE fipes s
S-Tap Host S-Tap Version Tune Status Potemed Birrie KTAP TE Shim Shm ICP Pipes Enc ec[i]
10414013 7.01.38 MSSaL Active 2010-07-02 1012250 10.11.40.254 No Mo Yes Mo Yes Yes  Unencrypted
101140138 13;3:.?_0_0.20091203. ORACLE Active 2010-07-0210:12:27.0 1011 .40.254 Ves Mo Mo Mo Mo Mo Unencrypted
1041.40.148 7.01.38 ORACLE Active 2010-07-0210:12:250 10.11.40.254 Mo Mo o Mo es Yes  Unencrypted
1011.40.243 7.0.1 38 =T Active 2010-07-0210:12:250 10.11.40.254 Mo Mo Mo ho Yes Mo Unencrypted
1041.40.83 7.01.38 DBz Active 2010-07-0210:12:25.0 10.11.40.254 Mo Mo R Yes  Yes Mo Unencrypted
Records:1tosofs o5 | (H S [E 57

Current Status Monitor ] & Gd (v =

2, -8 X
Te &
10:12 Edit Account: admin Customize Logout [ @l o~
G2000 - Standalone Unit
| Request Rate [ (5 (@) (0 3 @
8

From 2010-07-02 05:12:30 To 2010 0-07-02 10:1 230

Aliazes: OFF

| CPU Usage ] [E] [Z]
| procs A=~ ==essjigeses s-systemes --c-ogpile—s—-= E
e T i From 2010-07-02 08:12:31 To 2010-07-02 10:12:31
o o ‘0 314732 166148 BTHES2 o o o 4 635 1317 © 2 87 1 0
SQAL Server Teradata
(1] o
219185 o
Oracle MySaL
Matwark Inzoecticn o o
5585 15712
Analysis Engine D82 XML Free Diek Space
A 0-0 o 5 100G8
(1] o
46011 DB 0% Full
Sybase Ms
- o o Aliazes: OFF
STAP Inspecticn
o o
= Informix nlfllestther Logine to Guardium D @ @ LB @
(1] o Start Date: 2010-07-01 10:12:32 End Date: 2010-07-02 10:12:32 0
User Login Login Date Logout Date Host Remote
Hame Succeeded And Time And Time Hame Address
Unit is configured as: |Inspecting N ki inspe Using STAPs| eiRint k) admin O 122_100?'_011'001 122_100?'_011'001 guardiumym 10.11.40.53
= 2010-07-01 2010-07-01 -
admin a 1507280 1507280 guardiumym 10.11 4083
s 2010-07-02 2010-07-02 ’
admin a 00057 .0 100057 .0 guardiumym 10.11 .33.256
x 20 0-07-01 5
admin 1 1507340 guardiumwm 10.11 4083
z 2010-07-01 2010-07-01 .
admin 1 1641550 1745550 guardiumym 10.11 4083
Records: 1 tosor11 A3 D <5 b b 3= B N
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DB Actlvmes

File Edit Miew Favorites Tools  Help :;"
B r
e 1 S | A
@ Back > » ‘,: Tl c_,_\f:‘ Faworites =] ﬁ
Address @ htkps:ff10.11.40. 254:544 3 sqlguardfmedia-typefhtmljuserfaudit fpage/default. psml h - Go
G I’d' nm 10:20 Edit Account: audit Customize Logout (2 (& (2]
ua |U G2000 - Standalone Unit

View U Monitor/Audit ) U Discover U AssessMHarden UCompIyUProtect l

Build Audit Policies UBuild Reports UMy Hew Reports UPriuacy Sets Upoc =) l

01 - DB activities 01 - DB activities [, | &
02 - correlate DB activity
03 - Separation of duties Start Date: 2010-07-01 10:15:08  End Date: 2010-07-02 10:15:09 @
04 - DB&, activity Server IP Server Type Service Hame Database Hame DB User Hame Count of Sgl Total access
05 - Restric DB user to certain ¢ | 10114013 MS S0L SERVER SYSTEM 13 77E70
05 - Login Failed 1011.4013 MS SGL SERVER SOMSUAT SA 79 B2441
CILS_USER._MAMAD 10114013 MS SQL SERVER SOMSUAT SYSTEM 30 10622
[ — 10.11.40.138 ORACLE IL=PROD DUMMY _UISER B g4
10.11.40.1 35 ORACLE ILEPROD ECOMSINT 2 16
U0 SUEEE e S 10.11.40.135 ORACLE ILSPROD LS_MANAGER 184 66791
= 1011401358 ORACLE ILEPROD POC_LUISER 12 15
101140133 ORACLE ORACLEILSPROD POC_LISER 16 ar
10.11.401 33 ORACLE ORACLEILSTEST POC_LISER 1 1
1011 40145 ORACLE RUSHUAT S5 5 10
10.11.40.148 ORACLE RUZHUAT i
101140243 v SQL
1011 402475 M SaL APP_ATRIX AZPHE 065 - Restric DB user to certain IP
101140243 MY SQL APP_MATRIM MFRER A cmin Users Sessions
101140243 MY SQL SIMPLE MFRER
Records: 1 to 15 of 15 %G? h_\ H DB Predefined Users Sessions
DB Server Throughput-Chiart
Aligses OFF Detailed Sessions List

Guardium: Report Drilldown - Source: 01 - DB activities - Microsoft Internet Explorer

€, <) |_L| |:L| "'"’ 7 Favarites =! ﬁ "f'

Guardiunm @
Server IP Server Service Database DB User sal Total
= Type Hame Hame Hame =0 ACCESS
10.11.40.148 ORACLE RIIEHUAT HMAMINT BEGIM DEME _APPLICATION_IMFOSET_MODULE(T MULLY, EMDy; 5

10.11 40148 ORACLE RUSHUAT HMAMINT BEGIN DBEMS _OUTPUT DISABLE; EMND; 3

10.11 40,148 ORACLE RLSHUAT HMAMINT select * from nati 1
10.11.40.148 ORACLE RISHUAT HMANINT select * from takl 1

7
1011 40148 ORACLE RUSHUAT SMARNNT SELECT ATTRIBUTE SCOPE MUMERIC_WALUE CHAR_WALLE DATE_WALUE FROM SYSTEM PRODUCT _PRIVS WHERE (UPPER(?) LIKE UPPER(PROCUCT) AMD (LUFPER 3
(USER) LIKE USERICY
= =7

1011 40148 ORACLE RUSHUAT SMANINT (S’EIT_TE;TBUCIT—!E&.)IR;_%ALUE FROM S¥STEM.PRODUCT _PRIYS WHERE (UPPER(?) LIKE UPPER(PRODUCTY) AMD ((UPPER(USER) LIKE USERID) OR: (USERID = 71) AMD (LUPPER 5

10.11 40,148 ORACLE RLSHUAT HMAMINT SELECT DECODE(?,?,7,7) FROM DAL 3
101140148 ORACLE  RUSHUAT HMANINT e ) e € 3

10.11 40,148 ORACLE RLSHUAT HMAMINT SELECT USER FROM DUAL 3

Records: 1t09 of 9 5 | kH & [
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Admin User Sessions

File  Edit Wiew Fawvorites Tools Help :;'
A a —
L '] :'-I A | < . i
@ Back > x <] (sl | P \:( Favaorites == ﬁ
Address | &] https:(/10.11.40.254:8443/sglguard v Go
G I. 10:35 Edit Account: audit Customize Logout () (E) (2]
“a |U| I | G2000 - Standalone Unit

I\l’iew DUMonitor.mudit U Discover U AssessHarden UCompIyUProtect l

overview UDB Activities UEm:eptions UI]B Administration [:]Us::hema Changes UDetailed Activities UPerformanl:e Unccess Map UDB Entitiements 1

Admin Users Login Admin Users Sessions [, ] (& ] [*)
DB Predefined Users Lagi
. dmi': S:,;:je C::r:an?}iinUSage Start Date: 2010-07-02 09:38:00  Erct Daote: 2010-07-02 10:38:00 @
Administrative ObjBC‘tS Usage Client IP DB User Hame Source Program Session Start Count of Sessions
’ R ) 10414013 54 Ji A EXE 2010-07-02 10:33:48.0 2
DML Execut Administrative Object
BACKSECC o Dnd I;"'r" u; e PRIEES 1041 4013 sA Ji A EXE 2010-07-02 10:34:03.0 2
ommands Execution 10414013 54 Ji A EXE 2010-07-02 10:34:18.0 2
SRS U IS ST 10114015 SA J8 8 EXE 2010-07-02 10:34:32.0 1
e A STl S SIS ] 10414013 54 Ja A EXE 2010-07-02 10.34:33.0 2
WAl TS STy 10.11.40.13 SA Jan s EXE 2010-07-02 10:34:48.0 2
DBCC Commands Execution 10.11.40.13 SA JaN A EHE 2010-07-02 10:35:03.0 2
GRANT Commands Execution 1041 4013 SA Ji A EXE 2010-07-02 10:35:18.0 2
@ | 1011401334 Ji A EXE 2010-07-02 10:35:32.0 1
10414013 SA Ji A EXE 2010-07-02 10:35:33.0 2
10414013 54 Ji A EXE 2010-07-02 10:35:48.0 2
10414013 SA Ji A EXE 2010-07-02 10:36:03.0 2
10414013 54 JaN A EXE 2010-07-02 10:36:18.0 2
1041 4013 SVSTEM JaN A EXE 2010-07-02 10:36:32.0 1
1041 4013 SVSTEM JaN A EXE 2010-07-02 10 36:33.0 1
1041 4013 SVSTEM Jan A EXE 2010-07-02 10:36:34.0 1
Q0 © Records: 0 316 of 316 59 | b () B
Alimses: OFF

Fuardium w70
2 Guardium 2002-2002

=] ‘:g Local inkranek
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Execution of DDL Commands

File Edit View Favorites Tools

Help :'
= n —
< . L £
e Back > ] » ,‘; L l\] }\( Fawarites == i i
Address |éﬁ https:ff10.11.40.254:544 3 sqlguardfmedia-typefhtmlfuserfaudit/page/default. psmlfis _pane/P-129219212c0-10045
Guardiunr

11:10 Edit Account: audit Customize Logowt () (] (2]
G2000 - Standalone Unit
I\l’iew DUMonitor.l’Audit UDiscover Uﬁssessaﬂarden UCompIyUProtect l

Ouerview UDB Activities UExceptions UDB Administration USchema Changes DU Detailed Activities UPerformance UAccess Map UDB Entitlements 1
CREATE Commands Execution

Execution Of DDL Commands [, ] (2] (] ]
DOL Commands:
ALTER Commands Execution Start Date: 2010-07-02 10:08:33 End Date: 2010-07-02 11:08:33 @
DOL Distribation Client IP Server IP Server Type SQL Verb Count of Object Hame Total access
LROFE Commands Execution 101133137 1011 401353 ORACLE CREATE TRIGGER 10 14
1011 401351011 .40.135 ORACLE CREATE TABLE 1 1
= 1011 401331011 40133 ORACLE DROP TABLE 1 1

Records:1to 3 of 3 .géb h H @

Aliazes: OFF

Guardium w7 .0
@ Guardium 2002-2002

é ‘:g Local intranet




Information Management

Restrict DB Users to Certain IP Address

rosoft Inte
File  Edit Wiew Fawvorites Tools Help :,'
@ Back - > x p: _l\] L:/ Favarites == i 1

Address |§| https:fi10.11.40.254:5443)sglguardimedia-typefhtmlfuserfaudit fpage) default. psmlfis _pane/P-12958%ef92a4-10008 o | Go

11:22 Edit Account: audit Customize Logowut () (El (7]

-
Guardium 62000 Standlone Unit
View UMoni'tor.l’nudi't e | UDiscouer Unssess.ﬂiarden UCompIyUProtect l

Build Audit Policies UBuild Reports UMy Hew Reports UPriuacy Sets UPOC | 1

Uil Sle DG S 06 - Restric DB user to certain IP ] (2] (2] (X) (¥)
02 - correlate DB achivity
03 - Separstion of dutiss Start Date: 2010-07-01 11:22:26  End Date: 2010-07-02 11:22:26 @
04 - DBA activity Timestamp Access Rule Description Client IP DB User Hame Full SQL String Count of Policy Rule Violations
04 - DDL commands 2010-07-01 14:3545.0 Restrict access by IP 1011 40138 POC_USER 1
06 - Restric DB user to certain P 2010-07-01 14:453:07 .0 attached pos_user come from diff IP 1011 .40.138 POC_LISER 1
0 - Login Failed 2010-07-01 14:43:07 .0 terminate poc_user come from diff IP 1011 .40.138 POC_LISER 1
2010-07-01 14:43:24 0 terminate poc_user come from diff IP 1011 .40.138 POC_LISER 1
039 - ILS_USER_PAMAD 2010-07-01 14:57:53.0 sttached DEA, 10,11 40,138 POC_USER 1
e 2010-07-01 14:58 52.0 Terminate CustomeriD update 1011 40138 POC_LISER 1
U0 SUCEE I CTlE S 2010-07-01 15:26:43.0 alert on deviations 1011 40138 POC_USER select * from customer where customerid=100 1
99 - ip fist 2010-07-01 15:2517.0 alert on devistions 1044 40138 POC_USER select customerid from customer 1
D | 2010.07-01 17:30:26.0 sttached DB~ 1014 40138 POC_USER 1
2010-07-02 11:01:57 0 attached DEA 1014 40138 POC_UISER 1
2010-07-02 11:02:02.0 sttached DEA 10,11 40138 POC_USER 1
2010-07-02 11:0317.0 sttached DBA 10,11 40138 POC_USER 1
Records: 1to 12 of 12 Qg;, h H E B
Alimzes: OFF

(Guardium w70
2 Guardium 2Z00Z2-Z005

@I ‘j Local inktranet
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User Login Attempts

File Edit Wiew Favorites Tools Help :,"
. o
e Back =~ > | » n: o | e _"_\( Favorites
- - &4
Address |ﬁEj https:ff10.11.40,254:8443/sqlguardfmedia-typefhtmlfuserf audit/page/default . psml ~ | et}
G rd' m 11:26 Edit Account: audit Customize Logout [ (El (Z)
ua Iu G2000 - Standalone Unit
I\l’iew DUMonitor.mudit UDiscouer Unssess.ﬂiarden UCompIyUProtect l
Ouerview UDB Activities UEm:eptions DU DB Administration USchema Changes UDetailed Activities UPerformance UAccess Map UDB Entitlements 1
Policy “iolstions Failed Login Attempts [, | [&] [
E i Diistrilboti
xcep{!ons ! ':I on Start Date: 20M10-06-25 11:26:40 End Date: 2010-07-02 11:26:40 @
Exceptions Monitor
Failed User Login Attempts User Hame Source Address Destination Address Database Protocol Count of Exceptions
SQL Errors 1011.3313 1011 40145 CORACLE 2
Exccaption Count azdf 10.11.40135 1011 40135 ORACLE 1
-pt . il=_marmager 10.11.33.90 1011 40135 CRACLE 1
Ui TS CETE S poc_user  10.11.40.138 1011 40138 ORACLE 2
e i eI SvS 10.11.40.145 101140148 CRACLE 3
Active Users with no Activity Records: 1to 5 of 5 o5 =0 =
Terminated Users Failed Login Attempts & Lr\ H E
]
Aliases: OFF

Guardium w70
@ Guardium 2002-2002

&] Sy % Local intranst

=
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Monitor Application Users

ternet Explorer

File  Edit Wwiew Fawvworites Tools Help :,'
@ Back ~ () * p: A} "':/ Favorites | c ﬂ

Address |ﬁEj https:ff10.11.40.254:544 3 sqlguardfmedia-typefhtmlfuserfaudit/page/default. psmlfis _pane/P-129219212c0-10020 it | et}
Gua “urn_ 11:31 Edit Account: audit Customize Logout () (E] (Z)

G2000 - Standalone Unit

View U Monitor Audit ) U Discover U AssessHarden UCompIyUProtect l

Build Audit Policies UBuild Reports [, | UMy Hew Reports Upriuacy Sets | [PoC

Custom Reporting ] (2] (&) (x] [¥]
Entity List 25 f A =
- Entity 08 - Monitor application users Msin Entity: Access Period [ Sorted by ocourrences
—lclient.fSeruer ] & = Query Fields
JSession Seq. Enritity Attribate Field Mode Order-boy Sort Rank Descend
B L] 1 Access Period Application User walle | W Ll
—|A|:_||:_|Iication
Euvents FI 2 FULL SGL Full Sgl “alue | W (Ll
= 3 FULL sl Timestamia wWalle W
—lFULL Sal - -
values FI 4 Cliert/Server Server [P “alue | W (Ll
- i -
i N — L] 5 Client/Server Service Mame walle Ll
ca FI &  Session Database Mame “alue | W (Ll
SQL
—lnccess Period
—|Cnmmand
3 (2] Query Conditions
Object Entity Aggregate Attribute Operator Rurntime Param.
—lobiecl—
Command
—lFieId
—lFieId Sal
Value
—|0h'|el:l—Field
h
< >
@ Back o Remove (1 Clane 2 Roles.. o Save Done PR
= Generate Tabular =Y Add to My New Reports =Y Generate and Add to...

Fuardium w0
2 Guardium 2002-2002

& Done &y % Local intranet
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Policy Violation Detalls

File Edit Wiew Favorites Tools  Help ;ﬂ*
- .
Q Back - > x ,;,: "ul = i 3
Address @j htkps: /10,1140, 254:544 3 sqlguardfmedia-typefhtmljuserfaudit fpage/default psml b a =ta]
G rd' 11:46 Edit Account: audit Customize Logout @ o~
ua Iu' I ' G2000 - Standalone Unit
JView C] UMunitur.l’Audit UDiscuver Uﬁssessaﬂarden UCumpIyUPrUtet:t l
Ouerview UDB Activities UExceptions C] UDB Administration USchema Changes UDetailed Activities UPerformance UAccess Map UDB Entitlements 1
Policy Violations Policy Violations Details [ ] (&)
E i Diistrilboti
xcept!ons ! ':I on Start Date: 2010-07-01 11:46:50 End Date: 2010-07-02 11:46:50 @
Exceptions Monitor T
y . . {1l
Failed LI L A Tty S
e Bt e LS Timestamp <3200V AccessRule  cpopp serverp  DEUSEC Eull SOL String ELALIEE Policy Rule
=QL Errors Hame Description Hame: Description Yiolations
Exception Court 201 0-07-02
Terminated Users Logins R attached DBA  1011.40.135 10.11 40,138 POC_USER IMF O 1
Active Users Last Login 201 0-07-02
active Users with no Activity 11-0202.0 attached DBA  1011.40135 1011 401358 POC_USER IMFC 1
WG CECEE SRR BT (el b atached DB 10.11.40.138 10.11 40135 POC_USER INFD 1
@ 11:01:37.0 -
S0 00701 atter time hours =elect count(*1as rCount from employees where (emp_Iname like 'Flore %' or emp_fname like 'Flore
= 1011 .40.245 1011 40.2435 MFREMDOM %' or group_id like 'Flore &' or division like 'Flore %' or department like ‘Flore %67 and MED 1
2315:39.0 weork alert
status="EMNABLE"
=elect emp_Iname as LASTHAWE emp_fname as FIRSTHMAME direct_line a=s 'DIRECT LIMNE" fax_line
. &5 'FAK LIME' local_line as 'LOCAL LIME' group_id as 'GROUP_DESC! division as
201 0-07-01 after time hours X A k¥ " "
e 10.11.40.2435 1011 40.243 MFRENDORN 'DINISION_AREA! department a5 'DEPARTMENT_BRARMNCH' from employes whers (emp_Inams like MMED 1
2315:39.0 weork alert B \ L \ i | S - B
Flore %' or emp_frnams like 'Flore 96" or group_id like 'Flore %' or division like 'Flore %' or
department like 'Flore %67 and status="EMABLE' order by LASTRAME &5C
Bl Sftertime hours ;o 44 40 243 1044 40243 MFRENDORN SET SGL_ALTO_IS_MULL=D; MED 1
23:15:39.0 weork alert
201 0-07-01 after time hours .
2%530.0 ook alart 10.11.40.243 1011 40243 MFRERDOMN use app_matrix MEDs il
. select count(®)as rCount from employvees where (emp_Iname like 'Flore %' or emp_fname like 'Flore
R0 =] Sfertime ours 4 o 44 40 243 1044 40243 MFRENDOM %' or greup_id like 'Flare %' ar division like 'Flore % or department like Flare 2675 and MED 1
2315:38.0 weork alert | .
status="EMABLE'
select emp_Iname as LASTHNAME emp_fname as FIRSTHAME direct_line ss 'DIRECT LIMNE' fax_line
. a5 'FAM LIME' local_line as 'LOCAL LIME' group_id as 'GROUP_DESC! division as
201 0-07-01 after time hours X A " " "
e 10.11.40.243 1011 40243 MFREMNDOM 'DIVISION_AREL! department a5 'DEPARTMENT_BRARMCH' from employes where (emp_Iname like MED 1
2315:38.0 weork alert B \ L \ i | o S B
Flore %' ar emp_frname like 'Flore 28" or group_id like 'Flore 3" or division like 'Flore %' or
department like 'Flore 3" and status="ENABLE' order by LASTHAME A5C
201 0-07-01 after time hours .
2315:38 0 ans Sl 10.11.40.2435 1011 40 2435 MFREMDOMN SET SGL_ALTO_IS_MULL=0; MED 1
201 0-07-01 after time hours
2315:38 0 ans Sl 1011 .40.2435 1011 40 2435 MFREMNDOM u=se app_matrix MED 1
201 0-07-01 after time hours -
2315:34 0 ans Sl 10.11.40.245 1011 402435 MFREMDOM SELECT @it _isalation MED 1
zelect count(®)as rCount from emplovees where (femp_Iname like 'Flore %' or emp_fname like 'Flore
20 0= SMer time NOUFS 15 11 40 243 10011 40 243 MFREMDOM %6' or group_id like 'Flore 96 o division like ‘Flore %' or department like ‘Flore %67 and MWED 1
2315340 wark alert
status="EMNABLE
2010-07-01 after time hours
2315540 weork alart 10.11.40.243 10011 40 243 MEFRENDORM  =elect databasel) MED 1
=elect emp_Iname as LASTHAME emp_fname as FIRSTHAME direct_line &= 'DIRECT LIME' fax_line
S0 0070 atter time hours az 'FAX LINE' local_lineg as 'LOCAL LIME group_id as 'GROUP_DESC division as
e 10.11.40.243 1011 402435 MFREMDORM "DIWISIOR_AREA' department 5= 'DEPARTMENT_BRAMCH' from employes where (emp_lname like MED 1
2313340 weark alert ’ . o . vl \ o S 0
Flore %' or emp_fname like 'Flore %' or group_id like 'Flore %' or division like 'Flore %' or
department like 'Flore %" and status="ENABLE' order by LASTHAME &A5C
201 0-07-01 after me AOUrS 4 19 40 245 10,11 40,243 MFRENDON SET S@L_ALTO IS NULL=C; MED 2
2315340 weork alert
» ik . g .
S0 00701 atter time hours lselec:l c.Uurrl( I)as rCUunt_frqm llsmpluye.e Whe:re (e.m_p.flna!'ne .Ilke FIUr.e Mlcalh% or empjna.me like:
S 0050 weork alart 10.11.40.245 10,11 40.243 MFREMDORN Flore Micah:' or group_id like 'Flore Micah®:' or division like 'Flore Micah®' or department like MED 1
T 'Flore Micah®:") and status='"ERABLE b
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Database Servers Monitored

nte
File Edit W%iew Fawvorites Tools Help :;'
e Back - > Iﬂ IEI f h i-‘t( Fawvaorites l__’; ﬁ
Address |éﬁ https:ff10.11.40.254:544 3 sqlguardfmedia-typefhtmlfuserfaudit/page/default. psmlfis _pane/P-129219212c0-10012 ht | Go
Guardium_ 13:11 Edit Account: audit Customize Logout [ [E] (2]
G2000 - Standalone Unit

I\l’iew DUMDnitur.l’Audit U Discover U Assess/Harden UCumpIyUPrUtet:t l

Ouerview UI]B Activities DUExcepﬁons UDB Administration USchema Changes UDetailed Activities UPerformance UAccess Map UDB Entitlements 1

Sessions By Server Type Servers Accessed [ | (& ¢ [*)
DML Execution on Sensitive Objects
- . Start Date: 2010-07-01 13:11:09 End Date: 2010-07-03 13:11:09 @

Sensitive Ohjects Usane
Activity By Cliert IP Server IP | Server Type Database Hame Service Hame Count of Source Program Count of Sessions
Diatabase Servers 1011 4013 MS SGL SERVER 1 =1

1011 4013 MS SAL SERVER SDMSUAT 2 12976

5] 10,11 40,138 ORACLE ILSPROD 11 100

1011 40138 ORACLE ORACLEILSPROD 1 11

1011 40138 ORACLE CORACLEILSTEST 1 3

1011 40148 ORACLE 1 2

1011 40143 ORACLE RUSHUAT 1 a

1011 .40.243 MY SCGL 1 1

10011 40243 MY ZSGL APP_MATRIM 1 2695

10011 40,243 MY SGL SIMPLE 2 44

Records: 1to 10 of 10 @ébhH B B

Aliazes: OFF

Databases Discovered (o] IANEINL]

Mo data found for reguested guery

Guardium wT 0
= Guardium Z002-Z005

é ‘:g Local intranet
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S-TAP Status

ticrosoft Internet Explorer

File

@ Back -

Edit  Wiew Tools  Help

D = =&

Favarites

. o
A Li:( Favorites

“rsﬁ

.:’:

Address |éﬁ https:ff10.11.40.254:544 3 sqlguardfmedia-typefhtmlfuserfadmin/page /default. psmlfjs_pane/P-10f260c7H25-10001

v|G0

Guardiumr

STap[. ]| |CcAS

Rogue Connections
S-Tap Configuration Change History

STAP Status ] (B @ X (v =

20081 2031344

10011 40243 7.01.38 [ hg=el

1011 4053 7.01.38 [ml= e

Aliazes: OFF

y i DB
Prirmary Guardium Host Change Log S.Tap Host VE‘.;-rTS?DEn Server
STAP Status Yersion Type
Inactive STAPs Since

@ 10114013 7.01.33 MSSEL
1011 40138 S D ORACLE

Status

Active

Active

Active

Active

Systemn View UAdministration Console UTools U[laily Monitor UGuardium Monitor UTap Monitor DUInciden‘t Management 1

Last Primary Host ~ KTAP TEE Shared 0B2 Shared
Erecrmers e Installed  Installed MEMOLY Driver  Memory Driver
Response Hame Installed  Installed

Installed Installed
2010.07-02
e 101140254 Mo ro Ves Mo
2010-07-02
11 52490 1011 40254  Yes

2010-07-02

11:52 450 10011 40254 Mo
2010-07-02
11:5245.0 1011 40254 Mo Mo Mo wes

Records:1to 5 of 5 @%hH E Ef’

11:52 Edit Account: admin Customize Logout @I @ @
G2000 - Standalone Unit

LHMOH

Hamed Pipes

- Hunter App Server
Driver - Enc ed?
Installed DES Installed
Wes Yes Mo Unencrypted
MULL Mo Unencrypted

Unencrypted

Unencrypted

Guardium w7 .0
2 Guardium 2002-2002

=] ‘:J Local inkranek
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Vulnerability Assessment Example

Guardium e
]
Results for Security Assessment: Comprehensive Oracle Assessment — Select another resutt— v ||
Asgsessment executed 2009-08-21 12:47:28.0 | |
From:; 2009-08-20 12:47:28.0 Client IP or IP subnet. Any
Download PDF
To: 2000-08-21 12:47.28.0 Server IP or IP subnet. Any E
Ovel‘a” SCOI'e Assessment Result History
100%
v
B0%
Tests passing: 42% =
5 60%
Based on the tests performed under this assessment, data access of the defined database environments reguires improvement. §_
Refer to the recommendations of the individual tests to learn how you can address problems within yvour envirenment and what you E 40% Se——
should focus upon first. Once you have begun addressing these problems you should also consider scheduling this assessment as =
an audi task to continuously assess these environments and track improvement. S—
View log . . 5
Jump to Datsscurce list (] Detalled SCOI’Ing MatI’IX 0%
o? o NE Ve
ol ol 4} 21
B\ AL it g\t
Result Summary Showing 92 of 92 results {0 filtered) Current filtering applied:
Critical Major Minor Caution Info Severities. - Show All -
Priviiege 9p 15f —1p &4 — — 1f — — — — — — — Scores. - Show All -
Authentication 2p 4f — — 1 — — 1 — — — — — — — Types: - Show All -
Configuration 2p 2f — 8p 3f 42 1p If 42 — 6f 7o — — —
Ve — — = W i |l Reset Filtering R:W
Other — 2f —2p3f — 3p—Te — — — Bp— 1a =Qmires
Assessment Test Results Compare with Previous Results Showing 92 of 92 reswits (0 filtered)
Cat. Test Hame Datasource PiF Sev. Reason
COther Excessive Login Failures {Production) [Cbeerved] Fail Critical Too Many login failures, found 15 per day.
Recommendsztion: An alarming number of login failures have been reported from your databases. This might be an indication of an
attempt lo break into your datsbase, or of someone frying to steal or damage your data. The number of login failures should be close fo
zero, especially in production environments. You showld immediately inspect all attempts o access your database and the source of all
the login failures, and take immediate action to deny access to your database from unauthorized clients.
Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE: Fail Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LCGIN_ATTEMPTS found out of defined threshold
Limited oracle - 9.59 value e
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Chosen by Leading Organizations Worldwide

* 5 of the top 5 global banks * Top government agencies

e 2 of the top 3 global retailers * Top 3 auto maker

e 3 of the top 5 global insurers * #1 dedicated security company
e 2 of the world’s favorite beverage brands ¢ Leading energy suppliers

* The most recognized name in PCs * Major health care providers

* 15 of the world’s leading telcos * Media & entertainment brands

[ ]
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The Continuing Choice of Telco/Utility Market Leaders

TIM Pelefonica EPC<R ):(USEC

A Global Enery Company
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The Continuing Choice of Financial Market Leaders

citi 2
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The Continuing Choice of Oil and Gas Leaders

W TALISMAN ED!EANA

anargy for people
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A Global Eneegy Company
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The Continuing Choice of Government Leaders
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Validated by Industry Experts

: r ~

CORRESTER ChannelWeb ~=1®

“Dominance in this space” “Most Powerful . o
#1 Scores for Current Offering, cmpliance Reg ' S5-Star Ratings: Easy

installation, sophisticated
reporting, strong policy-

based security.”
ISl R

“Guardium is ahead of the rﬁ%aﬁ Of
pack and gaininp ac la:ﬁ:ﬁﬁ%@ﬁiﬁ%h g

speed.” data.”

S .aed.rﬂ’l:ﬂ
RITY'

LEL E R AR L |

2007 Editor's Choice ) _ _ ez ATIon

Award in "Auditing and Enterprise-class data security ick

Compliance" product that should be on every
organization's radar."

Architecture & Product Strateg
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Guardium Value Proposition

 Ensure privacy & integrity of enterprise data
— Enforce change controls & access controls for critical systems
— Across entire application & database infrastructure
— Oracle, SQL Server, IBM DB2 & Informix, Sybase, MySQL, Teradata

— SAP, Oracle Financials, PeopleSoft, Siebel, Business Obijects, ...

* Increase operational efficiency
— Automate & centralize internal controls
— Across heterogeneous & distributed environments
— Rapidly troubleshoot performance issues & application errors

— Highly-scalable platform proven in most demanding data center environments
worldwide

 No degradation of infrastructure or business processes
— Non-invasive architecture

— No changes required to applications or databases Guardium

117 =
_ 1 J" ‘ © 2009 IBM Corporation
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Summary & Conclusions

« Databases contain your most critical data

 Traditional technologies can't give you the visibility
to identify & prevent unauthorized access

e Guardium is the most widely-deployed solution
— Broad heterogeneous support
— Granular visibility & real-time policies
— Deep automation
— Scalable architecture

[ ]
SAFEGUARDING DATABASES™ = AN IBM® COMPANY
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General Discussion

Guardium
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Guardium
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Customer Case Studies
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Financial Services Firm with 1M+ Sessions/Day

« Who: Global NYSE-traded company with 75M customers

« Need: Enhance SOX compliance & data governance
— Phase 1: Monitor all privileged user activities, especially DB changes.
— Phase 2: Focus on data privacy.

« Environment: 4 data centers managed by IBM Global Services
— 122 database instances on 100+ servers
— Oracle, IBM DB2, Sybase, SQL Server on AlX, HP-UX, Solaris, Windows
— PeopleSoft plus 75 in-house applications
 Alternatives considered: Native auditing
— Not practical because of performance overhead; DB servers at 99% capacity
 Results: Now auditing 1M+ sessions per day (GRANTSs, DDL, etc.)
— Caught DBAs accessing databases with Excel & shared credentials
— Producing daily automated reports for SOX with sign-off by oversight teams
— Automated change control reconciliation using ticket IDs
— Passed 2 external audits

Guardium

SAFEGUARDING DATABASES™ = AN IBM® COMPANY
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Major Retailer with PCI & SOX Controls

 \Who: National retailer with $50B+ in sales & 6,400 stores
 Need: Initially PCI, then extended to SOX, SAS70, data privacy

« Environment: 5 major data centers (via M&A)
— Oracle, SQL Server, DB2, UDB on AlX, Solaris, Windows
— Dell, IBM midrange, Sun, IBM Z10 on RACF
— PeopleSoft, SAP plus proprietary claims engines
 Alternatives considered:
— Native auditing; DB encryption; DB appliance from major security vendor

 Results:
— Implemented in ~ 4 weeks
— PCI certified in stipulated time, saving millions in potential penalties
— Requirement 3.4: Compensating control for DB encryption
— Requirement 6: Maintain secure systems (enforce change controls)
— Requirement 10: Track & monitor all access to cardholder data [automated]

— Failed DB calls identified for performance optimization
— Load distribution quantified between servers

Guardium

SAFEGUARDING DATABASES™ = AN IBM® COMPANY
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Major European Telco

e \Who: Global telco with 70M mobile customers; €30B revenue.

« Need: Ensure privacy of call records for compliance with data privacy laws.
— Phase 1: Safeguard OSS systems
— Phase 2: Safeguard BSS systems

« Environment: 15 heterogeneous, geographically-distributed data centers
— Oracle, SQL Server, Informix, Sybase
— HP-UX, HP Tru64, Solaris, Windows, UNIX
— SAP, Remedy plus in-house applications (billing, Web portal, etc.)

 Alternatives considered: Native auditing; Oracle Audit Vault.
— Not practical because of performance overhead; lack of granularity;
non-support for older versions; need for multi-DBMS support.
 Results:
— Deployed to 12 initial data centers in only 2 weeks!
— Now auditing all traffic in high-traffic environment; centrally managed.
— Passed several external audits
— Future plans: Implement application user monitoring; 2-factor authentication; expand sctge to

[ ]
other applications. ua I‘d iaum
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HOW THE GUARDIUM
PLATFORM HELPED
DELL IT SIMPLIFY
ENTERPRISE SECURITY

Simplifying Enterprise Security for Dell

* Need:
— Improve database security for SOX, PCl & SAS70
— Simplify & automate compliance controls
e Guardium Deployment: Published case study in Dell Power Solutions

— Phase 1: Deployed to 300 DB servers in 10 data centers
(in 12 weeks)

— Phase 2: Deployed to additional 725 database servers
e Environment :

— Oracle & SQL Server on Windows, Linux; Oracle RAC, SQL Server clusters
— Oracle EBS, JDE, Hyperion plus in-house applications

 Previous Solution: Native logging (MS) or auditing (Oracle) with in-house scripts
— Supportability issues; DBA time required; massive data volumes; SOD issues.

 Results: Automated compliance reporting; real-time alerting; centralized
cross-DBMS policies; closed-loop change control with Remedy integration

— Guardium “successfully met Dell’'s requirements without causing outages to any databases;
produced a significant reduction in auditing overhead in databases.”

Guardium
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Washington Metropolitan Area Transit Authority
(Metro) Safeguards Customer Information

« Who: The Metro operates the 2nd largest U.S. rail transit system
and transports more than a third of the federal government to work

« Need: Metro needed to safeguard sensitive customer data and simplify compliance
with PCI-DSS -- without impacting performance or changing database configurations
— Protecting customer data
— Passing audits more quickly and easily
— Monitoring for potential fraud in PeopleSoft system
— Leveraging scalable architecture; automated oversight workflows (electronic sign-offs, escalations);

library of best practices PCI policies and reports; application-layer monitoring
« Environment:

— More than 9 million transactions per year (Level 1 merchant)

— Complex, multi-tier heterogeneous environment

 Alternatives considered: Native logging and auditing impractical

e« Customer Impact: “Our customers trust us to transport them safely and safeguard
their personal information.”

— “We looked at native DBMS logging and auditing, but it's impractical because of its high overhead,
especially when you're capturing every SELECT in a high-volume environment like ours. In addition,
native auditing doesn’t enforce separation of duties or prevent unauthorized access by privileged

insiders.” Guardium®
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Why Enterprises Choose Guardium

 Most widely-deployed in production environments
— Continuously enhanced since 2002, based on real-world enterprise feedback

Most scalable & automated solution (enterprise-ready)

— Federated multi-tier system with centralized, cross-DBMS security policies and
audit repository, groups, auto-discovery, compliance workflow automation,
incident management, role-based management, ...

Most flexible

— Multiple deployment options, configurable policies,
drag-and-drop reporting, API, ...

Broadest support for heterogeneous environments

— Database & OS platforms, enterprise applications, authentication,
data import, integration with SIEM & ticketing systems,

Richest suite of security & compliance applications

— Security & forensics, compliance reporting & oversight, change control, data
mining, log data management, ...
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SAFEGUARDING DATABASES™ = AN IBM® COMPANY

© 2009 IBM Corporation




Information Management

Supported Platforms

Supported Platforms Supported Versions

Oracle

Microsoft SQL Server

IBM DB2 UBD (Windows, Unix, z/Linux)
IBM DB2 for z/OS

IBM DB2 UBD for iSeries (AS/400)

IBM Informix

MySQL

Sybase ASE

Sybase IQ

Teradata

8i, 9i, 10g (r1, r2), 11qg, 11i
2000, 2005, 2008
8.0,8.2,9.1,9.5

7,8,9, 95

V5R2, V5R3, V5R4, V6R1
7,8,9, 10,11

4.1,5.0,5.1

12, 15

12.6

6.01, 6.02

Guardium
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