Eric Green:

INTERVIEW WITH MARC VAN ZADELHOFF

Hello and welcome to a new podcasesdrom IBM software
that explores the challenges IT managers and lassine
professionals are facing today. I'm Eric Green Blh@e talking
with a range of experts to discover new perspestigpproaches
and examples that can help meet these challengastanduce
you to the capabilities of smarter software fronMIBSo let’s get
started.

Welcome back to the show. So today we’re goinigaiee a
security overview, after which we’re going to ddibwn a bit to
discuss security governance, risk management angl@nce. To
do this, we have Marc Van Zadelhoff, who is DirecibStrategy
for IBM Security Solutions. Marc, thanks so muoh jbining us.

Marc Van Zadelhoff: Great to be here, Eric.

Eric Green:

So to start with, | was in hopes yould@ive us an overview of
the state of security today.

Marc Van Zadelhoff: Sure, | don’t think | need telfntoo much there. All you have to

do is open the front page of the newspaper anichk the

overview has been flashing before our eyes. Sbhate you know,
a whole bunch of activity — probably the fervorstd with Wiki
leaks, which is an excellent example of insideackt essentially
what we call an insider threat, where somebodyshaty trusted
ended up providing information externally, obvigugiolating
policy, in this case, Army policy. It's really dsomed from there.

We’'ve had the anonymous and other groups out theare
various activity and breaking into a number of camps, and it's
been — | think, you know, what the headlines hdes is that
we’ve gone through a lot of waves in security amodj know,
people like to pontificate about those waves. \Beite kind of
back in a wave of prestige hacking. You know, \adrit seen
this for a while where the primary motive has beemny, know,
monetizing, data hacking to make money. But righw we're
back in this prestige area, where the reason peoplbreaking in
is really to show that they can, to maybe do sormiste blowing,
some exposé on somebody to get some attentiothaBe a — it's
a very interesting world that we’ve come into, lfeadlines are
showing that. And, you know, the other motivatmatts been
different is cyber attacks, you know, state and-siate actors
trying to get in, not for prestige or for moneyi bterally for
perhaps national security or corporate espionage.
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Eric Green:

So this has really taken it to a new level, thadhees are showing
that, and every conversation we have today withusitsecurity
people but ClOs and CEOs, security is a topic shat of mind.

Yeah, | totally agree. It's almoseliwe’ve taken several steps
backwards in cyber crime, with these people whaake, you
know, just doing things because they feel likeltits pretty
frightening. It was a lot easier when we knew thrg@anized
criminals were after money and state sponsored folre after
intellectual property.

Marc Van Zadelhoff: Yeah. In fact, you bring ug@od point, we had — our X Force

Eric Green:

research team had done a bunch of research ag@anavhy
people, you know, exploit certain vulnerabilitieglanot others.
And as you said, money was the main motivator up ainout a
year ago. Now that'’s starting to really becoms [@®dictable, to
your point.

So that’s great stuff, and we’ve getlteadlines sort of nailed
there, but what are your customers really worrigou?

Marc Van Zadelhoff: Well so they’re worried abolit. There’s definitely a worry

that’s resonating right up to, like I said, riglt to the CEO on
these headlines. And, you know, | lived in the Wiagton, D.C.
area, subscribed to tiNew York Times as an example, and it’s all
over those headlines. And, you know, lots of CE€2sl that
newspaper just for fun and so they can’t avoid tibysc. But in
truth, there are topics beyond that. So that'sygrortant one, but
there are ones beyond that. | think the next baereally hits the
radar is mobile devices. And when we’re talkingis-0Os, Chief
Information Security Officers, the typical scenasmh, lo and
behold my CEQ'’s birthday was apparently this weekamd his
kids got him an iPad, so he showed up on Mondaysardj “I
want corporate e-mail on here.” So suddenly miyilas become
a hot topic.

Securing Cloud. A lot of buzz around that teffow do | secure
cloud? Should I leverage cloud? Can | maintaat kevel of
security? We’ve done a lot of work in that areay ¥now, my
personal opinion is that there is the potential tha cloud could
be more secure, but there are huge risks that ged to think
about.
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Social business is another one. Customers wastatb
Facebooking and Linking In and my employees wamioiohis. |
think | want to use this as part of my business ehott seems like
the way to innovate right now, but it really scames in terms of
security.

And then a final one for you is compliance. Yoww, I've been
in this business for quite a while and | was thigkihat
compliance would sort of go away at some point expec. But
it's still there, getting into compliance is a lolgallenge.

Eric Green: You know, what | think is so interegtabout where we find
ourselves is, you know, you mentioned mobile, yantioned
cloud and you mentioned social media. They'renaitedibly
related when it comes to our security posture t?igh

Marc Van Zadelhoff: Yup.

Eric Green: Because the only way you're ever gtingecure | devices in the
end of the day, because you can’t do anything em{lor Android
for that matter, you're going to be using the cloddhd even
Apple turned around with this crazy iCloud thinight?

Marc Van Zadelhoff: Yup.

Eric Green: What person is using their mobile dewind not using social
media? So you’ve got this blend of everythingimgityou smack,
you know, right between the eyes all at once.

Marc Van Zadelhoff: That's right. And you haveslilend of personal and private in all
those things you mentioned as well. | mean, soRag. | have
my corporate e-mail on there, and so let’s say mygleyer, in
theory, says | have the right to wipe your iPagbifi lose it. But
my iPad’s got my pictures of my kids on there amight have,
you know, personal data, like some records fromcamt — | don’t
know, medical exam that | had or whatever thatateal to me.
And let’s say I lose it, and then my company thetmay decides
to wipe it. Right? Suddenly they haven't just dpout my
corporate e-mail and some files that | might haweeesl on there,
but maybe they wiped things that are near and tdaae
personally. And who has the right to do that? Amnthat the
company’s right to wipe a device? And so you g#i this whole
blurry area. It just used to be people would cooneork and
might mix, you know, shopping on Amazon.com or liogkat
their yahoo accounts with their work, on their wadmputers.
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Eric Green:

Now this is happening on personal devices. Whosotva data on
them? How do you think about that problem? Sorgally — it's
causing a lot of deep thinking and we’re helpingtomers think
through these problems every day.

Yeah, the personal corporate liablegls — | mean that’s front
and center too. So great, now how do you go abduean you
were touching on this, but how do you go about wiyag this
security approach for customers given all of thbsgys going on?

Marc Van Zadelhoff: Sure. So | think that's thalddnge, and we’re really trying to

make it simple for our customers. And maybe tdrswith what
we call the IBM security framework, and it realtya derivative of
the cobit methodology for thinking about risk. Ykmoow, we try
and go from all this confusion, the hundreds ofdtieas, the
hundreds of topics that we could talk about dowrkitad of, five
plus one areas of risk that you need to think thnouAnd Ill
explain what | mean by five plus one.

So the five are people and their identities. Rigihink about
people and their identities, how is coming in antlaf your
building. Right? That’'s one vector of risk youedeo think
about. Data and information is the second onevisere’s the
secure data in your building, how do you clasgifhow do you
know it’'s not leaving in a promiscuous fashion? pAgations and
your business processes. Same thing. How do yow kour
applications are well developed? How do you knloat they are
secure? How do you know they can’t be hacked?sApp one of
the largest attacked surfaces today, as proven agaur X Force
research team and other researchers. So, you khniow,about
your identity, your data and your applicationstartsoff with.

The fourth dimension is think about your IT infirasture, your
network servers and endpoints. You know, do yoelzantrol of
that infrastructure, where are they residing, whwo®them, how
many of them do you have? You know, we rolledasuendpoint
management technology that we have called Tivatigemt
Manager out at a customer who thought that they y@aadknow,
10,000 endpoints out there. By the time we finilsbeanning, they
had about 25,000 endpoints — just more than doubég they
thought was residing on their system. So do yae ltantrol of
your IT infrastructure is a fourth category.

And the fifth is your physical infrastructure. Y&now, guards at
the doors, badge readers, digital video surveidaptc. Physical
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security — are the doors thick, are they well latkae they, you
know, secured. So those are the five domainsaifrgg that we
help our customers think through to try and — alnaoy problem
you can throw against that. You can say mobilea#sv You
know, what are the people implications, the dagalications,
application implications, the IT infrastructure ihgations, and
then, you know, to an extent the physical secumiylications of
those devices. So you can go through all fivehoge. And then
the six, or the five plus one, the plus one is goarce, risk and
compliance. So even if you do all of that, it doeadd a heck of
a lot of value if you thought each one of thosetigh if you can’t
step back and make sense of that from a governaskand
compliance perspective. So whether that’s thé dirshe six or
the last, you need a good sense of your governaskegnd
compliance posture.

Eric Green: That's a perfect transition. | medroathese different pieces fit
into your risk posture and how you’re dealing waturity as part
of your overall risk management strategy.

Marc Van Zadelhoff: Yeah.

Eric Green: And as we've said, you know, governaarue compliance are
such a huge piece of that. Can you talk a littl@bout that and
how you’re helping customers sort of grapple wigalchg with
governance and compliance in the different regwyato
environments.

Marc Van Zadelhoff: Sure. So, in fact, it reabyall around making risk management an
enterprise risk process — part of your enterpidemanagement
process. You know, | think for a long time, setsuhas been the
red-headed stepchild of the risk management procgspeople
were really comfortable, you know, CFOs were thiigkabout,
you know, what's my audit risk, what's my financrak, what's
my market risk? You know, should | enter this jgaifar market?
What's the risk of that? If | go do business inr@hor Russia, you
know, what are my risks? Right? So people arg used to
doing risks, you know, they're used to insuringithisks, they're
used to mitigating their risks with various methoalsd then
there’s security. Security was like yeah, yealy goys down
there in the basement, you keep us secure.

And | think that, you know, going back to the beung of our
conversation here, Eric, is that the real changeah of these
headlines have brought about is that companies aratenore
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Eric Green:

realize that security needs to be a pillar withooiyrisk
management program. And, you can really treatriblatvery
similar to other risks that you have. You can asseif you have
the risk, you can measure the risk, you can figurte you know, if
it's a high or low priority. Not all of them ne¢d be handled
equally. You can do mitigation strategies and tjaun can
monitor whether those are working and improve @mth That's a
normal risk process that we walk customers through.

So IBM’s entire, you know, governance, risk anchpiance
practice starts with a risk assessment and stattiginking about
risk as part of enterprise risk and helping custsne do that.
And it moves into other things, like how do you reare that
you’re not doing this alone? You can think ofskrecosystem
that involves your partners, your employees, yast@mers, your
auditors, your regulators. So how do you make pesit of your
overall management system and security a partad? tiso that’s
kind of at a high level how we think about GRC.

Are there some examples of succesgst@and/or ways customers
are dealing with this whole security continuum?

Marc Van Zadelhoff: Yeah, | mean, you know, so IB\bne of the largest security

companies out there, and so we have thousandstwfears. So |
thought you might ask about examples, and my danlggle is to
try to narrow it down to a couple. You know, | slatvn with a
retailer the other day, and they are really depiggur
technologies across the five plus one categomesntioned, |
think they cover almost each of them. They havenewly
acquired database monitoring assets. We acquicechpany
called Guardian that they've deployed out to maraidbof their
database security, so that’s at the data layer.

They have rolled out identity management solutitias we have
from IBM Tivoli, doing identity right into their sgice oriented
architecture, right into their applications. Theydoing a huge
services project with us, where they're leveragingapplication
scanning technologies to go up and down the apicatack, and
they’re deploying our endpoint management capatithelp
them think through how many endpoints they havelawd to
manage those, how to keep the patches up to aatetdhmanage
software updates to that and how to manage anitséand anti-
malware capabilities on those devices. So theyyaneknow, a
pretty large customers using capabilities acrosw#mious parts of
that stack that | mentioned.
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Eric Green:

You know, we have 4,000 customers using our mahageurity
service. We helped a large industrial companymnigéo set up
an entire security portal off of our managed seégw@wervices. So
they can log in and see how secure they are baseall of the
events that we’re monitoring. And you think abbiliions of
events a day that we monitor on behalf of a custorAad so they
are able to log into their own customized porteg what events
are happening, what we’re helping to combat. THeds them get
to PCI compliance. But it also gives them a whele| of security
analytics. This is a whole new area that IBM ifigg into is
security analytics, that they are able to see mnciistomer portal
because of all the data that we’re monitoring.

And then maybe finally, you know, we're workingtlvone of the
agencies, again in the area of analytics. Not mithmanaged
services but just with some of our analytics tedbgies, to go and
troll through mega amounts of data and understaretiver or not
they might have some advanced persistent threather threat
that they’re not catching with their existing segutechnology.

So it's an example of going above and beyond dlhef
capabilities out there with some advanced analgictheir
platform.

So, you know, a lot of — like | said, we have tadbcustomers to
choose from, and | could go on and on about custexamples,
but those are three right there to think about.

No, those are great. | mean they'rg valuable. And the
audience likes that, right? | mean that's greatisbeners to sort
of see where the rubber meets the road with thigl to that end,
you know, how would you see, or how do you see &M
innovating in this space?

Marc Van Zadelhoff: Yeah, so I think | would staith the whole area of analytics. |

mean this is an area we see a lot of potential kpawv, where you
can take — what we’re seeing customers come atdisay — you
know, I've bought lots of security technology frdats of vendors,
right? That's first of all a big challenge thastamers have. And
I’'m not quite sure if it's actually working andliim secure. And
so we'll help them with analytics, where we go aisé some of
our advanced analytics technology. | mean, thimbuathe fact
that we just won a game of Jeopardy with our Watsonputer.
Right? If we can answer Alex, you know, Trebekistions
about random facts, we’ve got to be able to brmmes of that
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technology to bear on — am | secure? Right? Thargreat
Jeopardy question, right? Am | secure? Or | gtiesswould be
the answer in Jeopardy. But this is one areawkat doing a lot.

The second area is mobility. We are rolling out endpoint
management technology, which we acquired Big Fixtoumobile
devices. So that's been a huge area. And a #gain not
surprisingly, because we talked about these imtiteopics, is
around Cloud. We have a number of solutions tteahalping to
secure the cloud, you know, intrusion preventiothehypervisor
is one. Federated identity, that allows you teefate, as the name
would indicate, identity across from your corpasatinto your
cloud service provider would be another.

And we launched, last year we launched cloud ggassessment.
So if you're thinking of adopting cloud, we’ll conmre@ and send a
SWAT team that understands the risks of cloud andrd
assessment of that. So cloud is a third areanoviation. So
we've done, | think we've done, you know, 11 acgiaoss of
security companies in the last ten years. And &ieyou know,
more than tripled that in terms of new offeringsweantroduced

in that same timeframe. So the innovation here lvélboth things
that we build and things that we acquire, to make sve're
helping customers do what they need to in security.

Excellent. Well | want to thank youywenuch for your time. |
think that’s all the time we have for this podcdmstt Marc, thanks
for joining us.

Marc Van Zadelhoff: Okay. Thanks Eric.

Eric Green:

So to our listeners, be on the lookouthe rest of our security
podcasts, which will include such topics as dathiaformation,
people and identity, application and process, nétwecurity, and
of course endpoint security, all of which we toutlo@ during this
podcast.

Thanks for listening. Please do visit IBM.comta@ire to connect
with our experts, continue the conversation, anléaon more
about smarter software from IBM. Let's build a steaplanet.



