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Informa7on	  Governance	  Case	  Study	  

 Challenge	  

 Solu7on	  

 Business	  Case	  
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The	  Situa7on	  

•  Ins7tu7on	  under	  significant	  pressure	  to	  cut	  costs	  by	  board	  and	  
shareholders	  

•  CIO	  asked	  to	  reduce	  spend	  $160	  million	  over	  3	  years	  
–  Informa7on	  volume	  grew	  842%	  over	  past	  5	  years,	  growing	  21%	  

annually	  
–  $1.1	  billion	  annual	  budget	  –	  10%	  on	  storage	  

•  GC	  asked	  to	  reduce	  spend	  by	  $20	  million	  
–  Coincides	  with	  significant	  new	  li7ga7on	  
–  Pushes	  ediscovery	  well	  beyond	  their	  tradi7onal	  email	  scope	  

•  Spent	  $100,000	  to	  refresh	  their	  reten7on	  schedule	  in	  2011	  …	  
which	  applies	  to	  paper	  only	  
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CIO	  Situa7on	  

$165M	  in	  excess	  expense	  from:	  
•  Excessive	  amounts	  of	  data	  stored,	  retained	  
and	  replicated	  

•  Overly	  complex	  data	  center	  and	  end	  user	  
environments	  

•  Inefficient	  use	  of	  compu7ng	  resources	  by	  
business	  applica7ons	  

•  Subop7mal	  staffing	  and	  vendor	  loca7ons	  
and	  resource	  mix	  

•  Duplica7ve	  and	  redundant	  business	  
applica7ons	  

•  Lack	  of	  ra7onaliza7on	  within	  the	  systems	  
soZware	  environment	  
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Petabytes	  of	  Storage	  

2007:2011:	  40%	  CAGR	  
2011:2014E:	  20%	  CAGR	  

Actual	   Es0mated	  
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Li7ga7on	  Situa7on	  

•  500	  ac7ve	  legal	  ma^ers,	  new	  and	  overwhelming	  li7ga7on	  
with	  government	  inves7ga7on	  	  
•  Custodian	  iden7fica7on,	  no7ce	  issuance	  and	  collec7ons	  done	  and	  

tracked	  by	  3	  disparate	  groups	  each	  with	  own	  spreadsheets	  

•  No	  confirma7ons	  of	  receipt/compliance,	  no	  interviews	  

•  Email	  held	  in	  place,	  drives	  of	  depar7ng	  employees	  collected	  
•  Collec7ng	  full	  images,	  no	  internal	  culling	  or	  analysis	  

•  Relying	  on	  IT	  for	  preserva7on	  in	  300+	  ma^ers	  but	  no	  
means	  of	  communica7ng	  this	  risk	  transfer	  

•  Focused	  on	  internal	  culling	  and	  processing	  tools	  to	  lower	  
cost	  
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No	  single	  source	  of	  
truth	  in	  legal	  on	  
preserva3on	  status	  
by	  ma7er	  or	  
custodian.	  

High	  vendor	  fees	  
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Records	  Management	  Situa7on	  	  

•  Schedule	  refresh	  in	  2011	  
–  Applies	  only	  to	  regulated	  content	  by	  design	  
–  Applies	  only	  to	  physical	  records	  
–  One	  US	  schedule,	  regional	  schedules	  for	  Europe,	  Asia	  and	  Middle	  East	  

•  330	  func7onal	  categories	  with	  record	  category	  and	  type	  –	  the	  “Iron	  
Mountain	  Special”	  	  

–  Legal	  codes	  amalgamate	  laws,	  choose	  the	  longest	  period	  of	  
general	  set	  

•  300	  records	  coordinators	  worldwide	  managing	  their	  local	  inventory	  
•  Reliance	  on	  60,000	  employees	  for	  electronic	  record	  keeping	  
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Conducted	  Informa7on	  Governance	  	  
Process	  Maturity	  Assessment	  

IT	  costs:	  
$$$	   	  Cost	  of	  excess	  storage	  and	  

	  infrastructure	  
$$	   	  Cost	  of	  staff	  labor	  

Legal	  costs:	  
$	   	  Cost	  of	  staff	  labor	  
$$	   	  Cost	  of	  outside	  counsel	  
$$$ 	  Cost	  of	  excess	  legal	   	  review	  

13 Key Processes That Correlate to Specific Risks & Costs 



Hosted	  by	  

Legal	  Process	  Maturity	  
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Reten7on	  &	  Informa7on	  Maturity	  
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Maturity	  Level	  Assessment	  Key	  Used	  &	  
Implica7ons	  	  

  Each	  person	  in	  the	  
group	  uses	  their	  own	  
method	  

  Spreadsheets	  or	  email	  
boxes	  used	  to	  capture	  
process	  facts	  

  Isolated	  not	  only	  by	  
department,	  but	  by	  
individual	  within	  
department	  

  People	  in	  the	  group	  use	  
the	  same	  method	  

  Spreadsheets	  are	  stored	  in	  
common	  place	  or	  in	  
shared	  email	  boxes	  to	  
capture	  process	  facts	  

  Facts	  are	  difficult	  to	  
retrieve	  but	  available	  to	  
people	  in	  department	  if	  
necessary;	  not	  applied	  
consistently	  in	  process	  

  Process	  and	  facts	  are	  
isolated	  in	  department	  	  

  People	  in	  the	  group	  use	  the	  
same	  method	  

  Process	  is	  automated	  and	  
facts	  are	  rou7nely	  
incorporated	  in	  process	  

  Process	  is	  repeatable,	  
consistent	  

  Process	  and	  facts	  are	  isolated	  
in	  department	  	  

  People	  in	  the	  group	  use	  the	  
same	  method	  

  Process	  is	  automated	  and	  
facts	  are	  rou7nely	  
incorporated	  in	  process	  

  Process	  is	  repeatable,	  
consistent	  and	  reliable	  in	  
dynamic	  enterprise	  

  Facts	  from	  adjacent	  
stakeholders	  are	  rou7nely	  
incorporated	  in	  process	  

  Process	  provides	  enterprise	  
transparency	  

Highest	  Risk	  &	  Cost	   Lowest	  Risk	  &	  Cost	  
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The	  Assessment	  Pointed	  to	  Several	  Sources	  of	  Cost	  and	  Risk	  

1	  	  Excess	  Informa0on	  Costs	  
 Misalignment	  of	  storage	  7er	  to	  informa7on	  value	  or	  u7lity	  

 Excess	  data	  that	  adds	  cost	  and	  risk	  but	  no	  value	  
 Redundant	  or	  duplicate	  data	  and	  systems	  

 Excess	  legal	  review	  costs	  from	  over	  reten7on,	  over	  collec7on	  and	  expensive	  sources	  of	  culling	  and	  processing	  

2	  	  Insufficient	  Process	  Interlock	  Across	  Informa0on	  Stakeholders	  
 Process	  immaturity	  in	  key	  areas	  leads	  to	  data	  build	  up,	  inability	  to	  safely	  dispose	  of	  data:	  

•  Indirect	  legal	  reliance	  on	  IT	  to	  save	  data	  in	  perpetuity	  as	  legal	  hold	  method	  

•  Lack	  of	  electronic	  records	  system	  to	  aggregate	  records	  required	  for	  regulatory	  purposes	  	  	  

•  Lack	  of	  executable	  schedule	  for	  informa7on	  business	  value	  

 Lack	  of	  transparency	  to	  IT	  resource	  consump7on	  and	  charge	  back	  challenges	  

3	  	  Excess	  Legal	  &	  Informa0on	  Risk	  
 Reliance	  on	  individual	  employees	  for	  records	  compliance	  	  

 Excess	  legal	  and	  compliance	  risk	  related	  to	  ad	  hoc	  or	  single-‐threaded	  communica7on	  chains	  

 Lack	  of	  transparency	  to	  legal	  obliga7ons	  and	  business	  value	  of	  informa7on	  in	  IT	  

 Lack	  of	  transparency	  to	  diversity	  of	  data	  sources	  and	  types	  IT	  manages	  for	  legal	  and	  records	  
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Gaps	  Between	  Policy	  and	  Prac7ce	  Would	  Con7nue	  to	  
Drive	  Data	  Growth	  and	  Related	  Cost,	  Risk	  
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Legal	  holds	  defined	  by	  
employees	  involved	  

500	  legal	  ma^ers	  a	  year	  

7500	  employees	  subject	  to	  
hold,	  but	  relying	  on	  IT	  to	  
preserve	  all	  data	  (60,000	  
employees)	  	  

No7ces	  sent	  to	  employees	  
directly;	  records	  and	  IT	  not	  
informed	  	  

High	  legal	  (review)	  cost	  a	  
func7on	  total	  informa7on	  
volume	  	  

Schedules	  documented	  
by	  record	  class	  	  	  	  	  

Covers	  regulated	  informa7on	  
-‐-‐	  5%	  of	  total	  	  

Web	  site	  	  for	  employees	  and	  
IT,	  total	  reliance	  on	  60,000	  
employees	  to	  manage	  records	  

No	  defined	  or	  auditable	  
loca7on	  for	  electronic	  records	  

IT	  has	  most	  of	  the	  data	  organized	  by	  asset	  code	  -‐-‐	  but	  no	  
visibility	  to	  legal	  du0es	  	  or	  business	  value	  	  
842%	  data	  growth	  in	  5	  years	  –	  need	  to	  cut	  budget	  by	  5%	  

Unaware	  that	  legal	  risks	  and	  responsibili7es	  have	  been	  shiZed	  to	  it	  

No	  link	  between	  legal	  obliga7ons	  (holds),	  records,	  business	  value	  and	  servers	  
or	  informa7on	  

Silo	  Processes	  Were	  Misaligned	  
Informa7on	  Du7es	  and	  Value	  Poorly	  Communicated,	  Understood	  by	  Stewards	  
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Simple	  IT	  Cost	  Metric:	  Storage	  Volume	  &	  Cost	  
Total	  Storage	  Cost	  	  
2011	  

Storage	  Procurement	  Volume	  
2012:2014	  ($	  M)	  

Procurement	  Spend	  

Excluding	  back	  up	  
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Legal	  &	  Compliance	  Cost	  Profile	  

Process	  Element	   Current	  Cost	  

Scoping	  and	  Publishing	  Legal	  Holds	   	  $	  	  	  	  3,879,200	  	  
Collec7on	   	  $	  	  	  	  	  	  	  475,904	  	  
Discovery	  Repor7ng	  and	  Monitoring	  (inside	  and	  outside	  legal)	   	  $	  	  	  	  3,968,800	  
Outside	  Discovery	  Costs	  for	  all	  Ma^ers	   	  $	  33,352,000	  	  
Establish	  Reten7on	  Program,	  Catalog	  Applicable	  Global	  Laws	   	  $	  	  	  	  1,150,000	  	  
Total	   $42,825,904	  
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Excess	  Data	  Drives	  Li7ga7on	  Cost	  	  
Li7ga7on	  cost-‐cuqng	  that	  doesn’t	  address	  enterprise	  data	  volume	  will	  be	  eroded	  in	  18	  months	  
as	  data	  volume	  rises.	  	  	  	  

Cut	  volume	  to	  cut	  cost	  
Over	  20	  PBs	  
1.425	  billion	  discoverable	  pages	  
Growing	  21%	  every	  year	  

Cut	  volume	  to	  cut	  cost	  
5	  TBs	  with	  outside	  vendors	  today	  
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Informa0on	  Governance	  Case	  Study	  

 Challenge	  

 Solu7on	  

 Business	  Case	  
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Informa7on	  Lifecycle	  Management	  &	  
Governance	  (ILMG)	  

1.   Value-‐Based	  Archiving	  
–  Archive	  only	  if	  needed	  
–  Align	  storage	  7er	  to	  value	  

2.   Modernize	  Reten0on	  Program	  
–  Mechanism	  to	  express	  

informa7on	  value	  

3.   Modernize	  eDiscovery	  &	  Holds	  
Process	  
–  Reduce	  risks,	  increase	  

transparency	  

4.   Defensible	  Disposal	  of	  
Unnecessary	  Data	  	  
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Value-‐based	  Archiving,	  
Defensible	  Disposal	  
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Address	  Risk	  and	  Cost	  and	  Their	  Root	  Cause	  	  
Assessment	  of	  Opera7onal	  Situa7on	   Recommended	  Adjustments	  

Excess	  Informa0on	  Costs	  

 Misalignment	  of	  storage	  7er	  to	  informa7on	  value	  or	  u7lity	  

 Excess	  data	  that	  adds	  cost	  and	  risk	  but	  no	  value	  
 Redundant	  or	  duplicate	  data	  and	  systems	  

 Inability	  to	  dispose	  of	  data	  due	  to	  	  
•  Indirect	  legal	  reliance	  on	  IT	  to	  save	  all	  data	  in	  perpetuity	  as	  
legal	  hold	  method	  

•  Lack	  of	  electronic	  records	  system	  to	  informa7on	  required	  
for	  regulatory	  purposes	  	  	  

•  Lack	  of	  reliable	  schedule	  for	  informa7on	  business	  value	  

 Lack	  of	  transparency	  to	  IT	  resource	  consump7on	  and	  charge	  
back	  challenges	  

 Excess	  legal	  review	  costs	  from	  over	  reten7on,	  over	  collec7on	  
and	  expensive	  sources	  of	  culling	  and	  processing	  

Excess	  Legal	  &	  Informa0on	  Risk	  

 Reliance	  on	  individual	  employees	  for	  records	  compliance	  	  

 Excess	  legal	  and	  compliance	  risk	  	  

 Lack	  of	  transparency	  to	  legal	  obliga7ons	  and	  business	  value	  
of	  informa7on	  in	  IT	  

 Lack	  of	  transparency	  to	  diversity	  of	  data	  sources	  and	  types	  IT	  
manages	  for	  legal	  and	  records	  

Compress	  &	  Control	  the	  Footprint	  	  

 	  Archive	  unstructured	  and	  structured	  informa7on	  

 	  De-‐duplicate	  and	  classify	  
 	  Move	  from	  7er	  1	  to	  7er	  3	  storage	  

 	  Align	  back	  up	  methodology	  

Address	  Root	  Cause	  to	  Change	  the	  Data	  Growth	  Curve	  &	  Risk	  Profile	  

 Modernize	  the	  legal	  hold	  process	  to	  provide	  transparency,	  systema7c	  
linkage	  with	  IT	  combined	  with	  legal	  holds	  and	  evidence	  collec7on	  
automa7on	  

 Implement	  a	  records	  management	  system	  for	  collec7ng,	  managing	  and	  
disposing	  of	  electronic	  records	  

 Establish	  business	  value	  reten7on	  schedules	  using	  the	  exis7ng	  
taxonomy	  and	  network	  of	  300	  departmental	  liaisons	  

 Dispose	  of	  unnecessary	  informa7on	  in	  the	  archive	  consistently	  	  

 Cull	  evidence	  in	  house,	  conduct	  ini7al	  analysis	  and	  review	  in	  more	  
automated	  manner	  

Improve	  Transparency	  &	  Control	  and	  Lower	  the	  Cost	  of	  Risk	  
Management	  

 Monitor	  legal	  and	  regulatory	  risk	  by	  data	  source	  

 Assess	  business	  need	  across	  the	  organiza7on	  and	  informa7on	  sources	  
for	  the	  porsolio	  to	  ensure	  costs	  are	  properly	  a^ributed	  and	  to	  avoid	  
future	  redundancy	  

 Forecast	  legal	  costs	  and	  culpability	  in	  the	  first	  weeks	  and	  months	  of	  a	  
ma^er	  to	  op7mize	  case	  cost	  
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New	  Model	  Closes	  Gaps	  Between	  Policy	  &	  Prac7ce	  
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Solu7on	  Architecture	  

A	  Comprehensive,	  Unified	  Approach	  for	  	  
Value-‐Based	  Archiving,	  Rigorous	  Compliance	  and	  Defensible	  Disposal	  	  
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Parallel	  Work	  Streams	  for	  Fastest	  	  
Cost	  Take	  Out	  &	  Risk	  Reduc7on	  
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Ensuring	  Results	  &	  Accountability	  
Program	  Structure	  	  	  
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Informa0on	  Governance	  Case	  Study	  

 Challenge	  

 Solu7on	  

 Business	  Case	  
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Compelling	  Business	  Case	  
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Save	  Money:	  	  

Dispose	  of	  
Unnecessary	  
Informa0on	  

Save	  Money:	  	  

Remove	  and	  
Reduce	  

Legal	  Costs	  

Save	  Money:	  	  

Manage	  
Informa0on	  
by	  Value	  

Reduce	  Risk:	  	  
Improve	  

Compliance	  
Process	  
Rigor	  

1.  Significant	  cost	  savings	  
the	  CIO	  and	  GC	  needed	  

2.  Fundamental	  
improvement	  in	  
informaEon	  management	  
pracEces	  
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CIO	  Achieves	  His	  Cost	  Reduc7on	  Goals	  
Value-‐Based	  Archiving	  &	  Defensible	  Disposal	  Change	  Storage	  Growth	  Trajectory	  	  

Financial	  Benefits	  
2011:	  2014	  ($	  M)	  

$27m	  benefit	  in	  2012	  

$38m	  benefit	  in	  2013	  

$46m	  benefit	  in	  2014	  

$132m	  	  over	  3	  years	  

Es0mated	  Cost	  Savings	  on	  Storage	  Only	  
Storage	  H/W	  OpEx	  
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Addressing	  Root	  Cause	  Reduces	  GC’s	  Risk	  &	  Cost	  

Savings	  2012-‐2014	  in	  Millions	  USD	   Material	  Risk	  Reduc0on	  

0	  

5	  

10	  

15	  

20	  

25	  

30	  

Savings	  2012-‐2014	  in	  Millions	  USD	  	  

Op0mized	  
Resolu0on	  

H,	  P	  &	  R	  Costs	  
Avoided	  
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