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Security & Intelligence Management
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Dorp

Security & Intelligence Management protects the bank against financial losses due to internal and
external criminal activities and abuse of the financial system.

Security & Intelligence Management helps the business in protecting the brand of the bank and
safeguarding its assets and staff in the areas of safety and integrity. Within the 3-lines of defence model
SIM plays a vital role in mitigating and managing the reputational, fraud, country, travel and security
(policy) risks.
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SIM Operating Model

Intelligence

Investigation Reporting

Policies

Intelligence
aouabijayu|

Registration

Advice

Intelligence
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Intelligence Led Security
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Key Threat Map
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Activiteiten

Monitoren van
bestaande klanten
en hun transacties

Filtering van nieuwe en
bestaande klanten &
transacties

Front office over
verdacht gedrag en
periodieke reviews

— P

Externe meldpunten
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Andere informatie (bijv.
pers, info van justitie, etc.)




Het AML Spectrum

__ Phase

* Verification
Procedure

* |dentification

Procedures Procedure

and Activities

Front Office
Systems/Tools

* KDC

. * Worldcheck
Back Office B

Systems/Tools

Prospect

Identification Classification | Acceptation

« Classification

Procedure » Customer
* Prospect Acceptance
Filtering / Policy
Screening

Intelligence gathering and capt

* Norkom CART
* Questionnaires
* EVA/FISH

* CRM Systems

Data Entry tools

» Worldcheck

* Norkom

* EVA « Syfact
* Internet

 Syfact

Customer

* Suspicious transaction detection
* Follow up & review procedures
 Data Mining / Profiling

* Filtering transaction

* Name Matching

* First Line Monitoring

uring

* CRM System
* Norkom CART
* Questionnaires

* Norkom CTM

* Analytical Tools

* Business Objects
» SIDE

* Syfact

Intelligence network & databases




Scope

End User
H Data

BCDB |

‘fﬁ’
Debe ULD
cards
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Client Acceptatie

PKen je klant / tussenpersoon
»Ken de klant van je klant / tussenpersoon
»Ken de Ultimate Benificial Owner (UBO)

»Wat? Met wie? Wanneer? Hoe vaak?

Preventie
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Data issues

»Kwaliteit van de lijsten

»Invoer

»Hoeveelheid data (te veel of te weinig)

»Matching; Wat te doen als bijv. Ban Laden binnenloopt?

»Vastlegging
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Monitoring

Scenario = Product + Transactie + Klant

Credit/
Debit

Geogra-
phical info

Character-
istics

Geography

Counter-
party
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Detectie ongebruikelijk gedrag

Help

Time period: |AII v ‘

Scenario: [l v
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Transactie stromen
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Data Issues

»Vulling van de data

»Vertrouwelijkheid van de data (privacy wetgeving)
»Extractie

»Hoeveelheid data

»Fraude-onderzoek

»Extremen

»Ontbreken van data

» Puzzelstukken missen
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Analyse

»Beschrijvende statistieken
»Voorspellende technieken
— Monitoring
— Fraude detectie

»Cluster Analyse
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