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Risk management?
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“Operational” Risk Management Concept (day to day business)
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Operational Risk — Control actlvmes
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A confluence of trends has elevated the GRC agenda

= Politics
— Shift to increased corporate oversight
= Regulation
— Financial regulatory reform (US & EU)
— SEC proxy disclosure rules
= Economics
— Slower growth forcing companies to consolidate GRC management to reduce cost
— Companies looking for advantage through better risk management
= Focus on new risk management domains
— Reputation risk, regulatory non-compliance, fraud
» Complexity of current systems

» New information architecture will be required
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Regulatory Oversight Has Increased
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Regulation is intensifying E
SEP 2004 DEC 2009
COSO ERM SEC Proxy
Framework Disclosure
: Rules
JUL 2002 . MAY 2008 .
Sarbanes-Oxley S&P Announces
Act passes . ERM Ratings .
. . H :  July 2010
: . :  Dodd Frank
: : : = Passed
NOV 1999 . JUN 2004 : JUL 2007 . -
GLB Act passes Basel Il = AS5 Approved .o
(repeal of GIass-SteagaII) : Framework : by SEC : :
1o:c LResE ioss mmmmmmmm 2007 | 2008 mm
FEB 1995 E OCT 2001 SEP 2004 E E JAN :
Barings Bank = Enron, WorldCom, Merck 2008 : -
Collapses Tyco Scandals and Pfizer . = Sociétée I:
: Drug :Générale - &
Scandal : : trading
. H H loss = DEC 2008
. . . : Madoff Investment
= Scandal
SEP 1998 MAR 2005 : :
LTCM Halliburton : SEP 2008
Collapses Bribery Scandal : Lehman Brothers
. Files Ch. 11
___ m Events __FEB 2007
E‘_=‘i“=§;egulatlons TJX Credit Card Fraud

s



IBM Finance Forum 2011 ¢

Anticipate and shape business outcomes

The stakes are enormous .,

&he New Hork Eimes

nytimes.com

aud Uncovered at Société Générale

PARIS — The French bank Société Générale said Thurasday that it had uncovered "an exceptional fraud” by a trader that would cost it £4.9
billion, or about $7.1 billion, and that it would seek new capital of about $2 billion.

The company, the second-largest listed bank in France, said in a statement that the fraud had been committed by a trader in charge of

"plain vanilla" hedging on European index futures.

The trader, who was not identified, "had taken massive fraudulent directional positions in 2007 and 2008 far beyond his limited authority,"
the bank said. "Aided by hiz in-depth knowledge of the control procedures resulting from his former employment in the middle-coffice, he

managed to corceal these position

The bank said the fraudulent positio ly investigated and found

to be a case of "isolated fraud.”
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compliance and risk information fragmentation

CEO/CRO/CFOI/CIO

[T - Operational
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What can Governance, Risk & Compliance mean \ for
the organization? @

= Provides a holistic view of all risks
— Including their intra-relationships - and financial implications?

= A business process. Success depends heavily on the risk aware culture in
the company

» Recognize risk management not as risk elimination, but a tradeoff between
price, cash liquidity, credit and operating risks

» A subset of technology Risk Adjusted Performance Management:
— How the business compare based on the totality of risk they assume

— Determination of capital reserves appropriate for the actual level of
exposures and the capital required to absorb unexpected losses



IBM Finance Forum 2011

Anticipate and shape business outcomes

An integrated approach provides clear

visibility

at the top of the business
CEO/CRO/CFO/CIO_
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Overlap of GRC activitiesA can.c
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A siloed approach leads to a complex and inefficient
control framework

Best Practices Regulations Industry Standards Internal Policy
Requirements Requirements Requirements Requirements
e NI r m = =
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Complex control framework
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The integrated approach harmonized directives, best
practices and policies for a rationalized control
framework

Authority Documents

Best Practices Regulatory Industry Standards Internal Policy

Harmonized Requirements

"h bk LR LN

Rationalized Control Framework
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An Enterprise GRC Platform also enables a risk-based
approach to managing the business *

Risk-Based
Approach

Auditable
Entities
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Convergence promises a strong ROI

*
BE

nagm-,em
olicy Ma"ﬂlgemem

Inh'aﬂmuure Eﬂ"ﬂngg

Databasas (Ac
C y
Applications ——

Total Savings

ROI
$1,817,130

250,000 ZEDOOD 250000

1,084 538
Infrastructure Costs
Licenses 4B 500
Maintenance 170,825 170625 ™~
Implementation 345,000
FTEs -

Total Costs 1.364,125 420625 G5 4082 -

(269.587) 673,813 B73,913 fr3,813  ET3AR
Net o

Cost of Capital (or Hurdle Rate)
RO $1,817,130

- el 120

ol afe)
Hnﬂ oL cabuggn (oL HLAI® Bte!
Cuer = -




IBM Finance Forum 2011

Anticipate and shape business outcomes

[l
”:u:ll!

Agenda

Challenge today
Promise of GRC
Enterprise GRC Platform
Case Studies




IBM Finance Forum 2011

Anticipate and shape business outcomes

Core GRC capabilities serve the key risk and
oversight functions

Risk management

Audit management

Policy & Compliance management
Remediation

Risk and controls matrix
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OpenPages Enterprise GRC Platform integrates key .,
GRC fun CommandCenter”

Business Intelligence

Operational Risk
Management

Internal Audit

Management & s
Financial Controls | | Policy & Compliance
Management | Management
IT Risk & Platform Extensions
Compliance
Management

. Cognos

SOLy NENTS 08¢ :
: KE;?N COMPC:Entmis wfﬁf, - Business
 mmonie Intelligence

Security 4
Document Management

Reporting

)
||E!|:|ll
Ii:!;ll:



IBM Finance Forum 2011 ). /I

Anticipate and shape business outcomes ° * =
OpenPages Platform supports the key N

requirements for GRC .
Requirement OpenPages Capability

Central platform for integrated
reporting, workflow, policies

Integrate multiple areas of
risk and compliance

Patented, adaptable framework
enabling easy configuration

Support any risk
management methodology

Interactive dashboards and ad-
hoc reports for decision support

Provide visibility into
state of risk in business

Automate compliance and
risk management activities

Powerful workflow for automating
business processes

VVvVVY
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Enterprise GRC platforms must support the
methodologies of different risk domains

ORM == Business Entity SOX
........ view of SOD Risk™ | View of SOD Risk™
Assessor @ Process ~ Owner
Type - Type
Frequency () sub-Process ~ Likelihood

Measurement

Measurement

Severity
| $2,500,000 IEAALLVA
© Control

*SOD Risk is the risk of internal fraud through a violation of
segregation of duties between establishing a vendor in the
payment system and authorizing payment to the vendor
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OpenPages FCM
Market-leading Solution for Managing Financial Reporting Risk %

OpenPages FCM dashboards, charts and ™

reports deliver views on the state of g
Key Features financial reporting risk. b
= Automated SOX compliance lifecycle

— Design and documentation through test, review, approval and certification M — ==Ll

= Central repository - Je— -
Paces CommancCenter — GEEEA
— Document compliance policies and procedures, capturing full audit trails and |~ re s S == @aac @BUSE S
approvals — FCM Dashbaard

. g . - |
= 302 and 404 certification o o El
— Reduce costs and streamline efforts with OpenPages IntelliClose™ enabling

X . Eactiv Risk
progressive closing Opecwung ESsctivenen

= |ssues management N
— Automate SOX control issues notification and remediation K i
— Report against critical issues from dashboard W St
= [ R

Business Benefits
» Secure and centralize financial reporting compliance data
* Provide executive management with visibility into the state of process

* Ensure quick issue remediation
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OpenPages ORM

The Complete Software Solution for Operational Risk Management *

Key Features
= Enterprise operational risk management

— Basel Il AMA/Solvency I ‘ﬂmz’_—_.__s:_
— Board reporting on keyrisks === 3 e e e i
— Business line decision-making e ——
= Fully-integrated OpRisk capabilities: SOTINPAGES CommantCanter ssuNl
— Risk Control Self-Assessments (RCSAs) Oy ok st
— Loss event management (internal & external)
— Scenario analysis :
— Key Risk Indicators (KRIs) : ; .
= Out-of-the-box KRI, loss event and RCSA reporting = i : = |
= Capital calculation through integration with statistical modeling PR T — g e e
packages : ! SSee—

-I.d

Business Benefits

» Understand and proactively manage the risks that can impact the business
* Reduce loss and impact

» Reduce capital needed to fund operations
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OpenPages PCM

Sustain Compliance Across Multiple Policies and Regulations

Key Features

= |Integrated solution for managing regulatory and
policy compliance

= Assess enterprise compliance
requirements at the business
unit, process or local level

= Policy and procedure mgt.

= Training and communication

= Regulator interaction

= Regulatory change management

Business Benefits
= Standardize compliance across regulations

Policy Mandate Map Detail

Business Entity: /Library
Paolicy: /Library/Policies/Palicy 2

Policy Name: |E] Palicy 2

Policy Description: | Folicy 2 Description
Control Operating Effectiveness:

Procedure Name F D

Control

Name Requirement Description Operating Mandate Sub-Mandate
Effectiveness
[B) Pol2 - Procedure 1 | Pol 2 - Procedure 1 D ¥ Requirsment 1 D of E i AML Section 1
kedlpf] alks; dhalksd difalksd) T AML Section s
wady

v Requirsment 2

Requirement 2 aksf jalkfjals
Description

la AML Section 1

i GLEA Section 1

v Requirement §

Requirement & Description
alkdsf asdjj Description B

lig GLEA Section &

lig HIPAA Section 3

[#) Pol 2 - Procedure 2 Fal 2 - Procedure 2 Description

¥ Requirement 1

Description of Requrieement -1

& AML Section 1
alksdhf alksh d;fkasd’ s AML Section 3
% Requirement 4 Requirement 4 Description 100% M AmL & AML Section 2
M HPAs b HIPAA Section 1
. HIPAA Section 2
“ Requirement & 5D 100% i cLea | fa GLEA Section 4
dads fasdrasdsaRequirement §
Dase i GLEA Section &
B Fol 2 - Procedure 3 | Pol 2 - Procedure 3 D ¥ Requirsment 4 F 4D 100% i AmL s AML Section 2
M HPas |k HIPAA Ssction 1
I HIPAA Section 2

Executive dashboards provide visibility, control and

decision support required for requlatory compliance and
to optimize business performance.

to reduce cost and deliver a holistic understanding of all compliance risk
= Provide confidence that compliance is achieved, risks are mitigated and

corporate policies and procedures are enforced
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OpenPages ITG
Aligning IT risk and compliance with business objectives

Key Features ¢
* Integrated solution for managing IT Risk and
compliance
Assess IT risk in context of business
|dentify key risks, controls and/or gaps

» Support for the regulatory certification and O ——
audit process =

i bt s

« Risk control matrix — e = |

 Track and manage common requirements é 6 s
across laws, regulations, standards and = : e
policies é P =

* Integrated with UCF, the industry’s most [ e = : -

. . L]
comprehensive IT compliance database = -

Business Benefits

- Manage internal IT controls and risk according to the
business processes they support

 Unite multiple silos of IT risk and compliance to deliver
improved visibility, better decision support, and enhanced
=corporate performance
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OpenPages Internal Audit Management ¢
Enabling a risk-based approach to business assurance

Key Features
* Integrated solution for audit management

« Define, plan, execute and report on audits Q02 :
across the business TOriBhGts ConmamdCon

Track and manage audits, audit phases, | R e
workpapers and allocations 2] | S

« Automate operations through fully
configurable reporting and workflow

* Risk rank audit universe, configured
according to the audit methodology

Business Benefits e

* Empowers internal audit departments to champion risk management,
acting as a strategic partner to management

* Delivers an integrated, closed loop approach to risk management, driving
visibility and confidence in organizational risk posture
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Integrated Financial Controls and Operational Risk
Management % BARCLAYS

||
Business Challenge

= Multiple assessments and reports for risks and controls in
SOX and Operational Risk

» High operating costs

= Align systems with strategic goal of common risk
management framework

Solution
» Single system, highly configurable
= Integrated reporting
» Powerful workflow to automate data collection process

Business Benefits
» Reduced cost, improved efficiency and effectiveness

» Better overall view of risk and compliance posture and the
dependencies between them

» Used extensively by the business, particularly when
=== = completing risk and control assessments
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Proven by the World’s Leading Companies ¢
Financial Services Insurance Manufacturing $.
% BARCLAYS B L4
< AVIVA WORTHINGTON |
Lloyds TSB  ABSA WOLSELEY
Bankof America. GEICO. _
/,-\7/ ING ]%@ Alhanz @ Retail/Consumer

) FIRSTRAND

Energy and Power

BMO 9 Financial Group

Masleréara

4
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I3

Telecommunications
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ﬁlCAP
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http://www.lloydstsb.com/homepage.asp
http://www.bp.com/home.do?categoryId=1&contentId=2006973
http://www.vodafone.com/home/0,3044,CATEGORY_ID%253D0%2526LANGUAGE_ID%253D0%2526CONTENT_ID%253D0,00.html
http://www.ing-usa.com/us/index.htm
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Challenges

Business Pain

Business Pain Driver

GRC elements

=Fragmented policies
=Fragmented processes

=|_ost context

=Disparate policy maintenance

=Silo view of multi-department processes

=Systematic Approach

=Adoption /Enforcement of Standards

=Policies do not reflect current regulatory
requirements

=Policies do not reflect current business
practices

=Policies and regulatory requirements
maintained in Excel, Word, and isolated desktop
software programs

=Failure to document current business
workflows

=Central Repository
=Greater Security and Control

=Documented and accessible process flows

»Time/resource consuming
=Exposure to human error

=Bottlenecks

=Manual Processing

sAutomated Workflows
=Full Transparency

»Greater Efficiency
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