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Setting up basic DataStage users
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Objectives

• DataStage client connection and how it works
• High level overview
• Step by step connection process

• How to set up basic DataStage users
• Overview
• Setting up DataStage Administrator account (dsadm)
• Setting up DataStage user account

• Common issues with user setup
• Possible scenarios for DataStage client login failures
• 80011 errors
• How to troubleshoot problem
• How to resolve error

The screenshots within this presentation are from InfoSphere Information Server v11.3 and v8.
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High level overview

DataStage Server
Validate Login Credentials

Determine DataStage User/Password
Shared registry Credential Mapping

Information Server User Registry
Validate Login Credentials Verify User Roles

DataStage Client
Enter username and password

First 
Authentication

Second 
Authentication
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Failure

Error: Failed to authenticate current 
user against selected Domain

Connection to Services Tier

Authenticate username and password against 
active user registry

DataStage Client login screen - Enter 
Username and Password

Success

Validate user roles

Success Failure

Error: Access Denied: Inadequate user 
permissions for connection client. 

Validate DataStage roles

Open DataStage client
Error: The current user does not have 
the required DataStage roles set up. 

DataStage Client

Authentication

Services Tier - WAS

Engine Tier

Failure Success
Error: Failed to connect to DataStage server: 

<servername>, project: <projectname>
(User name and/or password incorrect (80011))

Success

Validate DataStage roles

Success

Login to DataStage server

Get DataStage User – Shared Registry 
vs credential mapping

Failure

Error: No Engine credentials were found on the 
Services Tier for the specified user (username) on 

Information Server Engine ‘servername' Failure
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Steps in a DataStage connection (1 of 7)

• User enters login credential

• Connects to services tier

• Authenticates user against active user registry
• Successful – Validate user roles
• Failure - Error: Failed to authenticate current user against selected domain

Failure

Error: Failed to authenticate current user 
against selected Domain

Connection to Services Tier

Authenticate username and password against 
active user registry

DataStage Client login screen - Enter Username 
and Password

Success

Validate user roles



© 2015 IBM Corporation

Steps in a DataStage connection (2 of 7)

• Check user record in xmeta to validate user roles
• Roles are configured in Information Server Web Console

• Validation failure
• Error: Access Denied: Inadequate user permissions for connection client

• Validation successful
• Obtain DataStage login credentials

Validate user roles

Success Failure

Error: Access Denied: Inadequate user 
permissions for connection client. 

Get DataStage User – Shared Registry vs 
credential mapping
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Steps in a DataStage connection (3 of 7)

• Shared registry

• Use same username and password used on DataStage login screen

Success

Login to 
DataStage serverError: No Engine credentials 

were found on the Services 
Tier for the specified user 
(username) on Information 
Server Engine ‘servername'

Get DataStage User –
Shared Registry vs 
credential mapping

Failure
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Steps in a DataStage connection (4 of 7)

• Not Shared registry

• Must set up user credentials
• Username and password for DataStage server connection

• Default credentials for users without an individual credential mapping

Success

Login to DataStage 
serverError: No Engine credentials 

were found on the Services Tier 
for the specified user 

(username) on Information 
Server Engine ‘servername'

Get DataStage User – Shared 
Registry vs credential mapping

Failure
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Steps in a DataStage connection (5 of 7)

• Individual user credentials can be set

• Takes precedence over default map

Success

Login to DataStage 
server

Error: No Engine credentials 
were found on the Services 
Tier for the specified user 
(username) on Information 
Server Engine ‘servername'

Get DataStage User – Shared 
Registry vs credential mapping

Failure
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Steps in a DataStage connection (6 of 7)

• Second authentication takes place to DataStage server machine

• Authentication method set in uvconfig file
• Local OS or PAM

Validate DataStage roles

Success

Login to DataStage server

Error: Failed to connect to 
DataStage server: 

<servername>, project: 
<projectname>

(User name and/or password 
incorrect (80011))

Failure

InformationServer/Server/DSEngine/uvconfig
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Steps in a DataStage connection (7 of 7)

• Validate DataStage roles

• Set by user or group

• Successful => DataStage client opens

• Unsuccessful => Error: The current user does not have the required DataStage roles set up

Validate DataStage roles

Open DataStage clientError: The current user 
does not have the 

required DataStage 
roles set up. 

Failure Success

Validate DataStage roles
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Set up DataStage users

• Login to Information Server Web Console, the default URL for v11.3 is:
https://<hostname>:<port>/ibm/iis/console
Ex: https://myserver.mydomain.com:9443/ibm/iis/console

• Versions prior to 11.3
http://myserver.mydomain.com:9080/ibm/iis/console
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Create DataStage user

• Add new DataStage 
• Click “Users” under “Users and Groups”
• Click “New User”
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Assign user roles

• Enter all mandatory fields (marked with *)

• Check DataStage and QualityStage Administrator role
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Set credential mapping (1 of 4)

• Map Information Server account to an OS account

• Without credential mapping 
• User unable to access DataStage client tools
• User unable to run DataStage jobs
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Set credential mapping (2 of 4)

• Map dsadm to DataStage Administrative UNIX® account (typically “dsadm”)
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Set credential mapping (3 of 4)

• Enter DataStage Administrative account details
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Set credential mapping (4 of 4)

• Mapped operating system user UNIX/Linux
• Must be member of DataStage Administrator’s primary group

• Mapped operating system user Window
• Must have “Log on locally” 
• Windows® 2008 or higher must also have “Log on as a batch job”
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Assign DataStage roles (1 of 3)

• Login to DataStage Administrator 

• Assign DataStage role for user
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Assign DataStage roles (2 of 3)

• Add user from internal registry to list of DataStage users
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Assign DataStage roles (3 of 3)

• Choose DataStage role from drop down list
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• User does not have high enough role to login to DataStage Designer

Common Issues (1 of 6)

• To correct the issue, change user’s role to: 
Super Operator, Developer or Production 
Manager

Setting up basic DataStage users
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• User does not have suite role defined

• To correct the issue, add ‘Suite User’ 
role for user

Common issues (2 of 6)
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• User does not have DataStage Engine credentials mapped

• To correct the issue
• Map Internal Registry user to DataStage Engine’s OS account (slides 15-17)

Common issues (3 of 6)
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• User does not have any DataStage role defined

• To correct the issue,
add DataStage user 
role for user

Common issues (4 of 6)



© 2015 IBM Corporation

• Provided DataStage Engine OS password is not valid or expired – Error 80011

• To correct the issue
• Specify correct password

Common issues (5 of 6)
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Common issues (6 of 6)

• DataStage user does not belong to DataStage Administrator’s primary group

• Fix: Add DataStage user to DataStage Administrator's primary group
$ id dsadm
uid=206(dsadm) gid=205(dstage) groups=1(staff),14(mqm)
$ ls -ld DSEngine
drwxrwxr-x   44 dsadm    dstage        16384 Apr 19 18:02 DSEngine

• Incorrect:
$ id bhnk
uid=258(bhnk) gid=1(staff)

• Correct:
$ id bhnk
uid=258(bhnk) gid=1(staff) groups=205(dstage)
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Tracing client logins – UNIX/Linux

• truss or strace against the dsrpcd process:
• Get process ID (pid) of the dsrpcd process:

ps –ef |grep dsrpcd
• Attach the truss or strace to the running process

You must be root or the owner of dsrpcd
AIX:   truss -fae –o /tmp/trace.out -p (processId) 2>&1
Linux: strace -fae -o /tmp/trace.out -p (processId) 2>&1

• Trace dsrpcd, refer to the IBM Education Assistant module:
PDF:
http://www.ibm.com/support/knowledgecenter/im_iea/com.ibm.iea.datastage/datasta
ge/8.1/ProblemDetermination/IEA_IPS_dsrpcd.pdf?dmuid=20110808162150967585

Demo:
http://www.ibm.com/support/knowledgecenter/im_iea/com.ibm.iea.datastage/datasta
ge/8.1/ProblemDetermination/IEA_IPS_dsrpcd/player.html?dmuid=20110808162148
546009
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Causes for ‘could not connect to the server’ (1 of 2)

• Invalid server name or port
• Verify server name in datastage login screen

ping <DataStage Server>
• Verify port number is correct (for v11.3)

• View the registered-servers.xml file under 
/InformationServer/ASBNode/eclipse/plugins/com.ibm.iis.client/ registered-servers.xml

• Find “<asb-server”
<asb-server name=“myServer.newco.com“
host-name=“myServer.newco.com“
port="9443“
is-primary-server="true" />

• For versions prior to 11.3, view registered-servers.xml file 
InformationServer/ASBNode/eclipse/plugins/com.ibm.isf.client_configuration_<is_version>/ 
registered-servers.xml

• Find “<asb-server”

<asb-server name=" myServer.newco.com”

host-name=" myServer.newco.com“

port="9080“

is-primary-server="true" />

• Client has invalid entry in hosts file for DataStage server
• Check Windows\System32\drivers\etc\hosts

ds_ip_address   host_short_name   host_long_name
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Causes for ‘could not connect to the server’ (2 of 2)

• Server listening port may be blocked by firewall
• telnet <DataStage server> <port number>
• Linux®

nc –v –z <host> <port>
• Check with network administrator to see if port 9443 is blocked

• WebSphere not running
• Windows

• Check IBM WebSphere® Application Server status => Started
• UNIX® or Linux 

ps -ef | grep java
root 25468     1   0   May 02 ? 33:33 /u1/IBM/WebSphere/AppServer/java/bin/java …
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What is error 80011?

• Failed to connect to DataStage server: <servername>, project: <projectname>
(User name and/or password incorrect (80011)). 

• This error indicates that the login to the DataStage server failed

• Many things can cause this error to occur

• Does not necessarily mean the password is incorrect
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What can cause an 80011 error?

• On all operating systems:
• Username or password, or both are incorrect
• User ID has expired or is locked
• User mapping has the incorrect user name or password

• On Windows®

• The user may not have the correct user rights assigned

• On UNIX®/Linux®:
• dsrpcd daemon is not running as the root user
• PAM not configured properly on the DataStage server
• DataStage is not configured properly to use PAM
• Required libraries missing or incorrect
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Problem with the user’s login

• DataStage is setup to use Local OS Authentication

• Check if the Information Server Registry is shared or not shared

• Check if username and password is incorrect

• Check if user needs to change their password on first login

• Check if user ID has expired or is locked on the DataStage server

• Check that user can login to the DataStage server machine with same username and 
password

On UNIX and Linux:
– DataStage set to use PAM authentication also requires user to be able to login
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User mapping has incorrect username or password (1 of 2)

• Information Server User Registry set to “Not Shared”

• Check if user has an individual user credentials assigned
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User mapping has incorrect username or password (2 of 2)

• Check default user credentials
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Incorrect user rights assignment - Windows

• All users must have the “Allow Log on locally” 
• Windows 2008 and later must also have “Log on as a batch job”
• Make sure user/group is not in Deny Logon locally and Deny Logon as batch

Windows 
2008
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dsrpcd daemon not running as root user – UNIX/Linux (1 of 3)

• Client connections are done through the dsrpcd daemon process

• If Impersonation Mode is turned on, the daemon must be running as root

• Run “ps –ef|grep dsrpcd” to check who owns the dsrpcd process

$ ps -ef |grep dsrpcd
dsadm     25056     1  0 Sep10 ?        00:00:00 /opt/IS810/IBM/InformationServer/Server/DSEngine/bin/dsrpcd

• If it is running as any other user, check Impersonation Mode
$ cd $DSHOME
$. ./dsenv
$ bin/smat –t | grep –i impersonation
=   1

• If IMPERSONATION = 1 and the dsrpd is not running as root, check permission in 
$DSHOME/bin
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dsrpcd daemon not running as root user – UNIX/Linux (2 of 3)

• Change directories to the $DSHOME/bin directory

• Check the permissions 
$ ls -l |grep rws
-rws--x--x  1 root  dsadm   54912 Sep  4  2008 DBsetup
-rwsr-x--x  1 root  dsadm 1318396 Sep  4  2008 dsdlockd
-rwsr-x--x  1 root  dsadm 1287944 Sep  4  2008 dslictool
-rws--x--x  1 root  dsadm    6952 Sep  4  2008 dstskup
-rwsr-x--x  1 root  dsadm 1299916 Sep  4  2008 list_readu
-rwsr-x--x  1 root   1290580 Sep  9 15:02 load_NLS_shm
-rwsr-x--x  1 root  dsadm   44452 Sep  4  2008 uv

• Fix permissions and stop and restart DataStage 
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dsrpcd daemon not running as root user – UNIX/Linux (3 of 3)

• Impersonation Mode off

• Permissions need to be set correctly
• Platform specific

• Review IEA module on running Information Server DataStage engine as non-root
http://www.ibm.com/support/docview.wss?uid=swg27024947
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Impersonation mode off – AIX only

• Cannot use PAM authentication for the DataStage engine
• AIX requires the pam_aix library to be accessed by a process running as root

• See tech note:
https://www.ibm.com/support/docview.wss?uid=swg21516230
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PAM not configured properly on DataStage Server – UNIX/Linux

• DataStage authenticates against the local operating system by default

• DataStage can be configured to authenticate using PAM

• DataStage Server must be configured to use PAM 

• Be sure LDAP users can login to the DataStage server

• Check if there is a username in /etc/passwd with the same username

• Test with a user that is not in /etc/passwd
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DataStage not configured properly for PAM – UNIX/Linux

• DataStage needs to be configured to use PAM authentication

• Check uvconfig AUTHENTICATION setting
$ cd $DSHOME
$. ./dsenv
$ bin/smat –t | grep –i authentication
AUTHENTICATION  =   1

• Check that the dsepam file/entries created 

• Review DataStage and PAM configuration at:
– http://www.ibm.com/support/knowledgecenter/SSZJPZ_11.3.0/com.ibm.swg.im.iis.found.admin.common.doc/topics/ws

isinst_config_pam.html?lang=en

• If you are on AIX®, also see tech note 1398309 
– http://www.ibm.com/support/docview.wss?uid=swg21398309



© 2015 IBM Corporation

Required PAM libraries missing or incorrect – UNIX/Linux

• Check that the path for PAM libraries for the dsepam entries are correct

• Be sure that PAM and DataStage libraries have the same bitness (32bit versus 64 bit)
Example:
$ file $DSHOME/bin/uvsh
/u2/IS810/IBM/InformationServer/Server/DSEngine/bin/uvsh: 64-bit XCOFF executable or 
object module not stripped

$ file /usr/lib/security/64/pam_aix
/usr/lib/security/64/pam_aix: 64-bit XCOFF executable or object module not stripped
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Thank you for joining.

Are there any questions?


