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TSM Server V6.3.3 News

TSM Client V6.4 News

TSM for Virtual Environments V6.4 News

TSM for Mail / DB news

TS Flash Copy Manager V3.2 News

Questions
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* Complex Administrator Passwords
* Complex Client Node Passwords

* Cluster wizard
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Complex Password Overview

« Stronger password enforcement
— Mixed-case characters (“Dog” is different than “dog”)
— Password history (e.g. don'’t allow previous 8 passwords)
« TSM node & admin passwords can utilize LDAP for passwords
— Specific to each node and admin
— Password rules enforced by the external directory server
- External directory servers will be supported via the LDAP V3
— Active Directory (Microsoft) 2003 & 2008
— Tivoli Directory Server (IBM) — (IBM Security Directory Server) 6.2->6.3

il
il

—

),u ] © TSM External Directory
s — Server Server

TSM Clients
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Potential Password Rules

Minimum password length

Password Rule TSM' 6.3 } External Directory

Case-sensitive passwords

Minimum number of upper/lower/numeric/special characters

Maximum number of times character can be used in password

Minimum characters different from previous password

Maximum number of consecutive repeated characters

Time that must elapse between password modifications

Time after which modified password expires ,

Number of failed logon attempts before password is locked

Time before number of consecutive failed logons is reset

Duration of lock for failed logon attempts

Minimum number of passwords before reuse

SENEIITNWN

The above table is intended for illustration only. Actual external directory implementation
may allow additional password rules and some of the above rules may not be supported.

IBM Tivoli Software | © 2012 IBM Corporation



« Supports LDAP authentication from the TSM Server 6.3.3 to the following:
* Command line admin client (dsmadmc)
« Command line b/a client (dsmc), local GUI b/a client and API client
» Client scheduler
» Client-to-client (proxy) communication
* LAN-Free communication
* HSM Clients v6.4+
« TDP’s (implicit by virtue of API clients) v6.4+

 Does NOT support the following authentication configuration
(initially):

» Web client GUI

» Server initiated client sessions (server prompted scheduled sessions ARE supported)
« SNMP admin and monitor

« UNIX TCA non authorized backup/archive users

» Server-to-server or storage agent-to-server pw “define server serverpassword”
— (e.g. library sharing, replication, etc.)

7 @
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Complex Password Setup Steps

LDAP server

Z
Tivoli Storage
. ’ Manager server

Tivoli Storage
Manager backup-

archive clients DB2

~

5. Import the trusted certificate 1 . Set up the LDAP directory
; from the LDAP directory server. server.
6. Set the LDAPURL option. 2. Create the Base DN.
! ‘ 7. Define the user ID and 3. Grant access to the Base DN.
\ password for node and
\/ password administration.

4 Copy the trusted certificate to the

Tivoli Storage Manager server.

8. Register or update nodes and
administrators.

IBM Tivoli Software | © 2012 IBM Corporation
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Platform support changes
NetApp vFiler support for NetApp snapshot
NetApp SnapMirror support for NetApp snapshot

TSM for Space Mgmt — implement consistent RC for
BA-Client & HSM

HSM for Windows — Recall Quota Enhancements

HSM for Windows — Snapshot Based Reconcile

. ..‘ IBM TSM User FOIU.m ©2012 IBM Corporation
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New and Dropped Client Support

New OS Support

TSM Client 6.4 for Windows supports Windows 2012 and Windows 8.
— All features supported, including System State backup, cluster support, Hyper-V
— New file system ReFS (Resilient FS) is fully supported

— No utilization of new functionality available in these OS. l.e. no support for Hyper-
V incremental backup, no support for Hyper-V replication

TSM Client 6.4 for Mac supports Mac OS X 10.8

— All features supported
— Oracle’s Java 7 is not supported at this time

Dropped Support

Windows 2003 Client

Mac OS X 10.6

LVSA (Logival Volume Snapshot Agent) on Windows Client
Solaris 11 on Intel

N
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MultiStore (vfiler) Support w
Tt

1]
* NetApp SNAPDIFF vfiler support in ONTAP 8.1.1 ]

vCilAar vialiimAa cininnAarrt e in tha NNITAD aAfhiiiAara

/i

TSM Server

SnapDiff Backup

E vol1 j
E vol2 ﬁ ___________________________

Remote Volume Accessz
(CIFS/NFS) vfiler1

-~
(/a/e

§ \0‘ HTTP Admin Session % .
: ~ VO
% Remot(ec\ll:Sh;'LnFes,)Access X % . NetApp
TSM Client HTTP Admin Session | vfiler2 | Physical File Server
.ﬁ. \.. ...... IBM TSM User Forum ©2012 IBM Corporation 12



Snapmirror Support added in TSM 6.3.3 /6.4

®
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Customers want to offload TSM’s Snapdiff backup to HEHEH

the mirrored DR NetApp filer

Production NetApp File Server Remote DR NetApp File Server

SnapMirror

Remote Volume Access
Via File Sharing
(CIFS/NFS) TSM Client

vol1_mirror
vol2_mirror

nightly.0 .
. — nightly.0
nightly.1 / Snapshot Replication nightly.1

Production Volumes Mirrored Volumes
Scheduled Snapshots Replicated Snapshots

TSM Server



HSM news bei Bedarf (Weglassen) Verweis auf extra Prasentation

TSM for Space Mgmt - Supported platforms: AIX JFS2, AIX GPFS, Linux GPFS
4 reliable, consistent and meaningful RCs equivalent to BA client’'s RC
Customers want to automate GPFS & HSM with customized scripts

— Scripts need to be able to determine successes and failures

HSM’s QUOTA MANAGEMENT - the number of allowed recalls by a user/group in a

certain timeslot
HSM for Windows 6.4

dsmgui.exe shows a lists of Windows users and a lists of Windows groups

HSM admin selects a Windows user or group from list & assigns it a HSM recall quota

Dsmgui.exe stores recall quotas defined by HSM admin in an XML-file config file

Y IBM TSM User Forum
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TSM Server V6.3.3 News

TSM Client V6.4 News

TSM for Virtual Environments V6.4 News

TSM for Mail / DB news

TS Flash Copy Manager V3.2 News

Questions
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* Incremental Backup forever (progressive incremental)

« Application aware Backup for MS-SQL and MS-Exchange

« Backup multiple virtual machines in parallel from single TSM

instance

* More granular domain control (allow VM selection based on

ESX Cluster, Datastore, wildcards)

* Preserve additional virtual machine configuration info

« More granular control of backup/restore of individual disks

« VMware Template Backup support

* vApp Support

.!.f.!

?.n IBM TSM User Forum
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* Minimum TSM Server level V6.1.5 required

= Transparent process, which works on block-level basis

» Keeping track of changed blocks works ‘on the fly’ (during
backup)

= No longer required blocks are marked as expired

= During Backup, only meta data (pointers to blocks) are being

processed

» Regular TSM Expiration expires all blocks marked for deletion

.!.\.F. R

N
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il
TSM for VE 6.3 6.4: Progressive Incremental 1HIHI

| [T ||
Periodic full + incrementals Full-VM Initial full + incrementals
( _| Backup (

OOOO0O0 IO000000 OO0OOO0 000000000
Restore full and apply Full-VM Only restore required
required incrementals Restore blocks once
Expiration of non-
vCenter R — used blocks on
' B/A Client, TSM server

Guest | I
Machines ﬂﬂﬂr / | |
Host ' ' ' 1 14 :
Machines ! !
(ESX, ESXi) Changed Block 'i'SM tor VE |

SN Tracking |
WVMFSJLJ VMDK IIRcoveg Agent
SAN :

Datastore] | Datastore || Datastore vStorag e — E 5
O3 |20 Backup TR

Y

\i

N
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Application aware Backup for MS-SQL and MS-Exchange "Ii"ﬁ
il

TSM TSM
for for DBS

VEL
\
BACKUP

IBM TSM User Forum ©2012 IBM Corporation 19



Unified application protection for VMware environments i
Uyl
. — . " . il
O Protection of applications/databases introduces additional requirements as ||:||:ii
compared to file/web servers traditionally hosted in VMware [fron]l
Q0 Log management (truncation) for a sustainable backup methodology
O Achievement of multiple recovery points through roll-forward/roll-backward

U Individual email message recovery

U To achieve protection of applications and databases (Microsoft SQL,
Exchange, Active Directory, Custom Applications) hosted in a VMware
environment

U TSM customers today use TSM for Mail/Databases etc. running inside VMs
Q Future goal is to provide application protection that is integrated/unified with TSM for VE

U Looking at various options that could involve integration of product features
from
Q TSM for VE for common disaster recovery across all VMs
O TSM for Mail/Databases/Custom Applications for application awareness and operational

recovery

. !.‘ IBM TSM User Forum ©2012 IBM Corporation 20
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Supported for Windows VM (VSS Writer is being called) for MS SQL Server
and MS Exchange

TSM B/A Client (datamover) triggers log truncation at VMware snapshot time
Injection via Web Services API at runtime

Allows for consistent Application/Database support in Windows VMs

No TSM for .... product required inside the VM

O 00 0 0O

Limited functions for Point in Time restores, restores only possible to the time
when the snapshot occurred, no log ‘roll forward’

O No log handling in this scenario

1 =>» Running TSM for ... inside the VMs is still functionally superior,
therefore still recommended

..'E IBM TSM User Forum ©2012 IBM Corporation 21
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Backup multiple VM’s in parallel from single TSM instance

diagent

TSM API

Each line
represents
a VM being
backed up

—

} !_‘ IBM TSM User Forum
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Vmmaxparallel =3

Vmlimitperhost = 2

Vmlimitperdatastore = 1

A maximum of 2 VMs will
be backed up at the
same time. The limiting
factor will be the # of VMs
that can be backed up at
a single time per
datastore
(vmlimitperdatastore). For
‘Host A’, the backup of
the second guest cannot
be started until the firstis
finished, due to the
sharing of datastore1.

©2012 IBM Corporation 22
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o TSM for VE 6.4 Datamover backup VMs that are grouped using any of™!

the following ESX/ESXi methods:
o ESX/ESXi host

vCenter (i.e. all VMs under a vCenter)

Folders (VMs placed into folder containers)

Manually defined list of VMs

Host clusters

Datastore usage

o New wildcard support added:

o The use of “*” for multiple character matching or “?” for individual

character matching can be used with the virtual machine keyword
(vm) and (-vm) selection criteria

\ . §
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Support of individual disk volume backup/restore for @
lypult

VMware virtual disks i

= Users can specify which virtual disks are backed up or restored

- Disks not needed to be protected can be skipped saving storage space and backup time
- Skipped disk configuration information saved to the backup ( also pPRDM)

- Skipped disk configuration restored to the VM as an unformatted disk definition

= Allows to specify a “division of labor” between TSM for VE and TSMs for
- Backs up non TSM for ... disks while TSM for ... agents back up disks specific to them

= Allows individual disks to be restored to an existing VM
- Existing VM must be powered off
- Disks not specified remain unchanged on existing VM

- Can specify that just the VM configuration information be restored

..‘ IBM TSM User Forum ©2012 IBM Corporation 24
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O New parameter, VMDK, can be used to include disks. New parameter, -VMDK,H:H:H

can be used to exclude disks.

Syntax
dsmc BACKUP VM -vmbackuptype=fullvm

| <

| |- vmname, vmname
>>--—-DOMAIN.VMFULL ><
[ VM=vmname.,vmname i
|[-— ALL-VM }
[-— ALL-WINDOWS }
[-—VMHOST=srv1.srv2 i
[-— VMHOSTCLUSTER=cluster01.cluster02-—|
|[-— VMFOLDER=foldername1.foldername2 —|
| |—VMDATASTORE=datastorel,ds2-————]
|< -

ard

.. .‘ IBM TSM User Forum ©2012 IBM Corporation 25
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TSM for VE 6.4 : vAPP Support

= Starting with VMware 4.0, VMware introduce the concept of a vVApp
E]"’E;l"imgcéh'fé‘r" in ~ ~rann ~fidkeol machines that are managed as a

= [ ClusterFolder
. = ffjj ClusterOne

[@, doubleshot.home.lan
hotshot.home.lan

G win7-32(2)
(31 | win7-64(2)

xp(2)

. @
. = 3B vAppOne
TSMio™ 5 é%PoolOne

Resour

these v
failure t

= g8 vAppTwo
= & PoolTwo

= @/ VMFolerThree
= [£F VMFolderFour
= [£F VMFolderFive

&

MM e o

ubuntu-64

VAppS,
we fail to return
S due to our

= & PoolThree
= g8 vAppTwo
= & PoolFour

N _‘ IBM TSM User Forum

31 ubuntu-32

©2012 IBM Corporation

@
Uyl
i
[ty

26



Attributes that will now be backed up i

n(t
s configuration informati i
 Backup/Restore as much of the VMware guest VM's configuration information !"":,Il
H H H —CPU Identification Mask 718.
(.vmx file) as possible. Items that will be restc 1030
Hiding the NX/XD flag will increase vMotion compatibility B fresh Storage |
e == y — te—o= s between hosts, at the cost of disabling certain CPU
iR i r
e l ot esources| Fes l RECES l \C A performance features for some guest operating systems 50.1
Settings | Summary | Resource Alocation and applications. 50.1
CPU 0 MHz ] E S 50.1
Memory 0MB Shares: [Norma " Hide the NX/XD flag from guest. [Drive Type
Disk Normal }
Ri tion: l— Non-SSD
Advanced CPU HT Sharing: Any sssrvanen AI I C o Expose the NX/XD flag to guest. .
@ Keep :.JI( @ CPU Identification Mask
it n -  Virtual Machine Defauilt | AMD Override |
imit: =
. The CPU Identification mask specifies the CPU capabilities that this virtua
— AU 1 UYE U U g U G T wdOon determine if a destination host is viable for vMotion or cold migration. In ;
AMD processors. These can be setin the AMD Override tab.
D ReStO re S Im ple TypeS Conﬂ g u I’atl on |nf0 r Valid values for registers are an empty string, or 32 flag characters plus:

Register | Value (msb...1lsb)
Level 80000001
How should the virtual machine respond when the guest R

05 is placed on standby? | CPUAffin |ty S

— Guest Power Management

" Suspend the virtual machine “info
¢+ Put the guest OS into standby mode and leave the . . =
. virtual machine powered on forcin g Annotations
Wake on LAN for virtual machine traffic on: # Edit
! Thisis a testvm:  test123
Q| [V Network adapter 1 (VLAN100 - Internal) VM's .nv Notes: E

D l\UOLUI C VIVI AALIHIVauulio. UUOLUIn Attrlbu

..‘ IBM TSM User Forum ©2012 IBM Corporation 27
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Q Client Access Server Array Hub Transport/Witness
Q Sin |
MBX1 MBX2
4 % % one
DB2
nts by
DB3 @Active y DAG
DB 6 G Passive
DB1 OLagged
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SQL Server 2012 Support

Windows Server Failover Clustering (WSFC) Cluster

d

Network Subnet

/ Node \

)

Storage

@

“ saqLServer

Instance

Network Subnet

Storage

‘ sqLServer

Instance

/" Node )/  Node \ (m

[ Shared Storage

AlwaysOn SQL Servem
Failover Cluster Instance

Secondary Replica

]

AlwaysOn Availability Group

Primary Replica

§

\

Secondary Replica

§

—

N—

support
Acy

1e backup

} !_‘ IBM TSM User Forum
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TSM Server V6.3.3 News

TSM Client V6.4 News

TSM for Virtual Environments V6.4 News
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TS Flash Copy Manager V3.2 News

Questions
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= FCM 3.2 provides at the DR site similar capabilities to what it has
already at the primary site

= Extends FCM to allow FlashCopy / Snapshot management in the
remote site leveraging remote mirror copy

» Offload workload from production storage control unit

» Consolidate multiple backups (single or multiple source sites) to
the DR site

= Backup can be used for restores in DR scenarios and to offload

backup to TSM to DR site

.!.\%r. 2
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Global/Metro/Remote Mirror snapshot integration @
il
[y

FlashCopy

Metro/Global Mirror

Production
Server I

<4 FCM w Production

Failover

Server
Volume

Standby

Storage
Hierarchy

IBM TSM User Forum ©2012 IBM Corporation 33




Netapp and N-Series Snapshot Support "'I""

O Provides FCM support for IBM N series / NetApp devices on Unix/
Linux and VMware

d  Supports VMware, Oracle, DB2, SAP, Custom Applications, Unix/
Linux file systems

0 IBM N series / NetApp devices used as primary storage for
supported applications — especially VMWare - can use FCM to
manage shapshots for backup and recovery purposes

0 By using FCM it makes it easier to backup IBM N Series / NetApp
shapshots to TSM

R
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Netapp and N-Series Snapshot Support o
ity

0 Does not alter or enhance the functionality of FlashCopy H"H
Manager on Unix—it simply extends the range of supported
devices to include N-Series/Netapp

0 The N-Series/NetApp storage can be attached via SAN for all
applications and NFS for VMWare only

O Capabilities:

O perform Flashcopies/snapshots

QO offload the TSM backup of the flashcopied data to an auxilliary
host

O restore the flashcopies in case of DB2, Oracle, SAP on DB2 or
Oracle and the Custom Application Agent

O perform flashcopies/snapshots of VMWare datastores

QO create clones of the databases (except for the Custom
Application Agent)

O support of iISCSI attached storage

N\

!.‘ IBM TSM User Forum ©2012 IBM Corporation 35
N



Netapp and N-Series Snapshot Support s
ity
1)
[lan]

FlashCopy Manager

o Local
Application Snapshot
Data Versions

SNapshot | £ | mm o o o o s s s s e

Supported devices

Smesy W VSVC

v XIV
v'Storwize
V7000
v'DS8000

‘/ " NetApp—;

NEW Support ]

©2012 IBM Corporation 36
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QJOff-loaded VSS backups to TS

QjRe YRS UEKuUp to TSWaHIe 3

I
T
|i "

egrated file system/drive level backup to TSM from VSS snapshot [l

FlashCopy Manager

LocCal Snapshot
Versions

1 \y
MGLI ¢commands an@ZMp
[ | STy
> fdowing new options &rd vall

O OFFLOAD
Q REMOT*DSMAGENTNODE

WO WY IBM TSM User Forum

packup functionality

ystenydrileevel

Snapshot n
C_ 13 |..Backu .
QjUnifiee \ , m -ﬁ?e—eife gm baockup versic

Storage
Hierarchy
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Add VMware support for backup/restore of VMs with Raw Device Mappings

 Many databases and
applications use Raw Disks/
Partitions for performance
reasons.

this new enhancement avoids
errors in VM restores that have
raw device mappings.

« When using FCM for VMware,
Virtual disk ]

Disk
Subsystem

SAN

VM1’s
Physical RDM

IBM TSM User Forum ©2012 IBM Corporation 38



Add VMWare support for backup/restore of VMs with
Raw Device Mappings

Types of RDMs:
» pRDMs (physical) and vRDMs (virtual)

FCM’s Support:
= FCM supports both in toleration mode

FCM's Toleration Mode:

. Clear indication that the virtual disk was skipped inserted in the OVF

configuration file and in saved Object Info Disk structure

. Disks treated exactly as if the user had excluded these disks from the backup

How to protect them:
= FCM inside the VM can be used to protect RDMs

Examples of Applications and Databases that may use RDMs:
=  Qracle, Informix, SQL Server, MYSQL
= DB2 on Linux
= MS Exchange
= BEA Tuxedo

.i _‘ IBM TSM User Forum
R

©2012 IBM Corporation
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Levels of RDM Support Iy

vRDM oRDM

ECM Toleration Toleration
Mode Mode

TSM for VE  Fully Supported Toleration Mode

IBM TSM User Forum ©2012 IBM Corporation 40
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O Manages VMs one at a time, customers cannot attach/detach multiple VMs
concurrently

0 FCM3.2:

O Allows concurrent attach of multiple VMs from the same backup

O Supports granular detach operations which allow to detach VMs at the VM level
so that other attached VMs within the same backup are not affected

O Allows concurrent operations while VMs of a backup are attached, e.g. restore
and tape backup

O Maintains meta information of attached VMDKSs in its internal repository, which
will allow additional attach operations for the same backup and concurrent
operations

O Provides a new view in the GUI that displays all attached VMs and gives the
possibility to detach virtual disks on VM level granularity

3

.‘ § .... IBM TSM User Forum ©2012 IBM Corporation 41

)



IBM Tivoli Storage Manager for SAP HANA databases g

TSM Data Protection for
SAP HANA databases

Backup / Recovery for
+ SAP HANA Database

+ Redo Logs * Run on 1 node in
+ Configuration Files HANA cluster
« Trigger HANA
node01 node02 node03 node04 . backup into
SAP HANA — || filesystem

L _____wos ___ _____] . Send backup files for
| DBpariton 1 | | DBpariion2 | | DBpariiond | all nodes to TSM

shared file system _ » Exploit high
[ ]

performance

HDD HDD HDD » features as needed

Backup files

HDD
Save pts & redo logs | ke _ _ -

I

TSM Server

jowey
IBM TSM User Forum LT




Backup Flow i
MLt

O Backup Process [one]]

O Step 1: DB Consistency : SAP HANA is setting itself into backup mode

O Step 2: File DUMP: SAP HANA is backing up itself to the filesystem

O Step 3: DB Consistency : SAP HANA is resuming from backup mode

O Step 4: TSM for ERP reads all files which make up the database (backup.sh —

data) and sends them to TSM. Configuration files are also included.

Alternatively Logs can be backed-up (backup.sh —logs)
O All steps are automatically initiated by TSM for ERP via the backup.sh

command

U This command can be scheduled via CRON, Tivoli Workload Scheduler, TSM

Scheduler,...

IBM TSM User Forum ©2012 IBM Corporation 43
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eaeas 1 OM Next Gen GUI — Dashboard view

Last 24 hours collected at:  Fri Aug 3 2012 15:18:57

Protected Clients (1290) TSM Servers (12)

Sessions Completed Data Transferred Catalogs Active Log Archive Log
Systems 3621 Systems 1278 GIEND 8 TB GeTEme 178 CATEED 2278
Applications 3621 Applications 3.68 GB Waming 2

Backups

Missed 100 Failed § Backup & Restore

Devices (48) Devices (323)
Polling 20 Offline 3

Pools (19) i Pools (30)
GETE 8 TB GISEE 3 PB
Warning 2  Critical 1 Waming 2  Critical 1
PYSIEMSHIIU ) VTVt S TOTE'S) LOPYIData BIoTes)
Alerts
4 Chert Servert TEST PARANETER grocess 182070700 sorminoted - 90or some reasor RO A nste o0 the Bov of bow L was Ted -
10 Derkce YOUNG TEST FARANETIR process M ATHGES wminated - r some reasor Sob & nate on the msue of how & was "ues - |

90 Sicrege RoDCERS TEST PARANETIR process 1415000114 tarmrated - for aorm rems Jonaph A -zte e

12C Clert SAN_FRANCISCO TIST PARANLTIR process 1435120072 terminated - fir seme roa. Craig Anete ¢

122 Geners wman TIEST FARANETIR process 1287205000 terrinsted . for some e Crag L nate .TSM dashboard with “at a glance” visibility to entire

142 Chart PITTSBURCH TEST CARANETER process 20454642 termnated - for somre resssn  Harry A note .

167 Cevice PANTHERS TEST PRRANETIR process 1100451210 terminaked - for some rees... Del «. .| backup environment

0 Sorage DeveER TIST FARANETIR process 11SIEOI00T tarrmrated - for sOme reas. Marmry L note . n - .

343 Sterege AscAN TEST PARAMETER procsss 120752308 farminslad - for mems res...  Dal ~- || *Drastically improves usability and reduces complexity

404 Device PHILADELPHIA TEST PARANETER process 1675844192 teaminalod - far seme rea...  Harry Anste o of managing TSM

(2% Siorage 4 TEST FARANETIR process 204120400 semmanated - 1Of SOMS ressor Marry Lntte

i S i it s~ «Summary status for key domains with a detailed alert

461 Cevice ERECS TEST PARANETER process SOBOTTIZ! Sominated - 9r some resscr  Del Anete ¢ " . .
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TSM useful links

TSM Wiki

— https://www.ibm.com/developerworks/wikis/display/tivolistoragemanager/Home

Enhancement Requests stellen
— https://www.ibm.com/developerworks/rfe/

!‘ IBM TSM User Forum
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