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Operations Navigator: Our Goals

IBM (& server iSeries
¢ Modernize the user
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Operations Navigator Adds Ease of Use

* Leverage your user's Windows skills IBM (&’ server iseries
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Operations Navigator Makes Users Productive
IBM (& server iseries

¢ Lists of objects give rich information

¢ Customized views (Include, Columns, Sort)

* Desktop shortcuts to frequently used functions

¢ AutoRefresh, list print, find in list, drag and drop capability

* Management Central--manage multiple systems as easy as one
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Management Central: Basic Concepts

= Operations Navigator includes
Management Central

= Management Central is a
technology we use to:

® Do things to multiple systems
with one request
= Apply fixes, run commands,
distribute software, monitor
system activity, manage users
and groups, update systems
values, etc...

® Manage long running tasks
¢ Schedule tasks

= MC Pervasive
provides some of
these tasks through
wireless devices or
the browser
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Notes. Management Central Basic Concepts

as Endpoints

targeted systems

® Functions available

=Remote Operations

=Inventory Collection

=Manage Software Fixes
=Package and Object Distribution
=Performance Collection Services

=Manage Users and Groups
=Manage System Values
=Run Commands

® You can have one or more central systems in your AS/400 network; from within
Operations Navigator you select one of these to be your Management Central,
central system. You may select a different central system at any time.

® AS/400s connected to the central system can be managed; these are referred to

=The central server gets a request from the Operations Navigator PC and fans it out to the

== Status and any results flow back from the endpoints to the central server
=The Operations Navigator PC gets status and results from the central server
=Tasks can be long-running or scheduled, PC is not required to wait for tasks to complete

® Endpoints can be collected into System Groups for convenience
=Can operate against a group with one request

—Real-time performance monitors (available in V4R3)

=Job Scheduler GUI (integrated with the above)

IBM @server. For the next generation of e-business.
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Operations Navigator Packaging

IBM (& sarver iseries
e Operations Navigator is packaged with Client Access Express
= An optional component of Client Access Express, installed with Express
* However, it's considered to be part of 0S/400

* Does not require a Client Access license

Select the components you want ta install.
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New User and Group Management functions
3 AS 7400 Dperations Navigator IBM ({E} wva- ISGI’IGS
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Managing Users and Groups

IBM (&) server iseries

* Working with Users and Groups on individual systems vs. through
Management Central

= Management Central User and Group administration availabe in V5R1
— Individual system User and Group management available in all supported versions

— Most of the same functions can be done through both interfaces, but are accomplished
by different "services".

® User and Group management actions on Individual systems happen directly on that system immediate on
pressing the OK button.

= Through Management Central, the actions are submitted in a task on the central system. The task will run
either immediately or at a scheduled day/time; and will perform the action on the remote system. Progress and
results of the actions are maintained on the central system.

= Functions available only through the individual system:
= Changing or setting some properties under "capabilities” such as Application Administration and Certificates
= Server Authentication entries under "Networks"

IBM @server. For the next generation of e-business.
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Managing Usersand Groups: Individual System

: - . e iSeri
e Users and Groups Functions « User includes: IBM (&) server iseries
— Create, Change, Delete, Copy Users —All user profile information
= Create, Change, Delete, Copy Groups =System distribution directory entry
= Add Users to Groups =Domino enrollment (if Domino GUI plug-in
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Managing Users and Groups

IBM (&) server iseries

Managing Users and Groups Across Multiple Systems

IBM @server. For the next generation of e-business.
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Users and Groups

~IBM @ server iseries
Manage Users and Groups Across Multiple Systems

with Management Central!
B Create a user definition, then create similar users based on that definition

® Create, edit, and delete users or groups, and even schedule those actions
® Scan for owned objects to find out what objects a user or group owns across systems
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Notes. Usersand Groups

IBM (&) server iseries

You can now manage your users and groups across multiple systems using Management Central. You can do tasks such as:

m Create a user definition and then create multiple users across multiple systems based on the definition. Create user definitions for
the types of users on your system. Then, when a request comes in for a new user, all special authorities, attributes, and other
information common to that type of user will already be there. You can even specify a command to be run after a user is created
from a user definition!

= Create, edit, and delete users and groups across multiple endpoint systems or system groups--and even schedule these actions. For
example, use the Edit Users function to change the properties for one or more users on the selected endpoint systems or system
groups. This is useful if, for example, you need to change the authority level for several users on multiple systems, or if a user who
has access to multiple systems changes their name, you can easily edit that information and apply the change to all systems.

= Scan for owned objects to find out what objects a user or group owns across multiple endpoint systems or system groups, and even
scan owned objects for multiple users simultaneously.

= Collect an inventory of the users and groups on one or more endpoint systems, and then view, search, or export that inventory to a
PC file. Extensive advanced search capabilities are provided for easy searching. For example, you can search that inventory to see
who has Security Officer priviliges, as well as query other profile properties. Also, columns are sortable, so when you view user or
group inventory, you can click on the column headings in the right pane of Operations Navigator to organize the information how
you want it.

m Send users and groups from one system to multiple endpoint systems or system groups. Unlike the Copy action, the Send function
copies as many user properties as possible to the target system(s), including the user name and password, security settings,
authorities, and mail options.

Note: All OS/400 special authorities and other authorities that are needed when working with users and groups through a 5250
emulation screen are honored when managing users and groups with Management Central. This includes security administration
(*SECADM) privileges and authority to the profiles with which you're working.

IBM @server, For the next generation of e-business,
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New User / New Group - Overview

IBM (&) server iSeries
New User:
= Create a user on multiple AS/400 systems
» profile name / password / description
» add the user to groups
> personal information: name, location, mail
> capabilities: privileges, auditing, password, unique identifier
» job information: general, session startup, display session, output, international
settings

= Create a user from a 'User Definition'
> user definition is a template for a specific 'type' of user
» can run a command after a user is successfully created

New Group:
= Create a user group on multiple AS/400 systems
> profile name / description
> put users into the group
» set up group privileges
» set the unique identifier

IBM @server. For the next generation of e-business.
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Createa New User

3 AS /400 Operations Navigator

IBM (&) server iseries
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Notes: Createa New User

IBM (&) server iseries

A new AS/400 user can be created on oneor more AS/400 systems. To createa New User:

1) Right click on a system group
Select New User from the Usersand Groups sub-menu

2) Fill in the user name and optionally the description and password fields. Make surethe" User must change password at next
signon” and " Enableuser for processing” fieldsareset properly. Note: theuser name can bea maximum of 10 characters.

3) Click on the" Groups" button and set up the user'slist of groups. (optional)

4) Click on the" Personal" button and fill in the user'sname, location and mail information. (optional). Thisinformation resultsin
a System Distribution Directory (SDD) entry being added for thisuser. (ADDDIRE command)

5) Click on the" Capabilities" button and fill in thefollowing: (all optional)
user's privileges (privilege class, system privileges - special authorities)
auditing information (object auditing, which actionsto audit)
passwor d expiration information
uniqueidentifier settings

6) Click on the" Jobs" button and fill in thefollowing: (all optional)
user'sgeneral job information (current library, job description, etc.),

session startup information (initial program, etc.),

display session information (attention program, assistance level, user options, etc.),
output information (print device, output queue, message queue, €etc.)
international information (language, country, locale, etc.)

7) Click on Schedule. Onceyou schedulethetask, it will belisted in the Scheduled Tasks->Usersand Groups container. Clicking
Add instead of Schedule startsthe Create User task immediately. 1f you run thetask immediately, thetask statuswill be shown in
the Task Activity->Usersand Groups container of Management Central.

IBM @server. For the next generation of e-business.
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Usar Definition

o _ IBM (& sarver iseries
= A template for users with similar attributes

m Create one for each department in your company
e Security and permissions likely the same for each user in department
e Change ID, password, & personal information per user

m Specify a command or program in definition
e Runs after users based on definition have been successfully created
e Automatically substitute new profile name in command string

m Sharing options

m Create users based on that definition
e On a single system or
e Across multiple systems

® \When creating users, set user properties

e On a new user-by-new user basis or
e Use settings defined in the user definition

IBM @server, For the next generation of e-business,
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Notes: Usar Definition

IBM (&) server iseries

A user definition allowsyou an easier way to create a new user on multiple endpoint systemsor system groups. Create user
definitionsfor the varioustypes of userson your system. Then, when arequest comesin for anew user, all special authorities,
auditing, session startup, and other information common to that type of user will already bethere. You only need to specify the
namefor the user, abrief description to help you identify thisuser in alist of users, and anew password for theuser. All other
propertiesof the new user arebased on the propertiesstored in the user definition, unlessyou choose to changethem. You may
also select the groupsthe user should belong to and provide per sonal infor mation about the user at thetimethe user iscreated.

You can create the new user immediately or you can schedule alater timewhen you want the user to be created. For example, you
can createa user definition named Accounting Users, which specifiesall the special authoritiesand other propertiesthat theusers
in your accounting department need. Then, at any time, you can create one or mor e new usersbased on that definition on any
endpoint system or system group.

In the user definition, you can specify acommand or program torun on thetarget system immedately after a user iscreated
successfully on the system. The command or program isrun when auser iscreated from thedefinition. Thiscan beany command
that can be used in the OS/400 batch environment. Y ou cannot run an interactive command. You can usethereplacement variable
& USER any placein the command wher e you want the command to substitute the name of the user that isbeing created. For
example, you could specify the command CRTLIB & USER to createalibrary with the user name asthe name of thelibrary. This
will createalibrary each timethedefinition isused to createa user.

When creating a new user from a definition, you can change properties of the new user, and this does not affect the properties
defined in the user definition. Or you can simply use the definition propertiesfor each new user you create, and then just specify a
name and password for the user.

The process of creating a user definition and anew user based on a definition is shown in the following pages.

IBM @server. For the next generation of e-business.
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Createa New Group
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Notes. Createa New Group

IBM (&) server iseries

A new group (of users) can be created on oneor moresystems. To create a new group:

1) Right click on a system group
Sdlect New Group from the Users and Groups sub-menu

2) Fill in the group name (required) and optionally the description field.

3) Sdect the userswho should be members of the group and add them to the" Selected users' list by clicking
on the" Add->" button. (Optional)

4) Optionally, Ieft click on the" Capabilities' button and set the group's privileges (privilege class, system
privileges).
5) Optionally, left click on the" Networks' button and set the unique identifier setting.

6) Click on Schedule. Onceyou schedule thetask, thetask will belisted in the Scheduled Tasks->Usersand
Groupscontainer. Clicking Add instead of Schedule startsthe Create Group task immediately. |f you run
thetask immediately, the task statuswill be shown in the Task Activity->Users and Groups container of
Management Central.
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Synchronizing Unique I dentifiers Across Systems
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Notes. Synchronizing Unique I dentifiers

IBM (&) server iseries

In some environments such as clustered systems, shared | FSfiles, etc., some applications depend upon theuser or group profile
name and uniqueidentifiersto be consistent across multiple systems. These applicationsidentify a particular user or group across
systems as a combination of matching profile name, UID and GID values. If any of those three fields do not match, then the
application assumesit isadifferent user or group. Therefore, in these environmentsit iscritical to have UID and GID values
synchronized when appropriate.

For auser, thefollowing fields must be synchronized for these environments:
user name
UID value
GID value must be set to 0 (zero)

For agroup, thefollowing fields must be synchronized for these environments:
group name
UID value
GID value

Management Central offersan option for automatically synchronizingthe UID and GID valuesfor user and group profiles across
AS/400 systems. Theoption to" Find a unique number acrossall selected systems" isavailable on the Unique I dentifiers panel
whenever you createanew user or group, and also when you edit usersor groups.

The Usersand Groupsinventory must be up-to-datein order for thisoption towork properly. Management Central will usethe
information in the Usersand Groupsinventory to automatically select a UID and GID valuewhich arenot in use by any other user
or group profileson any of the selected systems. It will then assign that UID / GID number totheuser or group when it creates
theuser or group.

The Edit Usersand Edit Groups function worksin a similar manner when the" Find a unique number across all selected systems’
option is set.
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Edit Users - Edit Some Settings

Edil Leaiz - Rochatien

U e by s |Ll'ne111.Ll:e|12 Liad, Llnees L._J T
St o el o mach yes
Calegare & (ered Laerinin =l i‘l
e 1
fisting [‘3:?‘! s Edit Wanis - Floohesed [ [=]
" Daacriptian
& Poscid Dﬂ:’lzm Lsess ki fusen, Lienz, Lot Uses R
g:LlulrIu:Ichlr\gl Mare SRR I,
Enable vaer far pra Lot
el Carguy: & Frivieges =12
S Capahidio:
sl : x|
[oT— P
Uricpsa: ek i xg coti
1L

A
Eifil Uiz - Capabilitie:

Firikaes | e R R
g ation

Fredege e | 3 .d bardce accms

TR —

I~ 11l ot sroesy [ Bemp i o] iy i o)

I= S i ¥ Fipcal tonil b ekt e ik Fropedier.

™ Jdnh coniml Py B

[V ‘St [ 5, gl e e Cancsl Hegp

[ o Lol | Hew |

IBM @server. For the next generation of e-business.

IBM Confidential Until Announced 8 2001 IBM Corporation

Notes: Edit Users- Edit Some Settings

IBM (&) server iseries

You can now edit one or moreusersor groupson an endpoint system or on all the systemsin a system group using Management
Central. Changing user and group settings acr oss multiple systems can save significant timefor a system administrator. For
example, you could quickly and easily changethe authority level for several usersor groupsacross multiple systems. You can
specify thisediting task and then scheduleit torun at a convenient time.

To change settingsfor users:

1) Right click on asystem groug and select Edit Usersfrom the Usersand Groups sub-menu

2) Click on the Browse button to get alist of usersto select from. Or if you prefer, you may typein the user namesyou want to edit,
separating each name with either a comma or a space. Note: System-defined users cannot be edited; these userstypically start with
aQ, like QSECOFR.

3) If you have clicked on the Browse button, you will get awindow containing alist of userson the selected systems. You can select
the user syou wish to edit, then click on the OK button. Once you have selected which usersyou want to edit on the selected
systems, you will need to select which settings you want to edit for those user sand makethe desired settings updates:

4) Select the category of settingsyou wish to edit first by selecting from the" Category" pulldown. The window will now display a
list of settingsfor the category you have selected.

5) Select one or more settings you wish to edit for that category, and select the Properties button to change the settings.

6) You now seethepanel for the category you have selected to edit. Noticethat only the settings you selected to edit from that
category are enabled to be changed. Update the settingsto the desired values. Click on the OK button. Thiswill take you back to
the Edit Usersdialog and show theresults of your changesto those settings.

You can edit asmany settingsin as many categoriesasyou wish. Each timeyou Click on the OK button it will take you back to the
Edit Usersdialog and show theresults of your changesto the settingsin the current category you have selected.
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Send - Overview

IBM (&) server iseries
One 'source' system, multiple 'target' systems
Can send multiple users or groups together
Sends as many properties as possible (unlike Copy)
> user or group profile
» passwords (including NT and LAN server passwords)
> security settings
> private authorities
» mail options
» can specify UID / GID values to
be synchronized
Send task can be scheduled
Users and Groups inventory is automatically updated
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Send Users
IBM (&) server iSeries
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Notes: Send Users

IBM (&) server iseries

When you send one or more usersto one or multipletarget systems, asmany user properties as possible are copied to the new
systems, including the user name, passwords (including NT and LAN server passwordsif theuser hasthem), security settings,
privateauthorities, and mail optionsthat are not copied when you select to Copy a user to another system (see Copy Note below).
An entry in the system distribution directory (SDD) isadded (ADDDIRE) or changed (CHGDIRE) for each user that issent. The
SDD fieldsthat are sent arethefieldsyou seein the panelsin the 'Personal’ section on a New User or Edit Users. Several of the
system-defined users cannot be sent; these userstypically start with a Q, like QSECOFR.

Copy Note: The Copy function isnot available within Management Central. It isavailablein Operations Navigator when you
expand a system under My Connections, expand Usersand Groups, select either " All Users', " Groups', or "UsersNot in a
Group", then select one or moreusersor groupsin theright pane, right click to get the context menu, and the Copy function isone
of the available functions.

Send Note: You will need Security Administration and Save/Restor e system privileges (that is, *SECADM and * SAVSY S special
authorities) on the sour ce and tar get systems. |f you chooseto synchronizethe uniqueidentifiers, you will need All Object access as
well as Security Administration and Save/Restor e system privileges on the target systems (that is, *ALLOBJ, *SECADM and
*SAVSY S special authorities).
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Delete Usersand Groups - Overview

IBM (&) server iseries
Delete multiple users / groups on multiple systems
Delete task can be scheduled

Actions for owned objects:
» do not delete if owns objects
» delete owned objects

» transfer ownership of objects

How to find out what objects are owned?
Scan for Owned Objects!

» lists owned objects on multiple systems }

» specifies maximum number to view <

» standalone function or use in the context of 'Delete’ ﬁ‘\
Users and Groups inventory is automatically updated
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Notes: Delete Users

IBM (&) server iseries

Y ou can now delete one or more usersor groupson an endpoint system or on all the systemsin a system group using M anagement
Central. Thisfunction can savesignificant timefor a system administrator. You can set up a deletetask and then scheduleit to
run at a convenient time.

Todeleteusers:

1) Right click on a system group
Select Delete Usersfrom the Usersand Groups sub-menu

2) Click on the Browse button to get alist of usersto select from. Or if you prefer, you may typein the user namesyou want to
delete, separating each namewith either acommaor aspace. Note: System-defined users cannot be deleted; these userstypically
start with aQ, like QSECOFR.

3) If you haveclicked on the Browse button, you will get a window containing a list of userson the selected systems. Y ou can select
the usersyou wish to delete, then click on the OK button. The'Usersto Delete' field isnow filled in.

Now you need to decide what to do with the objects owned by theusers. If you need to seealist of the objects, you can use the
" Scan for Owned Objects’ function. Select the action to takeif theuser ownsobjects. If you want to transfer owned objectsto
another user, you can use the Browse function to get a list of usersto select from.

4) Click on Schedule.
Clicking OK instead of Schedule startsthe Delete Userstask immediately.

Note: if theuser doesnot exist on an endpoint system, the delete operation will fail dueto " user not found" .

IBM @server, For the next generation of e-business,
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Notes. Delete Groups

IBM (&’ server iSeries
1) Right click on asystem group
Select Delete Groups from the Users and Groups sub-menu
You need to select the groupsto delete just like you selected the usersto delete (previous pages).

2) Action totakeif group isprimary group of objects:

» Donot deletegroup - specifies not to delete any group that isthe primary group of any object on any system from which it is
being deleted.

* Remove primary group from objects- specifiesto removethis group asthe primary group for any objectson any system
from which thegroup isbeing deleted.

» Changeprimary group - specifiesto delete all the specified groups and to specify a different group asthe primary group for
any objectsthat had this group asthe primary group. When you select this option, you must specify the name of another
group to betheprimary group. You may click Browseto select from alist of valid group namesin the central system
inventory for all selected systems. If you specify a group that does not exist on the endpoint system or system group, the
delete operation will fail.

3) Action totakeif group owns objects:

* Do not delete group - specifiesnot to delete any groupsthat own objectson the system from which they arebeing deleted.
However, if the group's message queue isthe only object owned by the group, both the group and the message queuewill be
deleted.

*> Delete objectsthat group owns - specifiesto deleteall the specified groupsand the objectsthat they own on the system from
which they are being deleted.

» Transfer objectsto another user - specifiesto delete all the specified groupsand to transfer owner ship of any objects
(including any message queues) that they own on the system from which they arebeing deleted. When you select this option,
you must specify the name of a user to transfer owner ship to. Ownership of the objectsistransferred regardless of the new
owner'scurrent authority to the objects. You may click Browseto select from alist of valid user namesin the central system
inventory for all selected systems.

4) Click on Schedule.
Clicking OK instead of Schedule startsthe Delete Groupstask immediately.
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ibm.com/eServer/iSeries/Oper_Nav

Search for Users
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Notes: Search for Users

to search on additional profile properties.

Enabled

Previoussign-on date

Sign-on attemptsnot valid

Date password expires

System privileges (special authorities)
Accounting code

No Passwor d
Created Date

L ast changed Date
Privilegeclass
Limit capabilities
Storage used

Sear ching on usersand groups providesyou with alot of flexibility to query the user and group inventory for theinformation you
want. TheBasic search isfor quick searchestofind aparticular user or group. The Advanced sear ch page givesyou the flexibility

The advanced sear ch isfor more detailed sear ching, and to search on fieldsthat aren't simpletext fields. For example, you can

find all profilesnot signed on in amonth, find all profilesthat have been disabled, find all profilesthat are using morethan 30 MB
of storage, find all security officers, and soon. Note: keywordsused on the green screen (such as*SY SOPR for user class- that is,
privilege class) can not be used in the sear ch panels.

Thefollowing items can be searched with the advanced search for Usersand Groupsinventory:

Uniqueidentifier (UID)
Unique identifier (GID)

Company
Teephonenumber
Fax number

Job title

From the Sear ch Resultswindow, you can perform many of the actionsthat you can perform on a user or group elsewherewithin
Management Central. For example, you can deletea user or group, edit theprofile (e.g., removeits Security Officer authority),
view itsproperties, or scan for objectsowned by auser or group. Also from theresultswindow, you can export the search results
into a spreadshest, text file,or HTML (web) page.

IBM @server. For the next generation of e-business.
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Department
L ocation
Office
Building
Mailing address
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M anaging iSeries Resour ce (Object) Security

IBM (&) server iseries

Work with Permissions for certain object types
Manage Authorization Lists

IBM @server. For the next generation of e-business.
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Permissions

= Set up resource security IBM @'} SEYVEX Series

¢ Permissions menu choice available on objects such as directories, files, and printers

® Permissions for most OS/400 objects can also be accessed through the File Systems container (QSYS.LIB file
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Authorization Lists

® Create/Delete Authorization lists

IBM (&) server iseries

¢ View the properties of an Authorization List
* Change the permissions for Users and Groups in Authorization lists

* Add/Remove Users and Groups to Authorization Lists
= View the objects secured by an Authorization List
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Application Administration

* Manage access to functions on a "per iSeries user" basis

¢ Administer OpNav, other Client, and Host applications

* Separate settings and access schemes for each iSeries in your network

* Ability to even restrict users with All Object privilege

*_You can copy access settings from function to function for ease of administration

43 AS /400 Dperations Navigator
File Edt view Cptions Help

IBM (&) server iseries
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Application Administration: Registering Applications

= Add and remove applications to be administered through Application Administration IBM @"} SEerver iSeries

¢ No changes can be made to the "shipped value" for access settings until the application has been registered to
Application Administration

¢ If an application is shown in both lists on this dialog, it indicates the application has been registered on the iSeries,
but there are some administrable functions for this application that are defined on this client, but are not registered
on the iSeries. You can select the application and press "Add" to register the additional functions.
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Notes. Application Administration

To Access Application Administration: IBM ('_f."f} saveEr iSeries
For an individual iSeries...

* Right Click on "Management Central (SystemX)" in Operations Navigator

* Select Application Administration from the context menu

This will allow you to view and modify access settings for administrable functions in Operations Navigator, other Client

Applications, and Host applications. Selecting the "Applications" button from this dialog allows you to work with Operations

Navigator, other Client, and Host applications that can be restricted with Application Administration

For Administering functions specific to Management Central on your current Central System...

* Right Click on "Management Central (SystemX)" in Operations Navigator

* Select Application Administration from the context menu

This will allow you to view and modify access settings only for administrable functions associated with Management Central on
the current Central System. Selecting the "Applications" button from this dialog, only allows you to work with Management
Central applications that can be restricted with Application Administration.

Registering Applications to be administered: Application Administration cannot be used to restrict access to an application's
functions until the application has been registered on the iSeries. To register Applications, select the "Applications" button from
the Application Administration dialog. Then select the applications you want to administer and click the "Add" button.

Default Access: The Application Administration dialog allows you to set up the default access scheme for Operations
Navigator and any other host or client applications which make use of Application Administration. You can explicitly give or take
away access to the default user; you can also take away access to those users with *ALLOBJ (all object) privilege.

Individual Access: An individual user or group can then be given more or less access. This can be done by using the
"Customize" button from the Application Administration dialog and selecting users and groups that should be specifically
allowed or denied access to a function. To easily view and manage all of the access settings for an individual user or group,
select the user's properties under "Users and Groups," push the “"Capabilities” push button, and click on the "Applications" tab in
the Capabilities dialog. This dialog also shows where the users access for each function comes from --the default access
scheme, *ALLOBJ privilege, membership in a group that has explicit access, or explicit user access.

Note: You must have Security Administrator authority on the iSeries in order to change access settings in Application
Administration, or to access the "Applications” dialog.
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Application Administration - By System

) . .
* Control access to server and client applications that want to make use IBM @ Server iSeries

of Application Administration
* Disk management is not available by default
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= Individual users and groups can be given more or less access IBM (@ server iseries
=Use user or group properties, Capabilities button, Applications tab

¢ All Application Administration information is stored on the server and roams with users
when they use Operations Navigator on a different PC
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Notes. Application Administration

IBM (&’ server iSeries
How Does Application Administration Work?
® Application Administration settings are stored on the AS/400 and associated with the user profile.
« Software calls AppAdmin APlIs to determine if it can perform a particular function or not.
* For Operations Navigator and Client Applications, AppAdmin API downloads the AppAdmin data from
the AS/400 as needed.
* The data is cached on the PC, and updated when the AppAdmin data on the AS/400 changes.
* No special PC configuration is required. Application Administration is built into Client Access.
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Notes. Application Administration

AOCA:  All Object Access —
CA: Customized Access

Function started

Using Application Administration

This chart shows whether, for a

particular user, access to a function

is allowed or denied. It shows the

interaction between the customized Mo
application administration settings,

3=
Access
whether the user has All Object ves s
privilege, group membership, etc. - -
" " Deny Access Allovy Access
AOA selected" means that users - - ves

with All Object privilege are allowed
to access the function according to
the default access scheme for the

ALLOB. Mo
system. "User defined in CA" -
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Managing System Values

IBM (&) server iseries

Managing System Values
=»Updating single systems
= Compare and Update across multiple systems

IBM @server. For the next generation of e-business.

IBM Confidential Until Announced 8 2001 IBM Corporation

Change System Values on a Single System
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Notes. Change System Values on a Single System

IBM (&) server iseries

Purpose: change system values on a single system.

Authorities Required: In order to change a system value on a system, the same authority is required as if you were changing
the system value on a 5250 emulation session (green screen).

1) Expand My Connections, then expand the system you want to change system values on. Expand Configuration and Service
Click on a System Values.

The right pane is populated with a list of the system value categories. System values are grouped into one of the following
categories: Auditing, Date and Time, Devices, International, Jobs, Library Lists, Messages and Service, Password, Performance,
Power Control, Printing, Restart, Security, Sign-on, Storage, System Control.

2) Right click on the category you want to change and select Properties.

A property sheet window is displayed which may contain one or more pages depending on the category selected. Each page
contains one or more system values that may be changed. Make the changes you want, then click OK for the changes to be
made immediately. Note: clicking the Help button allows you to view which system value(s) on the server (eg, QAUDLVL) map
to the attributes displayed on the GUI.

When do changes to a System Value take effect?

When the new setting for a system value takes effect depends on which system value it is. Not all system value changes are used
by the system immediately when a system value is changed. For some values such as Start-up Program (QSTRUPPGM), changes
take effect at the next restart of the iSeries. To find out when a specific system value change takes effect, see the help for that
particular system value.
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Changing System Values Across M ultiple Systems

IBM (&) server iseries
Manage System Values across Multiple Systems

with Management Central!

= Collect inventory for system values

= Compare system values on multiple target systems to those on a model system

* Export inventory to PC file i[]
Bo Ed - Yen [piowr boo
® Update system valueson g B osos | aOs

17 wwrsmr ol

target systems based on [t it [V taeaian
those of a model system | Tiivis ™ T = v
L gl Sxtaridad Tarky | T iy e o b
® Also schedule the updates : Eumm B st " 5 s ot
Wigraicn; L Mgy Ll o) spenir

#- W Evvooes e
= Cpumu i

. * | O

+ Ml B B
5 i Dacia

5

® Change system values on
a single system

Qwan-51
Grap - FA
1 W Gen
) b ey Epi e

2 § e
B v Sugpcs
- St i P
D
I b Coorurione,
w W i

Lred
Epdwad

Comparn g updoie ppdarn vaisy 1

IBM @server. For the next generation of e-business.

IBM Confidential Until Announced 8 2001 IBM Corporation

© Copyright 2001 IBM Corporation. All rights reserved.

May 2001

ibm.com/eServer/iSeries/Oper_Nav

Pages 47-48



iSeries Operations Navigator: User and Security Administraiton ibm.com/eServer/iSeries/Oper_Nav

Notes. Changing System Values Across M ultiple Systems
IBM (& server iseries

You can now manage system values across multiple systems using Management Central. You can do tasks such as:

® Collect an inventory of system values on one or more endpoint systems.

® Compare collected system values inventory on one or more endpoint systems to a model system. The model system values are live; the
endpoint systems are from the inventory database. View all the system values or only those that are different from the model system.
Also export the inventory to a PC file.

® Update selected system values on multiple endpoint systems or system groups--and even schedule these actions. This is useful if your
endpoint systems need to be configured the same.

Note: All OS/400 special authorities and other authorities that are needed when updating system values through a 5250 emulation screen
are honored when updating system values with Management Central.
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Compar e and Update System Values

IBM (&) server iseries
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Notes. Compar e and Update System Values
IBM (& sarver iseries

Purpose: Compare system values on multiple endpoints to those on a model system, and optionally update the endpoints to
match the selected system values on the model system.

Authorities Required: In order to update a system value on a target endpoint system, the same authority is required as if
you were changing the system value on a 5250 emulation session (green screen). Also, a matching profile with password on the
endpoint systems you will update system values on.

Compare and Update:

» One 'model' system, multiple 'target' systems
¢ Model system data is real time, target system data obtained from central system database
» Can customize view
» show only differences
» summary of system values selected for update
o Update task can be scheduled
« Export target system data to a PC file

The first time Compare and Update is launched, the model system defaults to the Management Central central system. It is
remembered the next time the window is launched. The system values are divided into a number of categories. The initial
category is always Auditing. The system values associated with the current category are displayed in the Model System Settings
table. The target systems are listed below in the Target Systems table, however, initially there is no data in the adjoining
column.

The Target Systems table will be updated showing the selected system value in the heading of the second column and the
current value (as obtained from the system values inventory database) for each target system.

Note: If system values inventory collection has not been done for a target system, "Value not collected" will be specified in the
second column of the target system table for that target system.
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Security Wizard
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= Configure security using the Security IBM (€ server iseries
Wizard R El

© Advises on security system values
based on how you use your system
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Security Wizard

* Provides detailed report of recommended IBM @server iSeries
chan ges Security Wizard - Partition2 . x|

* |f requested, will make the recommended
changes, with any modifications you select.
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security recommendations.

® Allows rollback of changes previously made
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Reference Information
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« Operations Navigator:

* Management Central:
« Client Access Express:
* AS/400 Home Page:

« AS/400 Publications:

» Redbooks:

= Managing AS/400 V4R4 with Operations Navigator, SG24-5646-00
=Management Central: A Smart Way to Manage AS/400 Systems, SG24-5407-00

= AS/400 Client Access Express for Windows: Implementing V4R4MO0, SG24-5191-00
« Technical Studio for AS/400: Operations Navigator Workshop

=Technical Studio contains technical information on topics such as Client Access, Operations Navigator, Web Builder's
Workshop, Domino for AS/400 and more. The information for Operations navigator can be accessed at:

« Tivoli Home Page:
o Systems Management Partner Program:
« Advanced Job Scheduler:
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References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

AS/400 IBM Logo
AS/400e iSeries
e-business logo 0S/400
BV

Lotus, Freelance, and Word Pro are trademarks of Lotus Development Corporation in the United States, other countries, or both.

Tivoli and NetView are trademarks of Tivoli Systems Inc. in the United States, other countries, or both.

C-bus is a trademark of Corollary, Inc. in the United States, other countries, or both.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

PC Direct is a trademark of Ziff Communications Company in the United States, other countries, or both and is used by IBM Corporation under license.
ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and the SET Logo are trademarks owned by SET Secure Electronic Transaction LLC.

Other company, product and service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs
and performance characteristics may vary by customer.

Information in this presentation concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and
does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor
annou Its and vendor IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to
non-1BM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or
IBM authorized reseller for the full text of the specific Statement of Direction.

Some information in this presentation i futt ilities. Such information is not intended as a definitive statement of a commitment to specific levels of
performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here
to communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload
Therefore, no can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.
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