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Directory Overview
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Directory Information Model

= A directory is:
» a repository that enables
» sharing commonly accessed data across an enterprise by
» using a standard access protocol

= LDAP is:
» an open industry standard that defines the method for accessing the data
» Lightweight Directory Access Protocol

= Examples:
> a city telephone directory
» a library card catalog
» an employee organizational chart

©:2003 IBM Corporation
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IBM

Basic Directory Example Y L

. Minnesota New York
= |BM employee directory
= Entry data examples: | / \
» Name: IBM, Mark T
Rochester Somers Plains

» Structure: organization, person

» Attributes: description, telephoneNumb% \ \ \

Manufacturing Engineering Executives Marketing
Mark Beth John Sam Lennie

507-555-1212

©:2003 IBM Corporation
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Directory Data

How does data get into the directory?
= Add entries manually one at a time using commands

= |mport data using an LDIF file
» Manually type the contents of the file
~ Automatically create it from searching another directory

Publish information to the directory
= Write/use an application that adds data to the directory

Use an e-business software product that stores data in a directory

©:2003 IBM Corporation
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Benefits of a Directory

Directories:

= can store a large variety of data
» Basic data types are string, integer, boolean, and binary (ex. JPEG photos)
» Binary data can range from a few bytes to megabytes in size
» Data can be a pointer to where an object is located (ex. CORBA)

= provide central data management
» Consolidate duplicate information

= are available across an enterprise
» Multiple applications, clients, and locations

= use an industry defined interface
» Clients and servers can be on many platforms (platform independent)

= provide a standardized identity and authentication mechanism

©:2003 IBM Corporation
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Benefits of a Directory (cont.)

Directories:

support more granular access control
» To a data entry or attribute level

= are fast

» Store relatively static data used across your enterprise (ex. employee
information, system information)

» Tuned for read/search operations

= can work as a team (across many servers)
» Referrals are hidden from the user or application

= allow data to be highly available
» Data replication is supported

©:2003 IBM Corporation
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Uses of a Directory
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Multi-Application Usage

Outlook
Express
e-mail
application

WebSphere
Application
Server A

IBM
Telephone
Directory

application

Directory

Objects

O=IBM
— CN=John McMeeking
— CN=Karla Arndt

— CN=Beth Hoffman
- = sn: Hoffman
——— telephoneNumber: 3627
. = givenName: Beth
uid: bethvh I: - -
userPassword; ******** - -
o g Mail: bethvh@us.ibm.com

— CN=David Dangerfield

©:2003 IBM Corporation
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Common Uses: Middleware and Applications

User authentication: HTTP, WebSphere App, WebSphere Portal
» Share user authentication info (username, pwd, dig cert, client info) for
accessing Web pages, Java applications, and portlets
= Single sign-on/identity management: EIM
» Retrieve password everytime you use an app
» Store identity mapping information

= Enterprise phone book: ITD, Outlook Express, Domino
» Lookup people information
» Secondary directory assistance

Centralize configuration: TCP QOS Policy, HTTP server config
» Share config across systems, servers

= Locate system resources: Windows Add Printer wizard
» Lookup available printers at a location
» Track system inventory

©:2003 IBM Corporation
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User Authentication
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HTTP Server Authentication

HTTP LDAP o

Directory Server

' ' dn: cn=beth hoffman,cn=users,o=ibm

objectclass: iNetOrgPerson
uid: beth

' H TTP Se rver userPassword: secret

user: beth Web ' dn: cn=developers, cn=users,o=ibm

password: secret ‘ ‘ objectclass: groupOfNames

member: cn=John
McMeeking,cn=users,...

' page member: cn=Beth Hoffman,cn=users,...

1. User requests a Web page.

2. Web server prompts for user/pwd.
3. Web server asks Directory to search for user.
4. Passwords are compared.

5. Web server asks Directory if user is a member
of the group.
6. Web server returns the Web page to the user.

©:2003 IBM Corporation




IBM eServer iSeries

IBM HTTP Server for iSeries (powered by Apache)

TTP Server for iSeries

Sl Directony / -

Security @

[ Basic Authentication _

Tser authenfication method: @
 Inherit
" Tse Internet uzers in validation lists
© e O3/M400 profile of chent
@ TTse uzer entries n LDAP zerver

Authentication name or realtmn: | @
LDAP confizuration file: | IDI‘... | Browse | Canfigure |®
LDAP group name or flter; I v" @
Eelated mformation:
Q3400 user profile to process requests: I IDr... j @

Prowide profile token to CGI programs or other Web applications: I Inhetit 'I D

OK' Applyl Cam:el' Preview
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WebSphere Application Server v5.0 - Authentication

= The WebSphere Application Server provides two authentication
mechanisms:

1. Simple WebSphere Authentication Mechanism (SWAM)
2. Lightweight Third Party Authentication (LTPA)

= For a WebSphere administrative domain (i.e. the set of servers,
applications)
» Only one authentication mechanism (LTPA or SWAM) can be configured
» Only one user registry type (LocalOS, LDAP, or Custom) can be configured

= When LDAP is chosen, the client information used for
authenticating is stored in a directory.

= The use of Secure Sockets Layer (SSL) is supported between the
WebSphere server and the LDAP server.

©:2003 IBM Corporation
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WebSphere Authentication Process

CSIV2ISAS,
TCRIP, S5L

Java Client

Basic or

Token Credenfials
—_—

(1)

HTTR/HTTPS
Web Client

Basic ar Token
ar Cerificate
—_—

©:2003 IBM Corporation

WebSphere Application Server

Enterprise beans
Authenticator
Received
Credentials
(6}
Credentials

(3

Credential
{5}
{E}T /
Received
Credentials

Web Authenticator

Authentication Module

Authorization
(2} Data ~gam

Module
B

Login
Maodule
(3

(4}
LTPA
Maodule
(2}
Authorization
Data
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WebSphere Authentication Process - Details

1. Authentication is required for enterprise beans clients (ex. servlets) and Web clients to access protected
resources. The CSIV2, SAS, or HTTP protocol is used to the authentication info. The authentication info can be
either basic (user ID and password), credential token (in case of LTPA), or client certificate. The Web
authentication is performed by the Web authentication module and the enterprise bean is authenticated by the
enterprise bean authentication module.

2. The Authentication module is implemented using Java Authentication and Authorization Service (JAAS) login
module. The Web authenticator and enterprise bean authenticator pass the authentication data to the login
module.

3. The login module can use either Lightweight Third Party Authentication (LTPA) or Simple WebSphere
Authentication Mechanism (SWAM) for authentication.

4. The authentication module uses the user registry that is configured on the system to perform the
authentication. There are three types of registries supported: one type is LDAP.

5. The login module creates and stores credential info. The credential is returned to the authenticator.

6. The authenticator stores the credentials in the ORB that is current for the authorization service and uses it to
perform further access-control checking.

©:2003 IBM Corporation
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Single Sign-On with EIM

©:2003 IBM Corporation
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What Is EIM?

= Enterprise Identity Mapping (EIM) is
a mechanism for mapping Windows 2000 Server
(associating) a person to the ._
appropriate user identities in various = _
registries throughout the enterprise. ) G Domain Controler
iSeriesA.itso.myco.com

= EIM enables single sign-on.

EIM Identifiers SI
John Smith Sharon Jone

Kerberos principal Jsmith Sjones
r iSeries A user name [Johns Sharonj
iSeries B user name  |Smithjo Jonessh

zSeries C user name Sm) Joness?2

SeriesB.itso.myco.com
zSeriesC.itso.myco.com

©:2003 IBM Corporation
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EIM Identifier and Mappings

An EIM identifier represents an actual person or entity in EIM

The identity associations (mappings) are stored in a well-known location, such
as LDAP, with common services across platforms to access the mappings

EIM John Smith

Identifier
NT/2000 iSeries AIX user Kerberos Notes DCE Enterprise z/0S
User User Principle User User User User
local user mith JOHNS JohnSM JSmith Services SMITH1
\dentities
John
Smith/Raleigh/IBM

©:2003 IBM Corporation
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Application Use of Directory

©:2003 IBM Corporation
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e-mail Client Applications

= Use a shared Directory as their address book

= Most e-mail client applications in the market are LDAP-enabled
» Domino/Lotus Notes
» Netscape Messenger
» Microsoft Outlook

= Each client identifies the LDAP server containing the user information
» Multiple directories can be specified
» Select the directory when searching for people

©:2003 IBM Corporation
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Find People - Outlook Express Example

% Find People - (1 entries found) 21xl

Look in: IIparEnzm j Wieb Site... |

Peoplz Advanced |

— Define Criteria A |
Lazt Mame j Istarts with j Imn:m Stap |
Last Wame ztartz with mcm Add | Clear Al |

Remove | %
Cloze |

Mame | E-Mail Addresz | Buzsinesz | Properties I

=i ohin A b chdeeking imcmeek U S B . COM (5071253
[elete |
Add to Address Book |

©:2003 IBM Corporation
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IBM Telephone Directory

Used with WebSphere Application Server - Express v5.0
= Business application

= Uses a Directory on iSeries to store people data

= No sample data is provided

= Publish SDD user data into the directory

= Or use the application to enter users

©:2003 IBM Corporation
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IBM Telephone Directory

WehSphere Appl Server - Express fo
Business Applications

Horne

@ Reg ister Exit Register

Search

Fill out the fields below and click 'Submit' to register and create your
Advanced Search

profile for listing within the IBM Telephone Directory, A suggested User

Help ID will be prefiled below based on the name you enter, However, you
may change the User ID to a different walue if you prefer to do so.
Register Fields marked with an asterisk (*) are required.

Registration Information

aslternate Last Name:

Job Responsibility: e.9., Salesma

Employee Number: Faor registratic

only, Will not
be displayed i
profile

Ernail Address:

First Name: * I
Middle Initial: I_
Last Mame: * I
Suffis: I— e.g., Ir,
User ID: #* |
Password: ’ I ?ﬁ:rlai?ers
Confirm Password: #* |
Profile Information
Preferred First Name: I e.g., Boh
Title: Im
|
|
|
|

©:2003 IBM Corporation
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Publishing

Four types of iSeries data can be published into a directory

1. Users
= System Distribution Directory entries

2. System Information
= Basic OS/400 system info
= 0S/400 printer hardware device descriptions
= Management Central stores detailed system inventory information

3. Printer Shares
= Publish printer shares to Active Directory

= Use Add Printer wizard on Windows client to find print queues matching a
certain criteria

4. TCP/IP Quality of Service
= Define QOS policy information on one system
= QOther systems that need the same QOS config info can retrieve it using LDAP

©:2003 IBM Corporation
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Directory Concepts

©:2003 IBM Corporation
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Directory Servers

= A Directory Server
» Also called an LDAP server
» Accepts and responds to directory requests
» Manages a portion of a directory "namespace"

o=ibm, c=us

—

LDAP requests/ )
responses

LDAP
Server

LDAP
Client

dc=ibm, dc=com

—»

©:2003 IBM Corporation
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Directory Entries

= Each entry has:
» Name
- a distinguished name or DN

» Structure
— an object class

> Attributes
— attributes are single- or multi-valued TGS ou=engineering

» Schema

- defines the objectclasses and attributes supported by a y

cn=Beth
Hoffman

o=ibm

cn=Beth Hoffman,cn=users,o=ibm
objectclass: inetorgperson
cn: Beth Hoffman

sn: Hoffman

mail: beth@ibm.com

mail: blh@abc.com

©:2003 IBM Corporation
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Directory Object Classes

= An entry's object class defines:
» structure of an entry; unique identifier + name of object (person)
> required attributes in an entry (common name, surname)
» optional attributes in an entry (userPassword, telephoneNumber, description)
» type of class (abstract, structural, or auxiliary)

= Each entry can be created from multiple object classes
» The attributes are the UNION of those defined for each object class
» EX. person class + organizationalPerson

©:2003 IBM Corporation



|l
i
I

IBM eServer iSeries

Directory Attributes

= Attributes are defined by their name, syntax, and matching rules

» Syntax refers to the type of data stored in attribute values
— Examples: String, Binary (i.e., JPEG photo), Integer, Boolean

» Matching Rules define how equality and ordering comparisons are performed
on attribute values
— Examples: caselgnoreMatch, caseExactMatch
= Attributes within an entry may be more "sensitive" than others
» Example: cn (common name) vs. uid vs. userPassword

= Each attribute is assigned an access class (normal, sensitive, critical)
» Defines high-level access on IBM servers

» Examples: Anybody can read "normal" attributes such as the "mail" attribute.
Members of the administrators group can write to userPassword.

©:2003 IBM Corporation
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Directory Searches

= Search criteria
» Starting point is base DN: o=acme
» Search scope: object, one level or subtree
» Filter: sn=Hoffman or more complex: objectclass=printer and location=...

= Supports two styles of queries
» "whitepages" queries: retrieve an entry with a known name
» "yellowpages" queries: look for entries matching specific criteria

= Filters support
» AND/ORing components
» existence of values, =, >=, <=, approximate, wildcards

©:2003 IBM Corporation
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Directory Referrals

= Allow LDAP servers to work in teams.

= |f the DN that a client requests is not in one directory, the server can
automatically send (refer) the request to any other LDAP server.

= The LDAP server sends referral info back to the client. It does not
contact the other LDAP server.

= Referrals are "chased" by the client without the user knowing.

= Two types of referrals:

» default referrals: the LDAP server refers clients whenever any DN is not in the
directory.

» DN-specific referrals: entries in the directory can be of the "referral”
objectClass. This allows you to specify referrals that are based on what
specific DN a client requests.

©:2003 IBM Corporation
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Directory Referral Example
systemA

o=acompany
ref=ldap://systemB

o=IBM

3. Idapsearch -h systemB o=IBM ...

4. Data is returned

©:2003 IBM Corporation
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Directory Replicas

An LDAP server can be a master server or a replica server.

The data on a replica server is identical to the data on its master server.

= There are two key benefits for using replicas:

» Replicas make directory searches faster. Instead of having all clients direct
search requests to a single master server, you can split requests between the
master server and the replica servers.

» Replicas provide a backup to the master server. If the master server is
unavailable, a replica can still fulfill search requests and provide access to
directory data.

= Replica servers are read-only.

» When an authorized user attempts to change an entry on a replica server, it
refers the request to the master directory server.

©:2003 IBM Corporation
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Directory Replica Example

Master Replica

©:2003 IBM Corporation
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LDAP Overview

©:2003 IBM Corporation
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LDAP Clients

1. LDAP client programming APls
= C/C++
= Java through JNDI or Java LDAP (JDAP)
= Directory Services Markup Language (DSML) can make LDAP a web service

2. Applications that use the APls
= mail clients, web servers, ...

3. Command-line tools to access/update the directory
= |dapsearch, [dapmodify, Idapdelete, ...

4. General LDAP "browser" GUIs
= |BM Directory Management Tool
= LDAP Browser/Editor

©:2003 IBM Corporation



1L
n

IBM eServer iSeries

LDAP Protocol

= LDAP - Lightweight Directory Access Protocol

= Standard Internet (TCP/IP based) protocol for accessing/updating
directory information

= Protocol defines interfaces between a client and a server for requesting
and returning information

= Version 3 defined in many RFCs
= New RFCs all the time (ex. LDIF format, Replication)

©:2003 IBM Corporation
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LDAP Servers

= Server vendors include:
» Sun ONE Directory Server
» Microsoft Active Directory
» Novell e-Directory
» IBM Directory Server (formerly SecureWay Directory)

= Integrated into many products:

» Most e-mail clients: MS Exchange, MS Outlook, Netscape, Notes, ...
» Public key infrastructure
» Network components and more coming

= Virtual directory and meta-directory products also available

©:2003 IBM Corporation
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Overview of IBM Directory Server

©:2003 IBM Corporation
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IBM Directory Server

Formerly IBM SecureWay Directory
= v4.1 made available in April 2002
v5.1 made available in November 2002

= Server
» DB2 backend
» Web administration GUI
> AIX 4.3.3+, Windows (NT, 2000), Linux (several), Solaris, HP-UX
» SSL support

Directory Client SDK
» Command line utilities
» C APIs
» Directory Management Tool (Java directory content management GUI)
» Also available for Windows 9x, XP

©:2003 IBM Corporation
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IBM Directory Server on iSeries
= |ntroduced in V4R3
» Option 32 through V4R5
» Included in base OS with V5R1

= IBM Directory Server
» V5R2 is equivalent to IBM SecureWay Directory 3.2.2 + OS/400 features
» LDAP V3 server (V2 prior to V4R5)

= Directory Client

» |ILE C APIs (callable from other ILE languages)
— LDAP APIs, server config APIs

Java Naming and Directory Interfaces (JNDI)
QSHELL utilities (Idapsearch, Idapadd)

iSeries Navigator configuration/administration GUI
Publishing services

Directory Client SDK for Windows (includes DMT)

NLS Data support
— the LDAP server can store data in any language by using UTF-8 w/ the protocol

>
>
>
>
>
>

= Schema
» Base schema includes about 250 object classes and 1050 attribute types

» Extensible schema (modify and add
©:2003 IBM Corporation
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iSeries LDAP Server Features: Security

= Security Features:
» Various authentication methods (DN/password, Kerberos, digital certificate)
Access control model
Secure connections using SSL and TLS
Clear text passwords are hashed and stored in validation lists
Encrypted passwords are stored in the directory entry
Server auditing integrated with operating system audit journal support

>
>
>
>
>
» SQL tables are stored "securely"; can't use interactive SQL

©:2003 IBM Corporation
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New Features in V5R2

= Secure database backend.

LDAP access to user profiles
» create, modify, search, delete user profiles using standard LDAP operations
» bind as a "projected" user (0s400-profile=BETH,cn=accounts,...)

= Allow selected "projected" users to be LDAP administrators
= Specific IP address support (allows coexistence of many LDAP servers)
= Publishing QOS information

©:2003 IBM Corporation
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iSeries Configuration and Management Tools

©:2003 IBM Corporation
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iSeries Navigator

@ AS/400 Operations Navigator =10] x|
File Edit “iew Options Help
? .©@||@G |2|:Iminutesull:|
| Ernvironment: My Connections | Rchasa10; TCRAR
@ tanagement Central (LparZnzm) 21 | Server Name Status Description 4]
-5l gy Connections E FTP Started FTF
# - LparZnzm oLFD Started LFD
=@ Rchass10 “Ta POP Started FOP
---% Basic Operations g Remote Execution Stopped Femote execution
5B Work Management HaSMTP Started SMTP
I B Configuration and Service in TELNET Started TELNET
EI {] M etwark “Ha Warkstation Gateway Stopped Warkstation gateway
. .7 IP Palicies TaHTTP Administration Started HTTF administration
- @-®1 Remote Access Senvic w? started Directory
HDC = Stopped DCE
- =-B servers - Sty -
4| i B 4] H0H | »
i Server Configuration asks Serverohs N - |
.| Create a new DMS Mame Server Tool R nitar sereers
[l Configure subsystems for server jobs ools Ip for related tazks
ﬁ Configure system as DHCP server Feconfigure
Autharity
ACL Groups
Feconnect
Status
: [
| |21-300f30 objects Properties 4
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Directory Management Tool

< IBM SecureWay Directory Management Tool
B Idapirchasal0:389 | Introduction

[_ 4 Introduction |
=4 Server Ready

- [ Properties

- [ Status IBM SecureWay Directory Management Tool

- [ Administration

o G Rebind [BM Securepay Directory is a Lightweight Directory Access Protocol
=4 Scherma {LDAFY directary that runs as a stand-alone daemaon. ltuses a

[ Refresh schema
=4 Object classes
----- [ View ohject classes
----- [y Add object class
----- [ Edit ohject clazs
----- [ Delete objectclasses
=4 Attributes
----- 3 View attributes
----- [ Add attribute
----- &y Edit attribute
----- [ Delete attributes
----- [ Matching rules
----- 0y Syntaxes
=4 Directory tree
----- 03 Browse tree
----- 0y Refresh tree
=14 Search tree
----- B Simple search
o [ Advanced search
=4 Log file
- [y View log file
“ [ Clear log file

clientiserver model to provide LDAP clients access to the LDAP
Sener.

This java client-hased interface allows the administrator to maintain
LOAR directories an multiple LDAP semvers.

This interface supports the following functions:
L Displaying server properties and rehinding to the semer

Listing, adding, editing, and deleting schema attributes and
ohject classes

L Listing, adding, editing, and deleting directory entries
L Modifying directory entry ACLs
L Searching the directory tree

At any time, vou can select

? in the upper right cornerto access help

Add server | Delete server | Exit |

| ©:2003 IBM Corporation
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Planning a New Directory

©:2003 IBM Corporation



il
il
T

IBM eServer iSeries

Planning a New Directory

Design your directory content.
» Decide the purpose and scope of the data.
» Decide the names and types of the data entries.
» Decide which data attributes are needed for each entry type.
» Decide the source/input of the data.

= Qrganize your directory.
» Design the schema (use existing, extend existing, create new).
» Design the name space and hierarchy of your directory.

Understand your security requirements.

= Design your server and network infrastructure.

©:2003 IBM Corporation
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Planning a New Directory: Security

= Decide whether access to some data needs to be controlled.
» Access control lists (ACLs) can be used.
» Determine if inherited access can be used.

= Decide what security measures you will use.
» Choose how clients will authenticate with the server.
» Decide whether secure transactions are required.

= Decide if you need OS/400 security auditing.

©:2003 IBM Corporation
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Planning a New Directory: Infrastructure

= Determine the number and location of LDAP servers.
» Estimate availability and scalability needs.
» Decide if replication or referrals are required.

= Determine how the data is distributed among them.

= Decide how large your directory will be.

» Estimate how much storage you need. The size of the directory depends on:
1. The number of attributes in the servers schema.
2. The number of entries on the server.
3. The type of information that you store on the server.

» Example, an empty directory that uses the default Directory Services schema
requires about 10 MB of storage. A directory with 1000 entries of typical
employee information requires about 30 MB. This number will vary depending
on the exact attributes that you use such as storing large objects such as
pictures.

©:2003 IBM Corporation
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Summary

= You've learned:
» What a directory is and the beneftis for an enterprise
The common uses of a directory
The applications that use it today
How LDAP works behind the scenes
IBM Directory Server product features
How to plan for a new directory

= What's next?

» Learn how to use the tools to perform configuration
— 420034: Configuring and Using the IBM Directory Server (LDAP)

» Gain hands on experience now
— 440178: OPEN LAB: IBM Directory Server (LDAP)

» Back at the office
— Design a simple directory, configure your LDAP server and create your first directory

» Read advanced information

©:2003 IBM Corporation
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Next LDAP Presentation

= 420034: Configuring and Using the IBM Directory Server (LDAP)

» Advanced LDAP concepts
— LDAP terminology
— Authentication methods

How to configure the server using the wizard
How to manage the server

Access control and groups

How to publish information to the server
Examples of entries and LDIF files

GUI tools for accessing and managing the server

v vy vYyvyyvyy

©:2003 IBM Corporation



|l
i
I

IBM eServer iSeries

LDAP Open Lab

= 430242: LAB: IBM Directory Server (LDAP)
» Start and stop the server

Configure the server

Search entries in the directory

Create a suffix and add new directory entries

Work with directory data (delete/modify)

Import/export data using LDIF files

Use DMT

Work with the schema

» Work with the change log

= 440144: LAB: Using LDAP Authentication with Apache
» Create an HTTP server
» Configure HTTP server to connect to LDAP server
» Protect a web page using LDAP authentication

©:2003 IBM Corporation
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For More Information

= Series LDAP home page: www.ibm.com/eservers/iseries/Idap

= iSeries Information Center
» Networking -> TCP/IP -> Directory Services (LDAP)

» Programming -> CL and APlIs -> APls, look for Directory Services in APIs by
category

= |IBM Directory Server home page:
www.ibm.com/software/network/directory/

= Redbooks (www.redbooks.ibm.com)
» SG24-4986-00 Understanding LDAP
» SG24-5110-00 LDAP Implementation Cookbook

» SG24-6163-00 Using LDAP for Directory Integration: A Look at IBM
SecureWay Directory, Active Directory, and Domino

» SG24-6193-00 Implementation and Practical Use of LDAP on IBM eServer
iSeries

= "e-Directories Enterprise Software, Solutions, and Services". ISBN
0-201-70039-5. Published by Addison-Wesley Professional.

©:2003 IBM Corporation
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Appendix

= LDAP - Lightweight Directory Access Protocol
= RFC - Request for Comments

= LDIF - LDAP Data Interchange Format

= API - Application Programming Interface

= PKI - Public Key Infrastructure

= CRL - Certificate Revocation List

= EIM - Enterprise Identity Mapping

= SDD - System Distribution Directory

= QOS - Quality of Service

©:2003 IBM Corporation
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