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Basic Concepts
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L DAP Concepts

IBM @server 1ISeries

Concept Review:

Directory Information Tree - directory entries are organized in a hierarchical
structure

entries have a distinguished name (DN) made up of the entry's name (RDN) in
combination with its ancestor entries -- "cn=John McMeeking, cn=users, o=acme,

c=us"
Data Model - object consists of a set of attribute values
objectclass - defines the set of required and allowed attributes for an entry

attribute - has a defined syntax (directory string, boolean, etc.) and matching
behavior

Directory accessed via a standard protocol (LDAP -- Lightweight Directory
Access Protocol) defined by various Internet RFCs

protocol defines operations for searching the directory, as well as adding, modifying,
deleting and moving entries

Widely available client APIs: C API defined by draft RFC, the Java Naming and
Directory Interface (JNDI) LDAP service provider, others
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L DAP Concepts - Suffixes

IBM @server 1ISeries

What is a suffix (aka naming context)?

Used by many server implementations to define the "namespace" that the
server recognizes

"o=ibm,c=us", "dc=ibm,dc=com", "o=acme,c=au", "cn=John
Smith,cn=users,o0=ibm,c=us" are all valid DNSs.

The suffix "o=ibm,c=us" tells the server that DNs that end in "o=ibm,c=us" are
In this server's namespace -- a given DN in this namespace might not refer to
an existing entry, but... DNs that do not fall within the defined suffixes are not
handled by the server. The server will return "no such object" or a redirect the
client to another server that might handle that namespace (a "referral").
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L DAP Concepts - Authentication

IBM @server 1ISeries

Each client has an authenticated identity established through a "bind" operation.
If no bind is performed, the client is treated as "anonymous".

"Simple" bind
Anonymous - no authentication done or provided a null/empty DN at bind time

DN and password - client's identity is the DN provided at bind time. Server verifies the
password. This is also called a "simple bind".

Administrator - has access to all objects and attributes. The DN (cn=administrator is the
default on iSeries) and password are part of the server configuration

DN can be the name of an object with a userPassword attribute

dn: cn=John Smith, cn=users, o=acme, c=uUS

objectclass: 1netorgperson
userpassword: secret

DN can also be an entry with a UID attribute the same as an OS/400 user profile and no
userPassword. Server calls OS/400 to see if password is valid for that user profile.

dn: cn=John Smith, cn=users, o=acme, c=uUS
objectclass: 1netorgperson
uid: JSMITH <== JSMITH must be a user profile on the same system
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L DAP Concepts - Authentication

IBM @server 1ISeries

SASL (Simple Security and Authentication Layer) binds:

Kerberos (GSSAPI) - authentication via a Kerberos ticket. This is used in
Windows 2000 and other environments.

LDAP server can be configured to generate a DN based on the Kerberos principal
name: ibm-kn=jsmith@acme.com

Or server can be configured to search for an object that has an altSecurityldentities
attribute matching the Kerberos principal:

dn: cn=John Smith, cn=users, o=acme, c=uUS
objectclass: 1netorgperson

objectclass: ibm-securityldentities
altsecurityidentities: kerberos:jsmith@acme.com

The above would result in a client with the identity cn=John
Smith,cn=users,o=acme,c=us

EXTERNAL using SSL/TLS - identity is the subject DN from the certificate used
to establish the connection.
This can (but need not) be the DN of an object in the directory.
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Configuring the LDAP Server
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Configuring the LDAP server

IBM @Server 1ISeries

@ AS5/400 Operations Navigator =10l %]
File Edit “iew Options Help
? .@@ll@a 2 minukes old
| Ervironment; ky Connections | Rchaza10; TCRAP
--{i_} bManagement Central (LparZnzm) ~| | Server Name Status Descriptian -]
=B My Connections “a DLFM Stopped Datalinks File Senver
! LparZnzm “Ta irtual Private Networking  Stopped “irual private netwar
E! Fchashli ’ﬁETriggered Cache Mana... Stopped Triggered cache mal
% Basic Operations “fa OnDemand Stopped OnDemand
-6 Work Management o FTP staned FTF
B& Configuration and Service ?b%% gtaneg :;%?3
=L Network o tarte
- . “fg Fiemote Execution stopped Femote execution
& P Policies ~ [FesmMTP Started SMTP
%3 Remote Access Seri o ane
% oo oSSR RS TELNET Started TELMET
“HaWorkstation Gateway stopped Wiorkstation gateway
m CI' " " “ia HT TP Administration Started HTTP administration
lent Access “a Directory Mot configured Directory
- *aDCE Stopped DCE
m-BH Windows Administratior o, N PR —
4| I B 4| | e
4]

ligl 5 erver Configuration tazks
| Create a new DMS Mame Server o Configure suztemn az Directony server
[l Configure subsystems for server jobs % b oritor servers
ﬁ Configure systemn as DHCP server B ? Help faor related tasks

s L

| [17-300f 30 chjects |
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Configuration Wizard Welcome Panel

IBM @server 1ISeries

Directory Services Configuration Wizard - Welcom: x|

Welcome ta the Directory Services Canfiguration YWizard. This wizard will help you
to configure your ASi400 to use a lightweight directory access protocol (LOARY
directory server. ¥ou can store many types of information in an LOAP directary. In
addition, your systerm can use an LOAP directaory to store information used by its
applications.

Which ofthese options do you want to select?

= Canfigure a local LOAP directory server!

" |dentify a remote LODAP directory server an your netwark,

Click Cancel at any time to cancel the wizard.

Details |

#Next | XCanceI |
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Beforeyou start - new server

IBM @server 1ISeries
Do you want to configure a local server (this machine)? You'll
need:
administrator dn and password

suffix to add to the server (you can change this later). There are two common
naming conventions:

organization name (o=acme, c=us) from X.500 standards
domain naming (rchas510.acme.com becomes dc=rchas510,dc=acme,dc=com)

Underlying database will be in library QURDIRDB

Server will use default port (389), and will use SSL if a certificate
has been assigned to the QIBM_GLD DIRSRV_SERVER server

application
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Configuration Wizard - Use defaults?

IBM @server 1ISeries

Don't take default configuration. You'll want to know the password.

Directory Services Configuration Wizard - Specify Se x|

You can specify configuration settings foryour LDAF directory senser, oryou can
have the wizard assign default settings. Ifyou choose to have default settings
assigned, you will have a chance to review them before the server is configured.

Do wou want the wizard to configure your LDARP directory server with default
settings?

i~ Yes

ﬁElacl{ | *NEH‘I | XCanceI
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Configuration Wizard - Administrator

IBM @server 1ISeries

Uncheck 'System-generated' so you can enter a password - unless you
want a random password known only to the server.

Directory Services Configuration Wizard - Specify Ad) x|

The directory serer administrator has unrestricted access to all directory entries
on the server.

YWhat doyou want the distinguished name (DR and passward to be far the
administrator ofthis directon?

Administrataor Distinguished Kame

Systern-generated

Selectthis option when you do not need to know the Administratar DR or
passwaord because only the system will use the directaory.

Administrator DM: |cn=administratnr

Confirem password:

ﬁElacl{ | *NEH‘I | XCanceI |
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Configuration Wizard - Suffixes

IBM @Server 1ISeries

Use the generated suffix or create your own.

Directory Server Configuration Wizard - Specify Suffixes x|

Directory suffixes determine which ohjects can be stared in the directory, Objects
that have one ofthese suffixes atthe end of their distinguished names (DRs) can
he stored in the directory. To get more information ahout suffizes, click Details.

What suffixes do you want on this semver?

Suffix

di=FRCHAZS10,de=ACME de=COM

Dretails |
ﬁElacl{ | *NEH‘I | XCanceI |
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Beforeyou start - Publishing

IBM @server 1ISeries

Publishing to a local or remote (elsewhere in your network) server
May want to publish users from SDD or publish basic system info
Server name, port, etc.

Location in the directory to publish information

dc=rchas510,dc=acme,dc=com Location entered into wizard
cn=users cn=computers
\ Location configured by wizard

cn=John McMeeking

Credentials for someone authorized to create/delete/change entries in selected
location

Could be administrator (cn=administrator), but you might want to create other
identities and give them authority

IBM @server. For the next generation of e-business.

page 15



Configuration Wizard - Publishing

IBM @Server 1ISeries

Directory Services Configuration Wizard - Specify Direct x|

What are the TCRIIP host name and port number afthe LDAP directory serer that
you want the system to use?

TCRIIP host name: 4dap_acme.cnm) Browse. .. |

Fort: 384

ﬁElacl{ | *NEH‘I | XCanceI
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Configuration Wizard - Publishing

IBM @Server 1ISeries

Directory Services Configuration Wizard - Specify D

When the systern perfarms a search, add, ar other LDAP operation, it must
connect to the remote LDAP directory server with an authorized distinguished
name (O®Y and password.

What DM and password do yvou want the system to use to connect to the remote
LOAR directony server?

Mote: Use a distinguished name that has authority to write o the LOAP directorny
SEMVEr.

—
ch=administrator

Distinguished name (DR

Fassword:
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Configuration Wizard - Publishing

IBM @server 1ISeries
Wizard will configure agents to use parent DNs beneath this suffix:

"cn=users," + configured parent DN
"ch=computers," + configured parent DN

These entries will be created by the publishing engine if they do not exist.

Directory Services Configuration Wizard - Specify P

The parent distinguished name (ON) acts as the stating paint for search, add,
and other LDAF operations that ASr400 performs on the remote directory semver.

In otherwaords, the system treats this O as the top level of the directory. To get
maore information abhout parent OMs, click Details.

YWhat parent DM do you want the system to use?

Farent Of:

p=acre c=us

Browse... |
Cretails |

ﬁElacl{ | *NEH‘I | XCanceI |
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Configuration Wizard - Publishing

IBM @server 1ISeries

Directory Services Configuration Wizard - Specify Inform x|

The systerm can publish cerain types of information to the LDAP directory server.
Llsers can then use LOAP clients to access the infarmation.

Which types of information do you want the systern to publish to the directory
server?

[+ Systerm

ﬁElacl{ | *NEH‘I | XCanceI |
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Configuration Wizard - Summary

IBM @Server 1ISeries

Wizard will create server and/or publishing configuration and start the server

Directory Services Configuration Wizard - Summany x|
You have completed all the steps necessary to configure the LDAP directory
Serear.

Ifyvou want to change any settings, click Back. To save the directory configuration,
click Finish. For more information on the directory settings, click Details.

Setting | Yalue |
Catabase librany: sy s LIBUSRDIRDB.LIB

Administrator DM: ch=administrator

Directory Suffixes: de=RCHASS10,dc=ACME, dc=C0M

Start zerver when TCFAP iz started:  Yes

Infarmation to publish: System

Details
ﬁ Back | x Cancel |
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Managing the Directory Server
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Managing the server with Operations Navigator

IBM @Server 1ISeries

@ AS5/400 Operations Navigator =10 %]
File Edit “iew Options Help
? . @@ll@ & |2I:Iminutesn:uld
I Ervironment: by Connections I Rchaz510: TCRAP
@ tdanagement Central (Lpardnzm) 21| Server Name Status Desctiption -]
Elm g}f Connections ?FFF’ Started FTF
- Lpardnzm oLFD =tarted LFD
=B Fichass0 o FOP Started POP
---% Basic Operations o Remote Execution Stopped Femaote execution
5168 Work Management HaSMTP Stared SMTE
E CaniguraﬂDn and Service :ﬁETELNET Started TELMET
=L g Metwark i Warkstation Gateway Stopped Wiorkstation gateway
’ = IP Policies TaHTTP Administration Started HTTF administration
- @-®L Remote Access Senvic Taibll Start started Directory
LG WwDC = Stopped DCE
- =0 Servers . St -
4| | » 1| 10F | »

[ sierver Configuration iasks Server Jobs N - |
]l Create a new DMS Mame Server ritor servers

= ) ) 3
[ Canfigure subswstems far server jobs Tools Ip for related tashs
ﬁ Canfigure spstem as DHCP server

Fecaonfigure
Authority
ACL Groups
Feconnect
otatus

s

| |21-30of 30 objects | Properties
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Managing the server with Operations Navigator

IBM @server 1ISeries
Start and stop server, monitor status

Import/export data to/from directory
Manage access to directory data, including group management

Server configuration, including:
Database and suffixes
Network (SSL, ports)
Kerberos

Administrative limits associated with various features:
Searches, transactions, event notification

IBM @server. For the next generation of e-business.
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M anaging accessto the directory

IBM @server 1ISeries

You can manage access to directory data from Operations

Navigator - or any LDAP application by modifying the proper
attributes

IBM specific - currently no standards define a LDAP access control
model, but most vendors provide something

Access defined in terms of:

subject: the authenticated identity of the client, determined at bind time
rights: the permissions granted to a subject or group
object: the entry being accessed

IBM access control model defines owners and an access control list
Both can apply to a set of objects (a subtree) or a single entry

IBM @server. For the next generation of e-business.
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Managing accessto the directory

IBM @server 1ISeries

Special DNs that can be used
chn=anybody - all clients, including anonymous
cn=authenticated - everybody but anonymous
cn=this - client must be authenticated as the entry to which this applies

Owner has complete access to the entry
Owner can be a group

Entries can inherit ownership
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M anaging accessto the directory

Entry Owner

T Edit Authority - dc=rchas510,dc-acme.dc-com

Owener | AcL|

Directory ohject: dr=rchasf10,de=acme, doc=com

Crirer

i~ Inherite

Source: Default directory authiarity

Add owner: j

Chwners: ch=administrator

[+ Propagate owner to lower level objects

IBM @server 1ISeries

Ok Cancel

_ 0] x|
Al
Browse. ..
Help 7

IBM @server. For the next generation of e-business.
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M anaging accessto the directory

IBM @server 1ISeries

Access Control List grants permissions to others

attributes assigned to an "access-class"
NORMAL (cn, sn, telephoneNumber, ...)
SENSITIVE (homePhone, homeFax, ...)
CRITICAL (userPassword, userCertificate, ...)

grant write, read, search, compare permissions to attributes

grant add and delete permissions to objects that the ACL applies to

V5R1 adds attribute level access control
grant or deny access to specific attributes

IBM @server. For the next generation of e-business.
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M anaging accessto the directory

IBM @Server 1ISeries

T Edit Authority - dc=rchas510,dc-acme.dc-com o ] 5

Cyner ACL

™ Inherited ACL

Source: Default directory authiority

[+ Propagate ACL to lower level objects

Access control list entries:

ch=arnyhochy Add.

oK Cancel | Hel |z
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M anaging accessto the directory

IBM @server 1ISeries

Add ACL Entry X

Object | Attributes |

Directory ohject: dr=rchasa10,de=acme, do=com
User; ch=Jaohnh ru1cMeeking,cn=users,dc=ac;| Browse. |

Dhject permissions:

Add: IUnspeciﬂed j

Delete: |Unspeciﬂed ;l

IBM @server. For the next generation of e-business.

page 29



M anaging accessto the directory

Add ACL Entry x|
Directory ohject: dr=rchasa10,de=acme, do=com
ser: cn=John McMeeking cn=users,dc=acme,...
Legend:
[ Unspecified [+ Grant [= Deny
Aftribute permissions:
Access Class Read | wirite | Search | Compare ||
[+ [+ [+ [+
Sensitive [+ [+ [+ [+
Mormal [+ [+ [+ [+
| Wyrite | Search |Cnmpare |J
[+ [+ [+
Add...
Femove
Grant All | Dermy All | Clear All |
oK Cancel | Hel |z

IBM @Server 1ISeries
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M anaging accessto the directory

IBM @server 1ISeries
Groups can be used as the "subject" for access control

Each of the "group" object classes defines membership via the "member"
attribute

Member can be a LDAP entry or a pseudo-DN
Kerberos: ibm-kn=jmcmeek@acme.com
Digital Certificate: subject DN from certificate

Cannot nest groups for access control

Initial release supported two "group"” objectclasses that could be
used in access control: accessgroup and accessrole.

V5R1 also supports groupOfNames and groupOfunigueNames

You can manage groups via DMT, Operations Navigator
(accessgroup and accessrole), or any LDAP client

IBM @server. For the next generation of e-business.
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Managing accessto directory

New ACL Group - RCHASS10
Group: ||:n:useradministratnra,dc:rchasﬁ'lD,dc:acme,dc:cnm
COmmon name:; |useradministraturs
Type: ACcess group
Memberto add: Members
j Add --= cn=Jdohn Mcheeking cn=users de=acme,de
ch=Marla Berg,cn=users,de=acme, de=com
: _ Femaowve
Directory:
RCHASS10

de=rchash1 0, de=acme, de=cam

[

ik | Cancel |

Help |‘?|

dn: cn=user administrators,dc=rchas510,dc=acme,dc=com

objectclass: accessgroup
objectclass: top

member: cn=John McMeeking,cn=users,dc=acme,dc=com
member: cn=Marla Berg,cn=users,dc=acme,dc=com

cn: user administrators

IBM @Server 1ISeries

IBM @server. For the next generation of e-business.

page 32



Configuring Publishing
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Configuring Publishing

IBM @server 1Series
Go to Properties for your system and select the Directory Services tab

Make sure you are connected first, or you cannot use this

Manage configuration of publishing agents
System defined agents for users, system information, printer shares

Define your own agents via QgldChgDirSvrA API

Users
SDD entries published to LDAP

Computers
Basic system info published by OS/400

Management Central will publish detailed inventory (see Redbook "Management Central: A
Smart Way to Manage AS/400 Systems" SG24-5407)

Can also publish information about OS/400 printers

Printer Shares

Publish printer shares to Active Directory to use with Add Printer wizard
IBM @server. For the next generation of e-business.
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Configuring Publishing

IBM @Server 1ISeries

Rchasb10 Properties =100 x|
General | Lnnnectinh | , Secure Sockets
Licenses | Restat | Directary Services | Semice | Plug-ins

Information to publish on LOAP directary server;

Information | Directory Server | Farent DM |
System
Users
Frint Shares

ServerJobs

oK cancel | Help |z

IBM @server. For the next generation of e-business.
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Configuring Publishing

IBM @server 1ISeries

= Example of the "System" information publishing configuration:

System Information Details x|

Configquration | Printersl

[+ Publish systerm infarmation
Where to publish

Directory server: LOAF ACME.COM Edit
Under DM: cn=computers,de=ACME,dc=COM ~|  Browse..

Semer cannection

[ Use Secure Sockets Layer (S5L)

Fuort: 254
Authentication method: |Use DM and password =
Distinguished name: |cn=adrninistrat|:|r

Set Password... |

Werify |

ok | cancel | Hew |z

IBM @server. For the next generation of e-business.
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Configuring Publishingn

IBM @Server 1ISeries

= Example of the "System" information publishing configuration:

System Information Details . X

Available Printers: Frinters to publish:

G A PRTLAM

G acT
3 BOBIPDS Add -
@ BOBPJL
@ BOBSHMP ddd All
G BOLLAZD
G BOLLIGNS
@ BOLLIGR17
@ CRESCINGK
&# DBCS

@ DEM4 20
@ DBMA1D
@ DEMTE 4
@ DCJAH

@ DOH

G FAXPRT
G FAXSNDESP
@ HEATH

58 HEATH1 =l

|»

oK Cancel | Hel |z

IBM @server. For the next generation of e-business.
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Configuring Publishing

IBM (@ server iSeries
= Or you can select printers to publish from the Printers folder and AS/400 NetServer window

@ AS/400 Operations - |0 x|
File Edit “iew Options
| @pea | ¥ B | i Bobipds Publishing - Rchas510 X rivtes ald
I Ervironment: by Connections
EIE Fichas&10 : ; Stion =]
=-%% Basic Operations : p CREATEL
;E Messages Directony Server: Rzhaz51 0. rchland. ibm. com by walid 51
F’r!nterDutput Bt shares: Jr!nter
- Printers rinter
Active Directory Server: Patpe. rehland.ibrm.com nrinter
& Jobs
=B Work banagement on in Bollig'
- B Configuration and Se |_Print Share | Description | nshawn's ¢
oL MNetwork [T Bobipds Bob's printer created for
&) IP Palicies for NC
@E; Femote Access |
Hﬁ]% r*_;;rpa 1P created for
: _ created for
m Client Access
L5 DNS created far
----- 3@ Intermet
=B Windows Admini: ile Send Pr
----- IBr Metwork Stat oK. Cancel | el created for
H-5 TCR/IP Configure created for
-3l Security - GdHemanpi Unavailable Dewvice created far _
Jl T _ I_*I_Iﬁ" _ - | . ' _'*I_I
Changes publishing information about the printer. v

IBM @server. For the next generation of e-business.
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Configuring Publishing

IBM @server 1ISeries
= Sample published user:

C:\>ldapsearch -h Ipar2nzm -b "cn=users,dc=lpar2nzm,dc=rchland,dc=ibm,dc=com"
"(sn=mcmeeking)"

cn=John A McMeeking,cn=users,dc=Ipar2nzm,dc=rchland,dc=ibm,dc=com

objectclass=top

objectclass=person

objectclass=organizationalPerson

objectclass=inetOrgPerson

objectclass=publisher

objectclass=ePerson

cn=John A McMeeking

cn=John McMeeking

cn=JAM

sn=McMeeking

uid=JAM

givenname=John

description=JAM

title=0S/400 Directory Services

departmentnumber=G8RA

telephonenumber=(507)253-4596

roomnumber=F115

registeredaddress=3605 Highway 52 N$Rochester, MN 55901

mail=jmcmeek@US.IBM.COM

publishername=dc=LPAR2NZM,dc=RCHLAND,dc=IBM,dc=COM

IBM @server. For the next generation of e-business.
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Tools for accessing the directory
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Toolsfor accessing the directory

IBM @server 1ISeries

Pointing your address book at an LDAP server

IBM Directory Management Tool (DMT)

Command line utilities

Operations Navigator for management of access control

Other tools
the Jarek Gawor LDAP Browser/Editor

IBM @server. For the next generation of e-business.
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Pointing your addressbook at an LDAP server

IBM @Server 1ISeries

= Accessing the LDAP server via Outlook Express (similar for other
e-mail clients)

» Launch 'Find People'

» Right Click on "Look in:" to select "Directory services"

* Find People 21
Loak, in: I.ﬂ.ddress Boak - Lifak Site,
Oirectory services
Penple | .
Froperties Have
Harne: I
Shop
E-mail: I
Clear All
Addrezs: I
Phone: I Sl
Other: I
Cloze |

IBM @server. For the next generation of e-business.
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Address book setup

IBM @server 1ISeries

= Click "Add..." in Internet Accounts window

Directary Service I

Account

| Tupe

| Connection

s A ctive Directory

%Bigfool Internet D...

% BluePages

@ InfoSpace Busin...
@ InfoSpace Intem...
% Switchboard Inter...
%‘-p"eliSign Intermet ...
@Who\ﬂhere Inter...
%Yahon! People 5...

directory service
directory service
directory service
directon service
directon service
directon service
directon service
directon service
directon zervice

Local Area Metwork
Local Area Metwork.
Ay dovailable

Local fuea Metwork,
Local fuea Metwork,
Local &rea Metwork,
Local &rea Metwork,
Local &rea Metwork,
Local &rea Metwork,

Internet Accounts 2lx|

Add...

Bemaove |
Properties |
Set as Default |
Imnpart... |
Expaort... |

Set Order... |

Cloze

IBM @server. For the next generation of e-business.
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Address book setup

IBM @server 1ISeries

= Fill in Server name and continue to end of wizard

Internet Connection Wizard x|

Internet Directory Server Mame

Type the name of the Internet directary [LOAR server your Internet service provider or
zpztern adminiztrator has given pou.

Intermet directamy [LDAR] server: IIdap.acme.cum

If wour Internet service provider or system administrator has informed pou that they
require you ko log on to pour LOAP zerver and haz provided you with an LDAP account
hame and pazzward, select the check bow below.

[ My LDAP zerver requires me to log on

< Back Mext Cancel

IBM @server. For the next generation of e-business.
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Address book setup

IBM @server 1ISeries

= After completing the wizard, select the server in the "Internet Accounts" window
and click Properties. Go to advanced tab and fill in parent DN where users are
published:

™ |par?nzm Properties el |

General .ﬂ.dvancedl

Server Port Mumber

Directomy zervice [LDAPY; IHEEI e [Default |

[T This gerver requires a secure connection [S5L)

Search

Search himeaout:
Shoit = f———— Luong 1 miiriLbe

e airnurn number of matches to return: 100

Search baze: Ch=LIEE1S, 0=3CME, C=L13

[T Use simple search filker

] Carcel Apply

IBM @server. For the next generation of e-business.
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Address book setup

IBM (@ server iSeries

= Now look for someone in the directory:

" Find People x|

Loak, in: IIparEnzm j Wieb Site...

Feople |.ﬁ.dvanced|

Eind Mo
Hame: I.Ju:uhn Mcteeking
Stop
E -mail: I
Clear All
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Address book setup

= Or maybe try an advanced search:

IBM @Server 1ISeries

* Find People - (1 entries found) 2=l
Loak, in: IIparEnzm j Wieb Site...
People Advanced |
— Diefine Critena e ey
Last Mame j Istarts with j Imn::m Stap
Last Mame starks with mcm Add Clear &ll
Remove
B
Cloze
Mame | E -t ail Addrezs | Buzinezs Properties
b= ahin & Mok eeking imcrmeek@US |BM.COM [507]253
Delete
Add o Addrezs Book
1| | a
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UsingDMT
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< IBM SecureWay Directory Management Tool -0 x|

VE idap it hass o 3aa ] Introduction

_1 Introduction
(=4 Server Ready

- [ Properties

[ Stalus IBM SecureWay Directory Management Tool

- [ Administration

G Rebind IBi SecureWiay Directory is a Lightweight Directory Access Protocol
B3 Schema {LDAP) directory that runs as a stand-alone daeman. It uses a

- [ Refresh schema
_| Objectclasses
) Attributes
- [ Matching rules
- [ Byntaxes
-4 Directory tree
- [ Browse tree
- [ Refresh tree
=4 Search tree
- [ Simple search
o [y Advanced search
=9 Log file
[y Wiew log file
Ij Clear log file

client'server model to provide LDAR clients access to the LDAP
Serar,

This java client-based interface allows the administrator to maintain
LOAP directaries on multiple LDAP servers.

This interface supports the followwing functions:
» Displaying serer propedies and rebinding to the server

Listing, adding, editing, and deleting schema attributes and
ohject classes

» Listing, adding, editing, and deleting directory entries
. Modifying directory entry ACLS
» Searching the directory tree

At any time, you can select

‘? inthe upperright corner to access help

Add server Delete server | Ezxit |
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UsingDMT
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= |Install the IBM SecureWay Directory Client SDK

» from your iSeries machine:
/gibm/proddata/os400/dirsrv/usertools/windows/setup.exe

> Or download from the IBM Directory web site:
http://www.ibm.com/software/network/directory/downloads

= Default configuration of DMT attempts to connect to server running
on "localhost" -- your PC

B SecureWay Directory Message Pal X

An error occurred connecting to server "ldapifocalhost 389"
java.net. ConnectException: Connection refused: no further
infarmation. To add a sener, click on the Add server buttan,

= |gnore this error and click "Add Server" on main window, OR...
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UsingDMT
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= Or, edit C:\Program Files\IBM\LDAP\etc\dmt.conf, and
uncomment/edit lines to look like:

serverl.url=1ldap://rchas510.acme.com << was localhost
serverl.security.bindDN=cn=administrator << was blank
serverl.security.password=secret << was blank

= Okay, | did that, but now | get:

& SecureWay Directory Message Pal

= Your server has a suffix, but you haven't created any entries yet.
Let's do that with DMT.

IBM @server. For the next generation of e-business.
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Using DMT - Create an entry

= Click "Browse tree", then the "Add" button

< IBM SecureWay Directory Management Tool

Idap:firchass10:389 |

4 Intraduction
=4 Server
I:“| Froperies
- [ Status
- [ Administration
3 Rehind
E- 9 Schema
- [y Refresh schema
_| Objectclasses
) Attributes
- [ Matching rules
- [ Syntaxes
=4 Directory tree
- [ Browse treg
- [ Refresh tree
=9 Search tree

- [ Simple search

o [y Advanced search
-9 Log file
o [y View log file
Ij Clear log file

Browse tree

Ready

IBM (@ server iSeries

=10l x|

Search Expand Add

Duplicate

v | & =

Celete ACL Edit BLT i

ﬁ Idap:irchas510:389

---dc=rchasﬁ1El,dE::acme,dc:cnm
H-cn=localhost

Add server | Delete server | Ezxit |
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Using DMT - Create an entry
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= Select the object class -- commonly used ones, like "organization”, are listed in

the dropdown, or chose "Other"

= Enter Parent DN (c=us) and entry DN (o=acme). Even though there is no c=us

entry, DMT will combine these to get "o=acme,c=us"

& Add an LDAP Entry

Entrytype  |Organization |

Parent DN:  fe=us

Entry RDN:  jo=acme]

Select an Entry type, enter the Parent DM, modify the Entry ROR, then click Gk,

)

Cancel

Help

IBM @server. For the next generation of e-business.
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Using DMT - Create an entry

IBM @Server 1ISeries

= Fill in any other information you might want to provide here, and
click "Add"

& Add an LDAP Entry X

To add a new entry, enter values far the attributes, then click Add.

ohjectClass {Object class): arganization
dn (DM jo=acme, c=us
Aftributes
o jacme =

husinessCategony:

description:

destinationindicatar:

facsimileTelephoneMumber;

internationallSCHMumber:

physicalDeliveryOfficeMame;

postalAddress:

postalCode:

by

Al | Cancel | Help |
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UsingDMT
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= View or edit schema

< IBM SecureWay Directory Management Tool =10l %]
Idap:firchass10:389 | View object classes

4 Intraduction

(=4 Server Ready
-~ [ Properties
- [ Status _ Y
- [ Adrinistration = = ES & Sortby: |Name =l
o [y Rebind Search Add Edit Delete

=4 Schema { N
+ [ Refresh schema = = s = e ;|
-4 Object classes +- @ 0S400MCIApplication

- [ View object classes
- [ Add object class
- [ Edit object class

+- @ 05400S0fware

=l Optional attributes

=@ OS400PTF
=

----- s I;Jelete ohjectclasses | B} T description
- A’rtnt:n__ltes ..... ceahlsn
- [ Matching rdles [ B DL telephonelumber
El Syntaxwes @) il userPassward
=4 Directory tree = Required attributes
- [ Browsetree [ BE P b Lh
- [ Refreshtree Qi 1 e Zh
=4 Searchtree | P e Cescription : 'Defines entries that generically represent people.’
----- B Simple search [ Q) Objectclass name ; ‘person’
“ [y Advanced search [ Bl OID "256.6
=-qLogfile Bl Superior object class © top J
- [y View log file oW pilotD5A

[
- W pilotOhject
[+ W pilotOrganization

ok printerAbstract -
4 I b
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QSHELL Utilities

IBM @server 1ISeries

LDAP command line utilities can be invoked from QSH:
|dapadd, Idapmodify, Idapsearch, Idapdelete, Idapmodrdn

Utilities accept input from standard input or from a file
Search output can be redirected to a file

Can be invoked from CL or a program

IBM @server. For the next generation of e-business.
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QSHELL Utilities
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= |[dapsearch examples

> ldapsearch -h rchas510 -D cn=administrator -w secret -b "DC=LPAR2Z2NZM, DC=RCHLAND, DC=IBM, DC=C

" (sn=mcmeek*) "

cn=John A McMeeking,cn=users,dc=rchas510,dc=acme, dc=com

objectclass=top

objectclass=person

objectclass=organizationalPerson

objectclass=inetOrgPerson

cn=John A McMeeking

sn=McMeeking

uid=JAM

givenname=John

PGM

QSH CMD ('ldapsearch -h rchas510 -b "" -s base " (objectclass=*)" > rootdse.out')
ENDPGM

CALL QSYS/QGLDSEARCH PARM('-h' 'rchas510' '-b' '' '-s' 'base' ' (objectclass=*)")

IBM @server. For the next generation of e-business.
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QSHELL Utilities
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= |[dapmodify examples

» I[dapmodify command can be used to add, modify, delete and rename entries
via 'changetype’ directive. See LDAP articles in Info Center for more
Information - particulary reference to RFC 2849

> ldapmodify -D cn=administrator -w secret -f mods.ldif
mods.ldif looks like:

dn: cn=john mcmeeking, cn=users,dc=acme,dc=com
changetype: modify

add: userpassword

userpassword: secret

dn: cn=mary Jjones,cn=users,dc=acme,dc=com
changetype: add

cCn: mary Jjones

sn: jones

telephonenumber: 555.5555

dn: cn=paul smith,cn=users,dc=acme,dc=com
changetype: delete

IBM @server. For the next generation of e-business.
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Jarek Gawor'sLDAP Browser/Editor

IBM @server 1ISeries

LDAP edit/browser available from http://www.iit.edu/~gawojar/ldap/

Looks like it may now be licensed from Argonne National Laboratory. See
http://www.techtransfer.anl.gov/software/ldapbrowser.html

Features include:
Browsing, searching and editing of the DIT.
Entire trees and single entries can be exported to and imported from LDIF

Object templates are used for creating and adding new entries. The templates
can be manually or automatically (from existing entries) created.

Attribute contents can be saved or loaded from a file.

Attribute viewers/editors
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Jarek Gawor'sLDAP Browser/Editor
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ESLDAP BrowsenEditor v2.8.2 - [Idap://rchas510/DC-RC (=]
File Edit View LDIF Help
a2 |2 M (B8] || |B @] & &

(1 DC=RCHAS510,DC=ACME,DC=COM || Attribute | value |
® O cr=computers | mail jmemeek@US.IBM.C..

& [ hosthame=RCHASS1 0 RCHLANT - [1SerRassward BINARY (25k)
. dldepantmentnumber  GARA
D cn=user administrators : objectclass top
@ [Jecn=users “|objectelass person
B cn=Jdahn Mechieeking §§ ohjectclass inetzrgPerson
§§ ohjectclass eFPerson
§§ abjectclass organizationalFerson
HEl Meheeking
§§ initials JAM
“len Jahn MecMeesking
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For Morelnformation

IBM @server 1ISeries

iISeries LDAP home page at http://www.ibm.com/servers/eserver/iseries/Idap

iISeries Information Center
Networking -> TCP/IP -> Directory Services (LDAP)
Programming -> CL and APIs -> APIs, look for Directory Services in APIs by category

IBM Directory Server home page at http://www.ibm.com/software/network/directory/

Redbooks (http://www.redbooks.ibm.com)
SG24-4986-00 Understanding LDAP
SG24-5110-00 LDAP Implementation Cookbook

SG24-6163-00 Using LDAP for Directory Integration: A Look at IBM SecureWay Directory, Active Directory, and
Domino

SG24-6193-00 Implementation and Practical Use of LDAP on IBM eServer iSeries (draft Redbook available as a
Redpiece)

e-Directories Enterprise Software, Solutions, and Services by Daniel E. House, Timothy Hahn,

Louis Mauget and Richard Daugherty. ISBN 0-201-70039-5. Published by Addison-Wesley
Professional.
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For Morelnformation
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Programming:
The IBM SecureWay Directory Client SDK includes sample source code using the C APIs.

For Java programming using JNDI, refer to Sun's JNDI tutorial available at
http://java.sun.com/products/jndi/docs.html, including the "Tips for LDAP Users" section
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Trademarks and Disclaimers

8 IBM Corporation 1994-2002. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

AS/400 IBM(logo)
AS/400e iSeries

e (logo) business 0S/400
IBM SecureWay

Lotus, Freelance Graphics, and Word Pro are registered trademarks of Lotus Development Corporation and/or IBM Corporation.

Domino is a trademark of Lotus Development Corporation and/or IBM Corporation.

C-bus is a trademark of Corollary, Inc. in the United States, other countries, or both.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and the SET Logo are trademarks owned by SET Secure Electronic Transaction LLC.

Other company, product and service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information in this presentation concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not
constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements
and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions
on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction.

Some information in this presentation addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance,
function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to communicate IBM's
current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will experience will
vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/0 configuration, the storage configuration, and the workload processed. Therefore,
no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.
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