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Domino HTTP Hardware Cryptography Support using iSeries SSL

This white paper provides an example of configuring Domino HTTP to use iSeries
System SSL for the purpose of using a hardware cryptographic accelerator.

Domino is not aware of the cryptographic cards and does not need to be specially
configured to use them. All it needs to do is be configured to use iSeries System
SSL (referred to hereafter as System SSL). System SSL is in turn configured to use
the cryptographic hardware. This configuration will function even if there is no
configured cryptographic card in the system.

Important Note: Only Domino HTTP will use System SSL. All other Domino tasks
will continue to use Domino’s internal SSL function, and will not have access to the
cryptographic hardware.

System Requirements
e 5722-SS1 Option 34, Digital Certificate Manager
e 5722-DG1, IBM HTTP Server for iSeries

o 5722-AC2, Crypto Access Provider 56-bit for AS/400 or 5722-AC3, Crypto
Access Provider 128-bit for AS/400

e Domino 6.5.2, 6.0.4, or later.

e A hardware cryptographic device. This includes the 4758 Cryptographic
Coprocessor, or the 2058 Cryptographic Accelerator at the time of this writing.

Hardware Setup

In order to use hardware cryptography (via System SSL) for the iSeries server, you
must have the hardware cryptography cards correctly installed and configured. As of
this writing, Domino for iSeries supports the 4758 Cryptographic Coprocessor and the
2058 Cryptographic Accelerator. The latest Cryptographic Hardware documentation
can be found in the iSeries Information Center
(http://publib.boulder.ibm.com/html/as400/infocenter.html) under
Networking->Networking Security. This example only covers the certificate

creation for the 2058 Cryptographic Accelerator, or software-only encryption.

Please refer to the documentation in the Information Center for installation and
configuration of the 4758 Cryptographic Coprocessor.
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Step-by-step example scenario:

In this example we will:

1.

Lol O

® W

Enable the DCM (Digital Certificate Management) server.
Create a local Certificate Authority (CA).
Create a certificate store.

Create a certificate for Domino using the 2058 Cryptographic Accelerator or
software encryption.

Assign a certificate to Domino.
Configure Domino to use System SSL.
Configure the 2058 Cryptographic Accelerator.

Follow links to information on configuring the 4758 Cryptographic
Coprocessor.
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1. Enable the Digital Certificate Management (DCM) server

DCM is configured using the *ADMIN instance of the iSeries HTTP server. Start
the *ADMIN instance of the HTTP server if needed:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

The DCM server is accessed through your Web browser using port 2001. Internet
Explorer is recommended. (Such as http://youriseries:2001. Figure 1)

/4 iSeries Tasks - Microsoft Internet Explorer & =i 1o =|

File Edit Yiew Favorites Tools  Help ﬁ
&Back + = - ) 7 | Qisearch  [GFavorites G Media 4 | BN S
Address |&] httpfip1abib:2001] x| P |Links »

[~

1==r"]

® iSeries Tasks P

() IEM Corporstion 2000 LP1EBIE RCHLAND IBM.COMI

@P IBM HTTP Server for iSeries
Configure the iSeries HTTP Server and 331

| Digital Certificate Manager
B} Create, distribute, and manage Digital Certificates

2t IBM IPP Server for iSeries
=l Configure the IEM IPP Server

4758 Cryptographic Coprocessor
Configure the 4758 coprocessor

Related task information e

Help
(Fequires Tara Soript)

g
@ L Sees

Figure 1
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2. Create a Local Certificate Authority (CA)

This section illustrates how to create your own Local certificate authority (CA) for
issuing a certificate to use with Domino. Creating a local CA is a good way to test

your SSL setup before purchasing a certificate from a trusted Internet CA.

From the HTTP Admin screen in the step above, click the “Digital Certificate
Manager” link. (Figure 1)

/4 Digital Certificate Manager - Microsoft Internet Explorer ol =]

File Edit Wiew Favorites Tools  Help ﬁ
<Back - = - &) ﬁ| Qhsearch [GFavorites GMedia 4 | BN S

Address I@ http:/fip1ab1b:2001 fQIBMIICSS] CertfAdmin/gycucm . ndm/maind j @Go | Links **

Digital Certificate Manager @

Select a Certificate Store |

Expand Al | Collapse All |

5769-MC1, 5769-NCE, 5760-351, 5722-331 (C) Copyright IBM
Cotporation 1997, 2002
b Ll anaze User Centificates Alltights reserved.

; U3 Government 1T sers Restricted Rights -
S e Use, duplication ot disclosure restricted by G3A ADP Schedule

m Create a Certificate Authority Contract with IBM Corp.
(CA) Licensed Materials - Property of IBM
G _E H U I H E
b Manage CRL Locations *’;‘RSA Containg software from ESA Data

m Manage PETX Request Location

Eeturn to ideries Tasks

= Get Started
Secure Connection 4|

Security, Inc.

@] http:/in18b1b:zo01} [ [ | |BEvLocalintranet =

Figure 2

Click “Create a Certificate Authority (CA)” from the left menu pane on Figure 2.
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/3 Digital Certificate Manager - Microsoft Internet Explorer o =] 3]

File Edit Wew Favorites Tools Help ﬁ
EBack » = - ) | Qisearch [FFavorites  EMedia ¢4 | By S

Address I@ http: fflp18b1b: 2001 fQIBMITCSS) CertAdmin/qyoucrn . ndm/maind j @Go | Links **

Digital Certificate Manager @

Select a Key Storage Location

Certificate type: Certificate Authority (C4)
Certificate store: Local Certificate Authonity (C4)

Select a Cettificate Store |

Zelect a method for storing the certificate's private key on the

i3enes system.
Expand All | Collapse All |

p lanage ser Certificates

u Create New Certificate Store & Certificate store - Private key stored i software.
= Create a Certificate Authority © Hardware - Private key stored in hardware.

L -~ Hardware encrypted - Private key encrypted by
p Manage CBL Locations hardware master key and stored in software,

m Manaze PETX Request Location

Beturn to iSeries Tasks Continue | Cancell

Secure Connection

|€| Done ’_ ’_ l_ E Local inkranet &

Figure 3

Select “Certificate Store” on Figure 3 and click Continue. Note that if you do not
have a 4758 Cryptographic Coprocessor in your system, that you may not see this
screen. In that case, skip ahead to the next step.
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/3 Digital Certificate Manager - Microsoft Internet Explorer

(o x|
File Edit Wew Favorites Tools Help ﬁ
R | 4 ‘ Qhsearch [Favorites FMedia &% | =]

Address Iﬁj http: jflplablbi200 1) QIEMIICSS ) Certfadmin/gyoucml .ndmmaind j @GU | Links **

Digital Certificate Manager L7
Create a Certificate Authority (CA)

Certificate type: Certificate Authority (CA4)
| Certificate store: Local Certificate Authonty (CA)

Select a Centificate Stare

The system will create a certificate with a private key and store the certificate in

Expand Al Collapse Al | the Local Certificate Authority (CA) certificate store.

p Llanage User Certificates Key size: 1024 vl (bits)

m Create Mew Certificate Store Certificate

= Create a Certificaie Authority store e (recuired)

(Ca) password:

p Llanage CRL Locations Confirm

n M anage PKIX Request Location password: (required)

Dl s Certificate Information
Certificate

Secure Connection Authority  [CA on LP1BB1B (recuired)
(CA) name:
Dr_gamzauun IiSeries Damino Team
unit:
Organization |IEIM (required)
hame:
Izocallty or IRucheester
city:
Statt? or |Minnesota ({requiredmimmum
province: of 3 characters)
Country or .
. U]

region: | (required)

Validity period of Certificate Anthority (CA) (2-7300): |1095 (days)

coc |

|Ej Daone ,7 ,7 ,7 (2 Local intranet

Figure 4

Fill in the fields on Figure 4 with your system and business information. This
certificate will be used as a root certificate for issuing other certificates (such as
Domino’s certificate). It is a good idea to distinguish in the name that it is a CA.
Click Continue when done to bring up Figure 5.
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/3 Digital Certificate Manager - Microsoft Internet Explorer _ ol x|

File Edit Yiew Favorites Tools Help ﬁ
= Back + = - @ e | @Search (3] Favarites @Media @ | %v =]

Address I@ http: flp18b1b: 2001 ) QIBMIICSS) CartAdmin/gyoucml . ndmyfmaind j @Go | Links **

Digital Certificate Manager @
Install Local CA Certificate

Certificate type: Certificate Authority (CA4)

. Certificate store: Local Certificate Authonty (CA)
Select a Certificate Store |

A certificate for your Certificate Authority (CA) was created and
Expand Al Collapse Al I stored i the local Certificate Authority (CA) certificate store.

Tou must mstall the Certificate Authortty (CA) certificate i your

browser 2o the browser can venfy certificates that your C4

;s ’ igsues. Click the following link to mstall the certificate i your

= WMX browser. Tour web browser will display several windows to help
vou complete the mstallation of the certificate.

p Manage CRL Locations

m Manage PKIX Reguest Location Install certificate

P Lianage User Certificates
m Create Mew Certificate Store

Eeturn to iSeries Tasks

After installing the certificate, select Continue so you can provide
: the policy data that will be used for signing and issuing certificates
g © t . . . .

i B with this Certificate Authority (CA).

Continue | Cancell

|&] pone [ [ | |8 Localintranet 7

Figure 5

Since you have created your own CA, you need to tell your Web browser that your
CA is trusted. Click “Install Certificate.” If you are using Internet Explorer, you
should see a box pop up (Figure 6):
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File Download

looks suspicious, or you do not fully trust the source, do not open
or zave this file.

@ Some files can harm your computer . If the file infarmation belosw

File namme: CA& cer
File type:  =ecurity Cerdificate
Frarm: lpp1ghtk

&, This type of file could harm your computer if it contains
malicious code.

yWiould wou like to open the file of save it to your computer?

Open Cancel hare Info

¥ tlways ask before opening this type of file

Figure 6

Click Open.
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Cettificate 7] =]

General | petails | Certification Path |

=
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  CA on LP13ELE

Issued by: A onLP13ELE

valid from 2/1/2004 to 2/1/2007

Issuer statement |

Ik |

Figure 7

Click “Install Certificate” on Figure 7. This will start a certificate import wizard
(Figure 8). The following will guide you through the steps for Internet Explorer.
Other browsers will vary.

Domino HTTP Hardware Cryptography Support using iSeries SSL 9



Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate krusk
lisks, and certificate revocation lisks From wour disk ko a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data ar to establish secure netwark
conneckions, A certificate store is the system area where
certificates are kept.

To continue, click Mext,

= Back

Cancel |

Figure 8

Click Next.
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Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept,

‘indows can automatically select a certificate store, or you can specify a location for

%" Automatically select the certificate store based on the type of certificate!

" Place all certificates in the Following stare

Certificate store:

Browse, .. |

< Back I Mext = I Cancel

Figure 9

Keep the default at “Automatically select the certificate store based on the type of
certificate,” and click Next.
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Certificate Import Wizard

Completing the Certificate Import
Wizard

¥au have successtully completed the Certificate Impart
wizard,

¥ou have specified the Following settings:

Certificate Store Selecked  Automatically determined by &
Conkent Certificate

1| | )

< Back Cancel |

Figure 10

Click Finish.
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Root Certificate Store x|

& Do wou wank o ADD the Following certificate o the Rook Store?

Subject : T4 on LPO165C, iSeries Domino Team, IBM, Rochester, Minnesota, IS
Issuer : Self Issued

Time Yalidity : Sunday, February 15, 2004 through Thursdaw, February 15, 2007
Serial Mumber @ 4030FAG3

Thumbprint (shal) @ 201C0C11 654 1BS00 EOSSEARD TAESIFEE 4AEIAALS
Thurnbprink {mdS) : 42CAB369 630F5480 FF759968 22056FCS

Figure 11

You will see a popup box about adding your certificate to the Root Store (Figure 11).
Click Yes.

Certificate Import Wi x|

@ The import was successful,

Figure 12

Another popup box will appear with the message “The import was successful.”
Click OK. You’ll then be back at the screen where you started the certificate install.
Click OK on Figure 12 to exit the installer.

On the DCM configuration screen that had the “Install Certificate™ link, click
Continue (Figure 5).

Domino HTTP Hardware Cryptography Support using iSeries SSL 13



-} Digital Certificate Manager - Microsoft Internet Explorer y =10 x|
File Edit Wiew Favorites Tools  Help ﬁ
PBack » = - @ ﬁ| @Search (3] Favarites @Media ‘5;3 | %v =

Address I@ http: fflp18b1b: 2001 fQIBMITCSS) Cert MAdmin/qyoucml . ndmymaind j @Go | Links **

Digital Certificate Manager @
Certificate Authority (CA) Policy Data

Tour Certificate Authority (CA) was created with the default policy
data shown below. Change the data f vou want and then select
Comntite.

Select a Certificate Store |

Allow creation of user certificates: " Teg & Mo
Expand All | Collapse All |

Validity period of certificates that are

. issued |365
Db iy by this Certificate Authority (CA) (1- (days)
m Create Mew Certificate Store 2000):

u Create a Certificate Authority
(CA)

p Ilanage CRL Locations

m Manage PETX Request Location Caontinue | Cancell

Eeturn to iSenes Tasks

Diays until Certificate Authority (CA) expires: 1095

Secure Connection

|&] Dore [ [ |8 Localintranet 4
Figure 13

Leave the values as the default on Figure 13. Click Continue.
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Digital Certificate Manager - Microsoft Internet Explorer

_ ol x|
File Edit Wiew Favorites Tools  Help i
Back » = - £ ot | Qisearch [FFavorites  lMedia |® | By &b

Address I@'] http: fflp18b1b: 2001 fQIBMITCSS) Cert MAdmindqyoucml . ndmymaind j @Go | Links **

Digital Certificate Manager @
Policy Data Accepted

= The policy data for the Certificate Authority (CA) was
accepted.

Select a Certificate Store i ;
| Zelect Continue to create the default server certificate store

(*SYSTEM) and a server certficate signed by vour Certificate
Expand Al Collapse Al | Authortty (CA). This will allow server authentication by users that
use this system as a server.

p Lanage User Certificates

m Create Mew Certificate Store Continue | CanCE||

u Create 3 Certificate Authority
(CA)

p Ilanage CRL Locations
m Manage PETX Fequest Location

Eeturn to iSeries Tasks

Secure Connection

|&] Done l_ l_ l_ (B Local intranet

Figure 14

You are done! Click Cancel, as we will not be continuing on from this screen.
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3. Create a Certificate Store
On the left menu panel, click “Create New Certificate Store”. (Figure 15)

< Digital Certificate Manager - Microsoft Internet Explorer =] =)=
File Edit Wiew Favorites Tools Help ﬁ
GBack v = - ) at | Qhsearch  [GFavorites G Media 4 | N S

Address I@ http: flpiabibe 2001/ QIBMITICSS) Cert Adminqwoucm]l . ndm/maind j @Go | Links **

Digital Certificate Manager @

& *STSTEM
Select a Certificate Stare | ¢~ *OBIECTSIGHNING

| & *EIGNATUREVERIFICATICON

Expand All Collapse All )
& Other System Certificate Store

m Create Certificate

Conti © | |
u Create New Certificate Store alte

m[nstallTocal CA Certificate on
Your PC

p Llanage ser Certificates
p Manaze CRL L ocations
u Manage PEIX Recuest Location

Eeturn to iSeries Tasks

Secure Connection

|&] pone ’_l_l_ E Local inkranet 7

Figure 15

Select *SYSTEM and click Continue. If *SYSTEM does not appear on this screen,
then *SYSTEM already exists. In that case, skip ahead to section 4, “Create a certificate
for Domino using the 2058 Cryptographic Accelerator or software encryption.”
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Digital Certificate Manager - Microsoft Internet Explorer 2 |D|ﬂ

File Edit Wew Favorites Tools Help ﬁ
P Back ~ = - @ ) | @Search (3] Favarites @Media @ | %v =]

Address I:@j http: f{lp18b1b: 2001 )QIBMIICSS  Certfadminfqyoucml , ndm maind j @Go | Links **

Digital Certificate Manager @
Create a Certificate in New Certificate Store

Certificate store: *3T3TEM

Select a Cettificate Store

The new certificate store will contain the default list of Certificate
| Authortty (CA) certificates. Do you want to create a certificate in
the certificate store?

Expand All Collapse All

" Yes - Create a certificate in the certificate store.

= Create Certificate & No - Do not create a certificate in the certificate store,
u Create New Certificate Store

m[nstall T ocal CA Certificate on Continue | Cancell
Your PC

p Llanage ser Certificates
p M anaze CRL Locations
m Manage PETX Request Location

Eeturn to iSeries Tasks

Secure Connection

|€| Done ’_ ’_ l_ (28 Local intranet

Figure 16

Select “No - Do note create a certificate in the certificate store” on Figure 16, and
click Continue.
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-z} Digital Certificate Manager - Microsoft Internet Explorer ;[glﬂ
File Edit Wew Favorites Tools Help ﬁ
P Back ~ = - @ ) | @Search (3] Favarites @Media @ | %v =]

Address Iﬁj http: f{lp18b1b: 2001 )QIBMIICSS  Certfadminfqyoucml , ndm maind j @Go | Links **

Digital Certificate Manager @

Certificate Store Name and Password

Certificate store: *3T3TEM

You must enter a password for the new certificate store and enter
| the password again to confinm it

Select a Cettificate Store

Expand Al | Collapse Al | (im0 |
password: (recuired)
m Create Certificate I
u Create New Certificate Store Confirm password: :
e ———— (required)

m[nstall T ocal CA Certificate on
Your PC

: Continue | Cancell
p Llanage ser Certificates

p M anaze CRL Locations
m Manage PETX Request Location

Eeturn to iSeries Tasks

Secure Connection

|@ Done ’_ ’_ l_ E Local intranet 4

Figure 17

Create a new password for the *SYSTEM certificate store on Figure 17 and
click Continue.

You will get a screen that says the certificate store has been created. Click “OK” to
proceed. You will be back at the screen titled “Create New Certificate Store.” You
are now done creating the *SYSTEM Certificate Store. Click “Cancel”.
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4. Create a certificate for Domino using the 2058 Cryptographic
Accelerator or software encryption

This section explains how to create a certificate that is used by DCM and Domino.
This certificate can be used with either the 2058 Cryptographic Accelerator, or with
no cryptographic accelerator. This can be useful for testing on a system without an
accelerator. The 2058 Cryptographic Accelerator is transparent to this certificate and

will be used if configured and varied on.

Click “Select a Certificate Store” on the left menu panel.

/3 Digital Certificate Manager - Microsoft Internet Explorer = B

File Edit ‘Wiew Favorites Tools Help ﬁ
<Back - = - &) at | Qhsearch  [GFavorites G0 Media 4 | N S

Address I@ http: fflp18b1b: 2001 fOIBMITCSS) Cert Admin/qyoucm 1. ndm)maind j @Go | Links **

Digital Certificate Manager @
Select a Certificate Store

Zelect the certificate store that you want to open.

¢ Local Certificate Authority (CA)
| & *ITITEM
 Other Systemn Certificate Store

coca |

Select a Certificate Store

Expand Al | Collapse All |

m Create Certificate
u Create Mew Certificate Store

m[nstallTocal CA Certificate on
Your PC

P Llanagze User Certificates
p Managze CRL L ocations
m Manaze PETX Request Location

Eeturn to iSeries Tasks

Secure Connection

|®j Done ’_ l_ l_ E Local intranet 4

Figure 18

Select “*SYSTEM?” for the certificate store on Figure 18 and click Continue.
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4} pigital Certificate Manager - Microsoft Internet Explorer

10 =l
File Edit Yew Favorites Tools Help ﬁ
Back - = - (@ at | Qsearch [ Favorites  0Media ®| B S
Address I@ http: flp18b1b: 2001 ) QIBMIICSS I Cert Admin/gycucml . ndm/maind j @Go | Lirks **
Digital Certificate Manager 1%
Certificate Store and Password
P i Enter the certificate store password.
Certificate g b
Select a Certificate Stare | type: erver or chent
Certificate
Expand Al | Collapse Al | sore: STSTEM
Certificate
= Create Cetifcate store path - 1py (ITSERD ATA/ICSS/CERT/SER VER/DEFAULT KDB
m Create New Certificate Store and
: filename:
m [nstall Local C& Certificate on ]
Your PC Certificate
p Manage User Certificates store ||
= _— password:
anage ocations -
S ———— Continue I Reset Passwaord | Cancel |
Feturn to ileties Tasks
Secure Connection
|§| l_l_’_ E Local intranet 4

Figure 19

Enter the password for the *SYSTEM certificate store on Figure 19 and click
Continue. You now have access to the certificate store.
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J Digital Certificate Manager - Microsoft Internet Explorer ] 3
File Edit Wew Favorites Tools Help ﬁ
R | 74 | Qsearch [FlFavorites lMedia &% | - S

Address |@ hittp:/Ip18b16:200 LHQIBM{ICSS{Cart /Adminfgyeucml  ndmfrmaind = P |Links -

Digital Certificate Manager o

Current Certificate Store

Teu have selected to worke with the certificate store listed below. The left
frame is being refreshed to show the task list for this certificate store. Select

a task from the left frame to begm worlung with this certificate store.
Select a Certificate Store |

Certificate

Server or client
Expand All Collapse All | type:

Certificate *SYSTEM

} Fast Path store:
m Create Cestificate Certificate
i b e bt ::f;e Path o TSERDATAMCSS/CERT/SERVER/DEFATLT KDE
u [nstall Local CA Certificate on fil
YourPC

p Llanage Certificates

p Llanage Applications

p Llanage Certificate Store

p Llanage CRL Locations

n MW anage PEIX Request Location

Eeturn to iSefies Tasks

Secure Connection

]

Figure 20

Click “Create Certificate” from the left menu panel on Figure 20.
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J Digital Certificate Manager - Microsoft Internet Explorer

o

File Edit Wew Favorites Tools Help

GBack + = - D 74 ‘ Qhsearch [HfFavorites  $Media &% | NS

Address I@ http: jflpLablbi200 1) QIEMIICSS ) Certjadmin/gyoucml .ndmimaind j ﬁGU |Links 2

Digital Certificate Manager
Create Certificate

Select the type of certificate that you want to create.

@ Server or client certificate

Select a Certificate Store

| © Server or client certificate for another iSeries
| " User certificate

Expand All Collapse All

) Fast Pethy Cantinue Cancel |

u Create Certificate

u Create Mew Certificate Store

n Install Local CA Cerificate on
Your PC

p Ilanage Certificates

p Llanage Applications

p Llanage Certificate Store

p Mlanage CEL Locations

n M anage PEIX Request Location

Eeturn to ideries Tasks

Secure Connection

] [T [ BEroclintane: 4

Figure 21

Select “Server or client certificate” on Figure 21 and click Continue
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J Digital Certificate Manager - Microsoft Internet Explorer =] 5

File Edit Wew Favorites Tools Help ﬁ

GBack + = - D 74 ‘ Qhsearch [HfFavorites  $Media &% | NS

Address I:&j http: jflpLablbi200 1) QIEMIICSS ) Certjadmin/gyoucml .ndmimaind j ﬁGU |Links 2

Digital Certificate Manager @

Select a Certificate Authority (CA)

Certificate type: Server or clent
Certificate store: *3YSTEM

AT oy

Select a Certificate St
A e B | Select the type of Certificate Authority {CA) that will sign this certificate

Expand All | Collapse &l |

@ Local Certificate Authority (CA4)

|zt © VeriSign or other Internet Certificate Authority (CA)

u Create Certificate
u Create Mew Certificate Store

= [nstall Local CA Cerificate on Continue Cancel |
Your PC

p Ilanage Certificates

p Llanage Applications

p Llanage Certificate Store

p Mlanage CEL Locations

n M anage PEIX Request Location

Eeturn to ideries Tasks

Secure Connection

|Ej Done ,7 ,7 ,7 E Local intranet 5

Figure 22

Select “Local Certificate Authority (CA)” on Figure 22 and click Continue. Note

that this is where you would select to use a certificate purchased from an Internet
Certificate Authority.
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“J pigital Certificate Manager - Microsoft Internet Explorer

o =] 3]
File Edit Wew Favorites Tools Help ﬁ
GBack ~ = - D 74 | Qsearch [FlFavorites  SlMedia £% | NS

Address |®j hittp: /I LEb16: 200 LHQIBMITCSS{Cart fAdminfgyeueml  ndmfraind = pa |Lir|ks =

Digital Certificate Manager L7

Select a Key Storage Location

Certificate type: Server or chent
Certificate store: *3YSTEM

Select a Certificate Store |

Select a method for storing the certificate's private key on the 15eries

system.
Expand All | Collapse Al |
b Fast Path
n Creaie Certificate & Certificate store - Private key stored in software
u Create Mew Certificate Store " Hardware - Private key stored in hardware.
n [nstall Local CA Cerificate on ~ Hardware encrypted - Private key encrypted by hardware master
Four PC key and stored m soffware.

p Ilanage Certificates

p Llanage Applications Cancel |
p Llanage Certificate Store

p Mlanage CEL Locations

n M anage PEIX Request Location

Eeturn to ideties Tasks

Secure Connection

€] pene EEE B

T Local inkranet

Figure 23

Note If there is no 4758 Cryptographic Coprocessor in your system, you will not
see this screen. Continue on to the next step.

Select “Certificate Store - Private Key stored in software” on Figure 23 and click
Continue. Note that this is the point where, if you were creating a certificate to use
with the 4758, you would select “Hardware” or “Hardware encrypted.” The 2058 does
not require this step, as the certificate doesn’t need to be aware of the 2058 existing.
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3 Digital Certificate Manager - Microsoft Internet Explorer

(ol x|
File Edit View Favorites Tools Help ﬁ
GaBack v+ = - @) 7} | @search GaFavortes Emedia (4| By S

Address [ @] http:ip18bb:2001 JQIBM/ICSS/CertjAdminjaycucm1 .ndmjmaind x| e |L|nks =

Digital Certificate Manager @
Create Certificate

Certificate type: Server or client
Certificate store: *3YSTEM

Select a Certificate Store . . . . .
| Use this form to create a certificate in the certficate store listed above.

Expand All Collapse All .

P 2 | Key size: |1024 'I (bits)
Certificat - .

P East Path 1 eh 1 Leate |Lp18b1b Certificate (recuired)
ahel:

= Create Certificaie

u Create Mew Cestificate Store Certificate Information

m Install Local CA Certificate on

YourPC o .
. |Ip18b1 b (required)
b Llanage Certificates name:
icati Organizatis - —

bitamase snlications r.g. aton IDomlno for iSeries

p Manage Certificate Store umt:

p Lianage CRL Locations Organization IIEIM (recquired)
name:

n Manage PETX Request Location .
Locali

; o€ oy o |Rochesler

Eeturn to ieries Tasks city:

State or IMinnesota (required:minimum
Secure Connection province: of 3 characters)
Country or
. Us i

region: I (required)

Subject Alternative Name

Note: Certificate extensions are not necessary for Secure Sockets Layer (33L1),
but are recemmended for Virtual Private Networle (WP,

IP version 4 address: I I I I

Fully gualified domain name: I
(host_name. domain_name)

E-mail address: I
(uger_nameifdomain_name)

Cancel

|€| l_’_ l_ E Local intranet b
Figure 24

Fill in the screen on Figure 24 with information about your system and company.
You can pick a key size of your choice. The “Subject Alternative Name” can be left
blank for this example. Click Continue.
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“J pigital Certificate Manager - Microsoft Internet Explorer =3
File Edit Wew Favorites Tools Help |-
GBack + = - 74 ‘ Qi search [EfFavorites liMedia £% | N\ S

Address |@ hittp: /i1 815200 LIQIBM TS Cart adminfgycucml  ndm/rmaind x| @ ‘ Links *
Digital Certificate Manager L7

F|Directory Services server ‘Server | Nane assigned b
F|Directory Services publishing ‘Ch'ent | Nowne assigned
I?|Di.rectory Services client ‘C]ient | None assigred
Select a Certificate Store I?| 05400 VP Key Manager ‘Server | None assigned
e Collapse Al | F|Enterprise Tdentity Mapping (EIN ‘C]ient | None assigned
I?| 03400 TCPIP FTP Server ‘Server | None assigned
P Fast Path F| (054400 TCP/P FTP Client Client | None assignad
s M F|Webserver Search Engine ‘ Server | Nowe assigned
:mm F|HTTP Server Monitor ‘ Server | Nane assigned
YourPC F| QIBM_HTTP_SERVER_ADMIN \ Server | Nowe assigned

p Llanage Certificates

p Llanage Anpplications s
Continue Cancel
— ; Continue | Cancel |
I B

p Llanage Certificate Store
<

141

(5] [ | & Local intranet v
Figure 25

This next screen (Figure 25) is titled “Select Applications.” We will do this after we
create an application identifier for Domino. For now, do not check any boxes.
Click Continue.
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«2) Digital Certificate Manager - Microsoft Internet Explorer = |EI|1|

File Edit Wew Favorites Tools Help ﬁ
Back ~ = - ) ) | Qisearch  [GFavorites  GhMedia ¢4 | By &

Address I@ http: fflp18b1b: 2001 POIBMITCSS) CertAdmin/qyoucm 1, ndmyfmaind j @Go | Lirks **

Digital Certificate Manager @

Application Status

aze The applications you selected will uze thiz certificate.

Select a Cettificate Store OKl
Expand Al | Collapse All |
p Fast Path
u Create Certificate Bt
4| | »
|@ l_’_’_ E Local intranet 4
Figure 26

Click OK on Figure 26. You are now done and have a certificate that will work with
software encryption or with the 2058 Cryptographic Accelerator. You will be back
at the “Create Certificate” screen. Click Cancel to exit.
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5. Assign a certificate to Domino

The iSeries DCM uses Applications Identifiers (AppID) to associate a certificate
with an application. We will now create a new AppID for Domino.

Click “Manage Applications” from the left menu panel on figure 27.

/ gital Certificate Manager - Microsoft Internek Explorer == |
File Edit Wew Favorites Tools Help ﬁ
GBack - = - @D il ‘ Qsearch  [FFavorites  §Media (% | EN- S

Address I@ http:/flp18b1b:2001/GIBMIICSS Certjadminggycucml .ndmmaind j @Go | Links **

Digital Certificate Manager @

Manage Applications

A e Select the type of action that you want to perform.
View application definition - Display application

Select a Centificate Stare o information

Update certificate assignment - Lssign a cerfificate to be
© azsociated with an application or remove the certificate
associated with an application

Expand All Collapse All

p Fast Path

: - Define CA trust list - Select which Certificate Authorities
= Create Certificate (CAg) the application will trust.

= Lesbebiplont sl e ives e Add application - Add an application that uses certificates

= Install Local CA Certificate on to identify ttzelf
Your PC
il St ~ Remove application - Eemeve an application that will no

longer use certificates for identification.
whilanage &pplications

= View application definition ~ Update application definition - Tpdate information about
m Opdate certificate assignment an application.

m Define CA trast list

n Add application

m Eemove spplication

n Update application definition

u Validate application el

p Llanage Certificate Store

S SRS, i x
4] I B

[&] pore [ [ B2 Local intranet o

— ~ Validate application - Validate information about an
application.

Figure 27

Select “Add application” on Figure 27 and click Continue.
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-lojx|

rosoft Internet Explorer
Help |

cate Manager

Favorites  Tools

&Back - = - ) ) | Qsearch  [GFavorites  hMedia ¢4 | B S

Address I@ http: fflp18b1b: 2001 fQIBMITCSS) Cert  Admin/qyoucm 1. ndm)maind j @Go | Lirks **

Digital Certificate @

Add Application

Zelect the type of application that you want to add.

& Server - Add a server application

Select a Cerificate Store

& Client - Add a client application

Expand Al | Collapse All |

p Fast Path =
4 | 2

|@ Done ’_ l_ l_ E Local intranet 4

Continue | Cancell

Figure 28

Select “Server” on Figure 28 and click Continue.
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J Digital Certificate Manager - Microsoft Internet Explorer =] 3
File Edit Wew Favortes Tools Help ﬁ
GBack + = - D ay | Qysearch [FFavorites GlMedia £% | =]

Address I@ http: [fiplab1b: 2001 ) QIEMIICSS Certf Admin/qycucm L. ndm/maind j ﬁGU | Links **

Digital Certificate Manager @
Add Application

Application type: Server

Select a Centificate Stare

| Application TD: |DOM|NO

Expand All | Collapse All | [Esit program informmation

I*N ONE
East Path
| Bl |Ex:t program lbrary: ||

u Create Certificate

|Ex:t prograt

m Create Mew Certificate Store |Threadsaf8: || Mo j
u Install Local CA Centificate on Multithreaded job
Your BC action: IUse system value only j
p Llanage Certificates
whilanage Applications | H— . l—
T Application user profile | QNOTES
n Update certificate assignment |Dgﬁ_ng the A trust st | " Yes & Mo

m Define CA tnist list
n Add application #Yes O Mo
= Remove application |C]ient authentication required: | © Yes & o
n Update application definition
n Validate application

|C]ient authentication supported:

|Certiﬂcate revocation processing: | © Tes & No

p Llanage Certificate Store

Enter either the application description message information or

M CRL Locatis . L
b Lenage — an application description

n M anage PKTX Request Location . - X N
|Appftcaﬁxoz@ description message information

Ideszage l—
file

o Ideszage l—
file library:

Mlessage l—
jIng

Beturn to ileries Tasks

Secure Connection

Application

. Daming
description: I

Cancel |

[& [ [ [B%Local intranet 4

Figure 29

Fill in the fields on Figure 29 as shown above. You can choose to require client
authentication if needed. Please note the Application ID specified at the top of the
page (DOMINO in our example). You will need this name to configure Domino in a
later step. Also note that the “Application User Profile” needs to be set to QNOTES.
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This will give Domino access to the *SYSTEM certificate store files. Click Add
to continue.

You should receive a message that the application has been added. Click OK.

We are now back at the Manage Applications screen. We need to assign the
certificate we created earlier to Domino’s AppID that we just created. Select
“Update certificate assignment” on Figure 30 and click Continue.

/3 Digital Certificate Manager - Microsoft Internet Explorer: i ] £

File Edit Wew Favorites Tools Help ﬁ
R | 74 | Qsearch [FlFavorites  lMedia &% | - S

Address [{&] http:/ip18b1b:2001 /QIBM/ICSS/Cert/adminfaycucml ndmfmaind = e [unks >

Digital Certificate Manager @
Manage Applications

Select the type of action that you want to perform

View application definition - Display application

oo .
Select a Certificate Store information.

Update certificate assignment - Lssign a certificate
% 1o be associated with an application or remove the
cettificate associated with an application.

- - Define CA trust list - Select which Certificate
= Create Certificate ALuthorities (CAs) the application will trust.
m Create Mew Certificate Store

Expand All Collapse All

p Fast Path

Add application - 4dd an application that uses

u [nstall Local CA Certificate on o certificates to identify itself’

Your PC o
S - Remove app]icaﬁon - Rem.ove an application that will

2 no longer use certificates for identification.

whilanage Applications . . .

» View application definition (.. Update application definition - Update mformation

u Update certificate assignment  — about an application

D L s s ~ Validate application - Validate information about an

m Add application application
m Remove application
m Update application definition

Talidate application :

n Validate application i ]
-

T e et e P

« | _>l_I

@ e o)

Figure 30
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Select the type of application that you want to update on Figure 31. Select “Server”
and click Continue.

igital Certificate Manager - Microsoft Internet Explorer

=101
File Edit Yiew Favorites Tools Help |
<Back - = - ) ot | Qhsearch  [GFavorites G Media ®| BN S
Address |(&] hitp:flp1BbLb:2001 QIBMJICSS/CertfAdminjqycuem ndmimaind ~| Peo |Links =

Digital Certificate @
Add Application

Zelect the type of application that you want to add.

@ Server - Add a server application

Select a Cettificate Store

& Client - 4dd a client application
Expand Al | Collapse All |

Continue | Cancell

p Fast Path =

4] |
|@ Done l_ ’_ ’_ E Local intranet 4
Figure 31
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On Figure 32, pick Domino as the Application and click “Update
Certificate Assignment.”

43 Digital Certificate Manager - Microsoft Internet Explorer N [=] ]

File Edt ‘iew Favorites Tools Help |

GBack - = - D at | Qsearch [FfFavorkes iMedia L4 | - S

Address I@ http:flp18b1b: 2001 [QIBMITCSS Cert) Admmin/gycucm . ndmjmain j @Go | Links **

Digital Certificate Manager @

Apphcation type: Server

Select the application that you want to update

Application Certificate
Select a Certificate Store | PP Assigned
« ‘OSMDD TCP Central Server |None assigned
Expand Al | Collapse 1l |
« ‘OSMOO TCP Database Server |Noxé assigned
p Fast Path o« ‘OSMOO TCP Data Queue Jerver |Noxe assighed
= Create Certificate s ‘ D500 TCP Metwork Print Server |None assigrad
m Create Wew Certificate Store
03400 TCP Femote Command .
n Install Local CA Certificate on o Server None assigned
Your PC
p Manage Certificates e ‘OSMOO TiCP Signon Server |None assigned
wMansge Apglications | OS400 TCP/IP Telnet Server | None assigned
u View application definition
n Update certificate assighment - O3400 DDWDEDA Server - Nows assigned
m Define C& trust list TCRIP
m A dd application .
S « ‘OSMUU Cluster Security |Noxe assigrnad
n Update application definition « ‘ Q5400 - Host Servers |None assigned
n Validate application N
S b - \osmoo TCP File Server |None assigned
p Llanage Cestificate Store
~ .
» Menage CEL Locations ‘ASMUU Management Central Server |None assigred
» Wanage PETX Request Location (ol ‘Dn’ectory Services server |None assigred
Reetnin to Sleriss Tasks 0S40 VPN Key Manager | None assigned
_ €| OS/400 TCP/P FTP Server | Nome assigned
Secure Connection
« ‘Websen{er Search Engine |Noxé assigned
« ‘HTI'P Server Momtor |Noxe assighed

I?

|7\ QIBM_HTTP_SERVER_ADMIN | None assigned

Domine |None assigred

Note: Anytine you change certficate selections, you may need to
end your server and start it again to have the change take effect.

| Update Certificate Assignment I Cancel |

L

@ [T [ Bocnmee 4

Figure 32
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Now select the certificate to assign to Domino on Figure 33 and click “Assign
New Certificate”.

43 Digital Certificate Manager - Microsoft Internet Explorer (=] ]

File Edt V“ew Favorites Tools Help |

GBack - = - D ot | @ search [FFavorkes liMedia L% ‘ -5

Address [{&] hktp:/lp 6b1b: 2001 JQIBM{ICSS/Certjdmingqycucm1 ndmjmainD B |Links »

Digital Certificate Manager @
Update Certificate Assignment
Application type: Server

Application ID: DOMTITO
Application description: Dotmine

Select a Cerificate Stare

Expand Al Cuallapse Al | Select the certificate that wou want to assign to the application.

| el | Certificate | Common name

m i C ertifis
S aRiv i & |Lp18b1b Certificats |1p18blb
m Create Mew Certificate Store

u [nstall Local O Certificate on
Your PC

Note: Anytine vou change certificate selections, you may need to
end your server and start it again to have the change take effect.
P Manage Certificates

widanage Applications

= View application definition Assign Mew Certificate | Viewl Walidate | Cancel |
m Update certificate assi; et =
ol | ;lJ
|@:| Done ’_I_l_ E Local intranet 4
Figure 33

You should see the message “The certificate was assigned to the application.” You
are done.

This concludes the configuration of the DCM to use Domino with the 2058
Cryptographic Accelerator, or using software encryption.

Grant access to the *SYSTEM certificate store for Domino

This step is only necessary if you did not create an application definition to use with
Domino, meaning you used one that already existed.
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When Domino’s application definition is created in the example above, the user
profile is set to QNOTES. This gives QNOTES (Domino’s user profile) access to
the *SYSTEM certificate store. We need to do this manually if you did not go
through that step. Enter the following commands on an OS/400 command line:

CHGAUT OBJ(/QIBM/UserData/ICSS/Cert/Server') USER(QNOTES)
DTAAUT(*RX)

CHGAUT OBI(/QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB')
USER(QNOTES) DTAAUT(*RX)

CHGAUT OBI(/QIBM/UserData/ICSS/Cert/Server/DEFAULT.RDB')
USER(QNOTES) DTAAUT(*RX)

If you are unsure if this is needed, go ahead and do it. This step will do no harm if
the application definition already gave QNOTES access.
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6. Configure Domino to use System SSL

Notes.INI Variables

The following are the Notes.INI variables that can be set for using System SSL. The
variables that have ‘Y’ under the "REQ?" column indicate that it is a variable that
must be set in order to use System SSL.

Add the following parameters to your Domino server’s Notes.ini file. Add this for
each server that will be using the iSeries SSL.

NOTES.INI VARIABLE NAME  |REQ? |DESCRIPTION

SYSTEM_SSL HTTP=1 Y Tells Domino to use the iSeries System
SSL API instead of Domino’s SSLPIlus
for HTTP

SYSTEM_SSL APPLICATION I |Y The Application ID created in DCM for

D=DOMINO this Domino server

SYSTEM_SSL_TIMEOUT=30000 | N The number of seconds until the SSL
V3.0 session identifier expires. The
range is 0-86400 (1 day) seconds.
System SSL will remember SSL V3.0
session identifiers for up to this amount
of time. By remembering these SSL
V3.0 session identifiers, the amount of
data exchanged during the SSL
handshake can be reduced for peer
applications where a complete initial
handshake has already been performed.
The default is 30000 seconds (8 hours)
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Configure the Domino Server Document

SSL must be enabled in the Domino server document. At a minimum, the SSL port
will need to be enabled. Other options such as the “SSL key file name” are only
used for Domino SSL tasks other than HTTP. Remember that only HTTP uses the
system SSL and hardware cryptography. (Figure 34)

s i
Server : Ip18b1b/d4c
@ Basics I Securityl Forts I Server Tasks | Internet Protocols | MATés | Mizcellaneou:
@ Motes Metwork Ports I Internet Ports I Proxies |
Q S50 keyfile name: keyfile kyr
S5L protocol version {for  Megotiated
@ uge with all protocols
except HTTF):
& Accept S5L site ez % Mo
@ cetificates:
@ Accept expired 5L @ ez 0 Mo
cetificates:
% wieb I Diredoryl hdail | DIIOF'l Femote Debug kManager
TCRIP port number: 80
TCRIP port status: Enabled
Enforce server access Ma
zettings:

Authentication options:

Mame & password: “es
Anonymous: “es
S5L port number: 443
S5L port status:
Authentication options: =1
Figure 34
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7. Configure the 2058 Cryptographic Accelerator

The 2058 Cryptographic Accelerator is simple to configure. To find the accelerator,
enter the following command:

WRKHDWRSC *CRP
In the result below, the 2058 Cryptographic Accelerator is resource CRPO1.

Work with Cryptographic Resources

System: LP18B1B
Type options, press Enter.
5=Work with configuration descriptions 7=Display resource detail
Opt Resource Type Status Text
CMB0O5 2843 Operational Combined function IOP

CRPCTLO3 4758 Operational Cryptographic IOA

CRPO3 4758 Operational Cryptographic Device

CRPCTLO1 2058 Operational Cryptographic IOA

CRPO1 2058 Operational Cryptographic Device

We need to create a device description for the accelerator. Enter the following
command (Substituting CRPO1 for your 2058 Cryptographic Accelerator’s
resource name):

CRTDEVCRP DEVD(CRP01) RSRCNAME(CRPO01)
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Position to

Type options,

To vary on (enable) the accelerator, enter the following command:

WRKCFGSTS *DEV

Work with Configuration Status LP18B1B
02/02/04 15:28:40

Starting characters

press Enter.

1=Vary on 2=Vary off 5=Work with job 8=Work with description
9=Display mode status 13=Work with APPN status...
Opt Description Status  —mmmmm—————— Job------------—-
1 CRPO1 ACTIVE
CRPO3 ACTIVE
DSPO1 ACTIVE
LANTAP VARIED OFF
OPTO1 VARIED OFF
OPTO02 VARIED OFF
QCONSOLE VARIED OFF
QESPAP VARIED OFF
QIADSP VARIED OFF

More. ..

Parameters or command

===>

F3=Exit F4=Prompt Fl2=Cancel F23=More options F24=More
keys

Select a 1 for ‘Vary On’ next to your device description, and press Enter. The
device will go to ACTIVE status and you are done. All requests to the iSeries SSL
will now use the 2058 Cryptographic Accelerator.
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8. Configure the 4758 Cryptographic Coprocessor

The 4758 Cryptographic Coprocessor is a more involved configuration process than
the 2058 Cryptographic Accelerator. This document will not cover this process. The
main different steps required are:

1. Coprocessor initialization requires the *ADMIN HTTP server to be in SSL mode.

2. You must initialize the 4758 using the *ADMIN HTTP server if not
previously done.

3. You must create a new certificate for Domino that uses ‘hardware’ or ‘hardware
encryption’ for key storage rather than software (selected during certificate creation).

Under V5R2, see the topic e-business and Web serving->Web Serving->Set up->Set
up SSL for the ADMIN Server (powered by Apache) in the iSeries Information
Center for information on configuring the *¥ADMIN HTTP server to use SSL.

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/rzaie/rzaieconfigssladmin.htm

See chapters 3.2.4 to 3.2.6 for information on configuring the 4758 Cryptographic
Coprocessor in the Redbook "iNotes Web Access on the IBM eServer iSeries
Server." This Redbook was written for Domino usage of the coprocessor and is
recommended.

http://www.redbooks.ibm.com/redbooks/pdfs/sg246553.pdf

See the topic Security->4758 PCI Cryptographic Coprocessor for iSeries in the
iSeries Information Center for information on configuring and using the 4758
Cryptographic Coprocessor.

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/rzajc/rzajcco4758.htm

The Redbook “IBM ~ iSeries Wired Network Security: OS/400 V5R1 DCM and
Cryptography Enhancements” contains step-by-step instructions of configuring the
4758, as well as creating a certificate that will use it. See Chapter 4 of the Redbook
for details. Appendix C also contains information on configuring the *ADMIN
HTTP server for SSL.

http://www.redbooks.ibm.com/redbooks/pdfs/sg246168.pdf

Additional Information:
iSeries Information Center: V5R2->Networking->Networking
security->Cryptographic hardware

Contains links to configuration information of the 4758 and 2058 accelerators.

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/rzajc/rzajcoverview.htm
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