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2.8 Body operators

The following procedures result in the output of the respective body operator and primitive
body tokens (i.e., CORRECT, { and }).

BeginCorrectBody: ProC[sH: Stream.Handle] = INLINE ...

-BeginCorrectBody writes the CORReCT { tokens onto the stream. The CORRECT operator
. executes the literals within the {...}, correcting the masks associated with the contained
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SHOW operator.

E‘ndCorrectBody: PrROC [sH: Stream.Handle] = INLINE ...

EndCorrectBody writes the } token onto the stream.

BeginMakeSimpleCO: proC [sH: Stream.Handle] = INLINE ...
BeginMakeSimpleCO writes the makesiMPLECO { tokens onto the stream.
EndMakeSimpleCO: proc [sH: Stream.Handle] = INLINE ...

EndMakeSimpleCO writes the } token onto the stream.
BeginDoSaveSimpleBody: PrROC [sH: Stream.Handle] = INLINE ...
BeginDoSaveSimpleBody writes the DOSAVESIMPLEBODY { tokens onto the stream.
EndDoSaveSimpleBody: pPrROC [sH: Stream.Handle] = INLINE ...

EndDoSaveSimpleBody writes the } token onto the stream.

2.9 Transformation operators
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Interpress provides a linear transformation mechanism for mapping coordinates measured
in one coordinate system into coordinates in another system, such as mapping from the
master coordinate system to the Interpress coordinate system. The following procedures
output the respective Interpress transformation operators.

Translate: PrOC [sH: Stream.Handle, x, y: Rationall;

Translate outputs the values and operator which creates a transformation on the stack
which maps the medium origin from the Interpress default of the lower left-hand corner to
x, y. Thus, Translate[sH, [0, 1], [pageheight, 1]] would create a transformation for
mapping the default origin to the upper left-hand corner of the medium (where
pageheight would be a value in the master coordinate system and would result in x
oriented “up”).

Rotate: PROC[sH: Stream.Handle, a: INTEGER];

Rotate outputs the value and operator which creates a transformation on the stack which
causes the coordinate axes to rotate by the angle a (measured clockwise). Thus, Rotate[sH,
90] would create a transformation for rotating the default origin to the upper left-hand
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corner of the medium with the x axis oriented along the “long” axis of the medium and the
y axis oriented along the “short” axis.

Scale: PROC[sH: Stream.Handle, s: Rational] = INLINE ...

Scale outputs the value and operator which creates a transformation on the stack which
converts (scales) the coordinates used in the master to those used in [nterpress (meters).
Thus, Scale[sH, [1, 100000]] would create a transformation for causing subsequent master
coordinates to be interpreted as 10-5 meters.

Scale2: PrROC[sH: Stream.Handle, sx, sy: Rational] = INLINE ...

Scale2 outputs the values and operator which create a transformation on the stack which
can cause the axis to shift orientation, or reflect the image about an axis. Thus, Scale2[sH,
[-1, 1], [1, 1]] would create a transformation for reflecting the image about the y axis. The
scaling provided in Scale can also be included here; thus Scale2[sH, [-1, 100000], [1,
100000]] would create a transformation for causing subsequent master coordinates to be
interpreted as 10-5 meters and for reflecting the image about the y axis.

Concat: PROC[sH: Stream.Handle] = INLINE ...

Concat outputs the operator which causes transformations on the -stack to be
concatenated, with the results left on the stack.

ConcatT: PrOC [sH: Stream.Handle] = INLINE ...

ConcatT outputs the operator which causes the transformation on the top of the stack to be
concatenated with the Imager Variable T and the results stored back into T.

Move: prOC[sH: Stream.Handle] = INLINE ...

Move outputs the operator which modifies the T Imager Variable so that the origin of the
coordinate system maps to the current position.

Trans: PROC[sH: Stream.Handle] = INLINE ...

Trans outputs the operator which modifies the T Imager Variable so that the origin of the
coordinate system maps to the rounded current position.

2.10 Instancing
Show: ProC [sH: Stream.Handle, s: Environment.Block, cs: CharSet « 0] = INLINE ...

Show results in the output of the bytes in s as a sequenceString followed by the sHow
operator. The bytes in s should conform to the character codes and encoding defined in
Character Code Standard [4] and are preceded by ¢s in accordance with that standard if a
non-zero value is supplied.

ShowAndXRel: proc[sH: Stream.Handle, s: Environment.Block] = INLINE ...

ShowAndXRel results in the output of the bytes in s as a sequenceString followed by the
SHOWANDXREL operator. The first byte and alternate byte thereafter in s should conform to
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the character codes and encoding defined in Character Code Standard [4]. The second byte
and alternate byte thereafter is treated as an argument to SETXREL (modulo 256 and biased
by 128).

2.11 Stack operators

The following procedures output operators which manipulate the Interpress stack.
Pop: PROC[sH: Stream.Handle] = INLINE ...

Copy: PROC[sH: Stream.Handle, depth: INTEGER] = INLINE ...

Duplicate: proc[sH: Stream.Handle] = INLINE ...

Roll: prOC[sH: Stream.Handle, depth, moveFirst: INTEGER] = INLINE ...

Exchange: proc[sH: Stream.Handle] = INLINE ...

Mark: proc[sH: Stream.Handle, n:INTEGER] = INLINE ...

UnMark: proc[sH: Stream.Handle, n: INTEGER] = INLINE ...

UnMark0: Proc[sH: Stream.Handle, n: INTEGER] = INLINE ...

Count: proc[sH: Stream.Handle, n: INTEGER] = INLINE ...

Nop: proc[sH: Stream.Handle, n: INTEGER] = INLINE ...

2.12 Operator operators

The following procedures output operators which apply to an Interpress composed operator
on the stack.

Do: PrOC[sH: Stream.Handle] = INLINE ...

. DoSave: PROC[sH: Stream.Handle] = INLINE ...

DoSaveAll: proc[sH: Stream.Handle] = INLINE ...

2.13 Mask operators
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The following procedures output [nterpress mask operators useful for creating graphical
images. The geometrical shapes created are defined in terms of segments, trajectories and
outlines.

MoveTo: ProC[sH: Stream.Handle, x, y: LONG INTEGER] = INLINE ...

MoveTo outputs the coordinates and operator which defines the starting point for a
trajectory which is left on the stack.
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LineTo: PROC[sH: Stream.Handle, x, y: LONG INTEGER] = INLINE ...
LineToX: proC[sH: Stream.Handle, x: LONG INTEGER] = INLINE ...
LineToY: prOC[sH: Stream.Handle, y: LONG INTEGER] = INLINE ...

These procedures output the coordinates and operator for an extension point for a
trajectory on the stack, the execution of which results in the push of the new trajectory
onto the Interpress stack. ‘

Y

MakeOutline: Proc[sH: Stream.Handle, n: LONG INTEGER] = INLINE ...

MakeOutline outputs the operator which takes n trajectories off the stack and creates an
outline which is placed back onto the stack.

MaskFill: proc [sH: Stream.Handle] = INLINE ...

MaskFill outputs the operator which takes an outline off the stack and creates a mask,
where the outer perimeter of the outline defines the boundary of the mask to be drawn on
the image. Also note Wrap-fill conventions (Figure 4.5 in Interpress Electronic Printing
Standard [18]).

MaskStroke: prOC[sH: Stream.Handle] = INLINE ...

MaskStroke outputs the operator which takes a single trajectory off the stack and uses it
to define the center-line of the stroke whose width is specified by the strokeWidth Imager
Variable and endpoints defined by strokeEnd. The result is laid on the page image.

MaskVector: PrROC[sH: Stream.Handle, x1, y1, x2, y2: LONG INTEGER];

MaskVector outputs the x1, y1, x2 and y2 arguments followed by the MASKVECTOR token
(convenience operator) to define a stroke whose trajectory is a single line segment.

MaskRectangle: Proc [sH: Stream.Handle, x, y, w, h: LONG INTEGER];

MaskRectangle outputs the x, y, w (width) and h (height) arguments followed by the
MASKRECTANGLE token to define an arbitrary rectangle mask whose sides are parallel to the
coordinate axes.

StartUnderline: PrROC[sH: Stream.Handle] = INLINE ...

StartUnderline outputs the STARTUNDERLINE token which causes the current position to be
stored in the underlineStart Imager Variable.

MaskUnderline: Proc [sH: Stream.Handle, dy, h: INTEGER] = INLINE ...

MaskUnderline takes the underlineStart Imager Variable as an origin and draws a
rectangle of height h to the current position (parallel to the x axis) with the top a distance
dy below the current position.

29
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MaskTrapezoidX: PrROC[sH: Stream.Handle, x1, y1, x2, x3, y3, x4: LONG INTEGER];

MaskTrapezoidX outputs the x1, y1, x2, x3, y3 and x4 arguments followed by the
MASKTRAPEZOIDX token to define a trapezoid aligned with the x axis.

MaskTrapezoidY: prRoC [sH: Stream.Handle, x1, y1, y2, x3, y3, y4: LONG INTEGER];
MaskTrapezoidY outputs the x1, y1. y2, x3, y3 and y4 arguments followed by the

MASKTRAPEZOIDY token to define a trapezoid aligned with the y axis.

°

2.14 Pixel arrays

BitmapHandle: TYPE = LONG POINTER TO Bitmap;
Bitmap: TYPE = RECORD [
src: Environment.BitAddress,
srcBpl: INTEGER, -- bits perline
width, height: CARDINAL]; -- in bits
AppendPackedPixelVector: PROC [sH: Stream.Handle, bh: BitmapHandie];
AppendPackedPixelVector outputs the bhstructure as a packedPierArra}.

MakePixelArray: PROC [sH: Stream.Handle];

AppendPackedPixelVector outputs the MAKEPIXELARRAY token.

2.15 Sampled masks

MaskPixel: PROC [sH: Stream.Handle] = INLINE ...

MaskPixel outputs the MASKPIXEL token.

2.16 Support procedures
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The following procedures output encoded Interpress sequences. They are useful for
inserting arbitrary values into the Interpress master in conjunction with other operators.

Appendinteger: PROCEDURE[sH: Stream.Handle, n: LONG INTEGER];
AppendShortinteger: PROCEDURE[sH: Stream.Handle, n: INTEGER];
AppendRational: PROCEDURE[sH: Stream.Handle, r: Rational];

These all output the specified data in the appropriate format.
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Introduction

This document describes PhoneNet, the interface to the Mesa implementation of the
Synchronous Point-to-Point Protocol [31]. It describes the public types and procedures of
the PhoneNet client interface, the implementation which allows workstations to function
as Remote Workstations, connected to an internet via a synchronous point-to-point
connection such as a phoneline.

PhoneNet: DEFINITIONS = ...

This interface is released as part of the Internetwork Routing Service software. The
implementation for use with Remote Workstations is RWPhoneNetConfig.bcd.
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2.1 TYPEs

EntityClass: TYPE = MACHINE DEPENDENT{ -- from Table 3.2 of [31]
internetworkRouter (0),
clusterRouter (1), -- spec says "cluster system element”
siu (2), -- spec says "interfacing system element”
remoteHost (3) -- (Remote workstation) spec says "terminal system element”

J
Where remoteHost should be used by a remote workstation.

Negotiation: TYPE = {
active, passive};

Where

active indicates that the phone net driver should actively create a connection with
the far end.

passive indicates that the phone net driver should await a connection attempt from
the far end.

In most cases, active mode should be used. If both system elements that wish to use the
Protocol to communicate use the passive mode of operation, the communication attempt
will fail. For more information, see §3.5 of [31].

2.2 Signals and errors

ClusternetNotlnitialized: ERROR; -- ourEntityClass = clusterRouter, but
-- clusternet driver not initialized

InvalidLineNumber: ERROR; -- referring to an unknown line

lllegalEntityClass: ERROR; -- (ourEntityClass = siu) not allowed
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2.3 Procedures

2-2

The PhoneNet interface includes two procedures. Procedure Initialize is used to start
PhoneNet usage of a specific RS232C channel (see §6.5.3 of [26] for more information).
Procedure Destroy is used to end PhoneNet usage of the RS232C channel. The channel
may then be used for other purposes (such as testing).

Initialize: PROCEDURE [lineNumber: cArDINAL, channel: R5232C ChanneIHandle
commParams: R$232C.CommParamHandle,
negotiationMode: Negotiation,
hardwareStatsAvailable: BOOLEAN,
-- true if the head can report stats. E.g. would be false for CIU
-- ports since CIU can't report stats
clientData: LONG UNSPECIFIED « 0,
ourEntityClass: EntityClass,
-- we can't be a siu entity
clientHostNumber: System.HostNumber « System.nullHostNumber
-- the host number that we can give out to those who lack. default means
-- we don't have one to give out
L
-- REPORTS ClusternetNotlInitialized, lllegalEntityClass

The RS232C channel must have been created before the Initialize procedure is called.

The hardwareStatsAvailable parameter is only used for Network Management by the
phone net driver.

The clientHostNumber parameter is used when communicating with devices that do not
possess their own 48-bit host number. If this parameter is used, the host number supplied
must be unique in all space. It cannot be the same as the host number of any instance of
Pilot, etc. This parameter can be defaulted when communicating with an Internetwork
Routing Service or with a Shared Interface Unit (SIU).

Destroy: PROCEDURE [lineNumber: CARDINAL];
-- REPORTS InvalidLineNumber



Usage example

The following usage example can be used to start up a Remote Workstation that can be
connected to an internet by using either an Internetwork Routing Service (IRS) or a
Shared Interface Unit (SIU).

BEGIN
-- 1) Create a RS232C channel:

channelHandle: R$232C.ChannelHandle;

-- save the channelHandle for use when destroying the channel
commParams: R$232C.CommParamObject;
lineNumber: cCARDINAL = Q; -- 0is the local port

-- the linenumber is also used when destroying the phonenet driver

commParams.duplex « <half or full>; -- depends on the modem!
commParams.lineType « bitSynchronous;
commParams.lineSpeed « <line speed of the modem if known. Use 2400 if the line
speed isn't

known>;
commParams.accessDetail « directConn([];

channelHandle « RS232C.Create|
lineNumber, @commParams, preemptAlways, preemptNever];

--2) initialize the phonenet driver

PhoneNet.Initialize[lineNumber, channelHandle, @commParams,
active, TRUE, 0, remoteHost, System.nullHostNumber];

-- and you're done

END,;
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3-2

The following usage example can be used to stop the PhoneNet driver to allow RS232C
hardware testing, or for some other purpose.

BEGIN

-- 1) First stop the phonenet driver (the client of the channel)
PhoneNet.Destroy[lineNumber]; -- often takes 10 seconds (Pilot Comm feature)

-- 2) Next destroy the RS232C channel itself
RS232C.Delete[channelHandle];
-- use the channel handle that was returned in the RS232C.Create call

--done.
END;
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Introduction

This document describes the functionality exported by the External Communication
Service (ECS) and the virtual terminal circuit capability of the Gateway Access Protocol
(GAP). The description is intended primarily for designers and implementors of client
programs, i.e., communications applications such as Star TTY emulation. It provides
sufficient information to allow those programmers to understand the facilities available
and to write procedure calls in the Mesa language to invoke them. In particular, for each
function, this document lists the calling sequences and the possible signals which can be
generated.

The ECS exports a set of functions that enables a uniform method of communicating
between Xerox Network Systems (NS) elements and foreign devices and systems over a
variety of communication media. The facility provides a consistent method of establishing
a communication channel and of managing the flow of data and communication controls
on that channel. However, the content of the data is highly device-dependent and is the
responsibility of the client program. See References for device-specific documentation.

The virtual terminal circuit capability of the GAP protocol enables virtual teletype-like

sessions between two Xerox Network Systems elements. Virtual terminal circuits are

used by the Interactive Terminal Service and the Services executive (for remote system
administration) to export user interface functionality to the Internet.

The stub configuration, GateStubConfig, provides Mesa procedures that allow access to
these functions. This configuration exports the Mesa interface, GateStream. GateStream
is an interface that describes a superset of the functionality described above. This
document will describe those portions of the GateStream interface that are provided by the
stub.
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1 Introduction

1.1 Organization of the document

Section 2 presents an overview of the facilities available using the stub. Section 3 is the
most important section for client programmers; it presents the procedure declarations and
data types required to make use of the stub via the GateStream interface. Section 4
discusses performance criteria. Section 5 presents the features provided for handling
exceptional - situations. Not currently available are section 6 (Reliability and
maintainability) and section 7 (Multinational requirements).

This manual has two appendices: Appendix A describes the RS-232-C communication
parameters, and Appendix B presents some device-specific recommendations and
precautions.

1.2 Definition of terms

address-of a foreign device The address of a foreign device is a transport-dependent
data structure that defines the location and access
information for the foreign device within its domain
(network). Examples of parts of an address are a phone
number in a telephone network.

communicating foreign device A communicating foreign device is a device or system that
can communicate with NS Internet system elements using
conventions other than the NS Internet Transport
Protocols.

connection A connection is a real or virtual association between two
correspondents that allows the orderly exchange of data
and controls according to some protocol.

controls Controls are directives passed over transmission media for
the establishment, maintenance, and termination of
communication channels.

data Data is a sequence of bits transferred between end users of
a logical communication channel; sometimes called text.

generic controls Generic controls are a set of universal device- and protocol-
independent directives that can be mapped into/from real
device or protocol controls.

information transcription Information transcription is the transfer of information
from one physical system to information on a different
physical system. '

information translation Information translation is the altering of information

contained in one format by expressing it in another format.

protocol A protocol is a set of conventions, particularly the allowed
formats and sequences of communication, between two
communicators.

1-2
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protocol layering

service

session

stub

transmission medium

transport

transport service

Protocol layering is a technique of hierarchically
structuring protocols such that the protocol at layer n uses
the protocol at layer n-I as a transmission service without
knowing the details of its operation. [t allows convenient
partitioning, independence of activities between layers,
and the sharing of common services among different
served protocols.

A service is software that provides a function to clients on
the Internet. One example is the External Communication
Service that provides terminal emulation capabilities to
workstations on the Internet .

A session is an association between a client and the foreign
device, by which the exchange of information is managed.

A stub is software that provides access to features exported
by services. This document describes a stub that allows
access to ECS and virtual terminal circuit functionality .

The transmission medium is the lowest level physical
transport mechanism, e.g., leased lines, DDD circuit, and
the Ethernet; also, a virtual transport mechanism.

A transport is an entity that implements one layer of a
transport service. The entity usually corresponds to the
implementation of one layer of protocol.

A transport service is a set of functions offered via an
interface that provides transparent transfer of data
between a client entity and a correspondent at the same
level. A transport service may be made up of many levels of
transport.
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Overview

The purpose of this section is twofold. The first purpose is to give background and to
establish a model of communication with foreign devices and systems (see §2.1). This
should be of interest to both the programmer and those interested in the scope of the
facilities offered. The second purpose is to give an architectural overview of the software
which implements those facilities. A description is given of the way the software fits into
the general structure of NS Software. Also, the structure and functions of a hypothetical
client are outlined in §2.2. This should give client programmers context in which to design
higher level client structures.

2.1 Communicating with foreign devices and systems

The Gateway Access Protocol (GAP) defines a set of functionality that provides a uniform
method of communicating between NS Internet system elements and foreign devices and
systems over a variety of communication media. A communicating foreign device is any
device or system that does not implement the NS Internet Transport Protocols (defined in
Internet Transport Protocol [15]). While the foreign device does not communicate via NS
Internet Transport conventions, it usually communicates with other devices using a
reasonably standard convention.

Before explaining the details of the model in the next sections, a little motivation for that
model is in order. The goals for our model are the following:

1) Move information over distances

Moving information over distances is the traditional role of a communication facility. A
model of transport services must be provided that allows transmission of information
across many types of transmission media, both virtual and real, configured in a variety of
topologies.

2) Support a variety of models of communication

The list of possiblé user and application communication models is quite long. Electronic
mail applications suggest a document transfer communication model. Remote access to a
data base system often suggests a transaction-oriented model. Interface to a remote EDP
system suggests an emulation communication model.
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The communication model is independent of the content of the data. The content of data
passed between an NS Internet system element and a foreign device is extremely
application dependent. Information transcription is supported, but not information
translation. Information transcription means transferring information from one system to
another, performing necessary blocking and unblocking as required by the limitations of
the communicators. Information translation includes format changes on the information
or any changes that would affect presentation of the information to the client.

3) Resolve disparities among the communication methods used by foreign devices and
systems

Two complementary strategies are used to resolve the differences in foreign device
communication methods. First, where possible, the most standard communication
conventions are used. If many foreign devices communicate using convention (protocol) A,
then convention A is supported. Qur model assumes that no modification of a foreign
device is necessary in order to communicate with it. Foreign devices will not be altered to
conform to NS Internet communication conventions, rather NS Internet system elements
must adapt to the conventions of communication defined by the foreign device.

The second strategy is to isolate those communication characteristics of a foreign device
that are device-specific. Of those characteristics, if they can be altered by a local user of
the foreign device, then the client is allowed to specify them. Otherwise, they are
considered to be constant for that foreign device.

2.1.1 The client interface

The communication model is supported by presenting a flexible client interface. The
essence of the interface is the foreign device stream. A foreign device stream is a Pilot
stream. Therefore, it offers the following features: full duplex transmission of variable-
size blocks, methods for passing control information via Pilot Stream Subsequence Types,
an out-of-band signaling mechanism via the Pilot Stream Attention feature, and excellent
control of block size differences. Also, client stream filters can be prefixed to the foreign
device stream, giving a simple method for building higher level interfaces to foreign
device communication.

Clients create foreign device streams via the MESA interface GateStream. GateStream is
EXPORTed by a variety of configurations, designed to meet varying client needs. Some of
these configurations assume that they reside on the same processor as the communication
hardware, while others are able to communicate via the Gateway Access Protocol (GAP)
with another machine running another configuration which exporTs the GAP protocol
(i.e., is able to accept remote calls on the GateStream interface). The document limits itself
to describing one of the Gateway configurations, the Gateway Access Protocol Stub:

GateStubConfig This configuration, called the stub, exports GateStream to allow
remote access to ECS functionality. Debugging symbols are
located in GateStubConfig.symbols. GateStubConfig should be
explicitly started by including it in the CONTROL statement.
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2.1.2 Sessions

A session is a cooperative association between a stub client and a foreign device. A session
is the umbrella of communication management under which information exchange occurs.

A client can be either the active or passive participant in the session. When a client is the
active participant, the session begins when the foreign device accepts from the client an
attempt to start a session. When a client is the passive participant, the session begins
when a foreign device tries to start a session with the waiting (listening) client.

To start a session, the following questions must be answered: What is the type of the
foreign device? Where is it? What are the unique communication needs of this foreign
device? What transport services are to be used? How are the chosen transport services
used?

2.1.2.1 Types of foreign devices and systems

Foreign device types generally correspond to product names. Each type has a set of static
characteristics that describes the behavior of the foreign device. A few of the static
characteristics are variations in the use of a protocol (e.g., timeouts), how the foreign
device supports setting of its own communication parameters (e.g., set or exchanged
remotely during session establishment or set by the foreign device operator), and the
codeset (if one only is supported) used by the foreign device. Knowledge of foreign device
static characteristics is kept internally, unavailable to the client.

Communication with the following foreign device types is supported: IBM 3278-2 and
teletype terminals (both real and virtual). Both BSC and SNA protocols are supported for
IBM 3278-2 terminals.

2.1.2.2 Session-oriented communication parameters

The client is responsible for providing session-oriented, device-specific communication
information. This information corresponds to the dynamic foreign device communication
parameters, i.e., those that can be set by the local operator of a foreign device and/or those
that can be set remotely by a correspondent. Examples are parity, character length, and
echo source.

For most foreign device types, there is very little remote setting of the operating
parameters; rather, the client is responsible for knowing how the foreign device has been
set up and for conforming to its settings. For instance, the client must know (and inform
the stub) of the parity being used by an asynchronous dial-in host.

2.1.2.3 Transport service

A model of a layered transport service has been chosen. A transport service has n levels of
virtual transports layered above some physical transmission medium transport. The
model is used by both the client, in selecting the transport service, and the service
software, in configuring it. A transport service offers a communication facility that is
transparent to its clients, that is, the client does not need to know the details of how the
transport service provides the communication facility.
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The client is responsible for defining the transports to be used in providing the transport
service. As will be discussed below, this includes providing access information and other
transport-dependent information. The software is responsible for making the transports
and transmission medium cooperate. It also makes the transports conform to any static
device-specific conventions, such as timeouts and block sizes.

2.1.2.3.1 The transports

A transport is a single layer of transport service. It usually implements a protocol. A
protocol is a set of conventions, especially the formats and allowed exchanges, used by
communicating correspondents. A transport satisfies the layering requirement by
providing an interface to an entity that implements a set of functions. The functions are
usually related to data and control exchange and connection management. A transport
can be viewed as communicating with transport entities in the foreign device.

For the simple case there will be two transports, a block transport and a physical
transmission medium transport. For example, when an NS Internet system element dials
an asynchronous host, there is a teletype transport and an RS-232-C transmission
medium transport. The teletype transport can be thought of as logically exchanging data
with a teletype transport in the remote host. The RS-232-C channel can he thought of as
logically exchanging bits with a similar entity in the remote host. The client must define
the appropriate transport parameters, as well as the hierarchical relationship among
them.

A connection is often required between entities that implement a transport. Connections
between transports are analogous to sessions between a stub client and the application
entity of the foreign device. The connection is usually made to a logical access point, which
is the address or name of the transport entity as defined by the transports that
communicate with one another. (Actually, if the access information helps in routing
decisions, it is an address. If not, it is probably a name.)

In summary, for each level of transport, the client must give transport-specific access
information and other parameters. This information comprises a transport object. The
client places the transport objects into an ordered list to define the layering relationship
among transports and a transmission medium.

2.1.2.3.2 The physical transmission medium

In the model of a layered transport service, the physical transmission medium is the
lowest level communication facility provided. The system element is directly connected to
the medium. The transmission medium interface is simply a unique transport—there is
only one. It is the lowest level transport, and it corresponds to a physical resource. To
describe a transmission medium transport, the client provides transport-specific access
information, parameters that are used for resolving contention for the transmission
medium interface, and information about how to use the medium. The only transmission
medium that is supported on current NS Internet system elements are RS-232-C
Controller ports.
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For the RS-232-C compatible media, the access information is a telephone number.
Dedicated or leased lines require no transmission medium access information.

RS-232-C channel reservation is supported by allowing clients to specify reservation
priorities. The reservation parameters allow clients to reserve a communication medium
exclusively or to reserve use of the medium for low priority activity which can be
preempted by higher priority use.

The RS-232-C medium-specific information includes line speed, duplex selection, and
synchronous/asynchronous selection.

2.1.3 Using the transport service during a session

Once the transport service has been selected and a session has begun, the client can
exchange data and control the interaction with the foreign device.

2.1.3.1 Sending/receiving data

The Pilot Stream facility defines the set of data transfer operations available. A timeout
can be associated with every operation. Timeouts default to infinity when the foreign
device stream is created and can be altered for subsequent operations by a special call.

2.1.3.2 Control during a session

Controls are directives or commands that are exchanged by communicating entities to
support smooth, orderly, and reliable information exchange. A foreign device may be
capable of exchanging a variety of controls. The controls supported are those that affect
the flow of data and the management of the session.

Controls are needed for stopping the output of a verbose sender. They are needed for
interrupting the sender so that the receiver can change recording media; likewise, for
resuming transmission. For alternating communication, a control allows the sender to
inform the receiver that it can now send.

To provide a uniform way of sending and receiving controls, the a set of universal or
generic controls is defined from/to which most foreign device-specific controls can be
mapped. The stub client sends/receives generic controls through the Pilot Stream
Subsequence Type and Attention features (see Pilot Programmer’s Manual [26], §3.1).

2.1.4 Terminating the session

The GateStream interface allows for two kinds of session termination by the client. The
client may abruptly terminate the session by deleting the foreign device stream. This
method may result in lost data and possibly abnormal operation of more primitive foreign
devices. The client may choose to terminate the session gracefully by waiting for some
indication of termination from the foreign device side and then terminating the session.
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It is important to understand the relationship of this software to other kinds of software
found in an NS Internet system element. There are two major categories of NS software:

MEsa-Pilot MESA is the programming language in which all NS software is written.
Every MESA program requires a small amount of system software to
support it at runtime; this is included automatically and invoked when
the various MESA language features are used. Pilot is the operating
system which manages the hardware resources of an NS Internet system
element. This is written in MEeSA and its facilities are explicitly invoked
by means of procedure calls in client programs.

Clients Client software performs the product-specific NS functions. These
programs are written in MEesA and may call upon both Pilot and
functionality exported by Services for support. Services software is one
class of client software. The External Communication Service, a client of
Pilot, supports use of RS-232-C ports for TTY and 3270 emulation. The
stub, which provides remote access to ECS and virtual terminal circuit

“functionality is also a client of Pilot.

The structure of a hypothetical stub client communicating with an ECS is considered
below. Two modules are described, the Client Program and Client Device Filters. This is
an example only and is given to provide more context in which to design higher levels of
software.

2.2.1 Client Program

The Client Program is probably modularized in some way to provide a set of common
functions that could be performed for all devices/processes. It utilizes its own set of Client
Device Filters and a foreign device stream to communicate with the target device.

The ECS runs on the preferred access system element, the system element from which the
transmission medium interface controller is accessed. Using the stub, the Client Program
calls upon the ECS remotely from the preferred access system element to create the
foreign device stream. The ECS registers information using the Clearinghouse Service to
aid the remote client in locating the correct system element. 4

There is an instance of a stream for every non-NS Internet device communicating with the
local system element. After obtaining the device stream handle, the client communicates
with the foreign device through the standard Stream interface, as described in the Pilo¢
Programmer’s Manual [26]. The client can configure a longer stream (pipeline) by
prefixing Client Device Filters to the foreign device stream.
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2.2.2 Client Device Filters

Client Device Filters will perform some of the functions that are necessary to support
high-level transactions with a foreign device.

Examples of possible Client Device Filters are:

® Translation of format information

Many transactions with non-NS Internet devices will involve transforming a document
from one medium and/or format to another. The format control is usually embedded in the
text itself. Since most systems choose different formatting conventions and control

characters, format control translation must be done. Some format transformations may
require examining the entire document; thus, a filter may not always be appropriate.

¢ Data and control translation
Data type conversion, such as EBCDIC to ASCll, could be provided in a client filter.

General-purpose code translation, including the ability to discard a code, could be
provided. An example would be the redefinition of an attention key; another, the ignoring
of DEL (the most likely noise character) on an asynchronous line.

® Encryption/de-encryption of text
Encryption of transmitted text, i.e., non-controls, could be handled at this level to provide
end-to-end document encryption. However, encryption of other protocol information or

device-specific controls could not be supported at this level.

® Data compression

2-7
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This section describes a subset GateStream functionality available from the
GateStubConfig configuration .

3.1 Creating a foreign device stream
A foreign device stream is created using the Create procedure:

GateStream.Create: PROCEDURE [
service: system.NetworkAddress « System.nullNetworkAddress,
sessionParameterHandle: SessionParameterHandle,
transportList: LONG DESCRIPTOR FOR ARRAY OF TransportObject,
createTimeout: WaitTime « infiniteTime,
conversation: Auth.Conversation « NIL]
RETURNS [stream: stream.Handle];

service specifies the system element exporting the functionality. Local use is indicated by
setting service to System.nullNetworkAddress. sessionParameterHandle specifies a set of
device-specific session characteristics (see §3.1.1). transportlist is an array descriptor
describing the layers of the transport (see $3.1.2). createTimeout specifies the activation
timeout. If createTimeout seconds elapse before the stream has been created, the ERROR
Error with reason mediumConnectFailed is generated. '

GateStream.WaitTime: TYPE = CARDINAL; -- in secs

GateStream.infiniteTime: WaitTime = LAST[CARDINAL];

conversation specifies a handle used to identify the user for network management,
accounting, and access control. Specifying NiL passes no user identification.

The errOR Error is generated if the Create fails. reason gives the failure reason.
unimplemented is the reason if communication with the specified foreign device has not
been implemented. If the stream cannot be created due to lack of some system resource,
the reason is tooManyGateStreams. If the Create failed due to inability to authenticate
the user (either invalid authentication parameters or Authentication/Clearinghouse
Service failure), the reason is userCannotBeAuthenticated. If the user is not in the
authorized group to use the resource, the reason is userNotAuthorized.

3-1
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3.1.1 Session parameters

A SessionParameterHandle pointing to a SessionParameterObject describes a set of
device-specific session characteristics.

GateStream.SessionParameterHandle: TYPE = LONG POINTER TO SessionParameterObject;

GateStream.SessionParameterObject: TYPE = MACHINE DEPENDENT RECORD [
variantPart(0): seLect foreignDevice(0): ForeignDevice FROM

ttyHost, tty = > [
charLength(1): rs232c.CharLength,
parity(2): rs232¢.Parity,
stopBits(3): rRs232¢.StopBits,
frameTimeout(4): CARDINAL], -- milliseconds
ibm3270Host = > NuLL,
ENDCASE];

The variant tag field of the SessionParameterObiject specifies the foreign device type. The

word Host in a device name indicates that the Gateway Software client is communicating .

with a host as though it were the foreign device type named rather than communicating
with the foreign device named. Thus, ttyHost indicates the client is communicating with a
host machine as though it were a teletype, while tty indicates that the client is
communicating with a teletype.

If the foreign device is a tty or ttyHost, charLength specifies the length of a character
(excluding parity, start and stop bits), parity specifies the parity type, and stopBits
specifies the number of stop bits. frameTimeout is used to determine when input data
should be returned to the client. When receiving data, if the time between successive
characters is more than frameTimeout milliseconds, then the data received so far is
returned to the client.

If the foreign device is unimplemented, the ERROR Error with reason unimplemented is
generated.

3.1.2 Defining the transport

The transport service is described by an ARRAY Of TransportObject with element zero of the
array specifying the lowest layer, the physical transmission medium transport.

GateStream.TransportObject: TYPE = MACHINE DEPENDENT RECORD [
transport(0): SELECT transportType(0): Transport FROM
rs232c = > | ,
commParams(1): LONG POINTER TO R$232c.CommParamObject,
preemptOthers(3), preemptMe(4): rRs232C.ReserveType,
phoneNumber(5): LONG STRING
line(7): Line],

teletype = > NuLL,

polledBSCTerminal, sdicTerminal = > |
hostControllerName(1): LONG STRING,



External Communication Programmer’s Manual 3

terminalAddress(3): TerminalAddress],
service = > [

id(1): LONG STRING],
ENDCASE];

Only one- and two-level transport services are implemented. If the transport service is
one-level, then that level must be a polledBSCTerminal or sdicTerminal TransportObject.
In two-level transports, the first level, the physical transmission medium transport, must
be either an rs232¢ TransportObject which supports physical RS-232-C lines or a service
TransportObject which supports virtual circuits. The second level, the block transport,
must be a teletypeTransportObject.

If a transport specifies an illegal transport, the eERROR Error with reason illegalTransport is '
generated.

3.1.2.1 RS-232-C transport

The rs232¢ variant of TransportObject describes a transport layer implementing a
- transducer that supports physical RS-232-C lines. This transport is a possible bottom
layer in two-layer transports. '

GateStream.TransportObject: TYPE = MACHINE DEPENDENT RECORD [
transport(0): SELECT transportType(0): Transport FROM
rs232c = > [
commParams(1): LONG POINTER TO R$232C.CommParamObject,
preemptOthers(3), preemptMe(4): Rs232C.ReserveType,
phoneNumber(5): LONG STRING
line(7): seLecT reserve(6): ReserveType FROM
reserveNeeded = > [lineNumber(7): CARDINAL],

alreadyReserved = > [resource(7): Resource],
ENDCASE],

ENDCASE];

commParams is a pointer to a data structure that holds RS-232-C transmission medium .
parameters (see Appendix A). The ERROR Error with reason inconsistentParams is
generated if the parameters pointed to by commParamHandle are invalid.

Rs232c.CommParamObject: TYPE = ... (see Appendix A)

The two fields, preemptOthers and preemptMe, serve to establish a priority between
contending RS-232-C channel clients. The state of the channel will be either available,
waiting for a connection, or active. When a channel is available, then a reserve attempt
will always succeed. Otherwise, the success of the reservation will depend on the relative
priorities of the current "owner" of the channel and the client trying to reserve it.

Rs232C.ReserveType: TYPE = {preemptNever, preemptAlways, preemptinactive};
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The following matrix defines the result of reserving the channel given the values of the
owner’s preemptMe and the reserver’s preemptOthers:

Owner’s preemptMe

Never If Inactive Always
Never Fail Fail Fail
Reserver’s
preempt- If Inactive Fail Preempt* Preempt
Others

Always Fail Preempt Preempt
* Preempt if inactive

The field phoneNumber specifies the phone number for a Direct Distance Dial (DDD)
network. For the local RS-232-C/RS-366 port on an 8000 server, it is a string of ASCII
characters (31 characters maximum) from the set
0123456789ABCDEF*# < > =

representing the digits to be dialed. The character < represents Tandem Dial, the
character > represents Delay, and the character = represents EON (End-Of-Number).
The Tandem Dial or Delay digit may appear at any place in the string as required by the
telephone exchanges being accessed. Tandem Dial causes the dialer to await the next Dial
Tone before dialing subsequent digits while the Delay digit causes the dialer to wait six (6)
seconds before dialing subsequent digits. (The Delay digit is designed to be used in place of
Tandem Dial on dialers that cannot detect Dial Tone.) The EON digit, if present, must be
the last digit in the string. This digit causes the Dialer to transfer control to the Modem.
The Modem then has the responsibility for detecting Answer Tone. In the absence of the
EON digit, transfer is made automatically upon detection and processing of Answer Tone.
An empty string is specified if dialing is to be performed manually or not at all. The
characters A-F allow sending the BCD digit codes for 10-15.

For a port on a Xerox 873 Communication Interface Unit speaking either a Racal-Vadic or
Ventel specific protocol, phoneNumber is a string of ASCII characters (29 characters
maximum) from the set
0123456789*# <

The Xerox 873 is responsible for waiting for a dial tone between the Tandem Dijal digit and
the subsequent digit, even if Tandem Dialing is not supported by its dialing hardware.
When hardware assist is not available, a delay of six (6) seconds is used. The options Delay
and EON are not supported.

Line: TYPE = MACHINE DEPENDENT RECORD |
line(0): seLecT reserve(0): ReserveType FROM
reserveNeeded = > [lineNumber(1): carRDINAL],

B

ENDCASE],

The variant record Line specifies the RS-232-C line number. Only the reserveNeeded
variant is supported by remotely via the stub. If no RS-232-C hardware exists or if the
client selects an invalid line number, the ERROR Error with reason
noCommunicationHardware is generated. If the channel is active and reservation
(preemption) fails, ERROR Error with reason transmissionMediumUnavailable is generated.
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3.1.2.2 Service transport

The service variant of TransportObject describes a transport which defines a virtual
terminal circuit. The client is not be communicating over a physical RS-232-C line when
using this transport; instead, this transport allows communicating with services that
provide a virtual teletype interface to the internet. Examples are the Xerox Development
Environment Remote Executive, the Services Remote Executive, and the Interactive
Terminal Service. When using this transport, the second layer of the transport is always
teletype. '

GateStream.TransportObject: TYPE = MACHINE DEPENDENT RECORD [
transport(0): SeLeCT transportType(0): Transport FROM

service = > [id: LONG CARDINAL],
ENDCASE];

id identifies a particular service on the remote system element. Some standard identifiers
are defined in the definitions file TTYService Types.

The ERROR Error with reason serviceTooBusy is generated if the service specified reports it
is too busy to accept additional connections. serviceNotFound is reported if the service
cannot be located on the remote system element.

3.1.2.3 Teletype transport
The teletype variant of TransportObject describes a transport which allows
communication with teletype-like terminals over asynchronous lines. This is' the

transport used at the second level when the bottom level is either rs232c or service.

GateStream.TransportObject: TYPE = MACHINE DEPENDENT RECORD [
transport(0): SELECT transportType(0): Transport FROM

teletype = > nuLL,
ENDCASE];

The ERROR Error with reason unimplemented is generated if the foreign device specified in
the session parameters is not a device supported by this transport.

3.1.2.4 PolledBSCTerminal and sdlcTerminal transports

The polledBSCTerminal and sdicTerminal variants of TransportObject describe an IBM
3278 terminal which communicates with a host via a virtual controller provided by the
ECS. When using these transports, no other levels are required since they will have been
previously defined by the ECS System Administrator.

GateStream.TransportObject: TYPE = MACHINE DEPENDENT RECORD [
transport(0): SELECT transportType(0): Transport FROM

polledBSCTerminal, sdlcTerminal = > [
hostControllerName(1): LONG STRING,
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deviceAddress(3): DeviceAddress],
ENDCASE];

The hostControllerName string used to bind the terminal to a previously created virtual
controller on the ECS. The field deviceAddress specifies the terminal’s address. If
unspecifiedTerminalAddress is specified, the terminal will be assigned any available
terminal address on the controller.

GateStream.DeviceAddress: TYPE = CARDINAL;

GateStream.unspecifiedDeviceAddress: TerminalAddress = ...;

If the controller specified by hostControllerName cannot be found, the ERROR Error is
generated with a reason of controllerDoesNotExist. If the terminal address specified is in

use or is invalid, the ERROR Error is generated with reasons of terminalAddressinUse and
terminalAddressinvalid respectively.

3.1.3 Connection establishment

Each layer of the transport service may have its own connection establishment
conventions. The client has no direct knowledge of these conventions nor of the actual
handshaking that occurs during connection establishment. The client need only provide
enough addressing information and the authentication procedure(s) necessary to complete
the connection(s).

A client may be either the active or passive correspondent, i.e., it may either initiate a
connection or wait for initiation by the foreign device. Use varies slightly depending on
which the client chooses. To give examples of the different possible situations that arise
during connection establishment, five cases of RS-232-C connections are considered below:

1) Caller using a dedicated (leased) line

In this case the line is always available and the modems are usually powered up. The
algorithm allows the delayed powering up of the modem. The client sets the
phoneNumber field to an empty string in the description of the RS-232-C transport. Since
auto-dialing is not required, Create returns immediately. The client may await reception
of the attention byte mediumUp to determine when the modems have been powered up
and the line is ready. Data transfer operations will be accepted but will be blocked until
the line is ready. A client may set a timeout for the data transfer operation if indefinite
waiting is inappropriate.

2) Caller using manual dial

The algorithm is very similar to 1). The only difference is that the action required to
complete the connection is manual dialing.
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3) Caller using auto-dial

The client passes a phone number in the phoneNumber field of the description of the RS-
232-C transport. Gateway Software calls the Dialup facility of Pilot to perform the dialing
operation. Create returns after the circuit has been successfully established. The ERROR
Error, with reason mediumConnectFailed is generated if dialing fails because of no
answer, busy phone or activation timeout. If no dialing hardware exists or the dialing
hardware is malfunctioning, the ERROR Error, with reason noDialingHardware or
dialingHardwareProblem is generated, respectively.

4) Listener using a dedicated line

The algorithm is very similar to 1). The phoneNumber field of the description of the RS-
232-C transport layer is an empty string. Notification of the listen being satisfied (the
other end has sent data or a control) is the completion of a data transfer operation. To
abort a listen, Stream.Delete is called.

5) Listener using a dialed line

Same as case 4).

3.2 Data transfer

Once a session has been created and connection setup has been successfully completed, the
features provided by the Pilot stream interface are available for transferring data with the
device. (See Pilot Programmer’s Manual [26] for additional semantics on stream
operations.) The client is responsible for the exact sequence of operations. In general, no
throughput improvement is gained by having multiple Gets or multiple Puts outstanding;
rather, it is more efficient to have one operation outstanding with a large input or output
block.

If the client is not able to keep up with the rate of arriving data, internal buffering and
protocol flow control prevent the loss of data. Likewise, on output, the client may not keep
the transport service busy sending. Transport protocol procedures prevent the remote
device from complaining during periods of idleness.

stream GetBlock: This procedure reads a block of data from the foreign device stream
sequence, per the Pilot Programmer’s Manual [26]. The procedure Stream.SetinputOptions
controls how GetBlock terminates and what SIGNALs it generates, per the Pilot
Programmer’s Manual [26]. Possible SiGNALs are Stream.LongBlock, stream.TimeOut, and
stream.SSTChange. Possible ERRORS  are  GateStream.DeviceOperationAborted,
stream.ShortBlock, and ABORTED.

stream.GetByte: This procedure gets the next byte from the input stream. It is equivalent to
a call upon stream.GetBlock, specifying a block containing one byte. Receiving data one
byte at a time often makes inefficient use of the transmission bandwidth. Buffering of
input is performed to allow for speed mismatch between the device and the consuming
client. If a client’s Gets lag excessively behind arriving data, the flow control the device
will be throttled if this is possible. Possible SIGNALs are Stream.TimeOut, Stream.SSTChange,
and ABORTED.
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stream.PutBlock: This procedure adds a block of data to the stream sequence, per the Pilot
Programmer’s Manual [26]. The endPhysicalRecord parameter is the means by which the
size of blocks can be influenced. When endPhysicalRecord is TRUE, the software guarantees
not to transmit any bytes of a subsequent block in the same block as the bytes included in
and preceding this block. It has the same effect as a call to Stream.PutBlock with
endPhysicalRecord FALSE, followed by a call to Stream.SendNow. Further decomposition of
blocks will be performed as required by protocol- and device-specific limitations. Possible
SIGNALs are Stream.TimeQut and ABORTED. "

stream.PutByte: A call on this procedure is equivalent to a call upon Stream.PutBlock,
specifying a block containing one byte. Bytes will be buffered until either the maximum
device frame size is exceeded or the client calls Stream.SendNow. Possible SIGNALs are
stream.TimeOut and ABORTED.

stream.SendNow: This procedure sends the currently buffered output, per the Pilot
Programmer’s Manual [26]. Possible SIGNALs are Stream.TimeQut and ABORTED.

3.3 Control transfer

3-8

This section describes how the client can control the foreign device and/or the transport
through a set of generic controls. Generic controls may or may not translate into controls
that are meaningful for the current session.

3.3.1 Classes of generic controls

The Pilot stream can be thought of as two independent duplex information channels. One
channel is used mostly for transmitting data, while the other is used for transmitting
attentions. There are three classes of generic controls: in-band, out-of-band, and out-of-
band with mark. They differ in their use of the two information channels.

3.3.1.1 In-band

An in-band control is sent on the data channel of the stream and arrives in order relative
to data. It is serialized with respect to the data sequence, because its position in the
sequence indicates the relative time it was generated. Since it cannot bypass data, an in-
band control will be delayed if there is congestion in the stream.

An in-band control is sent via the Stream.5etSST procedure. The control is the ssT
argument. The transition from a SST of GateStream.none to some other generic value is the
event that indicates the arrival of a control in the data sequence. The client must call
Stream.SetSST twice, once for the control desired and once to reset the SST to none. It is the
client’s responsibility that no data be sent between the two calls to SetSST.

Note: While making two calls to SetSST is bothersome, it preserves the feature of using
ssTs to label data. A client filter may need to use ssTs for format conversion and/or parsing
of stream data. With the method suggested, the client can send generic controls and data
labelling ssTs, with no ambiguity. One way to think of sending in-band controls is that the
data to be transmitted is always labeled with a none control. A generic control is sent so
that it never labels data; rather, the control occurs between data blocks and is serialized
with respect to it.
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Completion of data transfer operations and calls to SetSST from separate processes are
serialized as much as possible; however, the client must ensure that the calls are initiated
in the correct order. The ssT change takes affect only after all previously initiated Puts
have been processed. No side effect of the in-band control will cause anything to bypass
previously sent data. Completion of the call indicates that all previous data operations and
in-band controls have completed, and that the control will be sent as soon as the transport
permits.

An in-band control is received as the $ST result of the Stream Get procedures. By -
definition, the control takes effect at the end of the data. It does not label the data. An in-
band control may be returned either with or without data. If the client does not have a
Stream Get outstanding when a control is received, the control is saved until the next Get
operation is performed.

3.3.1.2 Out-of-band

An out-of-band control arrives on the attention channel independently of the data
channel. The attention channel is a separate, expeditious channel that is not affected by
congestion of the data stream.

The stream.SendAttention procedure is used to send out-of-band controls. The control is the
byte argument. Completion of the call indicates that the control will be sent as soon as the
transport permits. All transports do not expedite generic out-of-band controls equally.

The stream.WaitAttention procedure is used to receive out-of-band controls. The control is
the result. A separate process is usually delegated by the client to wait for out-of-band
controls.

Note: stream.WaitAttention is also used to receive Gateway status ssTs (see §5.1).

3.3.1.3 Out-of-band with mark

An out-of-band with mark control is composed of both an out-of-band control and an in-
band mark. The out-of-band control is used to bypass any congestion in the data stream.
The in-band mark is used to locate the position relative to the data at which the control
was generated. The mark provides synchronization, for example, that the aborting
condition is synchronized with respect to the sender of the abort. In some cases, the out-of-
band control and the in-band mark are generated by opposite sides of the stream.

3.3.2 List of generic controls

AbortGetTransaction [Out-of-band-w/mark]
GateStream.abortGetTransaction: stream.SubSequenceType = ...;

Immediately stop the transaction being received and resume at the next transaction
boundary, as designated by the in-band mark AbortMark. The out-of-band portion of this
control may be generated by either side of the stream. However, since
AbortGetTransaction always aborts the client’s Get,the in-band mark is not generated by
the client, but by the stub.
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AbortMark [In-band]
GateStream.endQfTransaction: stream.SubSequenceType = ...;

Marks a transaction boundary in conjunction with an AbortGetTransaction or an
AbortPutTransaction control.

AbortPutTransaction [Out-of-band-w/mark]
GateStream.abortPutTransaction: stream.SubSequenceType = ...;

Stop the current outgoing transaction immediately and resume at the next transaction
boundary, as designated by the in-band mark AbortMark. The out-of-band portion of this
control may be generated by either side of the stream. However, since
AbortPutTransaction always aborts the client’s Put, the in-band mark must be generated
by the client.

Interrupt [Out-of-band|
GateStream.interrupt: stream.SubSequenceType = ...; -

Temporarily halt both processing and output as quickly as possible.

None [In-band]
GateStream.none: Stream.SubSequenceType = ...;

Used to return the stream to normal, indicating data is to follow.

UnchainedCommand [3270 emulation only] ' [In-band]
GateStream.unchained3270: stream.SubSequenceType = ...;

The following data is an unchained IBM 3270 command from the host application
program. The end of the data is marked by endRecord.

ReadModifiedData [3270 emulation only] [In-band]
GateStream.readModified3270: stream.SubSequenceType = ...;

The following data is read modified data from an IBM 3270 terminal.-The end of the data
is marked by endRecord.

SSCPData [3270 emulation only] [In-band]
GateStream.sscpData: stream.SubSequenceType = ...;

The following data is SSCP data in character-oriented format. The end of the data is
marked by endRecord. The control is only used when the transport is sdicTerminal.
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3.3.3 Stream operations for generic controls
The following stream operations support sending and receiving of generic controls:

stream.5etSST: Generic control functions are passed by the client as subsequence types.
SetSST is used to generate in-band controls or the in-band mark for out-of-band with mark
controls.

stream.SetinputOptions: To be notified of the receipt of generic controls via a SIGNAL, the
client must indicate that an SSTChange SIGNAL is to be generated whenever a control
sequence corresponding to a generic control is encountered on input.

If so designated, arrival of a control that maps into a generic control will result in the
generation of the following SIGNAL:

stream.SSTChange: SIGNAL [sst: stream.SubSequenceType, nextindex: CARDINAL];

The client must take care to synchronize receipt of the SIGNAL and the receipt of stream
blocks. For ease of synchronization it is better to receive the subsequence type as a result
of a stream Get procedure.

stream.SendAttention: An out-of-band control is sent as the attention byte. SendAttention
is also used to send the out-of-band portion of an out-of-band with mark control.

stream.WaitAttention: Out-of-band controls are received as the result of this procedure.

Note: stream.WaitAttention is also used to receive Gateway status ssTs (see §5.1).

3.3.4 Applicability of generic controls

Some devices do not support transmission and/or receipt of some of the generic controls.
The table below indicates when a control is not applicable (NA), supported for
sending/receiving (SR), supported for sending only (S), receiving only (R), and not

implemented (NT).
DEVICES
ttyHost ibm3270

CONTROLS
Interrupt SR! NA
Abort Get Transaction NI R
Abort Put Transaction NI S
Unchained Command NA R
Read Modified Data NA S
SSCP Data NA SR

L Send only for Xerox 873. The Xerox 8000 can both send and receive an Interrupt on the local port.
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3.4 Altering data transfer timeouts

Altering the timeout for subsequent stream data transfer operations is accomplished
using the field setTimeout in the Stream object. The default timeout set for data transfer
operations is infinite time; thus, timeouts are initially disabled.

3.5 Destroying a foreign device stream

A stream is deleted using Stream.Delete. This call immediately terminates a session with a
foreign device. No efforts to prevent data loss will be made nor will the foreign device be
notified via protocol exchange. Deletion releases all resources associated with the session,
including the transmission medium connection.

No operations may be pending on the stream when Stream.Delete is called. To aid the client
in aborting pending stream operations prior to a stream.Delete, the client can use the Pilot
Process aborting mechanism (Process.Abort) to force waiting processes to return in a timely

- manner. Aborted processes will raise the signal ABORTED.

Most stream procedures also raise the signal ABORTED if the remote side terminates the
connection. Stream.Get calls return endOfStream if the remote host terminates the
connection. Either of these should be used as an indication that the stream should be
terminated.



Performance criteria

4.1 Delay and throughput

It is very difficult to characterize“performance. This is primarily due to the fact that the
configuration of a foreign device stream varies so greatly. Not only do devices
communicate using different line speeds, but protocol overhead will vary depending on the
packaging of data.

Increasing throughput results in lowered transmission medium cost and better utilization
of the system element. Here are some general guldelmes for clients that will lead to
maximum throughput:

® Use the largest buffers possible for data transfer operations.

® Attempting to match client buffer sizes with foreign device medium block sizes may
seem appropriate, but it is discouraged. The extra protocol overhead and client context
switching incurred using small blocks offsets the advantage of eliminating block
fragmentation.

® [f possible, set up the foreign device to use the local storage medium with the highest
throughput. For instance, reading to or writing from a floppy disk is better than a
magnetic card. Never transmit to paper.

4.2 Security and data protection

Authentication of remote foreign devices is provided to the extent that protocols allow
such authentication. The ECS also provides access control lists for each teletype
emulation line or IBM 3270 terminal.

No other security precautions are implemented by the ECS. Data passed is encapsulated
according to the conventions of standard protocols. Certain bit patterns are not allowed
within the frames of some protocols. If encryption is used on the contents of a data frame
while using an all text protocol, the encrypted text must not contam any characters
reserved for protocol framing. :

Protocol framing is never encrypted.

4-1



Performance criteria

4-2



Status and exception processing

5.1 Status via Stream.WaitAttention

* In addition to generic controls from the foreign device, the client may also receive status
information from Stream.WaitAttention. The following Stream.SubSequenceTypes
represent status to the client:

mediumDown

The transmission medium has gone from an up to a down condition.

mediumUp

The transmission medium has gone from a down to an up condition.

noGetForData

The foreign device is sending data for which there is no corresponding client Stream.Get. If
the foreign device is ttyHost, all internal buffers are full and any additional data received
before the next Stream.Get is lost. For other foreign devices, the ECS will continue to
receive data from the foreign device until all internal buffers are full and then will not
accept new data from the foreign device until a stream.Get is done by the client. If the client
is not prepared to Get the data, the stream should be deleted as there is no recovery;
otherwise, a Stream.Get should be issued.

configurationMismatch3270 [3270 emulation only]

Gateway Software determined that the parameters describing the IBM 3270 controller did
not match those of the host. For example, the number of terminals defined may be
different.

hostNotPolling3270 [3270 emulation only]

The 3270 host has not polled our controller for at least 2 minutes.

hostPolling3270 [3270 emulation only]

The 3270 host, which had not been polling our controller, is now polling our controller.
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5.2 Data errors via SubSequenceTypes

For certain devices such as teletypes, data errors cannot be retried by the ECS and must be
passed to the client. This is done by using the two Stream.SubSequenceTypes described
below. In each case, the character on which the error occurred is the final character in the
block returned to the client:

garbledReceiveData

The final character in the block was received with a framing error.

parityError

The final character in the block was received with a parity error.

5.3 Sources of exception generation

During the establishment and lifetime of a foreign device strean, there are many sources
of exception generation. Fortunately, many of the errors that occur can be generalized and
result in identical interpretation by the client. The guideline used in determining SIGNALs
to raise is that the client must have enough information to inform a user that some
corrective measure must be made to the device and/or the communication equipment.

5.4 Signals and errors

5-2

The following SIGNALs and ERRORs are generated by the stub. Client recovery actions
accompany each exception condition.

GateStream.Error: ERROR [reason: GateStream.ErrorReason];

reason is one of the following ErrorReasons:

badAddressFormat

The phone number specified has an invalid format. No recovery; client bug.

buginGAPCode

A non-recoverable protocol error occurred during the Delete call. No recovery.

dialingHardwareProblem

The dialing hardware is malfunctioning. No recovery; fix hardware or try manual dial.

gapCommunicationError

The system element specified in the parameter service could not be contacted. Possible
client error (wrong server selected) or try again later (server is down).

gapNotExported

The Gateway Access Protocol is not exported at this time by the systém element specified
in the parameter service. Possible client error (wrong server selected) or try again later
(service not currently running on the server).
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illegalTransport

The transport specified is not supported. No recovery; client problem.

inconsistentParams

The parameters pointed to by commParams were rejected by the RS-232-C channel as
unimplemented. No recovery.

mediumConnectFailed

The ECS is unable to connect to the foreign device. For example, when auto-dialing, this
indicates the remote phone number was busy, did not answer, or the activation timeout
occurred. Try again later.

noCommunicationHardware

No RS-232-C hardware exists or the RS-232-C line specified is invalid. No recovery; choose
another server.

noDialingHardware

No auto-dialing hardware exists. No recovery; try manual dial or chooses another server.

tooManyGateStreams

One of the resources needed to make the connection is exhausted. Try again later.

transmissionMediumUnavailable

The transmission medium is currently in use by someone else. Try later or try a higher
preemptOthers priority.

unimplemented

1) The foreign device specified is not implemented.

2) The procedure called is not implemented. No recovery; client problem.

controllerDoesNotExist [3270 emulation only]

The controller host name specified during an IBM 3270 terminal creation does not match
one of the virtual controllers available on the ECS. Make sure a controller has been
created or choose another name and try again.

deviceAddressinUse [3270 emulation only]

During an IBM 3270 terminal creation, the terminal address specified or all terminals are
in use at this time. Try again later when terminal is available.

deviceAddressinvalid [3270 emulation only]

The terminal address specified during an IBM 3270 terminal creation is not in the range
supported by the controller. Probable client error. Choose another terminal address which
is in the correct range and try again.
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serviceTooBusy [service transport only]

The remote service rejected the connection, probably because there were too many other
users. Try again later when the service is no so busy.

userNotAuthorized

The client is not in the authorized group. Try another port or terminal which allows access
by your group or have access list changed to allow access to the port or terminal you wish
to use.

userNotAuthenticated

The client did not specify authentication parameters, (conversation = NIL), the
authentication parameters were invalid, or an Authentication/Clearinghouse failure
prevents the verification of the authentication parameters.

serviceNotFound [service transport only]

The service type identified by service is not available on this system element. Possible
client error (the system element specified is not of the correct type) or try again later (the
service is not running at this time).

networkTransmissionMediumDown
networkTransmissionMediumUnavailable
networkTransmissionMediumNotReady
networkNoAnswerOrBusy
noRouterToGAPService
gapServiceNotResponding

These are mappings of Courier errors that can occur when the connection to the remote
system element is being established. Possible client error (incorrect service address
specified) or try again later (if connection is temporarily down).

courierProtocolMismatch

The server does not support the compatible versions of Courier. Possible client error
(install the correct version of the software) or try another server (which runs the correct
version of the software).

gapVersionMismatch [service transport only|

The server does not support the versions of the protocol that you wish to use. Possible
client error (install the correct version of the software) or try another server (which runs
the correct version of the software).
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The following Stream SIGNALs and ERRORs are generated. See Pilot Programmer’s Manual
[26] for semantics on these SIGNALs and ERRORS:

stream.SSTChange: SIGNAL [sst: stream.SubSequenceType, nextindex: CARDINAL];
stream.TimeOut: SIGNAL [nextindex: CARDINAL];

stream.LongBlock: siIGNAL [nextindex: CARDINAL];

stream.ShortBlock: ERRO'R;

stream.EndOfStream: eRROR;

ABORTED: SIGNAL,;
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Reliability and maintainability

[TBD]
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Multinational requirements

[TBD]
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Appendix A
RS-232-C communication parameters

The rs232¢ variant of a GateStream.TransportObject contains commParams as a field.
commParams is a pointer to a communication medium description, of type
rs232c.CommParamObject, a record that defines the settings for the communication
equipment. The duplex, lineType, and lineSpeed fields are used to create the RS-232-C
channel. The netAccess and dialMode fields relate to the network access mode, and
dialerCount and retryCount are used if auto-dialing is specified. Dialing retries are made
if a line is busy or there .is no answer. See Pilot Programmer’s Manual [26] for further
information.

rs232c.CommParamObject: TYPE = RECORD [
duplex: rs232¢.Duplexity,
lineType: rRs232¢.LineType,
lineSpeed: Rs232C.LineSpeed,
accessDetail: SELECT netAccess: Rs232C.NetAccess FROM
directConn = > NULL,
dialConn => [
dialMode: rs232c.DialMode,
dialerNumber: CARDINAL,
retryCount: Rs232¢.RetryCount],
ENDCASE

L

rs232c.Duplexity: TYpe = {full, half}; --hardware (modem)
Rs232C.NetAccess: TYPe = {directConn, dialConn};

rs232c.DialMode: TYpPe = {manual, auto};
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Appendix B
Foreign device considerations

The ECS attempts to provide a uniform interface for communicating with a wide variety of
foreign devices. While the interface may be uniform, there are aspects of it that do not
apply to some foreign devices or that do not have obvious mappings into the unique
operations of a particular device. In some cases, the ECS client must translate the
operations that apply to a foreign device into the more generic operations provided by the
Gateway Software interface. This appendix lists known device-specific peculiarities and
discusses how to use Gateway Software features to handle them.

B.1 TTY terminal emulation
B.1.1 Data transfer considerations

Communication in TTY terminal emulation mode is assumed to be in an interactive mode.
That is, the user is sending and receiving data without the model of transferring a large
amount of data such as a document in a single direction.

When receiving data in TTY terminal emulation mode, the ECS will fill the client’s buffer
with as much data as is available from the remote device at the time the Get is done. If no
data exists, the ECS will wait until some arrives. Thus, it is possible for Gets to return
with only partially filled buffers. This should be considered normal and should not be
treated as an error.

B.1.2 Use of controls
TTY terminal emulation supports only the interrupt control.

Interrupt

The Interrupt control is used to send a 8REAK. If a BREAK is received, an Interrupt control is
generated.
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B.1.3 Authentication

The ECS provides access control on a per physical port basis. If unlimited access is
specified, the client need not supply authentication information (conversation = NiL).
However, it is recommended that this information always be provided for network
management and future accounting uses.

The ECS will accept either strong or weak authentication credentials. When generating
strong authentication credentials, the remote name is the RS-232-C Port Clearinghouse
entry that describes the RS-232-C being used.

B.1.4 Device parameter setting

The remote host may be set to send asynchronous data at speeds from 50 to 19200 baud,
with no, even, or odd parity, and with data length of 5 to 8 bits.

B.1.5 Clearinghouse entries

The ECS registers all RS-232-C ports available for teletype emulation. The format of these
Clearinghouse entries is defined in the file CHEntries and CHPIDs.

B.2 IBM 3270 terminal emulation

B-2

" B.2.1 Data transfer considerations

Communication in IBM 3270 terminal emulation mode is assumed to be in an interactive
mode. That is, the user is sending and receiving data without the model of transferring a
large amount of data such as a document in a single direction. The terminal emulated is
an IBM 3278-2. :

Data transfer varies depending on whether polledBSCTerminal or sdlcTerminal has been
specified as the top transport layer.

If polledBSCTerminal is specified:

1) The virtual controller may be one that communicates with the foreign device (IBM
host) using either the BSC or SNA protocols. Allowing a transport of
polledBSCTerminal when using a virtual controller that communicates using SNA is
provided for backward-compatibility with workstations that do not understand SNA
character-oriented data.

2) The client receives IBM 3270 data stream commands from the ECS. If the host uses
SNA protocols, the ECS converts character-oriented data on the SSCP-LU session into
equivalent field-oriented data stream commands. Each command is preceded by the
in-band mark UnchainedCommand. The end of the command is marked by
endRecord. Each command is treated as a transaction; thus, an AbortGetTransaction
control aborts one command. The data returned to the client begins with the gsc
character of the command.
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3) The client sends IBM 3270 terminal read modified data. The data is preceded by the
in-band mark ReadModifiedData. The end of the data is marked by endRecord. If the
host uses SNA protocols, the ECS converts field-oriented read modified data into
character-oriented data when sending on the SSCP-LU session.

If sdlcTerminal is specified:

1) - The virtual controller must be one that communicates with the foreign device (IBM
host) using the SN A protocol.

2) The client receives data on the LU-LU session as IBM 3270 data stream commands.
Each command is preceded by the in-band mark UnchainedCommand. The end of the
command is marked by endRecord. A command is treated as a transaction; thus, an
AbortGetTransaction control aborts one command. The data returned to the client
begins with the esc character of the command.

3) The elient receives data on the SSCP-LU session as character-oriented data. The data
is preceded by the in-band mark SSCPData. The end of the character-oriented data is
marked by endRecord. '

4) The client sends IBM 3270 read modified data on the LU-LU session. The data type is
preceded by the in-band mark ReadModifiedData. The end of the read modified data is
marked by endRecord.

5) The client sends character-oriented data on the SSCP-LU session. The data type is
preceded by the in-band mark SSCPData. The end of the data is marked by endRecord.

B.2.2 Use of controls
UnchainedCommand [Gateway Software to Client]

The data following is an unchained IBM 3270 command. An AbortGetTransaction aborts
the entire command transaction.

ReadModifiedData [Client to Gateway Software]
The data following is read modified data from a terminal.
SSCPData [Client to/from Gateway Software]

The data following is SSCP data in character-oriented format. This control is only used
when the transport is sdlcTerminal.
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B.2.3 Authentication

The ECS provides access control on a per device (terminal/printer) basis. If unlimited
access is specified, the client need not provide authentication information (conversation
= NiL). However, it is recommended that this information always be provided for network
management and possible future accounting purposes.

The ECS will accept either strong or weak authentication credentials. When generating
strong authentication credentials, the remote name is the IBM 3270 Host Clearinghouse
entry describing the virtual controller.

B.2.4 Device parameter setting
The remote host may be set to send synchronous data at speeds from 50 to 9600 baud,

either half- or full-duplex. The number of devices sYsGENed into the host system should be
equal to the number specified by the ECS System Administrator.

B.2.5 Clearinghouse entries

To aid the stub client in locating virtual 3270 controllers, each ECS registers its virtual
controllers in the Clearinghouse. The format of the entries can be found in CHEntries and
CHPIDs.

When naming a particular virtual controller, the hostControllerName is formed by
concatenating the following substrings into a single string:

1) the local name of the port (from the Clearinghouse Service IBM 3270 Host entry),
2) apound sign (#),

3) the controller number expressed in octal (from the Clearinghouse Service
IBM3270Host entry),

4) acapital B (B).
For example, to specify a virtual controller with an IBM 3270 Host entry name of
PaloAltoHost:0SBU North:Xerox and a controller number of 5, the name passed as the

hostControllerName would be:

PaloAltoHost#58B




