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raised. If the volume in unable to complete conversion to the new
format, then NSVoilumecControl.Error [volumeCanversionFailed] is raised.

In addition to putting the scavenger log on logVolume, the scavenger also creates the data
files it needs for scavenging on logVolume. These data files always occupy at least 166
disk pages, and occupy more space if the volume being scavenged contains more than 830
files. For volumes with more than 830 files, the amount of space requlred by the
scavenger s data files is given by the equation:

size of data files (in pages) = 2 x (number of files on volume + 10)

The format of the log file which the scavenger generates is described by the type
NSVolumeControl.Log. The log is made up of an NSVolumeCantrol.Header followed by one or
more NSVolumeControl.Entrys. The fields of header identify the volume that was scavenged
(volume), the time that the volume was scavenged (date), whether the scavenge was
incomplete (incomplete), whether the file system was repaired (repaired) and the number
of files found in the file system (numberOfFiles). There is one Entry for each file in the file
system. The entry indicates the file’s ID (file), type (type) and name (name), the number of
problems with the file (numberOfProblems), and an array describing the problems
(problems). When no problems exist for a file, numberOfProblems is zero and the name
and problems fields of the Entry are omitted.

Note: Currently, repaired is used to indicate the presence of problems within the log file;
if TRUE, at least one problem is reported there. Also, the implementation never reports
incomplete scavenges.

The size of the scavenger log depends on the number of files on the volume being
scavenged, since every file has an entry in the log. The size of the log also increases as the
number of files with problems increases. The scavenger log always occupies at least 10
disk pages, regardless of the total number of files or the number of files with problems.
Since the size of the scavenger log and the size of the scavenger’s data files are both
proportional to the number of files on the volume, scavenging a larger capacity volume
will generally require more free space on logVolume than scavenging a smaller capacity
volume.

NSVolumeControl.LOQ: TYPE = MACHINE DEPENDENT RECORD [
header(0): Header, firstEntry(size[Header]): Entry]; -- other entries follow

NSVolumeControl. HeaderPointer: TYPE = LONG POINTER TO Header;
NSVolumeControl.Header: TYPE = MACHINE DEPENDENT RECORD [
volume(0): volume.ID,
date(5): system.GreenwichMeanTime,
incomplete(7:0..14), repaired(7:15..15): BOOLEAN,
numberOfFiles(8): LONG CARDINAL];

NSVolumeControl.EntryPointer: TYPE = LONG POINTER TO Entry;
NSVolumeControl.Entry: TYPE = MACHINE DEPENDENT RECORD [
file(0): NsFile.ID,
type(5): NsFile.Type,
numberOfProblems(7): LONG CARDINAL
-- name: StringBody,
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-- problems: ProblemArray

l;

NSVolumeControl.StringBody: TYPE = MACHINE DEPENDENT RECORD [
length(0): cARDINAL, bytes(1): PACKED ARRAY [0..0) OF Environment.Byte];

NSVolumeControl.ProblemArray: TYPe = ARRAY [0..0) OF Problem;

NSVolumeControl.ProblemType: TYPE = MACHINE DEPENDENT{
changedToDirectory(0), duplicatePage(1), duplicateSegmentiD(2),
fileDeleted(3), illegalAttributeValue(4), illegalAttributeValueForNonDirectory(5),
illegalSegmentiD(6), invalidAttributeValue(7), leaderExtensionDeleted(8),
leaderExtensionMissing(9), leaderExtensionReinserted(10),
leaderExtensionWrongType(11), loopinHierarchy(13), missingPages(14),
orphanFile(15), orphanLeaderExtension(16), orphanPage(17),
orphanSegment(18), segmentDeleted(19), segmentMissing(20),
segmentReinserted(21), segmentWrongType(22), stringTooLong(24),
tooManySegments(25), unreadablePages(26), variableAttributesBad(27),
wrongNumberOfChildren(28), wrongSégmentiD(29),
wrongSizelnBytes(30), wrongSizelnPages(31), newRootCreated(33),
orphanDirectoryCreated(34), (256)};

NSVolumeControl.ProblemPointer: TYPE = LONG POINTER TO Problem;
NSVolumeControl.Problem: TYPE = MACHINE DEPENDENT RECORD [
trouble(0): seLecT problemType(0:0..15): ProblemType FROM
changedToDirectory, duplicatePage, fileDeleted, leaderExtensionDeleted,
leaderExtensionMissing, leaderExtensionReinserted,
leaderExtensionWrongType, newRootCreated,
orphanDirectoryCreated, orphanPage,
variableAttributesBad = > [],
duplicateSegmentiD, illegalSegmentiD = > [
old(1): NsSegment.ID, changedTo(2): NSSegment.ID],
illegalAttributeValue, illegalAttributeValueForNonDirectory = > [
old(1): nsFile.Attribute],
invalidAttributeValue, stringTooLong = > [type(1): NsFile.AttributeType],
looplnHierarchy, orphanFile = > [oldParent(1): NSFile.ID],
missingPages, unreadablePages = > [
first(1): rile.PageNumber, count(3): rile.PageCount],
orphanLeaderExtension = > [id(1): NsFile.ID],
orphanSegment = > [id(1): NsFile.ID, segment(6): NSSegment.ID],
segmentDeleted, segmentMissing, segmentReinserted,
segmentWrongType = > [segment(1): NSSegment.ID],
tooManySegments = > [oldCount(1): CARDINAL],
wrongNumberOfChildren = > [old(1): cARDINAL, changedTo(2): CARDINAL],
wrongSegmentiD = > [inEntry(1): NsSegment.ID, inFile(2): NSSegment.ID],
wrongSizelnBytes, wrongSizelnPages = > [
old(1): LONG CARDINAL, changedTo(3): LONG CARDINAL],
ENDCASE];

The set of problems detected by the Filing scavenger is given by ProblemType. The
following describes the nature of each problem and the corrective action taken by the
scavenger:
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[Note: In Services 8.0, the scavenger does not report loopinHierarchy problems. |

changedToDirectory

duplicatePage

duplicateSegmentID

fileDeleted

illegalAttributevalue

invalidAttributeValue

illegalAttributevalueForNonDirectory

illegalSegmentiD

leaderExtensionDeleted

leaderExtensionMissing

A file (A), has been changed from a non-directory
to a directory because another file (B) claimed to
be contained within it. After scavenging, file A is
a directory and contains file B.

During scavenging several disk pages were
discovered that claimed to be the same page of a
file; the scavenger arbitrarily chooses one of these
pages as being valid and the others are deleted.

The contents of the segment directory within a
file indicated two segments with the same
identifier (which must be unique for all segments
of a file); one of the two is modified to the value
indicated to make it unique.

No corrective action was taken to save a file
because of other problems encountered, so the file
was deleted; in all cases, at least one other
problem will accompany this one.

The value encountered by the scavenger for the
given attribute did not represent a semantically
legal value (e.g., times greater than today); the
value of the attribute is reset to a default (legal)
value.

The value encountered by the scavenger for this
attribute did not represent a semantically valid
value (e.g., strings with illegal characters); the
value of the attribute is reset to a default (valid)
value.

The reported attribute contained a value not
dllowed for a file which is not a directory; the
value of such an attribute is reset to a default
(legal) value.

An entry of the segment directory within a file
contained an invalid value for a segment
identifier; the scavenger changes the bad value to
a valid and unique one.

Because of other problems, the leader extension of
a file had to be deleted.

A file indicated that it had an extended leader but
none was found; the indication of an extended
leader is reset for this file.
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leaderExtensionReinserted

leaderExtensionWrongType

looplnHierarchy

missingPages

newRootCreated
orphanDirectoryCreated
orphanfile

orphanLeaderExtension

orphanPage

orphanSegment

segmentDeleted

segmentMissing

segmentReinserted

A leader extension file was detached from its
primary file and was reattached by the scavenger.

The leader extension file indicated by the content
of a file leader was not of the proper type; the bad
leader extension file is deleted and the file leader
is changed to indicate that the leader is no longer

extended.

A file was encountered which claimed to be a
child of one of its descendants; the loop is broken.

After reconstructing the mapping of files to the
pages representing their content, the indicated
pages were not found; each such page is
reinitialized with null values.

No root file of the specified type was found, so a
new root, file was created.

An orphan directory was created to hold one or
more orphan files.

A file was encountered which had no valid parent;
such a file is inserted in the orphan folder.

A leader extension file was found for which no file
could be found;- the leader extension file is
deleted.

During scavenging, a disk page was encountered
which did not appear to belong to any file but
appeared to contain data; the contents of the page
are lost.

No file could be found that contained a valid
segment entry for the indicated segment and the
file designated within the segment was not a

-valid file; the orphaned segment is deleted.

Because of other reported problems, it was
necessary to delete the indicated segment.

The segment directory of a file indicated a
segment file which could not be located; the entry
for such a segment is deleted from the segment
directory.

The indicated segment was reinserted into the
segment directory of a file.
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segmentWrongType The file designated by the content of a segment
directory entry was not of the proper type; the
entry is removed and the file is deleted.

stringTooLong The value of a string attribute exceeded the
maximum allowable length for string values; the
value is truncated to a length not exceeding the
allowable maximum.

tooManySegments The segment directory of a file contained too
many entries; the count of entries is reduced to
the maximum allowed and extraneous entries are
ignored.

unreadablePages Certain pages representing the content of a file
could not be read from the disk; an attempt is
made to rewrite the contents of each such page to
allow them to be read, but if this fails the file
containing the pages will be lost.

variableAttributesBad The storage area for variable-length attributes
(e.g., string attributes such as name or extended
attributes) was ill-formed and could not be
recovered; previous values for these attributes
are lost, and they are given default values.

wrongNumberOfChildren The number of children indicated for a directory
disagreed with the actual number found by
scavenging; the value of this attribute is set to the
correct value.

wrongSegmentID The segment identifier within a segment
) directory entry did not agree with that contained
within the segment; the identifier within the
segment directory entry is changed to agree with
the segment.

wrongSizelnBytes The stored value for the size of the file in bytes did
not agree with the actual number of bytes found;
the value of this attribute is set to the actual
number of bytes found.

wrongSizelnPages The stored value for the size of the file in pages
did not agree with the actual number of pages
found; the value of this attribute is set to the
actual number of pages found.

Problems relating to files that do not exist or have been deleted are logged under a special
Entry whose filelD is nulllD. If present, this entry is always the last in the log and its
numberOfProblems is non-zero.
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NSVolumeControl.Error: ERROR [type: ErrorType];

NSVolumeControl.ErrorType: TYPE = {

alreadyinitialized, alreadyOpen, badPilotLog, cannotScavengeSystemVolume,
cannotWriteLog, hardwareBroken, incompatibleVolume, invalidVolume,
insufficientSpaceForConversion, invalidName, logVolumeNotOpen, needsScavenging,
noFileSystem, notMounted, notOpen, pilotScavengeFailed, pilotScavengerError,
runPreviousScavenger, sessionsExist, volumeConversionFailed, volumeNotFound};

Items of NSVolumeControl.ErrorType
NSVolumeControl operations.

alreadylnitialized

alreadyOpen
badPilotLog
cannotScavengeSystemVolume

cannotWriteLog

incompatibleVolume

invalidVolume

insufficientSpaceForConversion
invalidName

logVolumeNotOpen

describe problems that can result from

The volume specified in Initialize already has a
Filing file system, so no new file system was
created.

The volume specified in NSvolumeControl.Open was
already opened as a Filing volume.

The log generated by the Pilot scavenger was
invalid making it impossible for Scavenge to
complete.

Scavenge may not be run on the system volume.
Scavenge was unable to write the scavenger log.

The specified volume has a Filing file system
from an incompatible release of Filing. If it has a
file system from the previous release of Filing,
Scavenge may be used to convert the file system
into a valid file system.

The specified volume does not appear to have a
Filing file system.

There is not sufficient free space on the volume
being scavenged to perform conversion from an
old volume format.

The specified volume name is not valid (e.g., it
has a null local component, or is not a valid
NSName.Name).

The volume designated in Scavenge for the log
file must be an open Pilot volume if it is not the
volume being scavenged.
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namelengthLimit

needsScavenging

noFileSystem

notMounted

notOpen

pilotScavengeFailed

pilotScavengerError

runPreviousScavenger

sessionsExist

volumeNotFound

The length of one of the fields of the specified
volume name exceeds the corresponding limit for
NSName.Names.

The specified volume is damaged and must be
scavenged before it may be opened.

No Filing structures were found on the volume
being scavenged and no Filing file system was
created by Scavenge.

The specified Pilot logical volume could not be
found on any on-line physical volume.

The specified Filing volume was not open.

The Pilot scavenger completed, but was unable to
repair the volume. Consequently, the Filing
volume cannot be opened or scavenged.

The Pilot scavenger did not run to completion.

When cenverting a volume from an old format,
the pilot conversion phase revealed that the
volume was in an inconsistent state prior to
starting the conversion. The previous version of '
the Pilot scavenger should be run on the volume
before proceeding with conversion to the new
format.

The specified volume cannot be closed because of
existing sessions to its corresponding service.

There is no open volume having the specified
name.

Note: In Services 8.0, NSVolumeControl.Error[noFileSystem] is not raised.

If a volume is being opened, or the name of a volume is being initialized or changed, then
NSVolumeControl. NameNotUnique is raised if there is already an open Filing volume with

the same local name.

NSVolumeControl. NameNotUnique: ERROR [name: NSName.Name];

The storage allocated to name belongs to the file system and should not be deallocated by

the client.
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Appendix B consists of six pages that describe the changes between GAP version 3 and
GAP version 2, followed by the Specification for GAP version 2.



Gateway Access Protocol
version 3 changes

1 Introduction

This document describes the changes to the Gateway Access Protocol (GAP), version 3.
The changes since version 2 relate primarily to four areas:

® Asynchronous virtual terminal circuits between system elements

®  Access control for gateway resources

e SNA3270

® New foreign devices types to allow client setting of asynchronous flow control options

Since GAP is a Courier-based protocol, implementations of GAP may support multiple
versions. The changes described here allow such implementations. It is recommended that
all products supporting either the user or server side of GAP provide backwards
compatibility with version 2.

Greeters have been added to the architecture. A greeter is the initial switching point
through which external terminals establish GAP connections to network resources, such
as interactive network application gateways and server executives. The external terminal
user interacts with a greeter to specify the network resource of interest. The greeter
establishes the GAP connection and then becomes transparent to the terminal and
terminal user.

2 Overview of changes
2.1 TTY service

This new transport type was added to allow asynchronous virtual terminal connections to
services on the network. A TTY service is any system element that can present an
asynchronous terminal interface, in particular, a simple TTY-like interface. Some
examples are the Interactive Terminal Service, network services provided remote system
administration, Xerox Development executives, and networked host systems. An ID field
is passed to select the asynchronous terminal service on the server.
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2.2 Access control and authentication

To allow a GAP service implementation to restrict access to certain RS-232-C ports and
IBM3270 cluster ports, access control and authentication information has been added to
the Create procedure. The format of this information is defined by the Authentication
Protocol Specification. Clients may use any level of authentication. Clients using strong
authentication will need to obtain the resource’s Clearinghouse name.

2.3 Setting flow control parameters during Create

Some RS-232-C hardware implementations allow a user to change the type of flow control
supported when Create is called. To enable flow control information to be passed in the
Create call, two new foreign device types were added, newTty and newTtyHost. These new
types differ from tty and ttyHost only in the addition of a flow control parameter.

2.4 3270 Read modified support

Controls readModifiedAlI3270 and readBuffer3270 have been added to support 3270 Read
commands. Support for these controls was actually added before GAP version 3; however,
not all GAP version 2 services support them.

2.5 SNA 3270 support

These new transport types sdlcTerminal, polledBSCPrinter, and sdlcPrinter have been
added. Only sdlcTerminal is fully supported by GAP 3.0. sdicTerminal is the transport type
used when networked workstations access an SNA 3270 gateway. Data for SNA 3278
terminal emulations running on workstations is encoded on the sequenced packet protocol
connection in a manner almost identical to BSC 3270 terminals. The only difference is the
treatment of SSCP-LU session exchanges. Data flowing on the SSCP-LU session is
marked with SPP packet subtype sscpData and character coded, rather than 3270 data
stream. [Note: Gateways supporting sdlcTerminal may also support polledBSCTerminal as
a backward compatibility measure. Such a gateway would convert data on the SSCP-LU
session from character coded to a 3270 datastream.] New controls, puActive and
pulnactive, have been added to indicate when the SNA PU-SSCP session is active.

2.6 Additional error reasons

serviceTooBusy, serviceNotFound, userNotAuthenticated, and userNotAuthorized were
added to handle conditions arising from the new TTY Service and access control.

2.7 Simplified termination

To terminate the data transfer phase of a session, the two sides of the connection exchange
cleanup attention packets and then follow the close protocol described in §7.5 of Internet
Transport Protocol [15]. Upon completion of the close protocol, the sequenced packet
protocol connection is passed back to the Courier implementation for possible reuse by
another session.
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2.8 Reset and Delete procedures

These procedures are not being used now, but have been left in the protocol for future use.

Procedures removed
3.1 GAP callback protocol

The procedures in this protocol were used to reserve ports. This capability has been
removed from the protocol since its functionality is now performed by greeters.

3.2 Reserve and IAmStillHere procedures

The functionality of these procedures was also replaced by greeters. These procedures
have been removed from the protocol.

3.3 UseMediumForQISCP procedure

No client ever used this procedure remotely, so it has been removed from the protocol .

Creating a sessionin GAP 3

With the removal of the reserving functionality from GAP, Create becomes the main
procedure. Here is the Courier definition of the Create procedure. Other definitions are
included only if they have changed since GAP 2. [UNDERLINED BOLD is used to
indicate changes].

Create: PROCEDURE |

sessionParameterHandle: SessionParamObject,

transportList: SEQUENCE OF TransportObject,

createTimeout: WaitTime,

credentials: Credentials,

verifier: Verifier]

RETURNS [session: SessionHandle]

REPORTS |
badAddressFormat,
controllerAlreadyExists, controllerDoesNotExist,
dialingHardwareProblem,
illegalTransport, inconsistentParams,
mediumConnectFailed,
noCommunicationHardware, noDialingHardware,
terminalAddressinUse, terminal Addressinvalid,
tooManyGateStreams, transmissionMediumUnavailable,
serviceTooBusy, userNotAuthenticated, userNotAuthorized,
serviceNotFound] = 2;

Credentials: TYPE = ... -- See Authentication specification

Verifier: TYPE = ... -- See Authentication specification
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SessionParameterObject: TYPE = CHOICE OF {

xerox800(0) = > NULL,
xerox850(1), xerox860(2) = > [pollProc: UNSPECIFIED],
system6(3), cmcll(4), ibm2770(5), ibm2770Host(6), ibm6670(7), ibm6670Host(8)

= > [sendBlocksize, receiveBlocksize: CARDINAL],
ibm3270(9), ibm3270Host(10) = > NULL,
oldTtyHost(11) ,oldTty(12) = > |

charlLength: CharLength

parity: Parity,

stopBits: StopBits,

frameTimeout: CARDINAL], -- milliseconds
other(13) = > NULL,
unknown(14) = > NULL,
ibm2780(15), ibm2780H0st(16), ibm3780(17), ibm3780Host(18) = > |

sendBlocksize, receiveBlocksize: CARDINAL],

siemens9750(19), siemens9750H0st(20) = > NULL,
ttyHost(21) tty(22) = > [

charlength: CharLength,

parity: Parity,
- stopBits: StopBits,

frameTimeout: CARDINAL], -- milliseconds,

flowControl: FlowControl};

FlowControl: TYPE = RECORD[
type: {none(0), xOnXOff(1)},
xOn: UNSPECIFIED,
xOff: UNSPECIFIED];

TransportObject: TYPE = CHOICE OF {
rs232¢(0) => |
commParams: CommParamObject,
preemptOthers, preemptMe: ReserveType,
phoneNumber: STRING,
line: CHOICE OF {
alreadyReserved = > [resource: Resource],
reserveNeeded = > (lineNumber: CARDINAL}},
bsc(1) => |
localTerminallD: STRING,
localSecurityiD: STRING,
lineControl: LineControl,
authenticateProc: UNSPECIFIED,
bidReply: BidReply,
sendLineHoldingEOTs: ExtendedBoolean,
expectLineHoldingEOTs: ExtendedBoolean;,
teletype(2) = > NULL,
polledBSCController(3), sdlcController(5) . pottedSBtECOntrotter =
_.not supported via GAP. Used by local service to initialize driver ],
polledBSCTerminal(4), sdlcTerminal(6), poi+ed-&9|:€Fermrna+ >
hostControllerName: STRING,
terminal Address: TerminalAddress,
service(7) => [
id: LONG CARDINAL],
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unused(8) = > NULL,

polledBSCPrinter(9), sdicPrinter(10) = > [
hostControllerName: STRING,
printerAddress: TerminalAddress}};

BidReply: TyPe = {wack(0), nack(1), default(2)}:

ExtendedBoolean: TYPe = {true(0),false(1), default(2)};

DeviceType: TYPE = {undefined(0), terminal(1), printer(2)}:

CommParamObject: TYPE = RECORD [ - Only change is tag position
accessDetail: CHOICE OF {

directConn = > |
duplex: {full(0), half(1)},
lineType: LineType,
lineSpeed LineSpeed],

dialConn => [
duplex: {full(0), half(1)}.
lineType: LineType,
lineSpeed LineSpeed,
dialMode: {manual(0), auto(1)},
dialerNumber: CARDINAL,
retryCount: CARDINAL};

LineSpeed: TYPE = {
bps50(0), bps75(1), bps110(2), bps135p5(3), bps150(4),
bps300(5), bps600(6), bps1200(7), bps2400(8), bps3600(9),
bps4800(10), bps7200(11), bps9600(12), bps19200(13),
bps28800(14), bps38400(15). bps48000(16), bps56000(17),

bps57600(18)}:

LineType: TYPE = { -- Note this type incorrectly defined in some GAP 2.0 documentation
bitSyncrhnous(0), byteSynchronous(1), asynchronous(2), autoRecognition(3)};

The field phoneNumber specifies the phone number for a Direct Distance Dial (DDD)
network. Some additional values were defined to allow all possible digits to be dialed and
all dialer functionality to be used. The phone number is a string of ascu characters (31
characters maximum) from the set
0123456789*# < > = ABCDEF[A-F are new for version 3.0]

representing the digits to be dialed. The character < represents Tandem Dial, the
character > represents Delay, and the character = represents EON (End-Of-Number). The
Tandem Dial or Delay digit may appear at any place in the string as required by the
telephone exchanges being accessed. Tandem Dial causes the Dialer to await the next Dial
Tone before dialing subsequent digits while the Delay digit causes the Dialer to wait six (6)
seconds before dialing subsequent digits. (The Delay digit is designed to be used in place of
Tandem Dial on Dialers that cannot detect Dial Tone.) The EON digit, if present, must be
the last digit in the string. This digit causes the Dialer to transfer control to the Modem.
The Modem then has the responsibility for detecting Answer Tone. In the absence of the
EON digit, transfer is made automatically upon detection and processing of Answer Tone.
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An empty string is specified if dialing is to be performed manually or not at all. The
characters A, B, C, D, E, and F allow the client to dial codes above 9 that particular dialers
may use to enable special non-standard function. A= 10,B=11,C=12,D=13, E=14, and
F=15.

New generic controls

. The following SPP packet subtypes have been added: -

sscpData = 342,

readModifiedAll3270 = 344,

read3270 = 345,

New status values
The following SPP attention bytes have been added:

puActive = 347,

pulnactive = 350,




XEROX =

Gateway Access Protocol (GAP)
Specification

Version 5.0 (Protocol Version 2)
February 1983 :
Revised July 1984

Xerox Corporation

Office Systems Division

Systems Development Department
Palo Alto, California 94304






Table of contents

1.1
1.2

2.1
2.2
2.3

2.4
2.5

3.1
3.2

3.3
3.4
3.5
3.6
3.7

Introduction

Goals .
Definition of terms .

Overview

Sessions .

Types of foreign systems

Transport service .

2.3.1 Thetransports. . . . . .

2.3.2 The physical transmission medium.
Sending/receiving data and controls during a session
Terminating the session

Client interface

Reset .

Creating a session . .
3.2.1 Session parameters
3.2.2 Defining the transport .
3.2.3 Connection establishment .
Reserve .
Transferring sessions .
Deleting a session . .
Freeing inactive resources .
GAPCallBack protocol

3.7.1 ReserveComplete

3.7.2 Poll

3.7.3 Authenticate

Remote errors.

1-1

1-1
1-2

2-1

2-1
2-1
2-2
2-2

2-3
2-3

3-1

3-1
3-1
3-2
3-3
3-8
3-9
3-11
3-11
3-11
3-12
3-12
3-13
3-13

4-1

iii



Table of contents

5 Data transfer with the foreign system .

5.1 Data transfer

5.2 Controls ..
5.2.1 Classes of generic controls .
5.2.2 Generic controls

5.3 Status .

5.4 Data errors.

5.5 Termination

Appendix

A References

Al Mandatory references .

A2

iv

Informational references

5-1

5-1

A-1

A-1
A-1



Introduction

1.1 Goals

This document describes the Gateway Access Protocol (GAP). The Gateway Access Protocol
provides remote access to the transport service supporting communication with foreign
systems. A foreign system is any hardware or software entity that does not implement the
Xerox Network Systems (NS) Internet Transport Protocols. The Gateway Access Protocol
provides at least a reliable transport across the communication medium connecting the
foreign system to the system element providing the transport service. Additional
functions may be provided depending on the foreign system.

The goals for the Gateway Access Protocol are:
1) Move information over distances.

Moving information over distances is the traditional role of a communication facility. The
transport service must provide a model of transport services that allows transmission of
information across many types of transmission media, both virtual and real, configured in
a variety of topologies.

2) Support many user and application models of communication.

The list of possible user and application communication models is quite long. Examination
of a few applications reveals how they are similar. Electronic mail applications suggest a
document transfer communication model. Remote access to a data base system often
suggests a transaction-oriented model. Interface to a foreign EDP system could suggest an
interactive communication model. In gross terms, the variables that capture the
differences of each of these models are the unit of data transfer and the frequency of
transmission activity in each direction. To support many communication models, a
protocol must provide flexible control of the unit of data transfer and the frequency of
transmission.

The above communication models are independent of the content of the data. The content
of data passed between a GAP server and a foreign system is extremely application-
dependent and of little interest to the transport service. Thus, the Gateway Access
Protocol provides information transcription, but not information translation. Information
transcription means transferring information from one system to another, performing
necessary blocking and unblocking as required by the limitations of the communicators.
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The Gateway Access Protocol does not provide information translation, which includes
format changes on the information or any changes that would affect presentation of the
information to the client.

3) Resolve disparities among the communication methods used by foreign systems.

Two complimentary strategies are used to resolve the differences in foreign system
communication methods. First, where possible, the most standard communication -
conventions are used. If many foreign systems communicate using convention (protocol) A,
then convention A is supported. It is assumed that no modification of a foreign system is
possible or should be necessary (beyond the amount needed to operate the device locally) in
order to communicate with it. Foreign systems will not be altered to conform to NS
Internet communication conventions; rather, the GAP server must adapt to the
conventions of communication defined by the foreign systems. The Gateway Access
Protocol provides adaptation to foreign protocols.

The second strategy is to isolate those communication characteristics of a foreign system
that are device-specific. Of those characteristics, the ones which can be altered by a local
user of the foreign system may be specified by the Gateway Access Protocol client. Other
characteristics will be considered to be constant. )

1.2 Definition of terms

1-2

auto-recognition Auto-recognition is the ability to identify the foreign
correspondent through a combination of hardware and
software, thus allowing more flexible use of a single line.
This capability is not provided by all GAP servers since the
necessary hardware may not exist.

controls Controls are directives passed over transmission media for
the establishment, maintenance, and termination of
communication channels.

data Data is a sequence of bits transferred between end users of a
logical communication channel; sometimes called text.

generic controls Generic controls are a set of universal device- and protocol-
independent directives that can be mapped into/from real
device or protocol controls.

information transcription Information transcription is the transfer of information from
one physical system to another, often requiring reblocking.

information translation Information translation is the altering of information
contained in one format by expressing it in another format.

foreign system A foreign system is a hardware/software entity that
communicates using conventions other than internet
communication protocols.
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protocol

protocol layering

session

transmission medium

transport

transport service

A protocol is a set of conventions, particularly the allowed
formats and sequences of communication, between two
communicators.

Protocol layering is a technique of hierarchically structuring
protocols such that the protocol at layer n uses the protocol
at layer n-1 as a transmission service without knowing the
details of its operation. It allows convenient partitioning,
independence of activities between layers, and the sharing
of common services among different served protocols.

A session is an association between a GAP client and the
foreign system, by which the exchange of information is
managed.

The transmission medium is the lowest level physical
transport mechanism, e.g., leased lines, DDD circuit, and
the Ethernet; also, a virtual transport mechanism.

A transport is an entity that implements one layer of a
transport service. The entity usually corresponds to the
implementation of one layer of protocol.

A transport service is a set of functions offered via an
interface that provides transparent transfer of data between
a client and a correspondent at the same level. A transport
service may be made up of many levels of transport.
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Overview

The Gateway Access Protocol (GAP) is built upon the Courier and Sequenced Packet
Protocols. The Courier Protocol provides the procedure-like interface used to set up the
session with the foreign system. After the session has been established, the Sequenced
Packet Protocol provides reliable, full-duplex transmission of data, methods for passing
control information (packet subtypes), and an out-of-band signalling mechanism
(attention bytes).

[In several places references are made to current limitations or to possible future developments and extensions to

the models and features discussed. Such references appear in this font.]

2.1 Sessions

A session is a cooperative association between the GAP client and a foreign system. It is
the umbrella of communication management under which information exchange occurs. A
client can be either the active or passive participant in the session. When a client is the
active participant, the session begins when the foreign system accepts an attempt to start
the session. When a client is passive, a session begins when a foreign system actively tries
to start a session with a waiting (listening) GAP client.

To start a session, the following questions must be answered by either the GAP server or
its client: What is the type of the foreign system? Where is it? What are its unique
communication needs? What transport services are to be used? How are the chosen
transport services used?

2.2 Types of foreign systems

Foreign system types generally correspond to product names. Associated with each type is
a set of static characteristics that describes the behavior of the foreign system. A few of the
static characteristics are: variations in the use of a protocol (e.g., timeouts), how the
foreign system supports setting of its own communication parameters (e.g., set or
exchanged remotely during session establishment or set by the operator), and the code set
used (if only one is supported).
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Currently, communication with the following foreign system types is supported: Xerox
850 IPS, Xerox 860 IPS, IBM Communicating Magnetic Card (CMC) II Typewriter, IBM
Office System 6, IBM 3270 hosts, and Teletype-compatible terminals and hosts. The IBM
2770 and IBM 6670 are supported experimentally, being treated exactly like an IBM Office System 6.

2.3 Transport service

GAP allows communication over a layered transport service. A transport service has n
levels of virtual transports layered above some physical transmission medium transport.
A transport service offers a communication facility that is transparent to its clients, that
is, the client does not need to know the details of how the transport service provides the
communication facility.

The client is responsible for defining the transports to be used in providing the transport
service. This includes providing access information and other transport-dependent
information. The GAP server is responsible for making the transports and transmission
medium cooperate. [t also makes the transports conform to any static device-specific
conventions, such as timeouts and block sizes.

2.3.1 The transports

A transport is a single layer of a transport service. It usually implements a protocol. A
protocol is a set of conventions, especially the formats and allowed exchanges, used by
communicating correspondents. A transport satisfies the layering requirement by
providing an interface to an entity that implements a set of functions. The functions are
usually related to data and control exchange and session management. A transport can be
viewed as communicating with transport entities in the foreign system. (In the future a
transport may communicate with transport entities somewhere in interconnected transmission media.]

- For the simplest cases, there are only two transports: a block transport and a physical

transmission medium transport. For example, when communicating with an IBM Office
System 6, there is a Binary Synchronous (BSC) transport and an RS-232-C transmission
medium transport. The BSC transport can be thought of as logically exchanging blocks
with a BSC transport in the IBM Office System 6. The RS-232-C transport can be thought
of as logically exchanging bits with a similar entity in the IBM Office System 6. The client
must define the appropriate transport parameters, as well as the hierarchical relationship
among them.

[Further layering of transports will occur for one of two reasons. First, the foreign system might be a
sophisticated EDP machine that uses layering of transports for modularity, portability, ease of implementation,
etc. The more common layering will result when there is a concatenation of transmission media with

intermediate access procedures and/or protocols required.]

The transport service model is complicated by the fact that the lowest-level transmission medium may itself be
concatenated with other physical media. An example of this is access to a foreign system which is a host on a
packet-switched network. First there is dial up through the Direct Distance Dialing (DDD) network to an access
node on a packet-switched network. The access node may require further access information to complete the
connection to a foreign system. Finally, communication with a process on the foreign system may require using a
BSC transport. When concatenation of transmission media occurs, transports are used to handle each level of

media that requires protocolinteraction.
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2.3.2 The physical transmission medium

In the model of a layered transport service, the physical transmission medium is the
lowest level communication facility provided. The GAP server is directly connected to the
medium. To describe a transmission medium transport, the client provides transport-
specific access information, parameters that are used for resolving contention for the
transmission medium interface, and information about how to use the medium. The only
transmission medium currently supported by the GAP server is an RS-232-C controller
port.

For RS-232-C ports, the access information is a telephone number. Dedicated or leased
lines require no transmission medium access information.

RS-232-C port reservation is supported by allowing clients to specify reservation
priorities. The reservation parameters allow clients to reserve a communication medium
exclusively or to reserve use of the medium for low priority activity which can be
preempted for higher priority use.

2.4 Sending/receiving data and controls during a session

Once the transport service has been configured and a session has begun, the client can
exchange data and control the interaction with the foreign system. Client data and control
information is sent and received by the client over the Courier system data stream. Client
data and control information is neither sent nor received when there is a Courier remote
procedure call outstanding. '

Controls are directives or commands that are exchanged by communicating entities to
support smooth, orderly, and reliable information exchange. A foreign system may be
capable of exchanging a variety of controls. The controls supported by GAP are those that
affect the flow of data and the management of the session.

Controls are needed for stopping the output of a verbose sender. They are needed for
interrupting the sender so that the receiver can change recording media; likewise, for
resuming transmission. For alternating communication, a control allows the sender to
inform the receiver that it can now send.

To provide a uniform way of sending and receiving controls, GAP defines a set of universal
or generic controls to and from which most foreign system-specific controls can be mapped.
The client sends and receives generic controls using packet subtypes and the Attention
facility of the Sequenced Packet Protocol.

2.5 Terminating the session

GAP allows two kinds of session termination by the client. The client may abruptly
terminate the session by deleting the session. This method may result in lost data and
possibly abnormal operation of more primitive foreign systems. Alternatively, the client
may terminate the session gracefully before deleting the session, which will result in the
orderly termination of a session and no lost data.

~
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The remote procedures and errors defined below comprise a Courier remote program called
GAP.

GAP: PROGRAM 3 VERSION 2;

3.1 Reset

Reset frees all sessions and resources that are assigned to the system element making the
call.

Reset: PROCEDURE = 0;

3.2 Creating a session

To create a session, the client calls Create. If successful, Create returns a handle that is
used in subsequent calls to identify that particular session.

Create: PROCEDURE |
sessionParameterHandle: SessionParamObject,
transportList: SEQUENCE OF TransportObject,
createTimeout: WaitTime]
RETURNS [session: SessionHandle]
REPORTS [
badAddressFormat,
controllerAlreadyExists, controllerDoesNotExist,
dialingHardwareProblem,
illegalTransport, inconsistentParams,
mediumConnectFailed,
noCommunicationHardware, noDialingHardware,
terminalAddressinUse, terminalAddressinvalid,
tooManyGateStreams, transmissionMediumUnavailable
1=2;

SessionHandle: TYPE = ARRAY 2 OF UNSPECIFIED;
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sessionParameterHandle specifies a set of device-specific session characteristics (see
§3.2.1). transportList is an array descriptor describing each of the layers of the transport
(see §3.2.2). createTimeout specifies an activation timeout. If createTimeout seconds
elapse before the session has been created, the error mediumConnectFailed is reported.

WaitTime: TYPE = CARDINAL; -- in secs
infiniteTime: WaitTime = LAST[CARDINAL];
If a new session cannot be created due to lack of some system resource, the error

tooManyGateStreams is reported. A session is terminated and its session handle
invalidated by calling Delete (see §3.5).

3.2.1 Session parameters

A SessionParameterObject describes a set of device-specific session characteristics.

SessionParameterObject: TYPE = CHOICE OF {
xerox800 = > NULL,
xerox850, xerox860 = > [pollProc: UNSPECIFIED],
system6, cmcll, ibm2770, ibm2770Host, ibm6670, |bm6670Host >
sendBlocksize, receiveBlocksize: CARDINAL],
ibm3270, ibm3270Host = > NuULL,
ttyHost, tty => [
charLength: CharLength,
parity: Parity,
stopBits: StopBits,
frameTimeout: CARDINAL], -- milliseconds
other = > NULL,
unknown = > NULL};

The designator of a SessionParameterObject specifies the foreign device type. unknown
and other are reserved for testing new devices. The text Host in the device type indicates
that the GAP client is communicating with a host as though it were the foreign device type
named rather than communicating with the device type named. For example,
ibm3270Host indicates the client is communicating with a host machine as though it were
an IBM 3270 terminal while ibm3270 indicates that the client is communicating with an
IBM 3270 terminal.

Note: Foreign device types of ibm2770,ibm2770Host, ibm6670, and ibm6670Host are treated exactly as though
the foreign device type were systemé6. Although we believe this to be correct, actual testing with these devices has

not occurred.

If the foreign device is a xerox850 or xerox860, the field pollProc specifies a handle to be
passed to the client when a file poll is received. The handle is passed to the client by the
GAP server calling the procedure FilePoll on the client’s system element using the
GAPCallback protocol (see §3.7). If pollProc is equal to NopPollProc, then all polls are
negatively acknowledged without notifying the client.

NopPollProc: UNSPECIFIED = 0B;
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Warning: Polling for files requires that the client implement the GAPCallback protocol
and support multiple Sequenced Packet connections. If this is not possible, the client
should always set pollProc to NopPollProc which will cause the GAP server to negatively
acknowledge any poll requests without attempting to call the client.

If the foreign device is a system6, cmcll, ibm2770, ibm2770Host, ibm6670, or
ibm6670Host, the field blockSize specifies the maximum block size for sending and
receiving. If blockSize is zero, the maximum block size supported by the device is used.

If the foreign device is a tty, charLength specifies the length of a character (excluding
parity, start and stop bits), parity specifies the parity type, and stopBits specifies the
number of stop bits. frameTimeout is used to determine when input data should be
returned to the client. When receiving data, if the time between successive characters is
more than frameTimeout milliseconds, then the data received so far is returned to the
client.

CharLength: TYpe = {five(0), six(1), seven(2), eight(3)};
Parity: TYPE = {(none(0), odd(1), even(2), one(3), zero(4)};

StopBits: TYPE = {one(0), two(1)};

3.2.2 Defining the transport

The transport service is described by an ARRAY OF TransportObject with element zero of the
array specifying the lowest layer, the physical transmission medium transport.

TransportObject: TYPE = CHOICE OF {
rs232c =>|
commParams: CommParamObject,
preemptOthers, preemptMe: ReserveType,
phoneNumber: STRING,
line: CHOICE OF {
alreadyReserved = > [resource: Resource],
reserveNeeded = > [lineNumber: CARDINAL]}L,
bsc = > [
localTerminallD: STRING,
localSecuritylD: STRING,
lineControl: LineControl,
authenticateProc: UNSPECIFIED],
teletype = > NULL,
polledBSCController, polledSDLCController = > [
hostControllerName: STRING,
controllerAddress: ControllerAddress,
portsOnController: CARDINAL],
polledBSCTerminal, polledSDLCTerminal => [
hostControllerName: STRING,
terminalAddress: TerminalAddress]};

3-3



Client interface

3-4

Currently, only the following transport services are supported:

1) atwo-level transport service whose first level is an rs232c transport and whose second
level is either a bsc, teletype, or polledBSCController transport,

2) aone-level polledBSCTerminal transport.

Note: All variants other than rs232¢, bsc, teletype, polledBSCController, and polledBSCTerminal are currently
unimplemented.

3.2.2.1 RS-232-C transport

The rs232c TransportObject describes a transport layer implementing a transducer that
supports RS-232-C lines: ~

TransportObject: TYPE = CHOICE OF {
rs232c => |
commParams: CommParamObject,
preemptOthers, preemptMe: ReserveType,
phoneNumber: STRING,
line: CHOICE OF {
alreadyReserved = > [resource: Resource],
reserveNeeded = > [lineNumber: CaRDINAL]},
vy 5

commParams holds RS-232-C transmission medium parameters. The error
inconsistentParams is generated if the parameters in commParamObject are invalid.

CommParamObject: TYPE = RECORD [
duplex: {full(0), half(1)}.
lineType: LineType,
lineSpeed LineSpeed,
accessDetail: CHOICE OF {
directConn = > NULL,
dialConn = >
dialMode: {manual(0), auto(1)},
dialerNumber: CARDINAL,
retryCount: CARDINALY;

LineType: TYPE = {
bitSynchronous(0), byteSynchronous(1), asynchronous(2), autoRecognition(3)};

LineSpeed: TYPE = {
bps50(0), bps75(1), bps110(2), bps135p5(3), bps150(4),
bps300(5), bps600(6), bps1200(7), bps2400(8), bps3600(9),
bps4800(10), bps7200(11), bps9600(12)};

The duplex, lineType, and lineSpeed fields are used to create the RS-232-C channel. The
netAccess and dialMode fields relate to the network access mode, and dialerCount and
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retryCount are used if auto-dialing is specified. Dialing retries are made if a line is busy or
there is no answer.

The two fields, preemptOthers and preemptMe, serve to establish a priority between
contending RS-232-C channel clients. The state of the channel will be either available,
waiting for a connection, or active. When a channel is available then a reserve attempt will
always succeed. Otherwise, the success of the reservation will depend on the relative
priorities of the current “owner” of the channel and the client trying to reserve it.

ReserveType: TYPE = {preemptNever(0), preemptAlways(1), preemptinactive(2)};

The following matrix defines the result of reserving the channel given the values of the
owner’s preemptMe and the reserver’s preemptOthers:

Owner’s preemptMe

Never if Inactive Always
Never Fail Fail Fail
Reserver's ,
preempt- If Inactive Fail Preempt Preempt
Others (if inactive)
Always " Fail Preempt Preempt

The field phoneNumber specifies the phone number for a Direct Distance Dial (DDD)
network. For the local RS-232-C/RS-366 port on an 8000 server, it is a string of Asci
characters (31 characters maximum) from the set
0123456789 *# <> =

representing the digits to be dialed. The character < represents Tandem Dial, the
character > represents Delay, and the character = represents EON (End-Of-Number). The
Tandem Dial or Delay digit may appear at any place in the string as required by the
telephone exchanges being accessed. Tandem Dial causes the Dialer to await the next Dial
Tone before dialing subsequent digits while the Delay digit causes the Dialer to wait six (6)
seconds before dialing subsequent digits. (The Delay digit is designed to be used in place of
Tandem Dial on Dialers that cannot detect Dial Tone.) The EON digit, if present, must be
the last digit in the string. This digit causes the Dialer to transfer control to the Modem.
The Modem then has the responsibility for detecting Answer Tone. In the absence of the
EON digit, transfer is made automatically upon detection and processing of Answer Tone.
An empty string is specified if dialing is to be performed manually or not at all.

For a port on a Xerox 873 Communication Interface Unit speaking either a Racal-Vadic or
Ventel specific protocol, phoneNumber is a string of Asci characters (29 characters
maximum) from the set

0123456789*# <
The Xerox 873 is responsible for waiting for a Dial Tone between the Tandem Dial digit
and the subsequent digit, even if Tandem Dialing is not supported by its dialing hardware.
When hardware assist is not available, a delay of six (6) seconds is used. The options Delay
and EON are not supported.

line specifies the RS-232-C line number. The alreadyReserved choice is used when the
client has already reserved the line using Reserve (see §3.3).
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If no RS-232-C hardware exists or if the client selects an invalid line number, the error
noCommunicationHardware is reported. If the channel is active and reservation
(preemption) fails, the error transmissionMediumUnavailable is reported.

3.2.2.2 BSC transport

The bsc TransportObject describes a transport level which supports the transfer of data
using point-to-point BSC protocol to and from the following types of communicating word
and data processing systems: Xerox 800, Xerox 850, Xerox 860, IBM Office System 6, IBM
CMC-II, IBM 2770, and IBM 6670. The error inconsistentParams is reported if the foreign
device is not a device supported by this transport.

TransportObject: TYPE = CHOICE OF {
bsc=>]
localTerminaliD: STRING,
localSecuritylD: STRING,
lineControl: LineControl,
authenticateProc: UNSPECIFIED],

“esce}s

localTerminallD and localSecuritylD are used for authentication at the CFD (or transport
node on the path to the CFD). Specification of localTerminallD or localSecuritylD implies
that an exchange of this information should be attempted when the connection is being
established. Either or both fields can be elided by providing an empty string.

lineControl is used to determine whether the Gateway client or the CFD is to have priority
when contending for control of the BSC connection. The setting of lineControl must be
opposite of that on the CFD.

LineControl: TYpPe = {primary(0), secondary(1)};
Note: lineControl must be set to secondary when communicating with a Xerox 850.

The authenticateProc field specifies a handle to be passed to the client by the GAP server
whenever any request for authentication of terminal or security information is received
from the CFD. The handle is passed to the client by the GAP server calling the procedure
Authenticate on the client’s system element using the GAPCallback protocol (see §3.7). If
authenticateProc is equal to NopAuthenticateProc, all terminal and security information
is positively acknowledged without calling the client.

NopAuthenticateProc: UNSPECIFIED = 0B;

Warning: Authenticating terminal and security identification requires that the client
implement the GAPCallback protocol and support multiple sequenced packet connections.
If this is not possible, the client should always set authenticateProc to
NopAuthenticateProc which will cause the GAP server to positively acknowledge any
authentication requests without attempting to call the client.
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3.2.2.3 Teletype transport

The teletype TransportObject describes a transport which allows communication with
teletype-like terminal over asynchronous lines.

TransportObject: TYPE = CHOICE OF {
teletype = > NuLL,

.'QQ};

The errgr inconsistentParams is reported if the foreign device specified in the session
parameters is not a device supported by this transport. Currently, only ttyHost and tty are
supported.

3.2.2.4 PolledBSCController transport

The polledBSCController TransportObject describes a transport implementing a
controller which communicates using the polled BSC protocol. Currently, the only device
type supported for this transport is ibm3270Host.

TransportObject: TYPE = CHOICE OF {

polledBSCController = > [
hostControllerName: STRING,
controllerAddress: ControllerAddress,

portsOnController: CARDINAL],

ki
ControllerAddress: TYPE = CARDINAL;

hostControllerName specifies a name for the controller. The name is formed by
concatenating the following substrings into a single string:

the local name of the port (from the Clearinghouse Service RS232CPort entry)

acolon (:)

the domain name of the port (from the Clearinghouse Service RS232CPort entry)

acolon (2)

the local name of the port (from the Clearinghouse Service RS232CPort entry)

a pound sign (#)

the controller number (from the Clearinghouse Service IBM3270Host entry) expressed in
octal

a capital B (B)

If a controller with that name already exists, the remote error controllerAlreadyExists is
reported. controllerAddress specifies the controller’s address. portsOnController specifies
the number of terminals this controller supports.
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3.2.2.5 PolledBSCterminal transport

The polledBSCTerminal TransportObject describes a transport implementing a terminal
which communicates through a previously created polledBSCController transport.
Currently, the only device type supported for this transport is ibm3270Host. This
transport level must be the only one in the transport list. All other transport levels are
provided by the controller specified in hostControllerName.

TransportObject: TYPE = CHOICE OF {

polledBSCTerminal => [
hostControllerName: STRING,
terminalAddress: TerminalAddress],

.}
TerminalAddress: TYPE = CARDINAL;
unspecifiedTerminalAddress: TerminalAddress = LAST [CARDINAL];

hostControllerName specifies the name of a previously created polledBSCController
transport. Case (upper/lower) is significant. If no controller with that name exists, the
remote error controllerDoesNotExist is reported. terminalAddress specifies the terminal’s
address. [f terminalAddress is unspecifiedTerminalAddress, the terminal will be assigned
any available address. If the terminal address is already in use or is not in the range
specified by portsOnController during controller creation, the errors
terminalAddressinUse and terminalAddressinvalid are reported, respectively.

3.2.3 Connection establishment

Each layer of the transport service may have its own connection establishment
conventions. The client has no direct knowledge of these conventions or of the actual
“handshaking” that occurs during connection establishment. The client need only provide
enough addressing information and the authentication procedure(s) necessary to complete
the connection(s).

A client may be either the active or passive correspondent, that is, a client may either
initiate a connection or wait for initiation by the CFD. The use of GAP varies slightly
depending on which the client chooses. To give examples of the different possible
situations that arise during connection establishment, five cases of connections are
considered below:

If the client is the caller, one of the following scenarios occurs:
1) Caller using a dedicated (leased) line

In this case the line is always available and the modems are usually powered up. The
algorithm allows the delayed powering up of the modem. The client sets the
phoneNumber field to an empty string in the description of the RS-232-C transport. Since
auto-dialing is not required, Create returns immediately. The client may await reception
of the attention byte mediumUp to determine when the modems have been powered up
and the line is ready. Data transfer operations will be accepted but will be blocked until
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the line is ready. A client may set a timeout for the data transfer operation if indefinite
waiting is inappropriate.

2) Caller using manual dial

The algorithm is very similar to 1). The only difference is that the action required to
complete the connection is manual dialing. '

~3) Caller using auto-dial

The client passes a phone number in the phoneNumber field of the description of the RS-
232-C transport. Create returns after the circuit has been successfully established. The
error mediumConnectFailed is reported if dialing fails because of no answer or a busy
phone. If no dialing hardware exists or the dialing hardware is malfunctioning, the error
noDialingHardware or dialingHardwareProblem is reported, respectively.

If the client is a listener, one of the following scenarios occurs:
4) Listener using a dedicated line

The algorithm is very similar to 1). The phoneNumber field of the description of the RS-
232-C transport layer is an empty string. Notification of the listen being satisfied (the
other end has sent data or a control) is the completion of a data transfer operation. To
abort a listen, Delete is called. A listen may also be performed using Reserve.

5) Listener using a dialed line.

Same as case 4).

3.3 Reserve

In some situations, the GAP client may wish to simply reserve many RS-232-C lines and
await line activation or auto-recognition. This is accomplished by using Reserve. Reserve
creates the RS-232-C channel and notifies the client when the event callBackType occurs
by calling the remote procedure ReserveComplete on the client’s system element using
the GAPCallback protocol (see §3.7).

Reserve: PROCEDURE [

transport: TransportObject,

completionProcedure: UNSPECIFIED,

callBackType: CallBackType]

RETURNS [resource: Resource]

REPORTS [
buginGAPCode, gapCommunicationError, gapNotExported,
illegalTransport, inconsistentParams, noCommunicationHardware,
tooManyGateStreams, transmissionMediumUnavailable

1=4;

Resource: ARRAY 2 OF UNSPECIFIED;

CallBackType: TYPe = {callOnAutoRecognition, callOnActive, dontCall};
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If callBackType is dontCall, the client is never notified.

If callBackType is callOnActive, the client is notified when the connection becomes active
or the connection is aborted. For RS-232-C lines, Gateway software defines becoming
active as the RS-232-C signal Dataset Ready becoming TRUE.

If callBackType is callOnAutorecognition, the client is notified when auto-recognition
occurs. Auto-recognition is the ability to identify the foreign system type through a
combination of hardware and software, thus allowing more flexible use of a single line.
Auto-recognition is not offered in all implementations, since the necessary hardware may
not exist on the system element providing the RS-232-C transport.

Reserve reports a subset of the errors reported by Create.

After a Reserve, the client must either free the resource by calling AbortReserve, use the
resource in a subsequent Create, or pass the resource to the NS Router using
UseMediumForOISCP.

If the client desires to abort a Reserve either before or after the completion procedure has
been called, AbortReserve is called:

AbortReserve: PROCEDURE [resource: Resource] = 5;

The client may use the resource in a Create call by using the alreadyReserved choice of the
rs232c TransportObject:

TransportObject: TYPE = CHOICE OF {

rs232c => |
commParams: CommParamObiject,
preemptOthers, preemptMe: ReserveType,
phoneNumber: STRING,
line: CHOICE OF {

alreadyReserved = > [resource: Resource]}l,
™

The client may pass the resource to the NS Router by calling UseMediumForOISCP. After
calling UseMediumForOISCP, the client no longer has control over the resource.

UseMediumForOISCP: PROCEDURE [transport: TransportObject] = 8;
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3.4 Transferring sessions

Some applications require that a session be transferred to another client. For example, a
client communicating with a teletype may wish to act only as a simple executive,
determining which service the teletype desires to use and then transferring the session to
another system element that implements the service. GAP allows this using the
procedures Transfer and Obtain.

Transfer is used by the owner of the session to indicate that the session handle is to be
passed to another client. Transfer ‘may be called only after the termination protocols
defined in §5.5 have been followed to idle the session. ‘

Transfer: PROCEDURE [session: SessionHandle] REPORTS [inconsistentParams] = 6;

After Transfer returns, the owner of session must pass it to the new client using a private
protocol. The new client then obtains ownership of the session by calling Obtain:

Obtain: PROCEDURE [session: SessionHandle] REPORTS [inconsistentParams] = 7;

After Obtain returns, the new client is the owner of the session and can send and receive
data and controls.

Warning: Obtain and Transfer are unimplemented in Version 2 and always report the error unimplemented.

3.5 Deleting a session
A session is deleted by calling Delete:

Delete: PROCEDURE [session: SessionHandle] = 3;

3.6 Freeing inactive resources

Since the resources allocated by GAP are non-sharable, GAP servers timeout and free
inactive resources. In most cases, the GAP server can use Sequenced Packet connection
errors as an indication that a resource is inactive. However, when an RS-232-C port is
reserved using Reserve, this is not a valid indication of inactivity. Instead, any resource
allocated by Reserve is freed after n minutes unless the IAmStillHere remote procedure
has been called by the system element owning the resource. This rule is in effect until the
resource is either freed, passed to the NS Router, or used in a subsequent Create procedure.

IAmStillHere: PROCEDURE [resource: Resource] = 1;

Note: n is currently set to be 6 minutes and it is recommended that the client call
IAmStillHere for each reserved resource every 2 minutes.

Note: Only RS-232-C resources allocated by Reserve timeout after n minutes. Thus, any
client that never calls Reserve need never call IAmStillHere.
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Some of the GAP remote procedures return information that may not be not immediately
available. Rather than having a remote procedure call be outstanding for a long period of
time, GAP “calls back” to the client using the GAPCallBack protocol. To use the protocol,
the client must implement a Courier server and must support multiple Sequenced Packet
connections. Clients not wishing to implement either of these may still use the GAP
protocol, but must not use any of the features requiring the GAPCallBack protocol. These
facilities are: ‘
1) Authentication of security and terminal identifications. A client not implementing
the GAPCallBack protocol may still communicate with systems using security and
terminal identifications, but cannot authenticate them.

2) Responding positively to file polls from Xerox 850s and Xerox 860s. A client not
implementing the GAPCallBack protocol may still communicate with a Xerox 850 or
Xerox 860, but any file poll received will be negatively acknowledged.

3) Using Reserve except when callBackType is specified as dontCall.

The remote procedures and errors defined below comprise a Courier remote program called
GAPCallBack:

GAPCallBack: PROGRAM 12 VERSION 2;

3.7.1 ReserveComplete

ReserveComplete is called when the event described by callBackType occurs or the
resource is freed using AbortReserve. callBackType is specified during the Reserve call.

ReserveComplete: PROCEDURE [
resource: Resource,
callBackProcedure: UNSPECIFIED,
results: ReserveResults] = 0;

ReserveResults: TYPe = CHOICE CallBackType OF {
callOnAutoRecognition = > [outcome(1): AutoRecognitionOutcome],
callOnActive = > [success: BOOLEAN],
dontCall = > nuLL);

AutoRecognitionOutcome: TYPE = CARDINAL;

resource identifies the resource. callBackProcedure is the handle specified during the
Reserve call. The client must not make any GAP procedure calls until it has returned
Courier results for this procedure. [f callBack is callOnAutoRecognition, outcome
indicates the results of auto-recognition. If callBack is callOnActive, success is TRUE if the
line became active and FALSE if the resource was freed by the client calling AbortReserve.
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3.7.2 poll
Poll is called when a file poll is received from a Xerox 850 or Xerox 860.

Poll: PROCEDURE (
_ pollProc: uNsPeCIFIED, pollString: STRING]
RETURNS [pollResults: BOOLEAN] = 1;

The field pollProc is the handle passed during the Create call. The field pollString is the
file name requested by the foreign device. The client indicates via the pollResults B0OOLEAN
whether it is prepared to send that file as soon as possible.

3.7.3 Authenticate

Authenticate is called to allow the client to authenticate any terminal or security
information passed from the foreign device during connection establishment.

Authenticate: PROCEDURE | o
authenticateProc: UNSPECIFIED, idString: IDString]
RETURNS [authenticateResults: BOOLEAN] = 2;

authenticateProc is the handle specified during the Create call. iDString indicates
whether a foreign terminal or security ID is to be authenticated. The client indicates via
the authenticateResults BOOLEAN whether it accepts the foreign terminal or security ID.
The client must not make any GAP procedure calls until-it has returned Courier results for
this procedure. For efficient utilization of the transport medium, it is important that this
procedure return the result of the authentication as quickly as possible.

IDString: TYPE = CHOICE OF {
remoteTerminallD = > STRING,
securitylD = > STRING};
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~ The following remote ERRORs are generated by the GAP remote procedures:

unimplemented
noCommunicationHardware
illegalTransport
mediumConnectFailed
badAddressFormat
noDialingHardware
dialingHardwareProblem
transmissionMediumUnavailable
inconsistentParams
tooManyGateStreams

10 bugInGAPCode

11 gapNotExported

12 gapCommunicationError
13 controllerAlreadyExists

14 controllerDoesNotExist

15 terminalAddressinUse

16 terminalAddressinvalid

OWOoOONOUVDA WN-=0O

badAddressFormat 4

The specified phoneNumber contains either invalid characters or too may characters.

buginGAPCode 10

A non-recoverable error occurred due to a possible bug in the GAP code.

controllerAlreadyExists 13

A controller with the name hostControllerName already exists. This error is reported
when a controller is created.

controllerDoesNotExist 14

A controller with the name hostControllerName does not exist. This error is reported
when a terminal is created.
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dialingHardwareProblem 6

During auto-dialing, an error occurred that prevented its successful completion. This
usually indicates a hardware failure of the auto-dialer.

gapCommunicationError 12

A communication error occurred when communicating with the server.

gapNotExported 11

GAP is not exported by the remote system element at this time.

illegalTransport 2

The specified transport is illegal or unimplemented.

inconsistentParams 8

The parameters specified are in error or the particular feature requested is not
implemented.

mediumConnectFailed - 3

The physical connection cannot be made with the non-OIS system. This error indicates a
dialing failure such as busy or no answer. '
noCommunicationHardware 1

Hardware for the specified communication line does not exist.

noDialingHardware 5

The client specified auto-dialing but auto-dialing hardware did not exist.

terminalAddressinUse 15

The terminal address of terminalAddress is already in use or all possible terminal
addresses are already in use.

terminalAddressinvalid 16

The terminal address specified in terminalAddress is not in the range valid for the
controller.

tooManyGateStreams 9

The procedure failed due to lack of some resource. The client should try again later.

transmissionMediumUnavailable 7

The communication line cannot be reserved. The client should try again later.

unimplemented 0

The procedure called is unimplemented.



Data transfer
with the foreign system

5.1 Data transfer

Once Create has returned or the client has obtained the session via Obtain, the client uses
the NS Sequenced Packet Protocol to communicate with the non-OIS system. Since
Courier and the client share the same network data stream, the client must not have any
Courier procedure calls outstanding during data transfer. In addition, when terminating
or transferring a session, all data transfer operations must be quiesced before calling
Delete or Transfer (see §5.5).

5.2 Contrdls

The client controls the foreign system and/or the transport through a set of generic
controls. Generic controls may or may not translate into controls that are meaningful for
the current session. : ‘

5.2.1 Classes of generic controls

The Sequenced Packet Protocol can be thought of as creating two independent duplex
information channels. One channel is used mostly for transmitting data, while the other is
used for transmitting attentions. There are three classes of generic controls: in-band, out-
of-band, and out-of-band with mark. They differ in their use of the two information
channels.

An in-band control is sent on the data channel and arrives in order relative to data. It is
serialized with respect to the data sequence, because its position in the sequence indicates
the relative time it was generated. Since it cannot bypass data, an in-band control will be
delayed if there is congestion. An in-band control is identified via the packet subtype field.
The transition from none to some other packet subtype value and back is the event that
indicates the arrival of a control in the data sequence.

An out-of-band control arrives on the attention channel independently of the data
channel. The attention channel is a separate, expeditious channel that is not affected by
congestion of the data stream. The attention byte facility of the Sequenced Packed
Protocol is used to represent out-of-band controls.
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An out-of-band with mark control is composed of both an out-of-band control and an in-
band mark. The out-of-band control is used to bypass any congestion in the data stream.
The in-band mark is used to locate the position relative to the data at which the control
was generated. The mark provides synchronization (i.e., that the aborting condition is
synchronized with respect to the sender of the abort). An out-of-band with mark control is
represented via the attention byte facility for the out-of-band control and the packet
subtype field for the mark.

5.2.2 Generic controls

The following are the packet subtypes which represent generic controls:

300g none

301g interrupt

302g resume

303g audibleSignal

3044 areYouThere

305g iAmHere

306g abortGetTransaction

3073 abortPutTransaction

310g endOfTransaction

311g yourTurnToSend

312 disconnect

3134 transparentDataFollows

314g endOfTransparentData

3154 abortMark

3204 cleanup

331g remoteNotResponding

3323 remoteNotReceiving

333g excessiveRetransmissions

3344 chain3270 (3270 emulation only)
335g unchained3270 (3270 emulation only)
336g readModified3270 (3270 emulation only)
3374 status3270 (3270 emulation only)
340g testRequest3270 (3270 emulation only)

abortGetTransaction 3064 [Out-of-band with mark]

. Immediately stop the transaction being received. The beginning of the next transaction is

designated by the in-band mark abortMark.

abortMark 315g [In-band]

Marks a transaction boundary in conjunction with an abortGetTransaction or an
abortPutTransaction.

abortPutTransaction 3075 [Out-of-band with mark]

. Stop the current outgoing transaction immediately and resume at the next transaction

boundary, as designated by the in-band mark abortMark.
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areYouThere 304g [Out-of-band]

Elicit a response confirming that the foreign device/process is operational.

audibleSignal 303g [Out-of-band]

Send an audible signal. For some word processors, this is a signal to “go to voice”.

cleanup 320g [In-band, Out-of-band]
No more data will be transferred over this channel during this session. Processes receiving
this control should terminate. A client wishing to terminate should generate this control
on the out-of-band channel only.

disconnect 3125 [In-band]
Perform a graceful disconnect on all transport services. This takes effect only after all data
has been delivered and either a) a disconnect acknowledgement is received, b) the physical
connection is broken, or ¢) there is no response for some protocol-dependent time. An
immediate disconnect is achieved by deleting the stream.

endOfTransaction 310g [In-band]
Delimit a transaction. It is generally only with transports (e.g., BSC for IBM Office
System6) that mix transaction management with line control.

endOfTransparentData 314g [In-band]

The following data comply with the normal restrictions of the transport and do not need
special framing. This indicates a return to the restrictions in effect at stream creation
time.

excessiveRetransmissions 333g [Out-of-band with mark]
A data transfer was attempted many times and not accepted by the foreign system. The
outgoing transaction is stopped immediately and resumed at the next transaction
boundary, as designated by the in-band mark abortMark. The excessiveRetransmissions
control should never be generated by the GAP client.

iAmHere 305g [Out-of-band|
Response to the areYouThere control confirming that the foreign device/process is
operational.

interrupt 301g [Out-of-band]
Temporarily halt both processing and output as quickly as possible. Perhaps, depending
on device, wait for a resume control before continuing.

none 300g [In-band]
This is the normal condition. The transition from none to some other packet subtype value
and back is the the event that indicates the control in the data sequence.
remoteNotResponding 331g [Out-of-band with mark]

The foreign system has stopped communicating. The outgoing transaction is stopped
immediately and resumed at the next transaction boundary, as designated by the in-band

5-3



Data transfer with the foreign system

mark abortMark. The remoteNotResponding control should never be generated by the
GAP client.
resume 3024 [Out-of-band]

Resume processing where you were when interrupted.line control, although it can be used
on other transports to make sure a particular group of data has been transferred
successfully. Reception of this control must be acknowledged by generating the
endOfTransactionAck control.

transparentDataFollows 313g [In-band]

The following data may contain bytes which require special framing. It is used only with
transports (e.g., BSC for IBM Office System 6) that have restrictions on the data which is
contained in a normal record. These restrictions are in effect when the stream is created.

yourTurnToSend 3114 [In-band]

Tell the receiver that it may send now. This control is used only in alternating-mode
transports (e.g., BSC).

unchained3270 335g [In-band]
The data following is a momnchraimed sequence of one or more commands for an IBM 3270
terminal. The packet containing the end of the command should have the End-of-message
bit set.

readModified3270 336g [In-band]
The data following is read modified data from an IBM 3270 terminal. The packet
containing the end of the read modified data should have the End-of-message bit set.
status3270 3375 [In-band]
The data following is status from an IBM 3270 terminal. The packet containing the end of
the status should have the End-of-message bit set.

testRequest3270 - 340g , [In-band]

The data following is test request data from an IBM 3270 terminal. The packet containing
the end of the test request data should have the End-of-message bit set.
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5.3 Status

Status about the session is also returned to the client using the attention byte facility of
the Sequenced Packet Protocol. The following status values are defined:

3214 mediumUp

3224 mediumDown

323g ourAccessiDRejected

3244 weRejectedAccessiD

325g noGetForData

3263 unsupportedProtocolFeature

3274 unexpectedRemoteBehavior

330g unexpectedSoftwareFailure

3414 configurationMismatch3270

370g hostPolling3270

3713 hostNotPolling3270

mediumDown 3224

The transmission medium has gone from the up to the down state. This indicates that the
connection to the foreign system has terminated.

mediumUp 321g

The transmission medium has gone from the down to the up state. This indicates that the
connection to the foreign system is operational.

noGetForData 3255

The foreign system is sending data and the client is not reading data. If possible the
Gateway software will use flow control to prevent loss of data.

ourAccessiDRejected 3235

The foreign system rejected our security id.

unsupportedProtocolFeature 3264

The foreign system used some protocol feature that is currently unsupported (e.g., an RVI
received from a Xerox 800).

unexpectedRemoteBehavior 327g

The foreign system did something unusual that did not follow documented protocols.

unexpectedSoftwareFailure -330g

The software encountered an unrecoverable software error.

weRejectedAccessID 3244

Either we rejected the security identification from the foreign system or the foreign
system did not send a security identification when it was required.
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configurationMismatch3270 3414 ’ [3270 emulation only]

Gateway Software determined that the parameters describing the IBM 3270 controller did
not match those of the host. For example, the number of terminals defined may be
different. :

hostNotPolling3270 371g [3270 emulation only]

The 3270 host has not polled our controller for at least 2 minutes.

hostPolling3270 370g [3270 emulation only]

The 3270 host, which had not been polling our controller, is now polling our controller.

54 7 D_ata errors

. Certain transports such as the TeletypeTransport cannot recover from data transmission
~ errors in a graceful manner and instead return these errors to the client using packet
~ subtypes. The following packet subtypes fall into this category:

garbledReceiveData 317g

A framing error occurred on all characters in this packet.

parityError 316g

A parity error occured on all characters in this packet.

Note: Generally, packets with these two subtypes will contain only a single character.

5.5 Termination
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After all the data in a session has been transferred, the connection is passed back to
Courier and the session is either deleted or passed to another owner by calling the Courier
remote procedures Delete or Transfer. However, before the connection is passed back to
Courier, the close protocol described in §7.5 of Internet Transport Protocols [15] should be
followed. The close protocol is always initiated from the client side; the server never
initiates it.
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